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W] SCRFARLEERIA A SCHRFE AT DAFEBC B A 4 ESP-AT T2 )5 S RF i 47

AT G SRR EAF IR .

AT 4R R B DMER? (BRIA: 115200) ... ..o
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Chapter 1
Al e

AFE TR T2 ESP-AT J2 A1 4 W TERREFE . AR T #Ages AT [EfF, AR 48

1.1 ESP-AT }&1{l 4

ESP-AT J2 REEJT A AT ELE N T 5™ OBk O T 0, BAEREARE P IT RS, PR ™ o dliad
ESP-AT 54, I DAPREMATCL ML . =6 S F DA S P fi S 0h e, EIEAYE
TELE BT W) HHR

ESP-AT J& #F ESP-IDF SEHUA (T A2 . ‘& ESP BA4H/E MMM, MCU fE R EHL. MCU % 3% AT fd
25 ESP BidH, 51| ESP BLHIMAT R A I #RAE, Ff 82Uk ESP BLZHR Ml () AT sy, ESP-AT $2{L T K ED)
REAN[HIY AT fr4~, 1 Wi-Fi fiy4~. TCP/IP fi54. Bluetooth LE #y4. Bluetooth fiy4>. MQTT 4. HTTP

fir4~. Ethernet iy 245,
<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<:> BT (ESP32)

K 1: ESP-AT A4

AT fiy%-bA “AT” JHff, fUF Attention, DUBTI)—47 (CR LF) W45, i AMEE Sy o#f 2> & [u] OK ok
ERROR MR, M Aiap S M A PATE R . W, Iy AT ey 2y BT, SRRARRIIT 5%
s UL, fEMH AT iy, MR E—Kar ST n, MAE T &Kard. MR E—AKamdR
PAT5ese, AR THNaS, W&k busy p. .. fR. HEA XK AT @i mE RS AT 4% .

BOABCE F, MCU jiiid UART H4% % ESP #5140 ik AT iy DA SR AT Wy, {Hg, @itinl DARYE
Sfr A DUB R, (AR E e T, Bl4n SDIO.

AR, @l DARET ESP-AT TAE, AfTFAEZM AT ard, ASKBEZ IR,




Chapter 1. A48/

12wk

A E BN AT BRIBER AT [BfF. Kik AT iy FIHIC AT Wi R B 75 2R DA SRE (2 A1 ey 3%
.
PR RSIEAL, AT BOAFCEB SR e A e . BRI SHESP-AT B # £ 3¢

1.2.1  wifkdEsS

# 1: ESP-AT i iy 75 B 1F

[C2Es e

ESP Jt % MAL

USB #ffi4k (42 ESP JF & Al PC) NERIEPE L H SR R

PC AL, REECE T BCE ML

USB #flsk (#%:4z2 PC #1 USB ¥ UART H: [I£iH0) Jeik AT fig % Wl AT i b 40 2 12
USB %% UART #3 LIS 4 USB 5541 TTL {55

FEFRZ (HE$2 USB 5% UART £f [USCHAN ESP JF Jctfn) | Aik AT g4, 321 AT Wi B 850 1 3%

] 2: ESP-AT {457 1A

R R 4 ARATIRLGESE ESP JT AARCRI USB 5% UART H3 LIBLER , (AR (i RE PHAL DI fE
Hif 2 iR TX/RX BT,

1.2.2 ESP32-C3 &%l

ESP32-C3 AT X UART 4% 11: UARTO i FakFE:-F0% i H 7%, UARTI T &% AT fir 4z
W AT MRy . BRI T, UARTO il UARTI ¥{#i ] 115200 B4Rt (s .
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% 2: ESP32-C3 Series 41 A4 43245 40 il

IBE 1 ESP JF & W HelsEn
\ e
TNERE A H & UARTO PC
+ GPIO20 (RX) . TX
+ GPIO21 (TX) + RX
NN N 2
AT iy 2 /WBI1 UART1 USB %% UART # 11 B
+ GPIO6 (RX) . TX
« GPIO7 (TX) + RX
« GPIOS (CTS) « RTS
+ GPIO4 (RTS) « CTS

Wil 1: ESP Jf &l PC 2 [A] )4 32 B N & AE ESP FF &M b, S8 F5 40 USB $itdis 4 4271 & M
#1 PC BT,

BtW] 20 CTS/RTS & BUATE M BE =2 e 4 itk

ESP board
RX

™ RX
cTs RTS
e RTS cTS

USB to serial converter
T

& 3: ESP32-C3 &4 fifi {4 en 2 &

R TR H T ESP32-C3-MINI-1 #4114, 2% (ESP32-C3-MINI-1 £ ARHHE Y .

1.3 p#idRT

ARG LA ESP32-C3-MINI-1 #4150 Bil, /&3 fife] T 4 ESP32-C3-MINI-1 BRI AT [, AL ey
PR BIR4L E, HE ESP32-C3 Rt n] %430

TNEABSE AT B2 0T, RS IERIER TR, BN 2% id ik,

TR RSB, AT BOAFCEI SR e A e . BIRISHESP-AT Bl # 257

1.3.1 R AT WlfF

TR AN PR AT [ F 2% PC:

o HITEAT B #
o FRBEPIBLA TS VA AT [& {4
o T AH AR T R 3
A, FATRE T ESP32-C3-MINI-1 Xf [ ESP32-C3-MINI-1_AT Bin_V2.3.0.0 [E{:, ZREAM

FISRE5H A bin SCPEAY AT, HE ESP32-C3 RBIBAL (1) H 54514 ) bin SCOH AT 2540
g
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— at_customize.bin /] AR
— bootloader // bootloader

| L— bootloader.bin

— customized_partitions // AT HENX bin X4
ble_data.bin

client_ca.bin

client_cert.bin

client_key.bin

factory_param.bin

factory_param MINI-1.bin

mgtt_ca.bin

mgtt_cert.bin

mgtt_key.bin

server_ca.bin

server_cert.bin

server_key.bin

— download.config /] BRI S 5
— esp-at.bin // BT L
I— esp-at.elf

I— esp—at.map

— factory /! BFEIHERITEER) bin U
| — factory MINI-1.bin

| L— factory_parameter.log

[TTTTTTTITTITT

— flasher_args.json /7 FESEUE Bk
— ota_data_initial.bin // ota data X¥JMA{H
— partition_table /] —FhrXKFN R

| L— partition-table.bin

— phy_init_data.bin // phy ¥IREER

L— sdkconfig // BT [EAAXT Y A0 PR e

Hrr, download.config IS BEREFHISEL:

——flash_mode dio —--flash_freqg 40m --flash_size 4MB
0x8000 partition_table/partition-table.bin
0xd000 ota_data_initial.bin

0xf000 phy_init_data.bin

0x0 bootloader/bootloader.bin

0x60000 esp-at.bin

0x1e000 at_customize.bin

0x1F000 customized_partitions/ble_data.bin
0x3a000 customized_partitions/mgtt_key.bin
0x27000 customized_partitions/server_key.bin
0x3c000 customized_partitions/mgtt_ca.bin
0x2d000 customized_partitions/client_key.bin
0x2b000 customized_partitions/client_cert.bin
0x31000 customized_partitions/factory_param.bin
0x2f000 customized_partitions/client_ca.bin
0x38000 customized_partitions/mgtt_cert.bin
029000 customized_partitions/server_ca.bin
0x25000 customized_partitions/server_cert.bin

e ——flash_mode dio fRFRILEM:R K flash dio #X AT 4R

e ——flash_freq 40m ft32 I E 43R 1 flash 38 IRSH% % 40 MHz;

e ——flash_size 4MBXFEIEFE LY flash f/)NK 4 MB;

e 0xd000 ota_data_initial.bin fBFEAE 0xd000 Hihlpis: ota_data_initial.bin 4.

1.3.2 Bk AT FESE %%
T IR B T R A E R BB M R e v .
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Windows

TFURBERZ AT, 6 T 3K Flash THETH. BEA K Flash PR TRING, HSFHEFMH doc k.

* $T9F Flash 2 T.H;

o BEPRIN R RA; (UbAb, FATEEEE ESP32C3.)

o WRPEER TR R TR (e, F’A1%HE develop, )
o RIBERTRIER—F R0 (Bkt, FfTk#F vart. )

i~ Y

1] DOWNLOAD T..[ = |[ @ |[ == |
chipTypes [Esp32c3 v]
workMode: Ide"'E|DP v]
loadMaode: Iuart v]

‘ OK ‘

el 4 R S g

« ff AT PRGSO RIS R
- IR EZ A bin F 2 AR R AR fRYE download.config AHEATECE, B A %k
“DoNotChgBin”;

H T RGeSk B, T A TE A T B O COM i 115, FEA “COM:” FHiFI & ik % i
5. A XA A i S AT EAN A 445 2% 8 Windows |78 F i 1

BaRSE UG, e E AT B S RF R .

Linux 3¢ macOS

FURFER 2 H, S esptool.py.,
PAN AR AR —, R AT [EIfFRSR 256
© DI NEZA bin I REAFRHAE: A LAT 634, Bt PORTNAME fl download.config £
e
esptool.py —--chip auto —--port PORTINAME --baud 115200 --before default_reset —-
—after hard_reset write_flash -z download.config

Ff PORTNAME e il A MR IV 803% D4 FR, A ICIENE R 4K, 1§52 {£ Linux il macOS
FERW .

Ff download.config B i U S EINE.

PATF 26 [ (445 & ESP32-C3-MINI-1 il A4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —--
—before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—dio -—-flash_freq 40m --flash_size 4MB 0x8000 partition_table/
—partition-table.bin 0xd000 ota_data_initial.bin 0xf000 phy_init_data.
—bin 0x0 bootloader/bootloader.bin 0x60000 esp-at.bin 0x1e000 at_
—customize.bin 0x1F000 customized_partitions/ble_data.bin 0x3a000_
—customized_partitions/mgtt_key.bin 0x27000 customized_partitions/
—sserver_key.bin 0x3c000 customized_partitions/mgtt_ca.bin 0x2d000_
—customized partitions/client key.bin 0x2b000 customized partitions
—client_cert.bin 0x31000 customized_partitions/factory_param.bigfﬁﬁ%ﬁg
—0x2f000 customized_partitions/client_ca.bin 0x38000 customized_

Espressif Systdiis, o 08 /AtE_cext.bin 0x2900) customlzed syl 0n3 (i el e 7 gbcs2ted
—0x25000 customlzed1§a tlﬁﬁsnS/Servfiif%ﬁg'bkn
UB"H ocumen edbac
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[0l » #EH#L » 0S(C) » bin » ESP32-C3-MINI-1 AT Bin V23.0.0 » ESP32-C3-MINI-1-V23.0.0 » factory ~[ 4]
BEEEH - HE - il S B
ER

7] factory_MINI-1.bin

J SPIDownload ] HSPIDownload ]

|| factory_parameter.log

E]@ E
E]@
E]@
e
E]@
(e :
SpiFlashConfig
SPISPEED  SPI MODE DETECTED INFO
e
©40MHz O QIO
) 267MHz  ©) QOUT [[]LOCK SETTINGS
©)80MHz () DOUT
() FASTRD
Download Panel 1
D -~
START STOP " ERASE l COM:  COM73 -
BAUD: (115200 -

]

50 TR A ALk 5 ]

| download.config - IBEE

iR #SE) ) =8NV )
——flash_mode dio —-flash_fre:

B Partition_taple/pariition
0xd000 ota data initial.bin
0xf000 phy_init_data.bin
0z0 bootloader/bootloader.bin

5 ESP

c3 OAD TOO 9

| SPIDownload | HSPIDownload |

0xE0000
0x1e000
0x1F000
0x3a000
0x27000
0x3c000
0x2d000
0x2b000
0x31000
0x2£000
0x38000
0x29000
0x25000

esp-at. bin
at_customize. bin

customized partitions/ble_data. bin
customized_partitions/mqtt_key. bin
customized_partitions/server_key. bin
customized partitions/mgtt_ca. bin
customized partitions/client_key.bin
customized_partitions/client_cert. bin
customized_partitions/factory_param bin
customized partitions/client_ca.bin
customized partitions/mqtt_cert.bin
customized_partitions/server_ca. bin
customized_partitions/server_cert.bin

@ 40MHz
(0 26.7MHz
©) 20MHz
©) 80MHz

Download Panel 1

© Qo
© Qout
@ DIO

[]LOCK SETTINGS

© DoUT
) FASTRD

IDLE i
Gt .
l START " sTOP " ERASE ICOM‘ comr2 -
BAUD: 921600 -

]

6: 3 = 2Lk S
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(% E70)
[ |
o HZTHEITOH B E 0x0 Hihtk: # APL T4, &t PORTNAME fl FILEDIRECTORY &
g

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m —--flash_
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME e s A ARV 83 O A FR, A ICE E 1R D4 FK, 55 2% 1 Linux Al macOS
FERW.

$f FILEDIRECTORY Fre sl (L & i) i 7= B i SO AR, I OLT, XFé 2 factory/

XXX .bin,
PAF 26 [ Bt & ESP32-C3-MINI-1 B4 # A 14

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 --
—before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—dio -—-flash_freq 40m --flash_size 4MB 0x0 factory/factory MINI-1.bin

BREUG, e E AT B2 SRR .

1.3.3  Rad AT [IfFiE R hesk i)

TR PA N P IRAG A AT [ he Rl

o ITHE O TH, 41 SecureCRT;

o HAO: BEREF T ARSI AT iy /MR B9E 0 (T LA piE 42 )
o PHRER: 1152005

o BHEfL: 8;

o K;¥5f7: None;

o fFIRf 1

* i : None;

« A “AT+GMR” fir4~, I H#4T (CR LF);

PR PR, WA OK, MR AT B A .

AT+GMR

AT version:2.3.0.0(e98993f - ESP32C3 - Dec 23 2021 09:03:35)
SDK version:v4.3.1-354-g98d34e5

compile time(9ff1373):Dec 24 2021 11:22:05

Bin version:2.3.0(MINI-1)}

OK

B 7: AT Wi

N, EFTEAG A ESP32-C3 s JPHLH G, WIbAE “Fa#/Amm H&E” $ O el E&R . & HEM
NI HEARRL, W] ESP-AT [ E 2 IERRIH L 1.

ESP32-C3 JFHLH #&:

ESP-ROM:esp32c3-apil-20210207

Build:Feb 7 2021

rst:0x1 (POWERON) ,boot:0xc (SPI_FAST_FLASH_BOOT)
SPIWP:Oxee

mode:DIO, clock div:2

load:0x3fcd6100,1len:0x1948

Q)
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(8L 7))
load:0x403ce000, len:0x8dc
load:0x403d0000, len:0x2de0
entry 0x403ce000
I (31) boot: ESP-IDF v4.3.1-354-g98d34e5 2nd stage bootloader
I (32) boot: compile time 11:21:56
I (32) boot: chip revision: 3
I (34) boot.esp32c3: SPI Speed 40MHz
I (39) boot.esp32c3: SPI Mode DIO
I (44) boot.esp32c3: SPI Flash Size 4MB
I (49) boot: Enabling RNG early entropy source...
I (54) boot: Partition Table:
I (58) boot: ## Label Usage Type ST Offset Length
I (65) boot: 0 otadata OTA data 01 00 00004000 00002000
I (72) boot: 1 phy_init RF data 01 01 0000£f000 00001000
I (80) boot: 2 nvs WiFi data 01 02 00010000 0000e000
I (87) boot: 3 at_customize unknown 40 00 0001e000 00042000
I (95) boot: 4 ota_0 OTA app 00 10 00060000 00140000
I (102) boot: 5 ota_l OTA app 00 11 00230000 00140000
I (110) boot: End of partition table
I (114) esp_image: segment 0: paddr=00060020 vaddr=3c140020 size=29060h (168032).
—map
I (158) esp_image: segment 1: paddr=00089088 vaddr=3fc90800 size=03dfch ( 15868).
—load
I (162) esp_image: segment 2: paddr=0008ce8c vaddr=40380000 size=0318ch ( 12684).
—load
I (167) esp_image: segment 3: paddr=00090020 vaddr=42000020 size=130764h (1247076)_
—map
I (433) esp_image: segment 4: paddr=001c078c vaddr=4038318c size=0d588h ( 54664)._
—load
I (446) esp_image: segment 5: paddr=00lcddlc vaddr=50000000 size=00004h ( 4y
—load
I (447) esp_image: segment 6: paddr=001cdd28 vaddr=50000008 size=00010h ( 16) .
—load
I (457) boot: Loaded app from partition at offset 0x60000
I (458) boot: Disabling RNG early entropy source...

module_name:MINI-1
max tx power=78,ret=0

2.3.0

TR A T il ESP-AT T2, 35 HRESP-AT & H 4,

TSR AAE 2 ST QA 66 1] ESP-AT, 355 561 3e sk i e, T AR SR O BE (R DA BB A2 [ nfey i 4, AR5 15
FIET #4685, TR R BB R AT B
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AT [ilfF

2.1 RAWRIEE

R TR AR . FRl, 3R T LATT ESP32-C3 RAIKILIRY AT [T

T WORIRABIALBCR KA F, T AR AR R i B OB B (R ESP-AT B # 2 5+ &5
5 AL RE (I EAH R A 1 ), B8 A AT A R | SR R SO (o fT A miod | A = 240
LA,

2.1.1 ESP32-C3-MINI-1 &%

* v2.3.0.0 ESP32-C3-MINI-1_AT_Bin_V2.3.0.0.zip (#i¥5)
e v2.2.0.0 ESP32-C3-MINI-1_AT Bin_V2.2.0.0.zip

PA bR T 30 ESP-AT [ (6 & 7 T ME & DI BER — i 3¢, factory/factory_xxx.bin
SR IX LU E T RE ) B SO AR . R DAMUBESR factory/factory xxx.bin FlEIGHINEH
0 11 flash =z [H] r, BFARYE download. config UM HIME ERFA T gk HI SCfbesr 3 flash HhXf [y
AR S (B . T UM N, TS T HAT Bl i,

e at_customize.binFET H 49X 3HE, ZFEHN L T ble_data.bin 43X, SSL{F34> X . MQTT
JEBAM KA factory param XXX.bin 4 ECRIHE B4y M RGRAHLHE ALK KA, 50
DAL AT iy & AT+FS FIAT+SYSFLASH SR % S B 811 4 DX BLI PO 25

+ fhctory_param_XXX.bin fiH TR ESP Hi412 FIMRECERE (L F4). WHRERRIAL:
T IERR R

TR RSO T H OB, IBATPASH o7 £ sk |- A — b ) SpF X H E X
B BEATIC S, gk 2 H A i . 308, T DARYE UART 45l /PSRAM/Flash
it e R (LA 1 [ (Rt B R (6 L oK, S R ] 43 P T S B
HSHESP-AT B 25 ) .

2R Y download.config SCHF 28K 4 T 2 ) B & SCHLAL P, 355
HE X8 E {4 customized_partitions/factory_param_XXX.bin 3 {7
customized_partitions/factory_param.bin., UART CTS F1 RTS & 2 7] ik
1o

« ESP32-C3 %41

11
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Chapter 2. AT [E{4

fiH UART % i1 (TX,RX, CTS,RTS) | Factory Parameter Bin
- - | —
ESP32-C3-MINI %% . GPIO? Eiitory_param_MINI 1.
¢ GPIO6
¢ GPIOS
¢ GPIO4

e ble_data.bin 7£ ESP T4ET Bluetooth LE i} 45 itk i HHBEHRAL TR %55

e server_cert.bin, server_key.bin fll server_ca.bin & SSL k55~ FHET
e client_cert.bin, client_key.bin fll client_ca.bin 42 SSL & i/~ fFliET ;
e mgtt_cert.bin, mgtt_key.bin flmgtt_ca.bin & MQTT SSL & im/~ Bk ;

UERIELE T RERA BT B, WA TEEERFR N g — BE ) SCPF T 22 flash A
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Chapter 3
AT G4

AFRFEARNZHANE 252K AT i

3.1 JLAB AT 4

AT: Ui AT B30

AT+RST: S

AT+GMR: EEWAEE

AT+CMD: 2524 7 [ 8 SRR T A div S Rt & 22
AT+GSLP: # A Deep-sleep i

ATE: FFJE5% M) AT [ B Ii6E

AT+RESTORE: VRE H ) i%E

AT+UART_CUR: ' UART M4 FilGHIHC S, A5A7EE flash
AT+UART_DEF: & UART BRIARCE, 4773 flash
AT+SLEEP: %' sleep Fix;

AT+SYSRAM = 511 24 il ol 43 3 245 [) 1 B /N I 25 1]
AT+SYSMSG: Fif)/ B ARG5S
AT+SYSFLASH : #5335 flash J| P14 X

AT+FS: IR G HAE

AT+RFPOWER: #ifi]/i% B RF TX Power
AT+SYSROLLBACK :  [a]3& 5] DA Fif 14 [# 44
AT+SYSTIMESTAMP: 75 31)/358 B2 b i[5 %
AT+SYSLOG: J5 B 2E ] AT 454 s
AT+SLEEPWKCFG: & Light-sleep M2 IE LR GPIO
AT+SYSSTORE : LB S HATHI

AT+SYSREG: 521188

3.1.1  AT: Wl AT 33)
WA A

e

13



Chapter 3. AT Ay d4E

3.1.2 AT+RST: B

WA %

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

o <AT version info>: AT #Z.DERRAES., BIIE esp—at/components/at/1lib/ HE F. L
T2 PUERY, ToFraital.

* <SDK version info>: AT {fi [ )°F-4 SDK it &5 B, BA1E XA esp—at/module_config/
module_{platform}_default/IDF_VERSION X},

 <compile time>: [ {F2F B HA] .

* <Bin version>: AT [E{FHRA(FE . MAME B W PATE menuconfig HH &k .

Bl

o ASREAET ESP-AT [ {F AT, 35 Sehefit AT+OMR A E B

il

AT+GMR

AT version:2.2.0.0-dev(cadlec4d - ESP32-C3 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK
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304 AT+CMD: 2% IR SR B A7 fr 4 B iy 4

W i <

+CMD:<index>, <AT command name>, <support test command>,<support query command>,
—<support set command>,<support execute command>

OK

e <index>: AT Myl v%

e <AT command name>: AT #4445 FR

+ <support test command>: 0 FE/RA T, 1 FRLHE

+ <support query command>: 0 F/RAZFF, 1 FRIEF
» <support set command>: 0 F/RATH:, 1 FTRTFF

« <support execute command>: 0 FRALFF, 1 FRIE

3.1.5 AT+GSLP: jjiA Deep-sleep Bzt

B

AT+GSLP=<time>

W ) :

<time>

OK

SH
* <time>: B#EA Deep-sleep I, BAr: 2ZFb. BOEMIAIEIG, Bea H e, 81 HERR
WA, ARSI AR

- 0 FR LRI E
— fix K Deep-sleep I K254 28.8 K (231-1 ZF/b).

Bl
© HTAMRINERR I, Frf ik A Deep-sleep B9 Fnif & S B IHC 2 7] SAFAEZE SR

3.1.6 ATE: JFEEOCH AT 1 Dyt

Parr %

=

A
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’ATEO

o

’ATEl

W

’OK

ZH

* ATEO: XAl
« ATE1: FFR3a 5

3.1.7 AT+RESTORE: &)

=

A

’AT+RESTORE

W ) :

[ox

A
o Wil S RHEIRITAT BAPE] flash 928, A BRIASHL.
-

o BT S EIFBE

3.1.8 AT+UART_CUR: #t¥ UART %nilsmiicE, AffE3] flash

[k

AT+UART_CUR?

W i :

+UART_CUR:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

%

NI

@

ALk
At

AT+UART_CUR=<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W
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OK

* <baudrate>: UART &R
— ESP32-C3 545 %453 80 ~ 5000000
o <databits>: FIR{v
— 5: 5 bit $Hifr
- 6: 6 bit FHE {7
— 7: 7 bit FIR(
— 8: 8 bit HIR{
* <stopbits>: {=F{i/
— 1: 1 bit Bk
— 2: 1.5 bit {213
— 3: 2 bit &R
* <parity>: 517
— 0: None
- 1: Odd
— 2: Even
o <flow control>: s
- 0: A
- 1: {figE RTS
- 2: ffifig CTS
— 3: [AAH#iRE RTS i1 CTS

e
o Fifjan 4R F R 2 UART FCE SE0SCAE, BT8R, T Re S5 3e(EA R 25 .
o RPE AR E] flash,
o [ RE 1 R 4 D BE R B A 09 CTS/RTS & M, 1% 3 WA 1+ 4 42 Ml components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

AT+UART_CUR=115200,8,1,0,3

3.1.9 AT+UART_DEF: ¥ UART ZRilficE, PRA{7E%F] flash
i A

ke

AT+UART_DEF?

W i :

+UART_DEF :<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK
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=

=

A

’ AT+UART_DEF=<baudrate>, <databits>, <stopbits>,<parity>,<flow control>

* <baudrate>: UART &R
— ESP32-C3 %4 55k 80 ~ 5000000
<databits>: ({1
— 5: 5 bit $HRfr
- 6: 6 bit FHE {7
— 7: 7 bit FIR
— 8: 8 bit HIR{
* <stopbits>: {2 F{i;
— 1: 1 bit &1k
— 2: 1.5bit {517
— 3: 2 bit &k
* <parity>: 517
— 0: None
- 1: Odd
— 2: Even
o <flow control>: s
- 0: AMifgids
- 1: {figE RTS
- 2: {figg CTS
— 3: [AAH#iFE RTS i1 CTS

B
o B EHCHRAEE NVS 5K, Uil R IR AL
o fuiT T BE 0 9T 45 B BE T S E B A 9 CTS/RTS A5, 4% 4§ W2 #+ % 4% Al components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

Bl

AT+UART_DEF=115200,8,1,0,3

3.1.10 AT+SLEEP: ¥ IENRELD X
A A

Py -
WA

=

AT+SLEEP?

W i <
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+SLEEP:<sleep mode>

OK

v

o

N

B

¥

v

A

=

’ AT+SLEEP=<sleep mode>

W i <

[ox

S

¢ <sleep mode>:
- 0: 2 REARAI
— 1: Modem-sleep F5={;
* B Wi-Fi iR
- IO AR Y AP () DT IM & 1 5K P
+ B BLE 15z
- £ BLE J"HRASF, SRS HORE AR A T4 5] B o 191 2 A
- £ BLE BT, ST HeRE AR A 242 18] i 2 10 5% 1A
— 2: Light-sleep #iz{;
+ B Wi-Fi #i5X
- CPU ¥t H it ABERR , ST ARIEAT+CWIAP iy S5 B 1isten interval
ZHE I K
+ H1 BLE #i=X
CfE BLE JEAS T, CPU K F St AR, SR A AR 220 52 7
- J£ BLE #4285 F, CPU ¥ H 3t AMENR , SIS R AR 3 12 122 0] B o 1 ¢ P4
— 3: Modem-sleep listen interval 5z
« PR Wi-Fi fiR
- SRR AT+ CWIAP i 2B listen interval Z4UE M XM
+ H1 BLE #iX
- 7E BLE 78R8T, s HeRe AR )4 1a] e 15 5% 1]
- 78 BLE BT, SRS HCRE AR 4 242 [a] e 2 10 ¢ 1]

it

o YEHIEAREI S, Bluetooth LE RN 1] RARE#IUR1E . 24 Bluetooth LE WJUG L5, 7N 1] DAZE I HEARASE
=

» Modem-sleep 15550 f1 Light-sleep #5503 7] AYE Wi-Fi #53% BLE i F %%, {HLE Wi-Fi X,
X R HBETE station BER T iXE

 %¥ Light-sleep #iUHT, @UWRAIETAT+SLEEPWKCFG fiy &V B UMY, 5 B me i, &
Fr—E AL T HERRR S

* X H Light-sleep #i3X Ji5 , 415 Light-sleep Ml 4% (AN 2 B, 155K B 2hE A BEIRAR L , 24 Light-sleep
W 25 I JE IS, 28 1 2 AN B R AL o i

 X}F BLE 3 Light-sleep £, H FbinfifshEz 32KHz i #ik, &0, Light-sleep £ 2x DA
Modem-sleep #z TE .

o AT+SLEEP T £ /5l 2% Y Sleep AT =17 .
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il

AT+SLEEP=0

3.1.11 AT+SYSRAM: 75 ify % bt ol 4 k22 ) fis /25 )

AT+SYSRAM?

W i <

+SYSRAM: <remaining RAM size>,<minimum heap size>

OK

BH

» <remaining RAM size>: Y4Fif| 4% |E], BAf7: byte
* <minimum heap size>: fx/NEZS[E], B : byte

il

AT+SYSRAM?
+SYSRAM:148408,84044
OK

3.1.12 AT+SYSMSG: #rify/itE &8s

iy

g
MY H RGN EERE

A

AT+SYSMSG?

Wi 3% ¢

+SYSMSG:<state>
OK

B

itk
WERETRREE

A\
"Il/?\‘

AT+SYSMSG=<state>
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Wi 3% ¢
OK
BH
* <state>:
— Bit0: jBH Wi-Fi i# 1242 X, Bluetooth LE SPP }% Bluetooth SPP Hi 2 &3] B2 /R 1= &,
* 0 AFTEN
© FTED +QUITT
= Bitl PR R B 2K
« 00 [l fRIERR G R, ﬂu XX, CONNECT
« 10 i VR 40 3R 78 {5 B, Il +LINK_CONN:status_type, link_id, ip_type,
termlnal _type, remote_ip, remote_port, local_port
- Bit2: #EBARSEREE, EAT Wi-Fi i5 4542 X,. Bluetooth LE SPP } Bluetooth SPP
+ 00 ATEHHRME R
» 11 24 Wi-Fi, socket, Bluetooth LE 5§ Bluetooth JR3S & 4 280, TEIR{EE, -
— "CONNECT\r\n" B{PL "+LINK_CONN:" H3LPiEnr{EE
— "CLOSED\r\n"
- "WIFI CONNECTED\r\n"
- "WIFI GOT IP\r\n"
- "WIFI GOT IPv6 LL\r\n"
- "WIFI GOT IPv6 GL\r\n"
- "WIFI DISCONNECT\r\n"
- "+ETH_CONNECTED\r\n"
- "+ETH_DISCONNECTED\r\n"
- DA "+ETH_GOT_TP:" JFKMHR(EE
— DA "+STA_CONNECTED:" FF3LiiRn(E S
- DA "+STA_DISCONNECTED:" JF3LHyiRnNE S,
~ PA "+DIST_STA_TP:" JRLMHIR{ER
— PA "+BLECONN:" JF3LIRREE
- PA "+BLEDISCONN:" FFLp4En{EE
e

* #AT+SYSSTORE=1, Pt & AR RIRAFAE NVS 431X,

o U BIt0 K 1, B Wi-Fi i@%?};‘i;& B &R +QUITT,

o # % Bitl K 1, ¥ £ ¥ WiAT+CIPSTART FMIAT+CIPSERVER 1y %, % 4 ¥% % &
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” RTINS
2 “XX,CONNECT”,

il

// BH wi-Fi AT EIRRAE S
[/ TERERHT BRI B R S B
/) TERRRES R A WA B AT EE B

AT+SYSMSG=2

&

// BERKE, Wi-Fi, socket., Bluetooth LE B{ Bluetooth JIRESHASKISFTEIHERNE S
AT+SYSMSG=4
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3.1.1

3 AT+SYSFLASH: #ifjskis7; flash Jil P1431X

iy

i

FEif flash f 7175 X

s

AT+SYSFLASH?

L)V

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>

OK

BE WA

TE. 5. % flash H P4 X

P
A

=

AT+SYSFLASH=<operation>, <partition>, <offset>,<length>

W i <
+SYSFLASH:<length>, <data>
OK
¢ <operation>:
- 0: #ERpX
- 1t GAX
-2t WA

B

<partition>: 74X 4R
<offset>: ffshhit
<length>: i &
<type>: J]/ XA
<subtype>: Jij 43 X 1A
<addr>: ] Pk
<size>: FH P4 X AN

fifi A iy 255585 at_customize.bin, FEYIE B SH bofTh 2 Lo K,

Bk AP KHT, 5% ho T A mx PKT UM A2 bl P IS

BRI X, I E TR 2 AT <offset> fll <length> 24§, H T 52 BB 1% H br s XL B, $52
AT+SYSFLASH=0, "ble_data" A[{E[§HA “ble_data” X, WIHIEBRAKEF B <of fset>
fil <length> B4, WIXHANSH(EZRKIE 4 KB AU .

KT KB E X W] 22 ESP-IDF /3 X 3.

Y <operator> jwrite I}, RGLE|M A GEIATRI >, HEHEW] DA AZEE 5, £k
PR EN 5 <length> —F(,

HorXal, WEegRiZas X,

5 PKI bin i}, &% <length> NVl 4 FI3HEEEAE.
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il

// M "ble_data" ArX{mFLHuhk 0 AbEENL 100 AT
AT+SYSFLASH=2, "ble_data", 0,100

// FE "ble_data" 4rXfmAHLAE 100 AEEHA 10 FHY
AT+SYSFLASH=1, "ble_data", 100,10

// M "ble_data" 4rX{mFeMiht 4096 Kb 8192 FEHY
AT+SYSFLASH=0, "ble_data",4096,8192

3.1.14 AT+FS: 1RS48

Ve /?
A

’AT+FS:<type>,<operation>,<filename>,<offset>,<length>

o <type>: HH{LZ#: FATFS

— 0: FATES
¢ <operation>:

- 00 MRS

- 10 5

- 20

- 3 AR

- 4 PR T SO, HEMUCSCRR H sk

o <offset>: fwEEHihl, (ER1EE R E
o <length>: KJ, (UEXHEEHAERE

o fH AT AT at_customize.bin, TEL(E B A %% ESP-IDF 43 X 3% Fl4efT § & U4 X

. ﬁﬁﬂfﬁﬁﬂ’]kfhﬁ?%ﬁiﬁiﬁd\ AR (8] 52 B B (AR

* ¥4 <operator> Hwrite B}, RGULEIN AL IEIEMITRE >, R DU AZSWEdE, £
PERKEN S <length> —F(.

il

/) BRSNS

AT+FS=0,0,"filename"

/) TERA TS mAHNE 100 B A 10 FH
AT+FS=0,1,"filename", 100,10

/) MNEA B R 0 AL 100 AT
AT+FS=0,2, "filename", 0,100

Q3
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(£ L£50)

/7 FUHARHE %R B S

AT+FS=0,4,"."

3.1.15 AT+RFPOWER: #rifj/ix ¥ RF TX
iy

Yitig:
#r1f) RF TX Power

A

Power

AT+RFPOWER?

Wi 3% ¢

OK

+RFPOWER:<wifi_power>, <ble_adv_power>, <ble_scan_power>,<ble_conn_power>

A4

=

A

’AT+RFPOWER:<wifi_power>[,<ble_adv_power>,<ble_scan_power>,<ble_conn_power>]

Mjn] oz <

o <wifi_power>: A}y 0.25 dBm, WANBERISEE N 78, WISLERY RF Power {E >4 78 * 0.25 dBm
i\ SE BRI RF Power {H..

=19.5dBm. [ii'% )5nli5fT AT+RFPOWER? fipd>
- ESP32-C3 & & HUETE A [40,84]:

BOE(E | EEHUH SEBR A Sifx dBm
[40,80] | <& TFMH> | <HEH> | <¥EH>*025
[81,84] | < & efi> | 80 20

» <ble_adv_power>: Bluetooth LE | #%H{ RF TX Power.

: -27 dBm
: -24 dBm
:-21 dBm
: -18 dBm
:-15dBm
:-12 dBm
:-9dBm
: -6 dBm
:-3dBm
¢ 9: -0 dBm
¢ 10: 3 dBm
e 11: 6 dBm
e 12: 9dBm
e 13: 12dBm

.
01NNk W~ O
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14: 15 dBm
15: 18 dBm

+ <ble_scan_power>: Bluetooth LE 94#%) RF TX Power, Z%{H{H[F] <ble_adv_power> S,
» <ble_conn_power>: Bluetooth LE %321 RF TX Power, ZE{HUHEA] <ble_adv_power> Z4.

3.1.16 ¥l

« i T RF TX Power 4 K [ 0 % %, 1045 4% %% H 5 2 X W

{ET@@7

B
B DA B if esp_wifi_get_max_tx_power 2 i) F| B wifi_power B {H B] B 5
esp_wifi_set_max_tx_power WEHMEMAEER, EASHIZELK.

3.1.17 AT+SYSROLLBACK: [ul7&£ICLnd s 7

Parr %

=

’AT+SYSROLLBACK

Wi i ¢

’OK

Bl

» g oA OTA 14K, HaBlRE] S — OTA 73 X .

3.1.18 AT+SYSTIMESTAMP: #5 i)/ A s ] ik
i A

i
A ) AR 1 o 1) 7

A .
"ﬂé’\‘

AT+SYSTIMESTAMP?

W

+SYSTIMESTAMP : <Unix_timestamp>
OK

&F

B

ik :
P E A )8, 24 SNTP B E 85, 52 7455

O e
iy

AT+SYSTIMESTAMP=<Unix_timestamp>

W
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OK

o <Unix-timestamp>: Unix Ff[a]8;, BA{7: .

il

AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29

3.1.19 AT+SYSLOG: ;3 sk AT 55 Ut
A it 2

itk
#if) AT 5L 275 5 H

AT+SYSLOG?

W i <

+SYSLOG:<status>

A AT AU R

Py
A

’ AT+SYSLOG=<status>

Wi 3% ¢

’OK

B

o <status>: FERCIBIRRRES

~ 0: 441
- 1 JH
il
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// JBH AT RIS
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

/7 B AT BRRAUD IR
AT+SYSLOG=0

OK
AT+FAKE
// A¥IK CERR CODE:0x01090000°

ERROR

AT FR A2 —A> 32 f -/ BRI, & SCanF

KA TRA S
bit32 ~ bit24 | bit23 ~ bitl6 | bitl5 ~ bit0

« category: [HE{H 0x01
« subcategory: %R

FriREAy R A IR !
&

ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 {588
ESP_AT SUB_NO_TERMINATOR 0x02 FIFN G VDL “m” ZR)
ESP_AT SUB_NO_AT 0x03 FHFEIE AT (B AT AELE at. At o

aT)
ESP_AT_SUB_PARA_LENGTH_MISMATCHx04 SRR A PLED
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 ZHCERLN TR
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 SRR A VLED
ESP_AT_SUB_PARA_INVALID 0x07 TS
ESP_AT SUB_PARA PARSE_FAIL 0x08 ST
ESP_AT_SUB_UNSUPPORT_CMD 0x09 A Frzma
ESP_AT SUB_CMD_EXEC_FAIL 0X0A AT A0l
ESP_AT_SUB_CMD_PROCESSING 0xOB TTERFT L — S
ESP_AT _SUB_CMD_OP_ERROR 0x0C T AR R

* extension: F{RY EBEE, ARMWTFEXBEAEAFRMY REE, 15 W components/at/
include/esp_at.h,

BN, RS ERR CODE:0x01090000 R “ANHEFZMmS”.

3.1.20 AT+SLEEPWKCFG: %74 Light-sleep gAML GPIO

)E’J

CHLN A

A

AT+SLEEPWKCFG=<wakeup source>,<paraml>[, <param2>]

W
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OK

« <wakeup source>: MifiE
- 0: AR
- 1 {REACE
— 2: GPIO Mafig
¢ <paraml>:
— YMLERE R E R, ZSEIORRIRET ], AL R
— LYk GPIO B, % Z%(3R GPIO & H

e <param22>:
- MIREEJEY GPIO W), %S i i -
- 0: fRHL
1
ZN 1]

[/ FE e
AT+SLEEPWKCFG=0, 1000

// GPIOL2 FJgIkHL A it

AT+SLEEPWKCFG=2, 12, 0

3.121 AT+SYSSTORE: Bt¥SE{7HiEiR
teiffr 4

Dy
i) AT AR

P
iy

AT+SYSSTORE?

W i <

+SYSSTORE : <store_mode>

OK

)E’J

SRR

[k

’AT+SYSSTORE:<store_mode>

Wi i ¢

[ox
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BH

o <store_mode>: ZHUFHRE

B

il

- 0: MAELEANFEA flash

- 1 @AEEA flash (ZRIA)

e LR Em S, APmEilame, FoyEiae 82N RAM Hiff .

e RN TN 23
AT+SYSMSG
AT+CWMODE
AT+CIPV6
AT+CWIAP
AT+CWSAP
AT+CWRECONNCFG
AT+CIPAP
AT+CIPSTA
AT+CIPAPMAC
AT+CIPSTAMAC
AT+CIPDNS
AT+CIPSSLCCONF
AT+CIPRECONNINTV
AT+CIPTCPOPT
AT+CWDHCPS
AT+CWDHCP
AT+CWSTAPROTO
AT+CWAPPROTO
AT+CWJEAP
AT+BLENAME
AT+BLEADVPARAM
AT+BLEADVDATA
AT+BLEADVDATAEX
AT+BLESCANRSPDATA
AT+BLESCANPARAM

AT+SYSSTORE=0
AT+CWMODE=1 // AfEA flash
AT+CWJAP="test","1234567890" // AfEA flash

AT+SYSSTORE=1
AT+CWMODE=3 // ff£A flash
AT+CWJAP="test","1234567890" // fEA flash

3.1.22 AT+SYSREG: B:GHA{Eds

v

o

N

A

=

R

AT+SYSREG=<direct>, <address>[, <write value>]

W i ©
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+SYSREG:<read value> // (&M T2 Eesmt

OK
S
o <direct>: FEo{E 7R
- 0: e
- 11 B4

* <address>: (uint32) Ff7geiht, FHEHEESHH XN (FEARSZFH
o <write value>: (uint32) 5 AfH, & T 5 S1Eesmt

|
o AT RRGEFFAAa L, PRI ORI T A s A AL

3.2 Wi-Fi AT #4144

o AT+CWMODE: #5if)/#% & Wi-Fi i3, (Station/SoftAP/Station+SoftAP)
« AT+CWSTATE: #5if] Wi-Fi 2R Wi-Fi 2 5,

« AT+CWJAP: JE: AP

« AT+CWRECONNCFG: /i % Wi-Fi T 5

o AT+CWLAPOPT: Y5 AT+CWLAP £y F 54551 B

« AT+CWLAP: FH54 877 H1 AP

o AT+CWQAP: WiTt5 AP 1i&Es:

o AT+CWSAP: it & ESP SoftAP 4§

o AT+CWLIF: Zxrif)i%E3:%) ESP SoftAP f1 station {5 5,

o AT+CWOQIF: WiFF station 5 ESP SoftAP [1i%: 4%

e AT+CWDHCP: )3 /25 DHCP

o AT+CWDHCPS: Zrif)/i% & ESP SoftAP DHCP 4rBi ) IP Huhik 75 [Hl
« AT+CWAUTOCONN: _H 27 H 3% AP

o AT+CWAPPROTO: Zif)/i%® SoftAP BizT 802.11 b/g/n {ilAnifk
o AT+CWSTAPROTO: 1'% Station £ 802.11 b/g/n HpilFRifE

o AT+CIPSTAMAC: #if)/i% 8 ESP Station ] MAC #ihi:

o AT+CIPAPMAC: #ifi)/i% B ESP SoftAP 1) MAC #ifik

o AT+CIPSTA: #xif)/i% & ESP Station [ IP il

o AT+CIPAP: /1% B ESP SoftAP [ 1P bk

o AT+CWSTARTSMART : T = SmartConfig

o AT+CWSTOPSMART : 15 1. SmartConfig

o AT+WPS: %8 WPS IhfE

« AT+MDNS: % mDNS Zhfg

o AT+CWJEAP: %3 WPA2 /™l Jik AP

« AT+CWHOSTNAME: #5#]/{% ESP Station [¥) EHL4 B

« AT+CWCOUNTRY : /%5 Wi-Fi [5 %5

3.2.1 AT+CWMODE: 4#ify/i% ¥ Wi-Fi i (Station/SoftAP/Station+SoftAP)
iy

i
i) ESP #4511 Wi-Fi F

[
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AT+CWMODE?

Wi % ¢

+CWMODE : <mode>
OK

B

&F

Ly :
TCE ESP 54711 Wi-Fi fia

O e
iy

’AT+CWMODE:<mode>[,<auto_connect>]

Wi ¥ *

[ox |

S

o <mode>: I
— 0: J& Wi-Fi fi%, - H.%¢ [ Wi-Fi RF
— 1: Station Fiz
— 2: SoftAP iz
— 3: SoftAP+Station Fi=;

* <auto_connect>: {JJ{ft ESP ¥ £ Wi-Fi iU (40, M SoftAP 5 J¢ Wi-Fi & Y]t A Station
1B SoftAP+Station #530) , &5 A ZhiEH: AP (WJEE, BROAME: 1. SEEVERE, (R ERA
i, thyi2aeashiEs:.

- 0: 221 A Bk AP [T
- 1: B A3ER: AP TI6e, &2 A0 4R B aliEs: AP WL &R A75] flash 1, T ESP i%4%
5 H 3hiEH: AP

Bl

o EAT+SYSSTORE=1, Z¥%E-FHRLTAE NVS 43X

hil

AT+CWMODE=3

3.2.2 AT+CWSTATE: #rify Wi-Fi JRAH Wi-Fi {58
A s

ifig:
2rif] ESP %41 Wi-Fi IRZSH Wi-Fi {5 B

P
iy

AT+CWSTATE?
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Wi 3% ¢

+CWSTATE: <state>, <"ssid">

OK

o <state>: Y47] Wi-Fi k5%
— 0: ESP station [¥ A S TR Wi-Fi %4
— 1: ESP station ©. 23542 | AP, {H¥ R IRER| IPv4 Hihk
— 2: ESP station B4 i%4% I AP, FFELHHE IPv4 Hiht
— 3: ESP station 1E7E#1T Wi-Fi %325 Wi-Fi #i%

4: ESP station 4bT Wi-Fi Wi HRIRES

o« <” ssid” >: H#FR AP 119 SSID

B

o 24 ESP station Y7 7582 I AP B, HEZE(H A Gy 2251 Wi-Fi {555 24 ESP station T 3%#2 |- AP 5,
HeFE 81 ) AT+ CWIAP 6454518 Wi-Fi {5 5,

3.2.3 AT+CWJAP: i%Ef; AP
iy

ifik:
frif) 5 ESP Station HEHZ11) AP {5 5

A

AT+CWJAP?

W i <

+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>
—, <scan_mode>, <pmf>

Dy
15 % ESP Station 2513511 AP

A

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

W

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPvé6 LL]
[WIFI GOT IPv6 GL]
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&

+CWJAP : <error code>
ERROR

AT %

ig:
F ESP station 1#4% £ [k Wi-Fi Bt & H1%) AP

"ﬂ4>°

AT+CWJAP

Wi i <

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

&

+CWJAP : <error code>
ERROR

e <ssid>: H#xr AP 1 SSID

— WR SSID MRS HAG , . "o \\ SRR AT, Tk X

<pwd>: FiiK 63 FI5 ASCII

<channel>: {ZiE-5
<rssi>: {55 IR
<pci_en>: PCIiAiF

<bssid>: Hix AP [ MAC $tuht, 424> AP G HI[FE Y SSID I, %S HCA 45

— 0: ESP station n] 54Tfn]—Fiin a7 =0 AP %42, 3% OPEN fil WEP
— 1: ESP station 7] 5 OPEN 1 WEP 2 ANy ATAr]—Fi a5 1 =01 AP 358
« <reconn_interval>: Wi-Fi HiEH]fE, A B, BOME: 1, HAfH: 7200

— 0: WiHi%3E)5, ESP station ASEiE AP

— [1,7200]: W45, ESP station 4 [ 5 & (] 5 AP HiE
« <listen_interval>: [T AP beacon [19[]F5, Ei{y/°5 AP beacon [8]f7, ZRINME: 3, FEHE: [1,100]

o <scan_mode>: itz

— O PudfHt, HEIHPr AP J5Z L34, ESP station 5 55—MHEF|Y AP JE £

- L fFEEH, PrAEEEEE A 2R, ESP station 514 2 (55 AR AP JE#;
* <jap_timeout>: AT+CWJAP fip @I R NME, A2 #F, BRIME: 15, JEH: [3,600]
e <pmf>: PMF (Protected Management Frames, Z{#3 &), BRIAEO

- 0 FREE ] PMF

- bit 0: B4 PMF Jjfig, $s30Hf PMF, AR H A s B4 PMF Jfig, W ESP i &R Joik s

LA PMF i %

~ bit I: T3 PMF, HURTE PMF, B2 SR %% PMF SiAERI

o <error code>: fHiRME, {UfitZ%
- 1o IEB R
- 2: BhAR R
- 3: LA E| H bR AP
- 4 BRI
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- HEfH: KRG

]

o UNSRAT+SYSSTORE=1, P& ¥ UCRHRAFE] NVS 40X

o AR 45 2T station AR

o 24 ESP station CL1%#: | AP J5, [T i &25f) Wi-Fi {55 24 ESP station ¥4 £ I+ AP i,
HEFEAL F AT+ CWSTATE iy 425 Wi-Fi 15 B,

o AW <reconn_interval> ZEH5AT+CWRECONNCFG fip4- ") <interval_second>

SR . WERBITAG AN AR E <reconn_interval> &%, Wi-Fi 5% [7] FF B a6 5% 2k

UNIER

MR FI B i <ssid> Fll <password> 4, KA _E—RKEME

PATar S IR E ML NEETE RIAEE, BRI 15 8, WS4 <jap_timeout> %#

AHZIIREL IPvo Hithl, FEICNEAT+CIPV6=1

4L OK {3 IPv4 LKL ER L, T AR IPve MZEHER L . 247 ESP-AT DA IPv4 (254

F, IPv6 M2 hH .

e WIFI GOT IPv6 LL f{FEDC LB AHEER IPvo il , X bl 2 EUI-64 A#h 15 5k
B, AFREHBSSS. BT, X MNTEWREAE OK Z I, tHATHEYE OK Z 5.

« WIFI GOT IPv6 GLfCFEDTZIREF|4)R IPv6 Hidik, % itk i B AP F & BT Z b kit et
R EBIATHENRY), FEKHSSS. BT T, XANTEHREELE OK Z /i, WrlgEfE
OK Z Ji; WnIBEHT AP R3CEE IPv6 M AFTEL.

il

// WRHEFR AP fY SSID J2 "abc", i "0123456789", Mf4e:
AT+CWJAP="abc","0123456789"

// WHRHEAR AP 1y SSID 2 "ab\,c", ZiiE "0123456789"\", NmdE:
AT+CWJAP="ab\\\,c", "0123456789\"\\"

// W ZEA~ Ap GHFEAY SSID "abce", Wit BSSID EIHAR AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// W ESP-AT BRilT PMF ERE AP, NMmidie:
AT+CWJIAP="abc", "0123456789",,,,,,,3

3.24 AT+CWRECONNCFG: #if)/i%' ™ Wi-Fi fi R
i A

i
i) Wi-Fi B E

A

AT+CWRECONNCFEG?

W i :

+CWRECONNCFG: <interval_second>, <repeat_count>
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8 Wi-Fi BER

"ﬂ4>

’ AT+CWRECONNCFG=<interval_second>, <repeat_count>

W

’OK

* <interval_second>: Wi-Fi EiE[A]fF, Hfi: #, BRA(E: 0, HA(H 7200
— 0: WrHi%¥E)5, ESP station ANEiE AP
[1,7200]: Wt %42 )5, ESP station % [ 415 & B [E] 5 AP Hi%
. <repeat_c0unt> ESP #4522 B 1% AP IR EL, ASEHE <interval_second> AN 0 BIA%RL,
ERINAE: 0, fHKEH: 1000
- 0: ESP station 454 2R EH;: AP
— [1,1000]: ESP station #iz f8 AN S 5048 & v B 1%

il

b3

// ESP station %fg 1 #2zidEiE ap, 22t 100 &

AT+CWRECONNCFEFG=1,100

// ESP station TEWiTFIEREGAEE AP
AT+CWRECONNCFEG=0, 0

Be]
o Ry AH) <interval_second> ZEHAT+CWJAP 1) [<reconn_interval>] ZEHHE
« A SE T HAIF AP, Wi B IRUFIUR Wik £ 5t

3.2.5 AT+CWLAPOPT: k¥ AT+CWLAP iy A Ha 2 E Pk

&

P A

§>

A

’AT+CWLAPOPT:<reserved>,<print mask>[,<rssi filter>] [, <authmode mask>]

o <reserved>: {REHIN
o <print mask>: AT+CWLAP (345 R 2/ B/RPA NS48, BRAE: OxXTFF, #rbit ik 1, NER
XIVSH, AN 0, WA BRI S48
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— bit 0: & E/8 <ecn>
— bit I: &G/ <ssid>
— bit 2: BB~ <rssi>
— bit 3: &7 E/~ <mac>
- bit4: &7 £/~ <channel>
— bit 5: 275 ER~ <freq_offset>
— bit 6: 215 E/R <freqcal_val>
— bit 7: 215 /R <pairwise_cipher>
- bit 8: %’57& g7~ <group_cipher>
- bit 9: 215 BN <bgn>
bit 10: 7EE' SR <wps>

o [<rssifilter>]: AT+CWLAP W45 R 2 B A SHGS g, W), BB G S3EMT rssi
filter BYUEN AP, Hifii: dBm, ZRIAE:-100, JEHE: [-100,40]

o [<authmode mask>]: AT+CWLAP {450 &5

PR AT AIET Y AP, BRIAE: OXFFEF, 4

Rbit xwdﬂl, WP 7R X WIAUE T =0 AP, #3480, WA EIR

— bit 0: 275 E/~ OPEN TAUE I AP
- bit I E%E/T WEP IAUE S ZCAT AP
— bit 2: B R wPA_PSK AIE I AP
— bit 3: 255 R WPA2_PSK IAE 201 AP

— bit4: BEH T8 WPA_WPA2_PSK IAIEG I AP
— bit5: &% E/~ WPA2_ENTERPRISE TAUE T AP

— bit6: B ER WPA3_PSK A=Y AP
— bit 7: B E/8 WPA2_WPA3_PSK ANE R
— bit 8: 5% WAPT_PSK AE 21 AP

il

AP

/] B—NBECh 1, FR AT+CWLAP Al REIRESME RsST (HHHY

/1 BZABECON 31, B oxIF, FORPrAEN 1 B bit
AT+CWLAPOPT=1, 31
AT+CWLAP

/ HERNIEFAN OPEN [y AP
AT+CWLAPOPT=1,31,-100, 1
AT+CWLAP

XY SRR 2 s R

3.2.6 AT+CWLAP: £ %n7iv HIT) AP

FIIMFFEREE &R AP, WIHEE SSID. MAC Hulik s {FiH 5

[k

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

AT %

Dhiie
S =4 il AP

[k

Espressif Systems 36

Release v2.3.0.0-esp32c3-74-gbc52fcd

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 3. AT Ay d4E

AT+CWLAP

W 7

+CWLAP:<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freqg offset>,<freqcal_val>, <pairwise_
—cilpher>, <group_cipher>, <bgn>, <wps>
OK

o <ecn>: fi#E A
- 0: OPEN
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
— 8: WAPI_PSK
o <ssid>: FLFEESEL, AP [ SSID
o <rssi>: G5B
o <mac>: FESE, AP [ MAC #ihl
e <channel>: {ZiE%
o <scan_type>: Wi-Fi J9{i2% BRAEHN: 0
- 0: EFhHH
- L sh 4
* <scan_time_min>: fMEE SRR, RO 2R, MR [0,1500], QEREREEE
i, RSEIH
o <scan_time_max>: SMEHE KRR, PO 2R, JER: [0,1500], 1REH 0, AR
ZHCEIME, TN 120 ms, S 360 ms
o <freq_offset>: Hjifiy (fREEAWIH)
o <freqcal_val>: JiASHE(E (FREATIH )
» <pairwise_cipher>: BN gEEZEA
— 0: None
: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
: AES-CMAC-128
- 7 RH
o <group_cipher>: ZHHN%25H!, 5 <pairwise_cipher> 3 EAHE R
* <bgn>: 802.11 b/g/n, 7 bit BA 1, WIFRRMEREXS WA, ABCh 0, MIFRIREE N AR
— bit 0: 2 EHHE 802.11b R
— bit 1: 275 HE 802.11g F=
— bit 2: 2FE#fE 802.11n Az
o <wps>: wps flag
— 0: N3 H: WPS
— 1: ¥ WPS

I
NN AW~

|

il

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

Q3
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(£ L£50)

// F¥FEE SsSID I AP
AT+CWLAP="Wi-Fi"

3.2.7 AT+CWOQAP: WIS AP (%ER:

Parr %

=

A

’AT+CWQAP

Wi

’OK

328 AT+CWSAP: [il¥ ESP SoftAP £ %}
A ity 2

Jytig:
#5if] ESP SoftAP [Tt & S35

A\ .
“ﬂé?'

AT+CWSAP?

W i <

+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>

i
T ESP SoftAP (L E S 4L

A

’AT+CWSAP=<ssid>,<pwd>,<chl>,<ecn>[,<max conn>][,<ssid hidden>]

o <ssid>: FAPHRSA, AR
o <pwd>: FRFHRSEL, %%, JEH: 8 ~63 AT ASCI
e <channel>: {ZiE%
» <ecn>: JI#E R, ACHF WEP
— 0: OPEN
- 2: WPA_PSK
- 3: WPA2_PSK
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- 4: WPA_WPA2_PSK
e [<max conn>]: Fi4% A ESP SoftAP [{j# 2 station ¥t H , BUYEILEE: [1,10]
¢ [<ssid hidden>]:

- 0: "% SSID (ERiN)

— 1: K% SSID

|

o KI5 AS HAY¥AT+CWMODE=2 5 # AT+CWMODE=3 Hq‘?j‘ﬁ%(

o PAT+SYSSTORE=1, Tt '8 S MCEHEAEAE NVS 43X

o BRIL SSID iR &IN5, F-NTHiE& MAC Hoht 4. %50] DA FAT+CWSAP? 2 i 2RI Y
SSID.

il

AT+CWSAP="ESP","1234567890",5,3

3.29 AT+CWLIF: #FilyiZE$: 5] ESP SoftAP [1] station {55 50

Wiifn

=

A

AT+CWLIF

Wi i ¢

+CWLIF:<ip addr>, <mac>

OK

» <ip addr>: %% ESP SoftAP [¥ station [1] IP bk
o <mac>: %322 ESP SoftAP 1 station [1) MAC Hihl:

Bl
o RAGLTIEA WS IP, {USCHHAE ESP SoftAP FIHE A [ station DHCP i BERG 1 IL T A AL

3.2.10 AT+CWQIF: WiJF station &5 ESP SoftAP /144
PATa A

Yitig:
Wi FF i 1% A ESP SoftAP [1y station

ke

AT+CWQIF

W i :
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WA 5517 A ESP SoftAP f#) station

Pa sy
A

’AT+CWQIF:<mac>

W

’OK

o <mac>: FEWFFEEM station 1) MAC Hihk

3.2.11 AT+CWDHCP: }iHl/ZH] DHCP
i

O e
iy A

AT+CWDHCP?

W

+CWDHCP : <state>

J& Ji /2% ] DHCP

A .
"ﬂ/?\‘

’ AT+CWDHCP=<operate>, <mode>

W

’OK

s <operate>:
- 0: &%
- 1: /M
e <mode>:
— Bit0: Station ) DHCP
— Bitl: SoftAP ) DHCP
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» <state>: DHCP LIRS
— BitO:
x 0: 25 1] Station /) DHCP
+ 1: J5 Ff Station [1{) DHCP
- Bitl:
x 0: 25 SoftAP f\) DHCP
« 1: 2 Ji] SoftAP [fj DHCP
- Bit2:
+ 0: 25§ Ethernet {1 DHCP
+ 1: J5 /§ Ethernet [ DHCP

(A

o #AT+SYSSTORE=1, W& ¥ e RAFE] NVS 43X
o ABE AL SUE B P IS E N, WAT+CIPSTA FIAT+CIPAP
— F7JEi il DHCP, DS 1P Hiutik S5 4%
- ERN#LS P, ) DHCP &34k
- JE W EAE S LR

il

// J& Station DHCP, YIfEJii DHCP mode 4 2, N¥ DHCP mode 4 3
AT+CWDHCP=1, 1

// AP SoftAP DHCP, )8 DHCP mode 3 3, W¥ DHCP mode K 1
AT+CWDHCP=0, 2

3.2.12 AT+CWDHCPS: #%ify/i¥i ESP SoftAP DHCP Z3Jicit) IP Huhik {5 Hil

A%

2
%

AT+CWDHCPS?

W i <

+CWDHCPS=<lease time>, <start IP>,<end IP>

15t E ESP SoftAP DHCP filR45 ¢4 e 1P kil il

’AT+CWDHCPS:<enable>,<lease time>, <start IP>,<end IP>

L)V

’OK
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BH

e <enable>:
— 1: %5 DHCP server {5 5., FESEMIEE
- 0: 75 Fr DHCP server {5 5., WEEGAME, FESHLHES
o <lease time>: FHZYWfA], FAAZ: 204, HUETER: [1,2880]
o <start IP>: ESP SoftAP DHCP I} %53 IP #iht i poie 4G P
o <end IP>: ESP SoftAP DHCP i 4558 IP it st 455 1P

Bl
* #TAT+SYSSTORE=1, BB EUCRHRAE] NVS 731X

o Ay S UAJTE ESP SoftAP #xU{fifiE, H.IF)= DHCP server [y 1 fif H]
o WHEAY IP Mk EFE 24255 ESP SoftAP 7 [A]— M Bt

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // JHI&RE, WREBIAE

3.2.13 AT+CWAUTOCONN: |-Hi&7 H 2% AP

-t

B WA

’AT+CWAUTOCONN:<enable>

]
[ox
e <enable>:
- 1. B HEhERE AP (BHA)
- 0: FHAHBhER: AP
B

o ARBEARAEH] NVS X,

il

AT+CWAUTOCONN=1
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3.2.14 AT+CWAPPROTO: #ify/i i SoftAP B X F 802.11 b/g/n [lpilbrifi

AT+CWAPPROTO?

W

+CWAPPROTO=<protocol>
OK

- A
BeE A
Wi

’AT+CWAPPROTO:<protOCOl>

W % <

* <protocol>:
— bit0: 802.11b HMXARE
— bitl: 802.11g His AR HE
— bit2: 802.11n HHMAFRIE

|

o T ESP #5845 H 37 H5 802.11b, 802.11bg 5 802.11bgn s Ak
o BRATEULT, ESP X4 PHY mode /2 802.11bgn £

3.2.15 AT+CWSTAPROTO: k¥ Station iz, | 802.11 b/g/n il brifi

AT+CWSTAPROTO?

W

+CWSTAPROTO=<protocol>
OK

- A
BeEmA
i

AT+CWSTAPROTO=<protocol>

W i <
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OK

* <protocol>:
— bit0: 802.11b MM A7 1fE
— bitl: 802.11g P AR
— bit2: 802.11n P AR HE

B
o Ui, ESP %45 H 5 802.11b, 802.11bg 1, 802.11bgn P8 bR

o BRAMEILF, ESP #4517 PHY mode J& 802.11bgn £zt
o M ESP-AT v2.1.0.0 JF 15 3 HiAfy &

3.2.16 AT+CIPSTAMAC: #ify/ix ¥4 ESP Station [¥] MAC Hihl:
iy

Yitig:
#71f) ESP Station 1) MAC itk

[

AT+CIPSTAMAC?

Wi 3% ¢

+CIPSTAMAC:<mac>
OK

1% & ESP Station ) MAC Hihi:

A\ .
"Il/?\‘

’AT+CIPSTAMAC:<maC>

W i :

’OK

S

o <mac>: FHEESE, /8 ESP Station [ MAC Hitik
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e

o #7AT+SYSSTORE=1, [t E ¥ RIZE] NVS 43X

» ESP SoftAP /) MAC #ifil: 5 ESP Station AS[a], ATk — 5% 6 EEH) MAC Hidik

o MAC #hikf Bit 0 AfEN 1, N, MAC HihknlPLE “la:--7, {HAWDAE “15:-7
» FF:FF:FF:FF:FF:FF f1 00:00:00:00:00:00 & ol , AEEixE

il

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"

3.2.17 AT+CIPAPMAC: #ify/¥3 ¥ ESP SoftAP [y MAC Hihl:
Qi

Yriie:
#51f] ESP SoftAP [ MAC Hzhit

A\ .
"Il/?\‘

AT+CIPAPMAC?

W i <

+CIPAPMAC: <mac>
OK

Dykie:
%% ESP SoftAP f{j MAC i

LT

’AT+CIPAPMAC:<maC>

Wi 3% ¢

o <mac>: FRHESE, FIR ESP SoftAP ) MAC Mtk

N
b

i

FrAT+SYSSTORE=1, Wit B WU RA7E] NVS 431X

ESP SoftAP f{) MAC Hi}il- 55 ESP Station [, AEky &3 & FEEA MAC Hiht
MAC Hihkf# Bit 0 REEH 1, B, MAC Hudibaf DA <187, {HARA[DLE “15:-7
FF:FF:FF:FF:FF:FF Fl 00:00:00:00:00:00 & LR HbHE, ASREBE
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il

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.18 AT+CIPSTA: #¥if)/i ¥ ESP Station [1) IP Hihl
iy

yite
#vif) ESP Station 1) IP il
mA:

AT+CIPSTA?

W

+CIPSTA:ip:<"ip">

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

OK
BE WA

o« < ip” > FEHFEESE, Fn ESP station [ IPv4 Hidik
e <” gateway” >: [

o <” netmask” >: FEY

e <” ipv6 addr” >: ESP station {{ IPv6 Mt

B

o fEHAM A AR, HA 24 ESP station £ A AP BCETCE S IP Hublk 5, A REEIAE| © 09 IP ik
. %AT+SYSSTORE_] e B MO E S NVS 43X
o AR E S5k E DHCP [ty S H.2Mm, WAT+CWDHCP

- S TP Huht, %% DHCP

- # /5 i DHCP, %% fI i TP Huhk

- E‘F*U\@EEAEiJ:*U\@EE
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il

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.19 AT+CIPAP: #xily/i¥¥i ESP SoftAP 1] IP Huhl
iy

ie:
#51f] ESP SoftAP Ky IP ik

[

AT+CIPAP?

L)V

+CIPAP:ip:<"ip">
+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">
+CIPAP:ip6gl:<"ipv6 addr">

OK

[y

RE
i

=y

T E R

& ESP SoftAP 1Y) TPv4 sk
A

.

=

’AT+CIPAP:<"ip"> [,<"gateway">,<"netmask">]

o <V ip” >: FAFERZSEL, Fon ESP SoftAP ) IPv4 Hihik
e <” gateway” >: [

* <” netmask” >: TR

e <” ipv6 addr” >: ESP SoftAP ] IPv6 ik

B

o #AT+SYSSTORE=1, Wi HHCRHATTE] NVS 40X

o ARE A5 E DHCP ey S HH B, GNAT+CWDHCP
- AR HERS IP Huhl, 4% DHCP
- #)57 DHCP, WZ% %5 IP Hihk
- RJa—KECESEE LR E

Espressif Systems 47 Release v2.3.0.0-esp32c3-74-g6c52fcd
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 3. AT Ay d4E

il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.20 AT+CWSTARTSMART: Jfk} SmartConfig

Par a4

e

2 ESP-TOUCH+AirKiss 3231

[

AT+CWSTARTSMART

FFJE 38 E 2584 1) SmartConfig

[k

’AT+CWSTARTSMART:<type>[,<auth floor>][,<"esptouch v2 key">]

Wi i ¢

* <type>:
- 1:
-2
-3
- 4

HH

ESP-TOUCH

AirKiss
ESP-TOUCH+AIrKiss
ESP-TOUCH v2

 <auth floor>: Wi-Fi AP H{E, ESP-AT A4ri%:3) authmode 5T IS {E ) AP

-0

|
oA S S S

: OPEN (Zki\)

WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE
: WPA3_PSK

-7

WPA2_WPA3_PSK

.« < esptouch v2 key” >: ESP-TOUCH v2 [YfEZMEH, T TE% Wi-Fi 68 5 & R . KW
A 16 FAT .

e

* TZA K SmartConfig {5 5., #5Z% ESP-TOUCH ffi |5 ;

* SmartConfig {¥ 3 £57F ESP Station £ N8 5

* JHE Smart get Wi-Fi info Jx SmartConfig iiII3EE| AP 5 )8,, )5 ESP Zi{j# 4 AP;
e J§H +SCRD:<length>, <rvd data> 75 ESP-Touch v2 J% I3k ELF gmx@(a&g,

e J§ & Smartconfig connected Wi-Fi FE/R8INIERET] AP;
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* (A ESP % £ 75 21 KF SmartConfig Bt M 45 2R [7] 25 45 F-Hlum, Fr A @M FE S B Smartconfig
connected Wi-Fi #iHGHERE T 6 FPHUEHAT+CWSTOPSMART ;
* W[ AT+ CWSTOPSMART {5 1. SmartConfig, 4K )5 AT HALAT 4. &, £ SmartConfig i 2 H1

HRATH A AL

il

AT+CWMODE=1
AT+CWSTARTSMART

3.2.21 AT+CWSTOPSMART: {% I SmartConfig

PaTn %

A

’AT+CWSTOPSMART

Wi i ¢

[ox

(|

* Joit SmartConfig W) 555, #RIETEHATHAb G 22 Hi i AT+ CWSTOPSMART FJi{ SmartConfig 5

JHR AT

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.22 AT+WPS: ¥ WPS Jjfig

v

o

N

Fan A

¥

e

o

’AT+WPS:<enable> [,<auth floor>]

W i ¢

[ox

S

¢ <enable>:
- 1: FF)= PBC 2k Ai ) WPS
- 0: 3] PBC 2811 WPS

« <auth floor>: Wi-Fi I\ H(E, ESP-AT 421445 authmode fiX T I [F{E 1 AP

- 0: OPEN (#ki\)
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WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE
: WPA3_PSK

: WPA2_WPA3_PSK

|
N R W =

Bl

* WPS Jjfig i i ESP Station fERER 1B I i
* WPS A 3zff WEP 73

il

AT+CWMODE=1
AT+WPS=1

3.2.23 AT+MDNS: % mDNS Jjfg

v

o

N

EanA

¥

=4

A

’AT+MDNS:<enable>[,<hostname>,<service_name>,<port>]

¢ <enable>:
- 1: 75 mDNS Hjfg, G2 R EIHE
- 0: XM mDNS Difg, G423 HFHIES
o <hostname>: mDNS F#H[4ZFf
o <service_name>: mDNS f# 444 F5
e <port>: mDNS i [

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+MDNS=1, "espressif"," _iot", 8080
AT+MDNS=0

3.2.24 AT+CWJEAP: ¥E3: WPA2 V)i AP
RIS

Ly :
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#11f] ESP station J£ ARy AP YL EAF S

P e
"ﬂé?'

AT+CWJEAP?

W

+CWJEAP:<ssid>, <method>, <identity>, <username>, <password>, <security>
OK

EmA

&F

i
HERE R H ARV AP

Py -
iy

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

Wi i ¢

OK

&

+CWJEAP : Timeout
ERROR

S8

e <ssid>: ™iRR AP 1) SSID
— IR SSID SRS A, o "\ SRR AT, TR
o <method>: WPA2 VA ik 5=
— 0: EAP-TLS
— 1: EAP-PEAP
— 2: EAP-TTLS
o <identity>: Py 1 B9 EH, FAFERIRGIN 1~ 32
o <username>: WWEX 2 W 44, J0EEl: 1~32 577, EAP-PEAP, EAP-TTLS Fifi il 7NN E
KZ4, EAP-TLS )y A TLH R EARSE
<password>: [VEX 2 93RS, JEEl: 1~32 57, EAP-PEAP. EAP-TTLS WiffiAil 55k BA
241, EAP-TLS X LR EARSE
<security>:
— Bit0: & ik 1y
— Bitl: f]x 5548k 13
o [<jeap_timeout>]: AT+CWJEAP 6y Wt SRS E], BAf7: B0, BRIAME: 15, JEH: [3.600]

il

// Pege® EAP-TLS NIEOMIAR AP, BEGG, WibRs bt M i1
AT+CWJEAP="d1link11111", 0, "example@espressif.com",,,3

// HEEZE EAP-PEAP AL ap, WESL. A4, &E, NRIERSSHES, NMEE e+

AT+CWJEAP="d1link11111",1, "example@espressif.com", "espressif", "testl11l",0
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RS

WPA2 Vi 4= DA ERR CODE : 0x<$%$08x> #%zUF] i :
AT _EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET_IDENTITY_FAILED 0x8005
AT_EAP_SET USERNAME_FAILED 0x8006
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET _CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT _EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT _EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

el

* FFAT+SYSSTORE=1, il FHCRHATEE] NVS 40X
(A4 FHFIFIS Station ARz
o (] TLS AU R AR Pl

3.2.25 AT+CWHOSTNAME: it/ ¥ ESP Station 11 1L %8

Ay ar 2

i

Zrifi) ESP Station [ FHL4 F1

s

Espressif Systems 52 Release v2.3.0.0-esp32c3-74-gbc52fcd

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 3. AT Ay d4E

AT+CWHOSTNAME?

W

+CWHOSTNAME : <hostname>

OK

[Fauntigy

Dyiie:
% ESP Station [f) EH144 FR

’AT+CWHOSTNAME:<hoStname> ‘

Wi ¥ *

[ox |

A% H i Station A, NI 1] :

’ERROR ‘

S

o <hostname>: ESP Station [} EALEFR, K E: 32 FT

Bl

o Ml B BONRATE] flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.26 AT+CWCOUNTRY: #ify/i s Wi-Fi [H5 10
Ay

i
#if] Wi-Fi [ 540

AT+CWCOUNTRY?

Mjn] oz <

+CWCOUNTRY : <country_policy>, <country_code>, <start_channel>, <total_channel_count>

OK

Espressif Systems 53 Release v2.3.0.0-esp32c3-74-gbc52fcd
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 3. AT Ay d4E

B

&F

i
BCE Wi-Fi [ 505

O e
iy

’AT+CWCOUNTRY:<country_policy>, <country_code>, <start_channel>, <total_channel_count> ‘

Wi i :

[ox |

BH

¢ <country_policy>:
- 0: RrEZ RS ECH ESP 45 1E AR AP [ EZ 45
- I AU E RN, ARG B E RS
¢ <country_code>: [EZFfHY, HAKE: 3 NFRF
o <start_channel>: ;EIAE538, JUHE: [1,14]
o <total_channel_count>: =38 MAVEL

e
o JiEHE SONRAE) flash

il

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/IP AT #iA

AT+CIPV6: J2F /25 IPv6 W% (IPV6)

AT+CIPSTATE : %51 TCP/UDP/SSL %35 &,

AT+CIPSTATUS (- ): #tif) TCP/UDP/SSL RS FIE B
AT+CIPDOMAIN : 3842 fifi it

AT+CIPSTART = ##~7. TCP #%4% . UDP {4 %5l SSL %%
AT+CIPSTARTEX : %57 [ 2140 ID 1y TCP #4482 . UDP {&#yul SSL &4
[ME ) B AR ] +++: B FIEAEX

AT+CIPSEND: TE-5i@ fEim 42 X, o Wi-Fi £ # X N Ak 50E
AT+CIPSENDL: Ap-&d@ £ 42 X, N HAT Rk KEdE
AT+CIPSENDLCFG: ¥%'& AT+CIPSENDL 411 J@ bt
AT+CIPSENDEX : {£-&:@ 442 X, R AP R 5 X kL 50E
AT+CIPCLOSE: % TCP/UDP/SSL 3435

AT+CIFSR: 27l IP ik F1 MAC Hbhk

AT+CIPMUX = J&3 /%5 F) 22 1 3eAbiat

AT+CIPSERVER: ##37/% ) TCP 5 SSL ik 55 %%
AT+CIPSERVERMAXCONN : Z50)/1% B R 55 % e a2 ST i d R IERE Sk
AT+CIPMODE : 5]/ B A5 Hikki

AT+SAVETRANSLINK : #EITHLEERX [EE

AT+CIPSTO: £5if)/ 3 & A TCP Iz 55 #5 R H Bif 7]
AT+CIPSNTPCFG: i)/ B I X FI SNTP fijt %5#%
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o AT+CIPSNTPTIME: #tifij SNTP Hi[d]

o AT+CIPSNTPINTV : #53i/3% 8 SNTP I [a] [ 4 14 8]

« AT+CIUPDATE: @it Wi-Fi F4-4% [ 4

o AT+CIPDINFO: & +IPD J§ 2115

« AT+CIPSSLCCONF: 25ifi/i% 8 SSL 7% F1 ik fip &

e AT+CIPSSLCCN: /%8 SSL & i /A f 44 (common name)
« AT+CIPSSLCSNI: #Fifi/i% 8 SSL %% Pty SNI

o AT+CIPSSLCALPN: #iifi/i% 8 SSL % F1its ALPN

o AT+CIPSSLCPSK : #¥ifj/i% 8 SSL % 3y PSK

o AT+CIPRECONNINTV : 25if)/1% & Wi-Fi i5 1542 X, iy TCP/UDP/SSL i % [a] [
o AT+CIPRECVMODE: Z5if)/i%E socket UL

o AT+CIPRECVDATA: 3REUgE sl 11 socket $iiE

o AT+CIPRECVLEN: Zrifigtzhia izt socket By K BF

o AT+PING: ping X}if FEH

» AT+CIPDNS: #5if]/i% & DNS Jx 554315 5

o AT+CIPTCPOPT : #xif)/i% & socket 11

3.3.1 AT+CIPV6: k3 HI/ZEH 1IPv6 %% (IPv6)
iy

g
i) IPV6 [ 45 2 T RE

e

AT+CIPV6?

Wi i ¢

+CIPV6:<enable>

OK

i :
JE /AR PG [ %%

[

’AT+CIPV6:<enable>

Wi 3% ¢

[ox

e <enable>: IPv6 W24l HEMRZS . BRIAME: O
— 0: 221 IPv6 %%
— 1: 1 IPv6 W %%
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e

o FEflE M B T IPve W %%y LR WM AT, & R o E A IPve 4. (B do: 5k
F IPv6 [® % ffi Ji] TCP/UDP/SSL/PING/DNS, i F% % TCP6/UDP6/SSL6/PING6/DNS6 &
TCPv6/UDPv6/SSLv6/PINGV6/DNSV6)

3.3.2 AT+CIPSTATE: #tify TCP/UDP/SSL ¥EH:E B

AT+CIPSTATE?

W
SRR, AT

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>

OK

UPA LR, AT &0

OK

* <link ID>: MZ1EH ID (0~ 4), HT 28N
o < type” > TSR, FoREHZEA” TCP”.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FEFHESEL, Fnutng IPv4 Hihlkak IPve Hihil
* <remote port>: Tl I {E
* <local port>: ESP ZHbiifs [1{H
* <tetype>:
— 0: ESP &4 F N & i
— 1: ESP & #/EA kg5 4%

3.3.3 AT+CIPSTATUS (5itlfl): #rify TCP/UDP/SSL ¥R EME B

o

uiT e

e

AT+CIPSTATUS

Wi i ¢

STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>
OK

o <stat>: ESP station 3% [ LR
— 0: ESP station N R IEILRTS
— 1: ESP station A AR ES, (HIB AR T 4h Wi-Fi E82
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2: ESP station £ %4 AP, #£15 TP Mkl
3: ESP station T\ 737, TCP. UDP & SSL &%
4: ESP & 4574 1) TCP, UDP #11 SSL ¥ Wi FH
— 5: ESP station Ff- 41 Wi-Fi %42, (HyiARER: - AP 5iM AP Wi
* <link ID>: MZi%EH: ID (0~4), HTZHEEMWIFNL
o < type” >: FRESE, FoRfEHmZEEL:” TCP”,” UDP”,” SSL”.” TCPv6”.” UDPv6” &} “SSLv6”
o <” remote IP” >: FEHESE, Fnutng IPv4 Hihikak IPve Hihl
» <remote port>: T {H
* <local port>: ESP 7 {4
* <tetype>:
— 0: ESP &4 E % ity
- 1: ESP &8 RS54

]

o AU F AT+ CWSTATE #5525 Wi-Fi IR %S, i FlAT+CIPSTATE 4 #5if) TCP/UDP/SSL IR 7.

3.3.4 AT+CIPDOMAIN: & fihi

v

7

N

H

¥

[y

o
%

Eld

AT+CIPDOMAIN=<"domain name">[,<ip network>]

W i <

+CIPDOMAIN:<"IP address">

OK

ZH

e <” domain name” >: FHEHTIYIE A

e <ip network>: % IP (4%, ERIAME: 1
— 1: MR IPv4 Hotik
_ 2 DAY IPv4 ikt
- 3: H@TA IPv6 Mtk

o <” IP address” >: f#HTHI ) IP Hohl

il

AT+CWMODE=1 // &E station i
AT+CWJAP="SSID", "password" /] TEREM %
AT+CIPDOMAIN="iot.espressif.cn" // IR RN

/1 AR, AT TPy Hblik

AT+CIPDOMAIN="iot.espressif.cn",2

/1 BAENT, BN TPve Hudib

AT+CIPDOMAIN="ipv6.test—-ipv6.com", 3

/1 SBRASENT, EIEMENTA IPva Hbhb

AT+CIPDOMAIN="ds.test—-ipv6.com", 1
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3.3.5 AT+CIPSTART: &ty TCP ¥if:. UDP fE4sk SSL Y8
ey TCP ¥t

>

¥

N

B A

¥

// BAMERE (AT+CIPMUX=0) :
AT+CIPSTART=<"type">, <"remote host">,<remote port>[,<keep alive>][,<"local IP">]

// Zi#ER: (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep alive>][,<
—"local IP">]

W i ¢

FRPEHART, k)
CONNECT

OK

ZHERRAT, R[6:

<link ID>,CONNECT

OK

* <link ID>: W24 ID (0~ 4), HTZHEENNL. RS EEEHE BT nenuconfig HHHHA
BB, —AN2 AT {4 ilc I AT_SOCKET_MAX_CONN_NUM , BRAE K 5. - LwIp
AP R E I LWIP_MAX_SOCKETS , FRIMEN 10, ZUEBOZSEITLE , T 28 Uhd B 0
AT_SOCKET_MAX_CONN_NUM [{{E I # PR %A KT LWIP_MAX_SOCKETS [{H. (S % %miF
ESP-AT T42 FIUHEZ(5H..)

o <7 type” >: FEFERESRL, FRMGIERSEAL,” TCP” i “TCPv6”. BRIA(E:” TCP”

o <” remote host” >: FFESE, Fonwwng IPv4 ik, IPve #ihl, aiim44

* <remote port>: i

 <keep alive>: TCP keep-alive [8]FF, ZRAE: O

— 0: 2% ff] TCP keep-alive ZfE
— 1~7200: ki E]ps, Hh: B2

o <” local IP” >: EIEABE AL IPv4 kL IPv6 Hihl . XS EIEAHL £ W 48 332 11T £ TP

HohkrEREA . BOACHESH, WEREHEMEH, FafrkE, SEWAERUE

B
o QARARELT IPvO M 48 dN. TCP 4%, fR 2L BAT+CIPV6=1, Pt AT+CWIAP 3 HLF|—1> IPv6
Hihk
e <keep alive> ZEHA LT B F| socket YEIi TCP_KEEPIDLE, keepalive 5 4MAg  socket 3767
TCP_KEEPINTVL EMASfiff] 1, TCP_KEEPCNT BASMiH] 3

il

AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

AT+CIPSTART="TCPv6", "test-ipv6.com", 80
AT+CIPSTART="TCPv6","fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

QS
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(£ L£50)

// esp-at Tl AT+CWJIAP IKEZ| IPve 4 el
AT+CIPSTART="TCPv6","2404:6800:4005:80b::2004", 80, ,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

#e3). UDP {4

peEmy mA

// PAERE: (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<local port>,<mode>,<"local IP
1>

// L% (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[,<local port>, <mode>, <
—"local IP">]

W
LT, R

CONNECT

OK

ZHEAREUT, R

<link ID>,CONNECT

OK

o <link ID>: WZEH ID (0~4), HTZEEMTEOL
o <7 type” >: FAFERSEL, FoRMLKIERSEAL,” UDP” 5 “UDPv6”. BRIAfE:” TCP”
o <” remote host” >: FELFESH, Fnumng IPv4 #ihil, IPve #ihl, aiis4
* <remote port>: G {4
* <local port>: ESP %45 UDP 3 {H
» <mode>: £ UDP Wi-Fi i#{& T, ARSEIIELLIBEH 0
- 0: %20 E) UDP i), AeAsxtin UDP HiuhkfE B (2RIA)
= 1 U — R BRI B SR UG BB AN [F] B 6 i UDP £, A8 Xt in UDP #ihbA5 58 K3k Bt
WA 1P Mokt A 01
— 2: AR E] UDP Sy, E ek Zs it UDP #5808 & L 500 B 405 1P bk Al 1
o <” local IP” >: JEEEERIAHL IPv4 Hihik =% IPv6 itk , XS0l A Hh £ W 44342 1 bRl A i 22 TP
HohkrFEREA . BOACNEEA, ARG, FafrkE, SEWMERUE

B

o 05 UDP 332 )i TP #iihik 2 TPv4 2035 HbdE (224.0.0.0 ~ 239.255.255.255), ESP 564544 & 2 H1
B2 UDPv4 2H 4%

o YN UDP &3 d g IP #uhk 2 1Pv4 &bk (255.255.255.255), ESP X451 A& 1% fl42 1 UDPv4
T

i B UDP % 4 1y im ug IP #h kE 2 IPve 4 #F ML HF  (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP 54551 IPv6 M %% . % ikAniEk UDP Hi%

o THSE <mode> i, FRRESE <local port>

o WNRAEELT TPv6 W45 77 UDP #3, SFULSei B AT+CIPV6=1, Fiifi 1t AT+CWJIAP 3REE]—A4~ IPv6
Huhk
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il

// UDPv4 A
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// BF 1Pve M%) UDP HAfE
AT+CIPSTART="UDPv6", "fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£f37f:bb03:5d9b™"

// BT 1Pve M) UDP ZH%
AT+CIPSTART="UDPv6","FF02::FC",1000,1002,0

ity SSL ¥Ef%

B A

// HiEE:: (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep alive>,<"local IP">]

// L3R (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep alive>,<"local._
S IP">]

W . 3
FRERRGUR, g
CONNECT

OK

Z TR, R

<link ID>,CONNECT

OK

* <link ID>: W% ID (0~4), HTZHEEMIFL

o < type” >: FRFHRSEL, FIRMKIERIA,” SSL” 5 “SSLve”. BRiAfH:” TCP”

e <” remote host” >: F{FHREBE, Fonigin IPv4 Huhik. IPve Huhik, =4

* <remote port>: VT L {H

* <Kkeep alive>: SSL {RFALE, ERIAE: O

o <” local IP” >: LR EIAAL IPv4 Mok aE IPv6 Hidik, %S5 A Hb 22 W 26543 TP R A #h 22 1P
Mok EE A H . BRIACHEER, WREHMEH, fFETEE, SHEEAERE

o SSL RS LT W H AR o R IR B A

o SSL #HFR EHRENE, WEAEXFERSES

o W AT+CIPSTART fipdedt T SSL 4, HA NS G T A2 10 b, D) S e pof ] 2328
BEK, BT R TR 4

o YNRAEELT IPv6 WM& 3857 SSL 1548, SRS B AT+CIPV6=1, Y1 AT+ CWIAP $KELE|—4 IPv6
Hiht

e <keep alive> ZE A& LTl E 5| socket YEIi TCP_KEEPIDLE, keepalive 75 4MAJ  socket 3767
TCP_KEEPINTVL BRiASf#if 1, TCP_KEEPCNT BRAS{HH 3

Espressif Systems 60 Release v2.3.0.0-esp32¢3-74-g6c52fcd
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 3. AT fip4-4E

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

// esp-at DMl AT+CWIAP FEHF| Ipve & Rl
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6f96:9147:d66d", 1000, ,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.6 AT+CIPSTARTEX: &7 [18501d ID [¥) TCP ¥E4: . UDP {44k SSL ¥4

A B4 5 AT+CIPSTART FABL, ANFASTET: ELERIHN T (AT+CIPMUX=1) TTH T340 ID, £5
25 H R B A E 1D,

3.3.7 DGEHBPEBLA] +++: BB

Rk T A

Ly :
BHBIEARKX, TGS

Command:

/) AU R

+4+

|

o WARRBATA W EA = AMEIR + 745 (R ASCILAG: 0x2b), [AEffir %452 1A CR-LF F4f
o BEREE—A> + FARFRTE A 20 ms I [A)[E]FE SO HARE A, 50 =~ + F4F 5 2047 20 ms JTa][A]
P IR, A + FAFZ A B2 20 ms BHAEIEFE B A . B, - ERF Y
O A 2 ik 2

o AFRFFIRINAT iy B i -l 5

 THRDERE AT AT 64

3.3.8 AT+CIPSEND: % il fehake Xl Wi-Fi BB P Ak B

¢ LA

)

=y

fE:

TEAEAEX T, 58 KRR . MR AR BERT 8192 747, ¥ ] AT+CIPSENDL
KK

5 B
& 4

// BA#ERE: (AT+CIPMUX=0)
AT+CIPSEND=<length>

// L% (AT+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

// UDP A4 Al 4 e % AL 3% 0
AT+CIPSEND=[<link ID>, ]<length>[,<"remote host">, <remote port>]

Wi i ¢
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OK

>

iR R FIR AT B HER B AT RO , BT DA AR, 24 AT S8 iR KR EEIAF] <length>
Ja, BRI

USRS R OB i BB, R[] -

’ERROR

B e ), R[]

’SEND OK

&

ERROR

PEA Wi-Fi i 542X, ESP B A Ui KB 8192 77, KAk 2920 547 AR 24 Bl At 1<
JERT H R EGE TR, AT FILRIAGS; B0, Bl Be-FAE 20 ms NS . AR A Bl —f+++
i, AR ARX N RBE AR, R 1R T4 AT @l

A ir & I AUETF RS 5 48 X, DA J LI 3 T U1, % Wi-Fi UDP & {6, AT+CIPSTART fn %1955
<mode> W EH 0,

<link ID>: %% ID (0~ 4), HTZHEEE L

<length>: KA, FRAfH: 8192 A7

<” remote host” >: UDP {£#i ] DAFEE ST EAL: 1Pv4 Hiuhl . 1Pve Hihl, BilEisz
<remote port>: UDP £ ] PATE & Xt v i 1

B
o $A[ DAf# I AT+CIPTCPOPT fiv 43K ] 434> TCP ¥ it B 45 e . BN & <so_sndtimeo>

5000, M TCP Ak AE S BRI, TEiE hifd R, XA AT 4 MCU 454¢ AT fip 4 [BI52 [ )
[i] o

3.39 AT+CIPSENDL: fE¥% il ek FIF1rkis B
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EmA

&F

Yyfie:

LA, SR K, HFATAREER (AT fir2 s O HSCER AL AT At i A 26 Bl 2 AT11) o
QnT AGE I AT+ CIPSENDLCFG fiy T BEAS A i o AR R AR M BAR I /T 8192 7Y, St ml DA
(i FJ AT+ CIPSEND i 4 %2 3% .

// AR (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// L% (AT+CIPMUX=1)
AT+CIPSENDL=<link ID>,<length>

// UDP A% AT Hig R % i AL A 11
AT+CIPSENDL=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W i ©

OK

>

kR AT JEA S5 42X I B EHER I AT 62 I 8, BURH 0] DU A %8s, —H AT
AU B EE, SRS R AIREN, BAREE IR,

WREME TR, REESMRIEAT+CIPSENDLCFG KL EARIE R -

’+CIPSENDL:<had sent len>,<port recv len>

WER A P+ ++ e BUH, RGLRME:

’SEND CANCELLED

WARPrARIRAE St ek E, RGmA RN :

’SEND FAIL

R FTAT R g A AR IR, RGU R 2R (] -

’SEND OK

MIERRITIE, BT PARE +++ S BUH &k, [FI ESP iR MBI X B H . I, AT iy 1
S HENCEE, EEEEER <length> RIEHHRS, A XBH#IEEX.

<link ID>: [M%3%E$#: ID (0 ~4), JHT ZEEMFR

<length>: ¥RKE, SAfE: 23 - 159

<” remote host” >: UDP {% i A] DAFE & Wi 4L : IPv4 Hichl, IPve Hihl, =ilsi4
<remote port>: UDP &4 1] DAS &2 X} it 1

<had sent len>: J{{2) & 3| IS )2 SRR OB 2

<port recv len>: AT iy Ui I E BB 2K 2

el
o &N A FHAT+CIPTCPOPT fi 45 R~ TCP 4l & B35, fll: 5 E <so_sndtimeo> A
5000, W TCP kikoxtE 5 FPNIRI, TE IR KM, X ] AT MCU %575 AT iy 4 [nl &2 (1 f
[E] .
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3.3.10 AT+CIPSENDLCFG: i%% AT+CIPSENDL @y A1t @
Arifg i A

Yriie:
FEAT+CIPSENDL i 4 H il B
[

AT+CIPSENDLCEG?

W

+CIPSENDLCFG:<report size>,<transmit size>

OK

BeE WA

e
% B AT+CIPSENDL 15 4R i &
zs

’AT+CIPSENDLCFG:<report size>[,<transmit size>]

W i :

[ox

* <report size>: AT+CIPSENDL 64y _F3E R/, BRAE: 1024, FERE: [100,2 20, Hildn: &% &
<report size>{H} 100, WJAT+CIPSENDL fi4- &g i) <had sent len> FIRF4HN (100,
200, 300, 400, ---- )e HETZEE"J <had sent len> FiR{EEVESE TP rEdRKE.

* <transmit size>: AT+CIPSENDL fip % LRI, BAeE T HdE LKA R RO N A\J(
IME: 2920, JLFE: [100,2920], AnRUKE IR R TET <transmit size>, NMEIHES
SERVRAERZ M 0, B 4 RE 20 2 R0 5 AR Z PRk

B
o XA R/ MEXT SRR R, IR E R <transmit size>. WEREE
1 AT+CIPTCPOPT 1 4-¥% B TCP_NODELAY @,
3

. Xf?ﬁﬂigjﬁﬂﬁmﬁ WP ER KA <transmit size>, WHEFLEIIE41TIZ & ESP-AT
vt bt A

3.3.11 AT+CIPSENDEX: fi il f&hifA bR Y™ it )i sk ik Bt

LR

&E
i
7

&
=>
[§y

AR, IR ROR R, S S AR \ 0 (0x5c, 0x30 ASCII) fith 2 %t A 1%

Sl
g
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// B (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// L% (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP AEHiAIHgE NG 1P kAl o
AT+CIPSENDEX=[<1link ID>,]<length>[,<"remote host">, <remote port>]

W i ¢

OK

>

aRma R AT EE R R, BT DR AR KRB, 2 AT 30 8 R K8
#| <length> JGuidft Bl \0 T, Blmfetmirin.

LUES SEMVALS IRV CiT Eg lnpes TP S AL

’ERROR

PUE S 4GS liph 7 NS YT

’SEND OK

BH

<link ID>: %4 1D (0~ 4), i Byt

<length>: H¥iK A, FARfE: 8192 F7

<” remote host” >: UDP £ n] DAFG E ST EAL: 1Pv4 Hihil . 1IPve bk, B4z
<remote port>: UDP %%y 0] PAFS & X i i

|

o BRI R ZORES, BUEE T I\ O AT (0x5c, 0x30 ASCID), ¥EfLimIris, REtiRE
WE R, SR & AT s

o WERBIEPAE \<any>, WEKERHT, JEH <any> 55

o MRFER LN, THFESCH \\O

o TR PAfl FHAT+CIPTCPOPT 143k h4EA~ TCP AL BB eI, Flin: BEE <so_sndtimeo> A
5000, M| TCP AikoxAE 5 AR, TEig k2 M. X AT PATT 4 MCU 2645 AT 4 [ml & [
E18

3.3.12 AT+CIPCLOSE: X:[4] TCP/UDP/SSL 4:4%

KM 2 AN ) TCP/UDP/SSL 14

D e
"ﬂé?‘

AT+CIPCLOSE=<1link ID>

W 7
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<link ID>,CLOSED

OK

Parhr %

i

KPR ) TCP/UDP/SSL 14 4%

AT+CIPCLOSE

W :

CLOSED

OK

S8

* <link ID>: TR FLIER: ID, ASRBEN S, WIFR I BrA %

3.3.13 AT+CIFSR: #rifyAciy IP Huhk Al MAC Huhk

PAT %

=

A

AT+CIFSR

W i :

+CIFSR:
+CIFSR
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:

OK

APIP,<"APIP">

:APIP6LL, <"APIPG6LL">

APIP6GL, <"APIP6GL">
APMAC, <"APMAC">
STAIP,<"STAIP">

:STAIPOLL, <"STAIPG6LL">

STAIP6GL, <"STAIP6GL">
STAMAC, <"STAMAC">
ETHIP,<"ETHIP">
ETHIP6LL, <"ETHIPGLL">
ETHIP6GL, <"ETHIP6GL">
ETHMAC, <"ETHMAC">

.« <"
.« <"
o« <"
o« <
o« <
.« <"
.« <"

APIP” >: ESP SoftAP ] IPv4 Hiht

APIPGLL” >: ESP SoftAP [ IPv6 Al i i il
APIP6GL” >: ESP SoftAP [ IPv6 4= &bl
APMAC” >: ESP SoftAP /) MAC #iiii:

STAIP” >: ESP station [} IPv4 #tifi

STAIP6LL” >: ESP station [/ IPv6 s b4 i i il
STAIP6GL” >: ESP station [/ IPv6 4= fEHiht
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|

<” STAMAC” >: ESP station ) MAC Hiiil:

<” ETHIP” >: ESP ethernet (1] IPv4 il

<” ETHIPGLL” >: ESP ethernet [ IPv6 24k % il
<” ETHIP6GL” >: ESP ethernet [1 IPv6 4= J5j ikl

<” ETHMAC” >: ESP ethernet [ MAC btk

o JUA 4 ESP iR RMEIAREE IfEE A, A REEINEI ey IP HhhkAl MAC Huht

3.3.14 AT+CIPMUX: KEH/ZEH 285

A if i 4

Dyt
AR

AT+CIPMUX?

Mjn] oz <

+CIPMUX: <mode>
OK

o <mode>: FEI, BHAME: O

- 0: FER;
- 1 25

e

o FUB 4 A BT T It A ] B O e
o AfE et X (AT+CIPMODE=0), A REBE N L HEH
o QRS T TCP/SSL RS54, MU RIS, W KIS 45 (AT+CIPSERVER=0)
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il

AT+CIPMUX=1

3.3.15 AT+CIPSERVER: &/ TCP o SSL i 55 2%
Ay

i
#if] TCP/SSL 55 4k 25

AT+CIPSERVER?

Wi 3% ¢

+CIPSERVER:<mode> [, <port>,<"type">][,<CA enable>]

]
[ox
e <mode>:
- 0: XRS5+
- 1o @ RS54

o <param2>: ZE{ <mode> KA, WSHE R :

o W <mode> j& 1, <param2> ARG5S BUAfE: 333
* QIR <mode> & 0, <param2> fENRFAHSHE RXMIAE Fi. INME: 0
- 00 RHAMRS AR E A K P
— 12 RPANRSS A X i f e
o <” type” >: fREELKA 7 TCP”,” TCPv6”,” SSL”,  “SSLv6” . BRi\{f:” TCP”
¢ <CA enable>:
- 0: A CAAIE
- 1: flif CAAIE

(A}

o ZIEBEOR (AT+CIPMUX=1), AR BRFS#R

o AIERSS A )G, BB RS wIET, 2 e — RS

s MHKFImEA, 2HEH—EE D

o WRAHELT IPvO W48 IR 5548, FHEICEAT+CIPV6=1, FiBiLAT+CWIAP $EHLE|—A> IPv6
Hotil

o KIS AT SE <"type"> Fl <CA enable> I I
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il

// BN TCP R4
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// ST SSL fRgae
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL", 1

// BT 1pve M%, Q@ ssL R457s
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSLv6", 0

/1 R MeSs A%t R A A
AT+CIPSERVER=0, 1

3.3.16 AT+CIPSERVERMAXCONN: #rify/ &Rk 55 %% SC U di v i K e 5

A

yfig:

Frifi) TCP = SSL AR 45 S iAo i e R4
(e

AT+CIPSERVERMAXCONN?

W i <

+CIPSERVERMAXCONN: <num>
OK

g
BCE TCP 8 SSL fIR 55 i SLVF AL Y e KR AL

A

’AT+CIPSERVERMAXCONN:<num>

* <num>: TCP = SSL fiR 45 4% ALV VI i KRR, TE e [1.5]. WREAREHOXS B LR

{6, WBHAT+CIPSTART iy 5% <link 1D> HHIA.

(A

o NN B i KIERES (AT+CIPSERVERMAXCONN=<num>), iE1EA)EIR &2 AN E .
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il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.17 AT+CIPMODE: #¢if)/¥ BB

it &

Dyt
i A

Py -
iy

AT+CIPMODE?

Wi i :

+CIPMODE : <mode>

TeE A

P e
"ﬂé?'

’AT+CIPMODE:<mOde>

W] 7
[ox
S
e <mode>:
- 0: Fid A X
- 1: Wi-Fi i #3002 X, {USZHr TCP Bz . UDP [ 5 %o . SSLHIER A% Ol
B

o FCE S SCANRAEE] flash,

il

AT+CIPMODE=1
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3.3.18 AT+SAVETRANSLINK: % IFHLEB B S E
BEE IFPLYEA TCP/SSL & B 15

B A

’AT+SAVETRANSLINK:<mode>, <"remote host">,<remote port>[,<"type">, <keep alive>] ‘

W

* <mode>:
- 0: XM ESP _EHLiEA Wi-Fi i 542X
- 1: JF/5 ESP _LEHHEA Wi-Fi if 42X,
e <” remote host” >: FfFHREBE, FKonigin IPv4 Mk, IPve Hulik, =44
* <remote port>: Tl I {E
o < type” >: FRFERSE, FRMEHAHEL " TCP”,” TCPv6”,” SSL”, 1§ “SSLv6”, ERiA(H:” TCP”
 <keep alive>: TCP keep-alive |8]FF, ZRAE: O
— 0: 22/} keep-alive TJfiE
— 1~ 7200: BN, B

o ABENG Wi-Fi FFHLE £ X E BAREAE NVS X, #5450 <mode> iy 1, Rk EHLEZIIEAZ 12
X TEBE

o HBiti IP okl (4% ). i D (EAT S, ABEE S PURAFE] flash.

o ARAHET IPV6 AT HINL B LR, HFESCREAT+CIPV6=1, PHillid AT+CWIAP FRELE]—> IPv6
Hihik

28|

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"

AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "TCPv6"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "SSLv6

B mA

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W i :

’OK

B8

¢ <mode>:
- 0: 5[] ESP _LHH#EA Wi-Fi if 42X,
- 1: JFj3 ESP _LHL#EA Wi-Fi i 542X
o <” remote host” >: FELFESE, Fmwmng IPv4 ik, IPve #uhl, aiim 44
* <remote port>: Tl I {E
o <” type” >: FLFRESE, FoRfEHEAAL:” UDP” o “UDPv6”., BRIA(EH:” TCP”
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o [<local port>]: FFHLHEA UDP f&4Ht, (i FH i 7S g 11

e
o ARUE R Wi-Fi FHLE X 5 BARIETE NVS X, #HZ8 <mode> i 1, TR _FH ASIEAE
K. FERAH
o WEiyiig IP bk (344 ). I ORERF AL, ABEHSR73) flash
o QUIRAUILT IPv6 WS HNT BAL R, T B e EAT+CIPV6=1, Filiif AT+CWIAP FRELE]—1> IPV6
Huhk

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve",1005

3.3.19 AT+CIPSTO: #rify/Be A TCP/SSL JIi 55 2548 )i i)
Qi

Dhiie
i) A TCP/SSL i 55 #i b i ]

iy 4

AT+CIPSTO?

Wi % ¢

+CIPSTO:<time>

’AT+CIPSTO:<time>

W .

[ox

BH

o <time>: ZSHb TCP/SSL 45 25 8IS IFa], BAL7: F5, BUETEE : [0,7200]

|

* 24 TCP/SSL 7 i <t ime> WJ[H] N A A AL BRI INM), ESP RS5as 2 WTIT I .

o MRBESE <time> Ny 0, MIEHGE A, NEBOIFERE.
o TEBLE M, 7 P R RS BB, I R S, % P
TEBCERII R Y, AR S5 A48 2GR 5% P il 5, PHEH A S B Ty E8Es, & umiee
M.
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il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #ify/i% B mFIX I SNTP JIR55 5%
R

AT+CIPSNTPCFEG?

W

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]
OK

)E’J

CE

e

’AT+CIPSNTPCFG:<enable>,<timezone>[,<SNTP serverl>, <SNTP server2>,<SNTP server3>]

» <enable>: % SNTP [k 55+%:
— 1: %% SNTP fR 4548
— 0: NP SNTP IR 4555,
o <timezone>: SZHEPANHIAIAK:

- S AEITERE (12,141, BN AL, i S A A (UTC) B A% KR K2

BitX (UTC-12:00 & UTC+14:00);

- B Mgk uTe WEEE, UTC fMREETEE TARTFEINZ A HE 2] UTC BE) A fefs 2] 4<
HUSHE], RN [+ -] [hhlmme WS SR YA T2 AVE, W68, dnsire A
M, WATEE. /N (hh) 2A2507E -12 3] 14 Z 18], 438h (mm) 2420076 0 F| 59 &) Blan, g
AR XU E R0 2 WS, B uTCc+12:45, WL <timezone> SR E N

1245, BZFRESH UTC W5 & .
e [<SNTP serverl>]: 25—~ SNTP [k 55#%.
o [<SNTP server2>]: % 4> SNTP IR%#%.
o [<SNTP server3>]: %=/~ SNTP k5%,

Bl

o BEMAEAREE DL E=/ SNTP R % &5, WEAfEH “cnntp.org.en” . ” ntp.sjtu.edu.cn” F

“us.pool.ntp.org” FH 2 —,

o XMTFEMMS, EIMA <timezone> BEAIRES IR E N <timezone> BEA—FE. H K
<timezone> ZE L E —Fh UTC REBEMKR, fli: &E AT+CIPSNTPCFG=1,015, A4
ErifiF, ESP-AT & ZBSHFIXSH RIS 0, Bl EER 15, NETHE Mg, FrR s —fp

UTC fiif% A% U#pT, e UTC+00: 15, thgie 20if R 472 0 I IX.
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il

// f#ifg SNTP HRkSr#s, WEHERIX (UTC+08:00)

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
o

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// Aifg SNTP [R5, WEFEMALMIIKX (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
17

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

// ffiGE sNTP JRF5A%, WE PN XA WAL X (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.21 AT+CIPSNTPTIME: #%ifj SNTP Iif]i1]
A%

AT+CIPSNTPTIME?

Wi i ¢

+CIPSNTPTIME:<asctime style time>
OK

B

* A 5 asctime A1) X% I asctime man page .

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

%

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: #if)/ix ¥ SNTP B[] [s] 25 17 W] R
Ay

T
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AT+CIPSNTPINTV?

W

+CIPSNTPINTV:<interval second>

OK

v

7

=

EanA

¥

=

,/,?\:

’AT+CIPSNTPINTV:<interval second>

 <interval second>: SNTP [if[a|[a]5 8] fF. BANZ: Fb. JEHE: [15,4294967].

2N

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
OK

/ /BRI R B[R]
AT+CIPSNTPINTV=3600

OK

3.3.23 AT+CIUPDATE: jfixk Wi-Fi 718514

ESP-AT FEizfTi}, il Wi-Fi Mg rIRSS 4 B R 305 [ 2 5200 X, NI TR 17

it &

i
#if] ESP B i TR

O e
iy

AT+CIUPDATE?

W 3% <

+CIPUPDATE:<state>

OK
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Parn %

i
TEFLZERLA T @ 1d OTA THL R TCP il 55 i sl A 1 [l F

O e
iy

AT+CIUPDATE

W
WEH LRGSR R

Aty

ik
TR B R 55 7 L 48 8 A ) (& 2

s

AT+CIUPDATE=<ota mode>[, <version>] [, <firmware name>] [, <nonblocking>]

M) i :
A OTA FEPH 2R LYy, 1Rl

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N -

OK

AR OTA FEARH BTN )iy, iR m]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

Bsw N e

WERAEH ZERITR OTA KN, & [nl:

+CIPUPDATE:<state>

ERROR

WPRAEARPHZERUT OTA KK, iR [u]:

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1

¢ <ota mode>:
— 0: j@ 1L HTTP OTA;
— 1: 3@ HTTPS OTA, SR Tk, iM% . /build.py menuconfig>Component config
>AT > OTA based upon ssl E&HifE, L5 EiE % 1F ESP-AT 142,
e <version>: AT ii4<, M v1.2.0.0, v1.1.3.08v1.1.2.0,
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o <firmware name>: J}FZf[E 4, Ul ota. mgtt_ca. client_ca B{HE at_customize.csv

O E L X

¢ <nonblocking>:

- 0: FHZERENR OTA (MU, B3| OTA THUSIIEUR UG A AT PAKE AT 659 )
- L AR ZERECH) OTA (MR, THSEUG (+CIPUPDATES) S5 F81 ).

* <state>:
- 1 |RE RS54
2. R RS
3: IRIGFPRA
4: SERFI
-1: JEPHZERCT OTA 2RI

]
o THPHE T LR

o ARMZFIEAESFBOIRAIN, AT $53[9] ERROR, 1§45 FF—Beh .

o AREREREGE R EESR LAY AT BIN, A6y -1\ Espressif Cloud Nk AT {714 .

o QARG B2 FATAIERY AT BIN, 4if [ 17958 AT+CIUPDATE FOTA 8l 3% {# 1] AT+ USEROTA
5 AT+ WEBSERVER 5%, W %% ESP-AT TRHALAY/R 6 FOTA.

© BUTIHR AT Fift)E, JAMAT+RESTORE TR B8

o OTA i FERYFERTEFE] A 3 4340

o JEPH ZERL B A Y OK Fll +CIPUPDATE: <state> FEki th P B %A M4 5 L LSRN .
OK AJfEFE +CIPUPDATE: <state> Z Hj#iH}, WA AIHEAE +CIPUPDATE : <state> Z i .

o REWTHHENHIRA .
o FEH L hofT LI OTA FH28 HEUEZ OTA 174,

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.24 AT+CIPDINFO: £ +IPD j558E 1
A4

O e
“ﬂé?‘

AT+CIPDINFO?

W i <

+CIPDINFO:true
OK

&

+CIPDINFO: false
OK

Espressif Systems 77

Submit Document Feedback

Release v2.3.0.0-esp32c3-74-gbc52fcd



https://www.espressif.com/zh-hans/support/download/at
https://github.com/espressif/esp-at/blob/master/components/at/src/at_ota_cmd.c
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 3. AT Ay d4E

=

=

A

’AT+CIPDINFO:<mOde>

M )7
[ox
e <mode>:
- 0: £ “+IPD” Fl “+CIPRECVDATA” B, ANHLRxtu IP kA 145 5
- 1: ¥ “+IPD” Fl “+CIPRECVDATA” 4 EH, $27% s IP HuhkFlug 1145 5
il

AT+CIPDINFO=1

3.3.25 AT+CIPSSLCCONF: #5ifj/¥3t 8 SSL %5 Faoiid
by A

Dytig:
£ ESP /2 SSL & 7 b i 1 4% A L B AR R,

ke

AT+CIPSSLCCONE?

Mjn] oz <

+CIPSSLCCONF:<link ID>, <auth_mode>, <pki_number>, <ca_number>

OK
i
s

// B (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode> [, <pki_number>] [, <ca_number>]

// ZiHE: (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>,<auth_mode>[, <pki_number>] [, <ca_number>]

W

OK
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BH
* <link ID>: 453 ID (0 ~ max), fEZHELIWOLT, HSEEBON max, WFORPTAERE, &
SREINEA S

¢ <auth_mode>:

- 0: NAUE, WBEEIEE <pki_number> fll <ca_number> H4{;

— 1: ESP-AT $2 {15 Pl LR 5 2% i CA UEHARE ;

— 2: ESP-AT & i # A CA UEA5 K5 Ik 5578 v 1 UE15 5

- 3: MHEINIE.
* <pki_number>: EBFRANRT], WREAG—MIERAFAH, HENH O,
e <ca_number>: CA [ &5|, WHE A1 CA, HEHNH O,

Bl
o QRAREAEE ST IR, STEH N SSL RIS T AR 2 o

o BT UOKHRATAE NVS K, AL L AT+SAVETRANSLINK fiy 4S8 FFHLE A Wi-Fi SSL i 12 4%
X, BSPTE FIR b BT A o7, SSL b

3.3.26 AT+CIPSSLCCN: #ify/¥ ¥ SSL % Fniit /A 44 (common name)
a4

i
LIRS SSL HERE PR i Y I I 44 B

D e
"ﬂ4>‘

AT+CIPSSLCCN?

W i

+CIPSSLCCN:<link ID>,<"common name">
OK

=

e

=

// B (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// L% (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

W i ¢

OK

BH

« <link ID>: %74 ID (0~ max), TERIEHIGIIF, ASHMEN 0 ELEENERT, 5
BUEh max, MFORFFA R RSB 5.
« <7 common name” >: 7K Z U HANTEIR 55 5 KA ROUE S B L T 4 ST 44k K 64 547
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e

o QRAEARPECE SR, W AL SSL R ATIE T AR M2
3.3.27 AT+CIPSSLCSNI: #rify/i% ¥ SSL %% ;i) SNI
Ay

i
ARSI SN L

AT+CIPSSLCSNI?

W i <

+CIPSSLCSNI:<link ID>,<"sni'">
OK

v

N

EanA

&

e

A

R (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

LR (AT+CIPMUX=1)
AT+CIPSSLCSNI=<1link ID>,<"sni">

* <link ID>: P48 EF; ID (0 ~ max), FERIEZSRHEN T, 2SN 0; HEZERWIHLT, #5
BB R max, MIFORIAAER: RSEEGAMER 5.
e <” sni” >: ClientHello B /) SNI., SNI f KK JHh 64 F75,

Lz
o QRAREAHCE ST BIAERL, AR SSL E I iIB T A M S .

3.3.28 AT+CIPSSLCALPN: #rify/¥ ¥ SSL % )i ALPN

Ao A

hiie:

i) ESP 412 SSL % sy 451> H ) ALPN L'

LT
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AT+CIPSSLCALPN?

Wi % ¢

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK

v

o

N

g

¥

e

o

// Qﬁﬁgﬁ: (AT+CIPMUX=0)
AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// LB (AT+CIPMUX=1)
AT+CIPSSLCALPN=<1link ID>,<counts>][, <"alpn">] [, <"alpn"> [, <"alpn">]

Mjn] oz <

OK

o <link ID>: 25742 ID (0 ~ max), FERERPFL T, ASEEHN 0; HEZERVHBLT, #5
B BN max, WIFIR A ER: ASEEGAER 5.
e <counts>: ALPN %=, Jif: [0,5].

0: }#[% ALPN [ & .
o [1,5]: &% & ALPN [l &,

* <” alpn” >: FRHRZSA, FUR ClientHello 1) ALPN., ALPN g KRKEZRTar SRk K E .

|

o WRAREATE S IR, e SSL EEATIE T AR M2 o
3.3.29 AT+CIPSSLCPSK: #rify/ix ¥ SSL % ;i) PSK
A%

i
#if] ESP /2 SSL % i IR 41 PSK JiC i

Py -
iy

AT+CIPSSLCPSK?

W

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">
OK
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=

=

A

// B (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// L% (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

Wi i <

OK

5%
o <link ID>: [W£83E4% ID (0 ~ max), EFEBMENT, ASEEN 0; ELEEMENT, &2
BB, max, WZERIE ER:; ASEEAEN 5.
e <” psk” >: PSKidentity, f{mKAKKEF: 32,
e <” hint” >: PSK hint, f KK E: 32,
|
o WIRAREAREE ST RIS, e, SSL i HIE T ARG S .
3.3.30 AT+CIPRECONNINTV: #ify/i% ¥ Wi-Fi &% 8 F % TCP/UDP/SSL ¥ %
[F] PR
i A
Yyfig:
i Wi-Fi i 1548 X, T 1 1 2l 8 % 8] Bg

e

AT+CIPRECONNINTV?

W i *

+CIPRECONNINTV:<interval>
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BH

o <interval>: HZfEIERIFEIIT], A 100 28>, BHAE: 1, JER: [1,36000].
i}
* #FAT+SYSSTORE=1 B, Tl B MO PRAFAE NVS X

il

AT+CIPRECONNINTV=10

3.3.31 AT+CIPRECVMODE: #rif)/i% i socket IR,
iy

ifig:
i) socket FEUSAR A

A

AT+CIPRECVMODE?

W

+CIPRECVMODE : <mode>

o <mode>: socket IR, BHAME: O,
— 0: FZhiX, ESP-AT FfiTA 031 socket i 7 B & ik 45 F4HL MCU, 3L “+IPD”,
- 1 9, ESP-AT K¢ #U S socket B fRA7 £ AR ATIX. (socket BEYL B 1T, BRIA(E
Sh 5760 FHY) . ZEfF MCU 28, X TCP #il SSL %4, MR EIFEXW 1, FFPH 1L socket /£
s XFT UDP &4, WERSAXWE T, Wk ERdRE%.

]

o ZALEAREH T Wi-Fi i 4.

* X4 ESP-AT FER B UK E] socket ZLHERT, AR DA A RIS R AN {5 B -
— Zi%ERERT (AT+CIPMUX=1), 275 +IPD,<link ID>,<len>;
— BAERAR] (AT+CIPMUX=0), #/® +IPD, <len>,

o <len> FEIRGLEX H socket BHRHY MK E
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o —HA +1PD R, MWi%izfTAT+CIPRECVDATA FZHEE. &0, ZERI—A> +IPD Bl |,
A +IPD FEAHR E 45 EHL MCU,

o TEWIHEREIEOLT, Z0hiY socket A SRAFAE, MCU /58K 0] DAL, B3| &% AT+CIPCLOSE
(AT fEN% P ) 8{AT+CIPSERVER=0,1 (AT ﬁéjﬁiﬁﬁ%%%) PeAgiE L, Wi +1PD BB, P
D AENR K 3EAT+CIPCLOSE B /% 3% AT+CIPSERVER=0,1 B8 13 AT+CIPRECVDATA iy 5 LU A £ i
ZHI, XANTER CLOSED {5 BuKim AL .

il

AT+CIPRECVMODE=1

3.3.32 AT+CIPRECVDATA: FHHE S E:ICEL T ¥ socket £
A

[

// BAMERE: (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// LR (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>, <len>

M

+CIPRECVDATA:<actual_len>, <data>
OK

%

+CIPRECVDATA:<actual_len>, <remote IP>,<remote port>, <data>
OK

o <link_id>: Z#EZHATER ID.

o <len>: FRAE A : OxTAHFT, GISESERRIE] R B AR S BUE /N, WR 8] SERR K B i 58
o <actual_len>: d:ﬁTﬁﬁH’]ﬁfEﬁfp

o <data>: FEUHEIE.

* [<remote IP>]: FAFF SN, Fnhlg P ik, #iFAT+CIPDINFO=1 i % ffifE.

* [<remote port>]: XJufii 1, J#idAT+CIPDINFO=1 fir A {HiGE .

il

AT+CIPRECVMODE=1

/7 Bln, AR ENL Mcu M0 SEEURE] 100 FATAIEEE,
// MR E "+IPD,0,100",

/1 WG, ETTDGERLETOA R @A BRUX 100 AR HE:
AT+CIPRECVDATA=0, 100
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3.3.33 AT+CIPRECVLEN: #rifgg i F socket £y K%

iy

Hhiie:

I — B P A I A B B
%

AT+CIPRECVLEN?

Wi i ¢

+CIPRECVLEN:<data length of 1ink0>,<data length of linkl>,<data length of 1link2>,
—<data length of 1ink3>,<data length of link4>
OK

* <data length of link>: Jt—J&42 h 8 1) Fir A I B HC JE
e
o SSL j#Herh, ESP-AT KR UM BRI KL, Fr AR [ K SR T BRI K

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.34 AT+PING: ping %} 3% 4L
BEE WA

itk
ping X i FHL

AT+PING=<"host">

W i :

+PING:<time>

OK

&

+PING:TIMEOUT  // HHETEBZMENTRMEE pING BEHER T, AoaXA-mE

ERROR
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BH

o <” host” >: FFERBEL, Forabim LAY IPv4 Mk, IPve Huhl, B4 .

- <time>: ping WIREIAI, B ZEHD.

B

o IRAEELT IPv6 P 4% ping Xt BHL, FFEICIR BAT+CIPV6=1, FfidAT+CWIAP FREE]—A> IPv6

Hohk:

o WS BRI A TR, W ping F55GiE L DNS SEFTI A T (DLSCH#NT IPv4 Hihik) , 74 ping

Xf g AL TP Hishik:

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/)R AR E 5 AR L
AT+PING="240c::6666"

3.3.35 AT+CIPDNS: #ify/i% ¥ DNS liR55 a5 1 5
b A

Dyt
A2 Hi DNS 55255 5

e

AT+CIPDNS?

W i+

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS
OK

IP3">]

[y

& &
i

S EE

DNS fiR 5 #1550

ﬁ

A

=

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
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(A

il

<enable>: &% # DNS [k5#%

- 0: B/ B3h3KHU DNS IR %251 E., DNS R # B kiE k) 208.67.222.222 18.8.8.8,

HA Y ESP station 5¢ % | DHCP i ##, DNS i55#8 A4 H v BE< H 8.
- 1 e F8hi% B DNS R4 4455, WA ESE <DNS 1px> AYMHE, W ERIA(E 208.
67.222.222 f18.8.8.8,

<DNS IP1>: 55—~ DNS fig55+s IP Hutlk, X Tk &S, HAY <enable> 24k 1 B, ti2)5
FF3) DNS &8, RKSEAFH: WHRKE <enable> Ay 1, HARSERE —ME, LT
a2 BT, ESP-AT RHUZSHUE R 24 Hil) DNS %5k 1]
<DNS IP2>: 55—/~ DNS fl[g 5545 IP Hudik, X TikE S, HAY <enable> 240k 1 B, MiLE)5
JF3)) DNS lxﬁ ABPAGRG WHRBEE <enable> 4 1, HAARSHRE —ME, HEETE
W4 Bf, ESP-AT RHHTZSHE R 24 Hi) DNS % &R 1] .
<DNS IP3>: %5 =/~ DNS fe%#s IP Mok, XFFi%EmS, HAA2Y4 <enable> 2500 1 1, ‘@)j’jﬂm}i
FF3) DNS %8, KSEAFH: WK E <enable> Ay 1, HARSERE —ME, Ll
WA HT, ESP-AT K% S HUE R 24 HilY) DNS & Bk 1]

ngT+SYSSTORE 1, T B ECRRAEAE NVS X
A SRR B ELLER AR5 35 1
é‘u <enable>Jy O I}, DNS iR 55 i fESARYE ESP A i i i v 2 (4 0 L 1 4 22

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/1 H—AET Tpve #Y DNs kSR T REBRKMEZR TREF.O

/] BEART IPve B DNS fR45%%: google-public-dns-a.google.com
/) B=AEET 1Pve 1) DNS fRSFaR: {LJVE T DNsS RS
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.36 AT+CIPTCPOPT: #rify/ix ¥ socket ZEI

A i)

it
i)

[

PP
"D{>

2481 socket BT

AT+CIPTCPOPT?

W i <

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>
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// BAMERE: (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>]

// L% (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>]

Wi i <
o
%
’ERROR
ZH
o <link_id>: MJZ87EHE ID (0 ~ max), EZIERMEOLT, ASBUABCH max, WRIRTAERE; &
SEEIMEN 5.
o <so_linger>: [l & socket [ SO_LINGER &, BAfi: b, ERAE: -1,
- =-1: XAl

- =0: JF/3, linger time = 0;
- >0: JF/3, linger time = <so_linger>;
o <tcp_nodelay>: [ & socket [} TCP_NODELAY &3, BRA[E: 0.
— 0: 22| TCP_NODELAY
- 1: 2 TCP_NODELAY
 <so_sndtimeo>: [iil & socket [ SO_SNDTIMEO ¥EIi, BAf7: Z#>, BRAE: 0.

3.4 Bluetooth® Low Energy AT 7y 4 4

2, ESP32-C3 AT [ S0HF BEA 0 HNE 5.0 A .

e AT+BLEINIT: Bluetooth LE #4454k

o AT+BLEADDR: % Bluetooth LE ##5#hhl:

o AT+BLENAME: #5if)/#%® Bluetooth LE 54544 Fi

o AT+BLESCANPARAM : #%if)/% % Bluetooth LE F55 5%k
o AT+BLESCAN: {#§E Bluetooth LE 394

o AT+BLESCANRSPDATA: %'& Bluetooth LE 74

o AT+BLEADVPARAM : #5i)/i% & Bluetooth LE | #5&%k
o AT+BLEADVDATA: % & Bluetooth LE | %41

* AT+BLEADVDATAEX: H3#lji & Bluetooth LE | #&%k 4
o« AT+BLEADVSTART: J¥14 Bluetooth LE | 4%

o AT+BLEADVSTOP: 1%} Bluetooth LE 4%

e AT+BLECONN: 737, Bluetooth LE %42

o« AT+BLECONNPARAM: #%ifi)/% 3 Bluetooth LE 558
o AT+BLEDISCONN : W;JF Bluetooth LE %43

o AT+BLEDATALEN: %% Bluetooth LE %0 K JiF

o AT+BLECFGMTU: %% Bluetooth LE MTU K. J&

o AT+BLEGATTSSRVCRE: GATTS Ik 4%

e AT+BLEGATTSSRVSTART: GATTS J} R4

o AT+BLEGATTSSRVSTOP: GATTS {21}k %

o AT+BLEGATTSSRV: GATTS kIR %

« AT+BLEGATTSCHAR: GATTS % FilR % HiiE

o AT+BLEGATTSNTFY: JJ3455% notify i} 5 ERAF (128 % Pk
o AT+BLEGATTSIND: JI#%+2% indicate {5 (B 25 % P s
o AT+BLEGATTSSETATTR: GATTS % & iR & (i

o AT+BLEGATTCPRIMSRV : GATTC % FREA R 55
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o AT+BLEGATTCINCLSRV : GATTC %I & IR 5

o AT+BLEGATTCCHAR: GATTC % PRHR % H54iF

o AT+BLEGATTCRD: GATTC HUIR 55 i

o AT+BLEGATTCWR: GATTC BHR%& ¥ EE

e AT+BLESPPCFG: #xif)/i% & Bluetooth LE SPP &%k

o AT+BLESPP: i A Bluetooth LE SPP #i=;

o AT+BLESECPARAM : #%if/i% & Bluetooth LE %5 5%k

o AT+BLEENC: % Bluetooth LE i85k

* AT+BLEENCRSP: [R5 3 Ui i £ &L ) e % i =K

o AT+BLEKEYREPLY : #5%} )55 4% [l 55 %5 4H

* AT+BLECONFREPLY : %55} 7 b4 MG WA S5 (fE G i EL)
 AT+BLEENCDEV: #tif]#4 5 ) Bluetooth LE il %% i% £5 51 %

o AT+BLEENCCLEAR: 3[4 Bluetooth LE 125k £ 51| 32

o AT+BLESETKEY: %% Bluetooth LE #7551 454H

o AT+BLEHIDINIT : Bluetooth LE HID ¥ %] i51k

o AT+BLEHIDKB: % 3% Bluetooth LE HID ##4{5 B

o AT+BLEHIDMUS: % % Bluetooth LE HID A7 B

o AT+BLEHIDCONSUMER: %:3% Bluetooth LE HID consumer 1 &,
o AT+BLUFI: F}J= 5k 3% BluFi

o AT+BLUFINAME: #%if)/¥%E BluFi %454 FR

o AT+BLEPERIODICDATA: & Bluetooth LE J&|HiVE) #5%
o AT+BLEPERIODICSTART : F1 )& Bluetooth LE J& R #%

e AT+BLEPERIODICSTOP: {2 }- Bluetooth LE J& 14 4%

o AT+BLESYNCSTART: JFJ= A 4% 6] 4

o AT+BLESYNCSTOP: 1511 JE BAVES 4% 5 25

o AT+BLEREADPHY : F%if] X4 Hii% 4 i ng PHY

o AT+BLESETPHY: % B 4Hi#E Ay PHY

3.4.1 AT+BLEINIT: Bluetooth LE #ji44k
i A

ik
7] Bluetooth LE & 734741k

AT+BLEINIT?

W .
HOWIIG, AT &0 :

+BLEINIT:<role>
OK

HARVIIAR, AT 3R]0

+BLEINIT: 0
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’AT+BLEINIT:<init> ‘

W] 7
o |
e <init>:
— 0: 344 Bluetooth LE
— 1: client {5,
— 2: server fi {4,
vei

* fii /{ Bluetooth LE Pjfighf, WIRMEICTHE M SoftAP X, W@ i &7 PAIE it AT+ CWMODE %% R
SoftAP 53,
o EHMKGSZH, WL TE “at_customize.bin” LM, 1 WL A=AT B & LAKH 4L TR G
o fii ] & Bluetooth LE iy %2 B, W5CH A4, #I4f{k Bluetooth LE 4.
* Bluetooth LE fi (Al infb )5, AREE VL. FHUH 6, TESEWMMAAT+RST i HIG RS, F
B 454k Bluetooth LE £ {71,
o #i ] ESP {E-4 Bluetooth LE server, 5545%355% service bin #I| flash:
— XTIl A= B service bin XX, {5Z:#% esp-at/tools/readme.md;
— service bin U BE AL |, 37 I esp-at/module_config/module_${platform}_default/at_customize.csv
e “ble_data”? X SBAL
o AAETESY Bluetooth LE 2 Hil, {5 IRIEAESATI) 36 S Wit A e 4% .

il

AT+BLEINIT=1

3.4.2 AT+BLEADDR: %7 Bluetooth LE 45 Huht
by A

Ly :
£/ Bluetooth LE #4519 /2 Jt ittt

O e
iy A

AT+BLEADDR?

W

+BLEADDR: <BLE_public_addr>
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’AT+BLEADDR:<addr_type>[,<random_addr>}

* <addr_type>:
— 0: 3l (Public Address)
— 1: ML HE (Random Address)

Bl

o FRASHYL (Static Address) [ # /2 AR 551
— Mk S AL 15
- BEALHHE > 204 1 60k 0;
- FEALHHER > 20 160k 1.

o WEMFSHITEN SRR NVS X,

il

AT+BLEADDR=1, "£8:7£:24:87:1c:7b" [/ BEE R A Ak S b
AT+BLEADDR=1 // O BEHLIE A HhE Y FA A ik
AT+BLEADDR=0 /) BEEA AL

3.4.3 AT+BLENAME: #%ify/i% ¥ Bluetooth LE %75 #4 %
Ao A

i
#¥1f] Bluetooth LE #4544 Fi

A

AT+BLENAME?

W

+BLENAME : <device_name>
OK

)E’J

CEL A

Dyite:
1% & Bluetooth LE #4544 F%

Py -
“ﬂ4>‘

AT+BLENAME=<device_name>

W 3% ¢
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OK

o <device_name>: Bluetooth LE 45 FR, wAKE: 32, BHMALIRN “ESP_AT”,

st

HAT+SYSSTORE=1, Wi H o ifRA77E NVS X,
WA QB ER S ARG, BEIITAT+BLEADVDATA fis R85 4 PRt 38 8s 4 v

il

AT+BLENAME="esp_demo"

3.44 AT+BLESCANPARAM: #%ily/i¥i Bluetooth LE i 5%k
A ity 2

Yy
2¥if] Bluetooth LE 34 24X

AT+BLESCANPARAM?

W i <

+BLESCANPARAM: <scan_type>, <own_addr_type>, <filter_policy>,<scan_interval>, <scan_
—window>

ok
HE

1% Bluetooth LE #9424k
&

AT+BLESCANPARAM=<scan_type>, <own_addr_type>,<filter_policy>, <scan_interval>, <scan_
—window>

W i <
OK
S
+ <scan_type>: AL
- O: Bsh 44
- 1o FhHH

o <own_addr_type>: il 2%
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— 0: ANAEHbhE
- 1: Bl
- 2: RPA 23tk
— 3: RPA [t hihk
» <filter_policy>: 4y 750
— 0: BLE_SCAN_FILTER_ALLOW_ALL
— 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST
— 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR
— 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR
o <scan_interval>: 8] fE. AN ZEEH N KT % T <scan_window> & {H. & $( 75 H:
[0x0004,0x4000], F1 4 [ BE /2 2 S50 DA 0. 625 28D, T DASE B i 41 18] B 35 B 4 [2.5,10240]
2R,
o <scan_window>: HIFHH 1. XS EMEN /N T % T <scan_interval> Z3{H. S50 H:
[0x0004,0x4000]. i N 2% SR PA 0. 625 =/, FrRASLPr 4 B 0 Y8 Bl A [2.5,10240]
=,

il

AT+BLEINIT=1 // fafa: &/
AT+BLESCANPARAM=0, 0, 0, 100, 50

3.4.5 AT+BLESCAN: f{iifig Bluetooth LE {14

v

)E'\.

CHLN A

i
FFUh/M5:1E Bluetooth LE 14

AT+BLESCAN=<enable> [, <interval>][,<filter_type>,<filter_param>]

W i <

+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK

¢ <enable>:
— I FFURFRE
- 0 5 IR
o [<interval>]: JHfEFFEENIE], B FD.
- AREE RS, TRREASE
- AREITHEE, FREASE:
- AN O B, WIFIRFF AT
- ARSEEHAE O EIY, B4 AT+BLESCAN=1, 3, WIS 3 #P5 HZhEW T, K5I
ERETHERE N
o [<filter_type>]: &L
- 1. “MAC”
- 2: “NAME”
o <filter_param>: #JES%L, FIRX IR MAC Hihk sk 44 Fx
e <addr>: Bluetooth LE il
o <rssi>: G5

o <adv_data>: JIEEHE
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o <scan_rsp_data>: J 31 5HE
o <addr_type>: ) iGN bR AL

Bl

el [ H B OK Ml +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> FE4i )T F WA A% E X R SEE Y. OK Al fEfE +BLESCAN: <addr>,
<rssi>,<adv_data>,<scan_rsp_data>,<addr_type> 2 H W £, M H W f &
+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>,<addr_type> 2 J5 Hi

H.
il
AT+BLEINIT=1 /] faf B
AT+BLESCAN=1 /7 TR
AT+BLESCAN=0 // SR

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // JFGHEH, HSig2knkh Mac Hulik
AT+BLESCAN=1, 3,2, "ESP-AT" // FFU&HHE, dieskamik 40

3.4.6 AT+BLESCANRSPDATA: ik Bluetooth LE F{Hm )

Bae

&E

Dyite:
1% & Bluetooth LE 41 .

O e
iy 4

’AT+BLESCANRSPDATA:<scan_rsp_data> ‘

W

[ox |

S

* <scan_rsp_data>: IV EEE, S HEX SFA7aR . B, A AR5 E S im B “0x11 0x22
0x33 0x44 0x55”, N4 A AT+BLESCANRSPDATA="1122334455",

ZNl|

AT+BLEINIT=2 // fifa: JR%5%
AT+BLESCANRSPDATA="1122334455"

3.4.7 AT+BLEADVPARAM: i)/ ¥ Bluetooth LE ) 85 %
Ay

yiie:
S

O A e
“ﬂ4>°
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AT+BLEADVPARAM?

W

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_filter_policy>, <peer_addr_type>, <peer_addr>, <primary_PHY>, <secondary_PHY>

WE S

[k

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>] [, <peer_addr_type>, <peer_addr>][,<primary_PHY>, <secondary_
< >PHY>]

Wi i *

OK

S

o <adv_int_min>: /N THEE . SEGER: [0x0020,0x4000]. TR A TS EORPL 0. 625 2
g‘gﬁ@?%i%ﬂ@%d\ﬁ & [H] f N [20,10240] ZF0. ASHUEN /N TST <adv_int_max> £

o <adv_int_max>: Fr k) 3B ARG . SEGER: [0x0020,0x4000], 3R AR 4T %S5 L 0. 625 22
BB, P PASE BR ) B 4K 18] [ Y BB R [20,10240] Z8b. ASEMEN K T4 T <adv_int_min> &
B

e <adv_type>:

« 0: ADV_TYPE_IND

: ADV_TYPE_DIRECT_IND_HIGH

: ADV_TYPE_SCAN_IND

: ADV_TYPE_NONCONN_IND

: ADV_TYPE_DIRECT_IND_LOW

: ADV_TYPE_EXT_NOSCANNABLE_IND

: ADV_TYPE_EXT_CONNECTABLE_IND

: ADV_TYPE_EXT_SCANNABLE_IND

» <own_addr_type>: Bluetooth LE Hhihl2$71
— 0: BLE_ADDR_TYPE_PUBLIC
— 1: BLE_ADDR_TYPE_RANDOM
* <channel_map>: | %58
— 1: ADV_CHNL_37
— 2: ADV_CHNL_38
— 4: ADV_CHNL_39
— 7: ADV_CHNL_ALL
* [<adv_filter_policy>]: | i yE#5 L0
— 0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY
— 1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY
— 2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
— 3: ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST
 [<peer_addr_type>]: X} Bluetooth LE Hiihil- 257
— 0: PUBLIC

.
~N QNN =
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- 1: RANDOM
* [<peer_addr>]: X}J5 Bluetooth LE #hilil:
o [<primary_phy>]: ) #% primary PHY. 2LiA{&: IMPHY.
- 1: IMPHY
— 3: Coded PHY
* [<secondary_phy>]: | #% secondary PHY., BAiAfEH: IMPHY.
- 1: IMPHY
- 2: 2M PHY
— 3: Coded PHY

]
o MMRM K EIT peer_addr, IRAETHH KN GERERLE,

e primary_phy fll secondary_phy FF8—E&E, WRARE, IBARKENSEES M HBRIA
1M PHY.

il

AT+BLEINIT=2 // fAfa: JR%#%
AT+BLEADVPARAM=50,50,0,0,4,0,0,"12:34:45:78:66:88"
AT+BLEADVPARAM=32,32,6,0,7,0,0,"62:34:45:78:66:88",1,3

3.4.8 AT+BLEADVDATA: ¥ Bluetooth LE ) {44

i
BCE)

e

’ AT+BLEADVDATA=<adv_data> ‘

Wi % ¢

[ox |

o <adv_data>: JIEECR, S HEX 458, B0, 2R 3B EdE A “Ox11 0x22 0x33 0x44 0x557,
N4 AT+BLEADVDATA="1122334455",

st

o IR HIE &0 [ iy S AT+ BLEADVDATAEX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
WE T #BEdE, ey SR En) Bl E S .

o QERGEAE AR BE RS AR, WHENAEITE 1% i 2 Z JG A TAT+BLENAME fit 215 £ 44
PRI E N [FREI 2 F5
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il

AT+BLEINIT=2 // fgfa: R4

AT+BLEADVDATA="1122334455"

349 AT+BLEADVDATAEX: [z Bluetooth LE ) #§ %
i %

i
EERZIE T EIEE 2

A\ .
"Il/?\‘

AT+BLEADVDATAEX?

W

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

B IR TR %

A .
"ﬂé’\'

’AT+BLEADVDATAEX:<deV_name>,<uuid>,<manufacturer_data>,<include_power>

Wi % ¢

’OK

* <dev_mame>: FAFH Z B, KR W 4K G, A B WA B E L RO Cust

test” , I fy 4 & AT+BLEADVSTARTEX="just-test",<uuid>, <manufacturer_data>,
<include_power>,
s <uuid>: FAF B S . B, A MR E UUID J “0xA002” ;WA Ak

AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,

« <manufacturer_data>: {fi| i ¥ 885, S8 HEX FEAFER. AN, #5883 & ) b i 8ois o “ox11
0x22 0x33 0x44 0x55”, N4 AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: % REHET S TX PR, RSN 15 B, 0.

el
o QR Z B E 26 fiy AT+ BLEADVDATA=<adv_data> 358 )80, WIS BiAR ar S BCE Y 1
B .
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il

AT+BLEINIT=2 // fgfa: R4

AT+BLEADVDATAEX="ESP-AT","A002","0102030405",1

3.4.10 AT+BLEADVSTART: Jfi4 Bluetooth LE )%
ParmA

i
TG %

A\ .
"Il/?\‘

’AT+BLEADVSTART

W

’OK

Bl

o ERH iy A AT+BLEADVPARAM=<adv_parameter> B B 3% S50, W A BHAS HE S50,

o ERMH G4 AT+BLEADVDATA=<adv_data> %5 ) 38 5dE, W E1£4 0 B,

X W B & N fiv RAT+BLEADVDATA=<adv_data> & & it |7 #& %t #, W &
Wi AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> & & ) |~ & %
WS, M, WSS AT+BLEADVDATAEX, N<x4f AT+BLEADVDATA &% & (1)) & 4id
B

il

AT+BLEINIT=2 // fufo: JR&E3%

AT+BLEADVSTART

3.4.11 AT+BLEADVSTOP: {4} Bluetooth LE ) #k
AT A

Dyt
{51 %

zs

’AT+BLEADVSTOP

Wi i ¢

[ox

Bl
o FHITIR )G, MNESE Bluetooth LE #E4%, 2 H 345K Bluetooth LE )™, T A4 .
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il

AT+BLEINIT=2 // fgfa: R4
AT+BLEADVSTART
AT+BLEADVSTOP

3.4.12 AT+BLECONN: &ty Bluetooth LE #:4%
Ay

e
#71fi) Bluetooth LE %4%
s

AT+BLECONN?

W

+BLECONN: <conn_index>, <remote_address>
OK

PR ST IER:, WY AR <conn_index> Fll <remote_address> S%{.

v

)E’».

AUNTIRS

4

Jtig:
%57, Bluetooth LE %33

fiy 4

AT+BLECONN=<conn_index>, <remote_address> [, <addr_type>, <timeout>]

M) i :
FHENLIER T, MR

+BLECONN: <conn_index>, <remote_address>

OK

FrOESLIERR M, R

+BLECONN: <conn_index>, -1

ERROR

e PN SRR R ECE B — L S EGER R, WK

ERROR

e <conn_index>: Bluetooth LE i&3:5-, JER: [0,2].

» <remote_address>: X7 Bluetooth LE & #5Hbik .

* [<addr_type>]: " Hfriess ik e,

* [<timeout>]: FEREIIITE, A £ JEH: [3.30],
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e

o BAEENORNIEEZH, JeisfTAT+BLESCAN fip %134t Mibr H AR s b T #Ras.
o O RIERER N 30 7.
o IR Bluetooth LE server B 4 IAL HIEH E IS, W] DAREH bt ay X 451548 (GATTC) Hik
MRS B AfE DA GATTC A
— AT+BLEGATTCPRIMSRV
AT+BLEGATTCINCLSRV
AT+BLEGATTCCHAR
AT+BLEGATTCRD
AT+BLEGATTCWR
— AT+BLEGATTSIND
o N AT+BLECONN? ¥ Bluetooth LE & #] 45 1) 1% % F $4 4T (AT+BLEINIT=0), W) & 4 4 £ % 1
+BLECONN:<conn_index>, <remote_address> ,

il

AT+BLEINIT=1 // fHf{6: B/
AT+BLECONN=0, "24:0a:c4:09:34:23",0, 10

3.4.13 AT+BLECONNPARAM: #%ifj/ti 31 Bluetooth LE ¥:4% 5 $
A ity 4

Jriie:
£¥ifi] Bluetooth LE #4524k

A .
"ﬂé’\‘

AT+BLECONNPARAM?

W

+BLECONNPARAM: <conn_index>, <min_interval>, <max_interval>, <cur_interval>,<latency>,
—<timeout>

Dyie:
3% Bluetooth LE i#R: 5%k

A

’AT+BLECONNPARAM=<conn_index>,<min_interval>,<max_interval>,<latency>,<timeout>

Wi i ¢

’OK

ARCERM, WHRR AR R

’+BLECONNPARAM: <conn_index>, -1
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <min_interval>: I/NEHEF. KSEEN /DTS T <max_interval> Z{H. SEEH:
[0x0006,0x0C80] . 2] [ % T %S HR VA 1. 25 2ZF), FrPASEFrid i/ NERE IR TE R R [7.5,4000]
2R,

o <max_interval>: i RKEBEF. KASHEN KT ZT <min_interval> S {H. S50 H:
[0x0006,0x0C80] . 1#HZ[H] [ 55 TS ER A 1. 25 ZFP, FT PASE Brid f K 2 1B v Bl R [7.5,4000]
=5,

o <cur_interval>: 4 FiiERE] M.

o <latency>: FER. ZHGEHE: [0x0000,0x01F3],

« <timeout>: HAM, ZHGEMH: [0x000A,0x0C80], B4 T%BHIRIA 10 2B, FLASHR 8T
YU A [100,32000] 275,

Bl

o Ay QEORAGELERE, I HAUCRY client ffi (4 BFTER S AL

il

AT+BLEINIT=1 // fafa: Z/us
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12, 14, 1, 500

3.4.14 AT+BLEDISCONN: KiJF Bluetooth LE ¥£4%
WA %

Dyie:
¥7FF Bluetooth LE j4:4%

A .
"ﬂé’\‘

AT+BLEDISCONN=<conn_index>

W

OK // Yx#|) AT+BLEDISCONN fiid
+BLEDISCONN:<conn_index>, <remote_address> // &afTfid 3l

BH

» <conn_index>: Bluetooth LE i35, JEHl: [0,2].
o <remote_address>: X]J; Bluetooth LE % £5Hudik .

BL]
o SUGCRPE P s A 2 Wit 4% .

Bl
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AT+BLEINIT=1 // flafa: &/
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEDISCONN=0

3.4.15 AT+BLEDATALEN: % Bluetooth LE cfiifu K-)is

Dyie:
% B Bluetooth LE (3B K&

T

’AT+BLEDATALEN=<conn_index>,<pkt_data_len>

W

[ox

» <conn_index>: Bluetooth LE i£#:%5-, Jul: [0,2].
« <pkt_data_len>: Byt K i, if: [0x001B,0x00FB].

e
o TREJCE S Bluetooth LE B4, A REWE PG KE.

il

AT+BLEINIT=1 // fafa: &/
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEDATALEN=0, 30

3.4.16 AT+BLECFGMTU: ¥ Bluetooth LE MTU )i
Ao A

Dyie:
Z1h) MTU (maximum transmission unit, fx KAZHEATE) K&

A

AT+BLECFGMTU?

Wi 3% ¢

+BLECFGMTU: <conn_index>, <mtu_size>
OK
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EmA

&F

ik
P8 MTU Ry K

O e
iy

’AT+BLECFGMTU:<conn_index>,<mtu_size>

W i ¢

] OK // WEIAMS

e <conn_index>: Bluetooth LE i&3:5-, JER: [0,2].
o <mtu_size>: MTU K&,
e
o Ay AR SE T Bluetooth LE 4%
o (UCHRR Fimis T A e I MTU K.

* MTU [ s2Fr K JEFFEIR, Wiy, ok HFIRZAR MTU K, PFIBCEKEA—E AR, @il
Y& AT+BLECFGMTU? £5if)5% 5 MTU K- J& .

il

AT+BLEINIT=1 // fafa: &/
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLECFGMTU=0, 300

3.4.17 AT+BLEGATTSSRVCRE: GATTS Gt 55
Wiidr s

Tytig:
GATTS (Generic Attributes Server) 417 Bluetooth LE iR 4%

O e
iy

’AT+BLEGATTSSRVCRE

W i <

’OK

st

« {§i ] ESP {4 Bluetooth LE server | # k45, ZE4e5% service bin {43 flash Hr,
— AT A= J service bin XU, {55:% esp-at/tools/readme.md.
— service bin LRI e AL N esp-at/module_config/module_${platform}_default/at_customize.csv
SRR “ble_data” Hbik
* Bluetooth LE server #14a4b )5, & A A 01 E MRS R E T Bluetooth LE 4%, W JCH:
BIENRSS
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* W12 Bluetooth LE client EL 4144k 8, R LAGE I e iy & B E IR 555 o] DA At — 284 R 1)
GATTS 4, Bl kRS . 3B RS SR AEE AT notification/indication , &A1 :

AT+BLEGATTSSRVCRE (713 AE Bluetooth LE T4 7.2 i i i)

AT+BLEGATTSSRVSTART (334 Bluetooth LE %12 237 2 Bt i)

AT+BLEGATTSSRV

AT+BLEGATTSCHAR

AT+BLEGATTSNTFY

AT+BLEGATTSIND

AT+BLEGATTSSETATTR

il

AT+BLEINIT=2 // fAfa: JR%#:
AT+BLEGATTSSRVCRE

3.4.18 AT+BLEGATTSSRVSTART: GATTS JI 3Rk 55
AT

yite
GATTS /54 iBik4s

iy 4

AT+BLEGATTSSRVSTART

e
GATTS JFJR A E k55

[

’AT+BLEGATTSSRVSTART:<srv_index>

W i <

[ox

S5
o <srv_index>: fR55)75, M 1R,

il

AT+BLEINIT=2 // fif6: JR%8:
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
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3.4.19 AT+BLEGATTSSRVSTOP: GATTS £ 11K 55

WA %

Jyiig:
GATTS {5 4R 55

[

AT+BLEGATTSSRVSTOP

GATTS {5 I3 4 IR 55

’AT+BLEGATTSSRVSTOP:<srv_index>

Wi i ¢

’OK

o <srv_index>: [R45FE, M 1 FFUGise,

il

AT+BLEINIT=2 // fif6: R54
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP

3.4.20 AT+BLEGATTSSRV: GATTS KR5S
A it 2

itk
GATTS % IR %

AT+BLEGATTSSRV?

W i <

OK

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
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BH

o <srv_index>: R55F5, M1 FFEGE,
e <start>:
- 0: fRF AT
- 1: [k ETFLR
e <srv_uuid>: g5 UUID,
o <srv_type>: fRR45HRAL:
- 0: RS
- I RS

il

AT+BLEINIT=2 // fifa: JR&5%
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?

3.4.21 AT+BLEGATTSCHAR: GATTS & MR 55 ik
Aihr A

i
GATTS J BUIR 55 5k

’ AT+BLEGATTSCHAR?

] oz <

XIS RHLAE R, Wa AR :

’+BLEGATTSCHAR:"Char“,<srv_index>,<char_index>,<char_uuid>,<char_prop>

XEFIAAFE S, WA

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK

o <srv_index>: R FE, M 1 FH4E,

* <char_index>: JREFFHEMITS, M 1 AZHGIENS .
e <char_uuid>: [RSE4HER UUID,

* <char_prop>: HR5SFHIEM JE -

o <desc_index>: FHEWIATTES .

o <desc_uuid>: FHERIALL UUID,

hil

AT+BLEINIT=2 // faf6: JR&2E
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?
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3.4.22 AT+BLEGATTSNTFY: #4548 notify JI 45 $ ¥4k (Fi 20 5 ok
wE WA

554 notify JR 45 FFAF(E A% P13

s

’AT+BLEGATTSNTFY=<conn_index>,<srv_index>,<char_index>,<length>

W

>

|

P > Fn AT HERSFECR 8, U T DA ARG, 48 KA FI S48 <length> HYEIT,

AT notify k.,
PR T, R

OK

S

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <srv_index>: R4 75, AiafTAT+BLEGATTSCHAR? %51y,

o <char_index>: JR4EHEN)TE, TliEfTAT+BLEGATTSCHAR? #¥if].,
o <length>: Z{#iKE,

il

AT+BLEINIT=2 /] At RS

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) JFRT 1%, 24 client ERG, UAECEIZEIN notify
AT+BLEGATTSCHAR? // HIfJfLIF notify & FUGAYEHIE

// Ban, HH 3 SHRSSE 6 SHHE notify KEEHN 4 FTREIE, FRAITMGS:
AT+BLEGATTSNTFY=0, 3, 6, 4

/7 BOR TSY FRS)E, WA 4 FETREEE, a0 n1234r, REEdE B ShE

3.4.23 AT+BLEGATTSIND: J[§%538 indicate I} 55 F5AE (20 % 3

Bae

&E

Yrfie:
JI7 54 indicate I} 455 287 P ik

O e
iy

’AT+BLEGATTSIND:<conn_index>,<srv_index>,<char_index>,<length>

W

>
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R > Fn AT HERAFHCR 8, U O] DA AR, 4 8s KRB S8 <length> HYEIT,

AT indicate EEAE .
TR, R

OK

S

e <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <srv_index>: [R%5F% 5, WiafTAT+BLEGATTSCHAR? Z5ifi.

o <char_index>: JR$HHEMITE, T84 FAT+BLEGATTSCHAR? 25if] .,
* <length>: .

il

AT+BLEINIT=2 /] fafa SRR

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) PRI 1%, 24 client ERS, U ECEIEN indication
AT+BLEGATTSCHAR? // % im Al DAL indication AYRHIE

/7 B, EH 3 SRR 7 S4HIE indicate KN 4 FATWEDE, GAWR:
AT+BLEGATTSIND=0, 3,7, 4

/7 BR TST FFEE, WA 4 FATWEEE, a1 n1234v, REEEE A 3L

3.4.24 AT+BLEGATTSSETATTR: GATTS ¥ %00 45 FRATEAS

)E’J

CEL A

Dyt
GATTS B 55 R sl iR A

’AT+BLEGATTSSETATTR:<Srv_index>, <char_index>, [<desc_index>], <length>

W i <

>

|

FP5 > FOR AT RGP D8, BERHETT DS AR, 4 8i KA EI 240 <length> {ERT,

PATRCE Bt
AR RN, R

OK

o <srv_index>: J[jR4$)FE-, A[iB{TAT+BLEGATTSCHAR? %,
o <char_index>: R&UHENIFEE, A[BfTAT+BLEGATTSCHAR? Z%if] .
* [<desc_index>]: FHIEFHIATFF 5 :
- G, MEERHGAF A
- FAREE, WEEEEE.
o <length>: Z{{iKE,
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e

* WR <length> ZEA R T LR R RKIE, WEE LK. KT service table, i I, compo-
nents/customized_partitions/raw_data/ble_data

Bl

AT+BLEINIT=2 /] At BRGH

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/7, |1 BREN L SEHMEBAKEN 1 FNEGE, oW
AT+BLEGATTSSETATTR=1,1,,1

/7 B ST R, WA L FATREGERITT, Bl ver, REREFIG

3.4.25 AT+BLEGATTCPRIMSRV: GATTC %A R 55
iy

Dyie:
GATTC (Generic Attributes Client) % PR AR 55

e

AT+BLEGATTCPRIMSRV=<conn_index>

Wi i ¢

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK

S

e <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
o <srv_index>: [R%5F5, M1 FFEGE,
o <srv_uuid>: fR%#) UUID,
* <srv_type>: [R5 HYAHY:
- 0: WE MRS
- L BEMRS.

|

o [EHAMA, 752 5E T Bluetooth LE #4%

il

AT+BLEINIT=1 // fifa: &/
AT+BLECONN=0,"24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0
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3.4.26 AT+BLEGATTCINCLSRYV: GATTC %340 &Nk 55

BeE WA

i

GATTC KR 55
[

AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

W

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK

e <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].
o <srv_index>: 5575, T[imfTAT+BLEGATTCPRIMSRYV =<conn_index> #¥if].
o <srv_uuid>: fk51 UUID,
o <srv_type>: JR4IZETL:
- 0: WEMRS
- L HEMRS.
o <included_srv_uuid>: 35 k451 UUID,
 <included_srv_type>: &R HIZEAL:
- 0: WEMRS
- I RS .

|

o fERAMS, FESEHET Bluetooth LE £ .

il

AT+BLEINIT=1 // fifa: K|

AT+BLECONN=0,"24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // R¥EFI—FKarSMEINER, 8¢ index Zifi

3.4.27 AT+BLEGATTCCHAR: GATTC %R 55 H5ik

LA

-t

itk
GATTC % PUAR 55 4545

Sy
A

AT+BLEGATTCCHAR=<conn_index>, <srv_index>

W] 7 <
XFF IR FFEAE R, M R4

Espressif Systems 110 Release v2.3.0.0-esp32c3-74-g6c52fcd
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 3. AT Ay d4E

+BLEGATTCCHAR: "char", <conn_index>, <srv_index>, <char_index>, <char_uuid>, <char_prop>

XEFHAFFE R, MR

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>
OK

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <srv_index>: [R5 /7 5, WiafTAT+BLEGATTCPRIMSRV=<conn_index> £y if],
o <char_index>: [[RFFHMERTS, M 1 IFURIEHIE.

e <char_uuid>: ARS4HER UUID,

s <char_prop>: [R5 FHEMJEM: .

o <desc_index>: FHFRIAGTFE .

o <desc_uuid>: FFEIALE UUID,

]
o ffHARMS, FEIHEST Bluetooth LE JEH;,

il

AT+BLEINIT=1 // fyfo: &pi

AT+BLECONN=0, "24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // MRIEREI—2mMEMLER, 8¢ index &if]

3.4.28 AT+BLEGATTCRD: GATTC iU 55 HaEA

&F

Dyt
GATTC BRI 55 R AL (EL Bl R A

O e
iy

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

Wi i *

+BLEGATTCRD: <conn_index>, <len>, <value>
OK

e <conn_index>: Bluetooth LE i&3:5-, JER: [0,2].
o <srv_index>: [[R%5)F 5, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .
o <char_index>: RSHEHEF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif.
o [<desc_index>]: JFAEHEAG S
- AIRE, BHE AR
- FRVCE, EEHHPRRER(E .
o <len>: HHRKE,
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o <value>: <char_value> {3 <desc_value>,

o <char_value>: [R5 E-AEE., F45 824520, 121 TAT+ BLEGATTCRD=<conn_index>,<srv_index>,<char_index>
B, BIEN, #FRAY N +BLEGATTCRD:0, 1, 0, MIFREHRIE 1, WA “07.

o <desc_value>: flx % ¥ ME i & F W MH, F O O£ K L, &
4T AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> i3 Ht. 7l 4, 25 W W
"N +BLEGATTCRD:0, 4, 0123, NWFEREEEKE N 4, WA R “01237,

|

o A4, FFESEEAT Bluetooth LE 2,
o HHARRSFHEA L RASEEEAE, Wik E] “ERROR”,

il

AT+BLEINIT=1 // fafa: 2/

AT+BLECONN=0, "24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // MRIEHI—2m A MEMLER, 8¢ index &if]
/7 B, EEGE 3 BRSIHE 2 BAHMEME 1 SHHEER, @AW

AT+BLEGATTCRD=0, 3, 2, 1

3.4.29 AT+BLEGATTCWR: GATTC ‘G451

GATTC 5 55 F it (H B A AL

Pa sy
A

’AT+BLEGATTCWR:<conn_index>, <srv_index>, <char_index>[, <desc_index>], <length> ‘

Response:

P > Fn AT HER SR D8, SUR T DA AR, 4 80s KA FI 280 <length> MY(EIT,
WITE AL
R R ), R

OK

BH

» <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].
o <srv_index>: 3% 55, W[iZ4TAT+BLEGATTCPRIMSRV=<conn_index> 75 ],
o <char_index>: [R44HE)TE, AliafTFAT+BLEGATTCCHAR=<conn_index>,<srv_index> ¥ if].
* [<desc_index>]: FHIEHHIATFF 5
- FRE, NG HARRRRFIE
- FARBE, W5 HARRHERE.
* <length>: HIEKJE.
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e

o fifHAAYS, FREEET Bluetooth LE #4%
o #EBRSFEA L HFE A, WkE “ERROR”.

Bl

AT+BLEINIT=1 // fgfa: &jiu
AT+BLECONN=0,"24:12:5f£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // MRIEHI—HKMmLSMEMLER, 5E index Fifi
/7 BN, W 3 SMRSGEIE 4 SHRHME, BAKERN 6 FEATHEHE, G
AT+BLEGATTCWR=0, 3, 4, , 6

/7 IR TS R, WA 6 FIIEEERITT, 40 "123456", SRIFITHREA

3.430 AT+BLESPPCFG: #if)/ix . Bluetooth LE SPP %%
iy

hig:
251 Bluetooth LE SPP (Serial Port Profile) Z:%§

e

AT+BLESPPCFEG?

Wi i ¢

+BLESPPCFG:<tx_service_index>, <tx_char_index>, <rx_service_index>, <rx_char_index>,
—<auto_conn>

OK

yiig:

15 H 5§ # Bluetooth LE SPP 2%k
i

AT+BLESPPCFG=<cfg_enable>[,<tx_service_index>, <tx_char_index>, <rx_service_index>,
—<rx_char_index>] [, <auto_conn>]

W 7

OK

ZH

¢ <cfg_enable>:
- 0: HEJA SPP 244, RSB ILTRIES;
- L JGHSHHEEES .
o <tx_service_index>: x JR % ¥ 5, W & {TAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? #51).
o <tx_char_index>: tx [k & 4 1F /¥ 5, W[ i fFAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FAT+BLEGATTSCHAR? 751 .

i

M
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o <rx_service_index>: rx J[& 4% J¥ B, W] & {TAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 2541,
e <rx_char_index>: rx R % % {F ¥ 5, ¥ i8 fTAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? 75
* <auto_conn>: HZEIEMRENL, BOIAGIL T, HINEE R ETRE.
— 0: 2% 1| Bluetooth LE i#&1% H 3h EiETIfE.
— 1: {#i4E Bluetooth LE %% [ h D BE .

Bl

o X Bluetooth LE % 'k, tx fRGUFIE B IE write with response Bf write without
response, 1x REEEEHELMZ indicate B notify,

* X} Bluetooth LE IR 55#% , tx IRGFFHEEMEMZE indicate B notify, rx [RFSHFHEEIELIZ
write with response B write without response.

BT HIEREGRE, WRERETT, SPRE W ERE BN (BT AT+SYSMSG), #FH%
B SOGRTERM G RIS T, WIS, SHEIEE, MCU IR RARR EREA BT,
AT IR MAC KA T oA, WITCE SR R Y) .

il

AT+BLESPPCFG=0 // BEH Bluetooth LE SPP ZH%[
AT+BLESPPCFG=1,3,5,3,7 // ¥ Bluetooth LE SPP Z4{
AT+BLESPPCFG? // ] Bluetooth LE SPP &

3.4.31 AT+BLESPP: jjt A Bluetooth LE SPP i

S
=
g

[

A

A=)

oF

fig:
i3k A Bluetooth LE SPP 5=
wA

Pray

.
.

=

AT+BLESPP

W o 3

OK

>

iR R AT £ &3E A Bluetooth LE SPP #55, A] DARFF TR 1) A3 AL
Z: Bluetooth LE SPP 3545 15% ( %] i#E Bluetooth LE 322 %8 37 5 A fHi §E Notifications ), 3% [A] :

ERROR

Bl

* £ SPP LT, FRICEAT+SYSMSG Bit0 2y 1, W AT AR/ AEATR i SPP i A BifF E .
* ¥E SPP &4, PRV EAT+SYSMSG Bit2 2 1, W AT NS48/ AR RS B £ B
o VRGN HEH +++ U, BRIy SR, 52 DEF B HRE T A AT @

2
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il

AT+BLESPP // HEA Bluetooth LE SPP #izl

3.4.32 AT+BLESECPARAM: #%ify)/i} ¥ Bluetooth LE iS5
iy

ke
#¥if] Bluetooth LE SMP il %8 24k

[

AT+BLESECPARAM?

W

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>, <auth_option>
OK

)E’J

CELN A

&

¢ =3

1% & Bluetooth LE SMP % 2%k

P
] H

=

AT+BLESECPARAM=<auth_reqg>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>[, <auth_
—option>]

Mjn] oz <

OK

<auth_req>: AGEER.

- 0: NO_BOND

- 1: BOND

- 4: MITM
8: SC_ONLY
9: SC_BOND
12: SC_MITM
13: SC_MITM_BOND
o <iocap>: g AMiHiEE ST

— 0: DisplayOnly

1: DisplayYesNo
2: KeyboardOnly
3: NolnputNoOutput
4: Keyboard display
* <enc_key_size>: fIHHPKE . SEGEH: [7.16]. Hfi:
o <init_key>: ZA~HER BV %E -
o <rsp_key>: ZANHCRROLZH ST IR B % .
* <auth_option>: 224 iA\TFZET :
- 0: A3k LR

+
o
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- L QSR TEVE R Z I BOE M Z a5, WS WiITiEs.

]

e <init_key> fll <rsp_key> SHH LA SN :
— Bit0: T3 HuAI) bh S IR0 B 35 5 54 5
— Bitl: T 32404 1 2 EF A B 25 4H 1) IRK 2541 ;
— Bit2: FF At ih 2 g A B 254 i) CSRK 254 ;
— Bit3: [T A 4f % A A B 2540 1) link %54H (£ T Bluetooth LE FI BR/EDR A7) .

il

AT+BLESECPARAM=1,4,16,3,3,0 ‘

3.4.33 AT+BLEENC: ‘% Bluetooth LE Jiisi oK

KRR

A .
"ﬂ/?\'

’AT+BLEENC:<corm_index>, <sec_act> ‘

Wi i ¢

[ox |

e <conn_index>: Bluetooth LE i&325-, JER: [0,2].
e <sec_act>:

0: SEC_NONE;

1: SEC_ENCRYPT;

2: SEC_ENCRYPT_NO_MITM;

3: SEC_ENCRYPT_MITM,

BEW]
o MEAGLHT, WARELESU. B SRR S ERE.

il

AT+RESTORE
AT+BLEINIT=2
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEADDR?
AT+BLESECPARAM=1,0, 16,3, 3
AT+BLESETKEY=123456

AT+BLEADVSTART
(P ogkzE)
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(£ L£50)

// il Bluetooth LE i app fEN client 5 ESP ¥4#5. Bluetooth LE #%
AT+BLEENC=0, 3

3.434 AT+BLEENCRSP: |53 osi 4% Rt i me ki ok
U4

yiig:
e 50 iy B 6 A A X 7 5K

A

’AT+BLEENCRSP:<conn_index>,<accept>

Wi 3% ¢

[ox

e <conn_index>: Bluetooth LE i£#:5-, LR : [0,2].

¢ <accept>:
— 0: fH4;
- L.
Bl

o ENAGARE, AT STEBIAG RIGFEES A S i OO 4528

+BLEAUTHCMPL: <conn_index>, <enc_result>

e <conn_index>: Bluetooth LE i#3:5-, JEH: [0,2].
¢ <enc_result>:

— O I HCX S 5

R B ROPN

il

AT+BLEENCRSP=0, 1

3.4.35 AT+BLEKEYREPLY: #3%fJj U405 g%

[m] 52 B} 5 4]

e

AT+BLEKEYREPLY=<conn_index>, <key>

Wi i ¢

Espressif Systems 117 Release v2.3.0.0-esp32c3-74-g6c52fcd
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 3. AT Ay d4E

OK

e <conn_index>: Bluetooth LE i&3%5-, JER: [0,2].
o <key>: BCXTEE4H.

il

AT+BLEKEYREPLY=0, 649784

3.436 AT+BLECONFREPLY: A%} 5 M iiNgs R (fSiE BB EL)

CE

)E’J

i
[ 52 FE o 45 2

Py -
“ﬂ/?\‘

’AT+BLECONFREPLY:<conn_index>,<confirm>

W i ¢

[ox

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
e <confirm>:
- 0: 7

- 1: 2

il

AT+BLECONFREPLY=0, 1

3.4.37 AT+BLEENCDEV: #rilyZ& i Bluetooth LE JjjI% Je 45 413
A ity 2

Dyiie:
i) 46 % 1Y) Bluetooth LE fiN 25 545413

AT+BLEENCDEV?

W i <

Espressif Systems 118 Release v2.3.0.0-esp32c3-74-g6c52fcd
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 3. AT Ay d4E

+BLEENCDEV:<enc_dev_index>, <mac_address>
OK

B
* <enc_dev_index>: TS AMIERES . S A—E % TS AT+BLECONN Zrif] 111 Bluetooth

LE 325 F ) conn_index 3. Jull: [0,14].
o <mac_address>: MAC Hilil:,

B
* ESP-AT i Z AVFSRE 15 ke, WRIEM BRI 15 4, MBI E i ff 5 SR

REMF I 0 | 14 SRR E 152 BB (EE .

il

AT+BLEENCDEV?

3.4.38 AT+BLEENCCLEAR: ji[& Bluetooth LE s %45 514

’AT+BLEENCCLEAR:<enc_dev_index>

Wi i ¢

’OK

AT 2

i
O 83 2 4 il P i A 8

Pa sy
A

’AT+BLEENCCLEAR

Wi

’OK

B8

e <enc_dev_index>: U ERSHIERES .
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il

AT+BLEENCCLEAR

3.4.39 AT+BLESETKEY: %' Bluetooth LE 5 At %55
iy A

ik
#1f) Bluetooth LE #ESHOM % EH, #oRUBCE, W AT &[] -1

[

AT+BLESETKEY?

W

+BLESETKEY:<static_key>
OK

)E’J

CELN A

Yyfie:
A Bluetooth LE j45:1% & —> Bluetooth LE #ASHL% 454/

’AT+BLESETKEY:<static_key>

W i <

[ox

S

* <static_key>: Bluetooth LE FHZSHELXT %4 .

2N

AT+BLESETKEY=123456

3.4.40 AT+BLEHIDINIT: Bluetooth LE HID pil #4514t
A it &

Yitig:
#¥1f) Bluetooth LE HID ¥ ) iG 40175 It

AT+BLEHIDINIT?
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Wi 3% ¢
HARMIIAA, W AT &[0

+BLEHIDINIT:0
OK

AR, W AT &1

+BLEHIDINIT:1

Dyie:
w114k Bluetooth LE HID 131

e

’AT+BLEHIDINIT=<init>

ja] o, <
[ox
e <init>:
— 0: HUY Bluetooth LE HID M #1464k 5
- 1: ¥J14R1k Bluetooth LE HID #i¥ .
Bl

« Bluetooth LE HID J&%: 5 il GATT/GAP iy 4 [a] i i .

il

AT+BLEHIDINIT=1

3.4.41 AT+BLEHIDKB: %i% Bluetooth LE HID #3145 K.

)E’J

CEL A

Dyt
KB BERAR S

[

’AT+BLEHIDKB:<Modifier_keys>, <key_1>,<key_2>,<key_3>,<key_4>,<key_5>, <key_6>

W % <

[ox
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« <Modifier_keys>: #H &%,
o <key_1>: FfLRY 1,
o <key_2>: HALHS 2,
o <key_3>: #fUHG 3,
o <key_d4>: HEUY 4.
o <key_5>: HUMY 5.
o <key_6>: U 6,

]
s WEEMAIEM(EE,, 5% Universal Serial Bus HID Usage Tables [/ Keyboard/Keypad Page 2577,

o BAEIArST 108 UM ACH., BRI T E e i MFLIAIE.

il

AT+BLEHIDKB=0,4,0,0,0,0,0 // HIAFHE "an

3.442 AT+BLEHIDMUS: %3 Bluetooth LE HID ELkif3 5

Ba
e
BRE R
e

’AT+BLEHIDMUS=<buttons>, <X_displacement>,<Y_displacement>, <wheel>

o <buttons>: bRk,

» <X_displacement>: X {iif%.
» <Y_displacement>: Y {ii#%.
o <wheel>: &%,

B
» T £ HID f#r{5 )8, , &5 % Universal Serial Bus HID Usage Tables ] Generic Desktop Page #1 Application

Usages &7,
o T4 10S PR E., IR TR B e T MFLIAGIE.

il

AT+BLEHIDMUS=0,10,10,0
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3.4.43 AT+BLEHIDCONSUMER: %1% Bluetooth LE HID consumer {5 5.

%1% consumer {2 B,

s

’ AT+BLEHIDCONSUMER=<consumer_usage_id>

W

’OK

» <consumer_usage_id>: consumer ID, [ power. reset. help. volume 4. {¥{¥ 1% 2% HID Usage Tables
for Universal Serial Bus (USB) %) Consumer Page (0x0C) &5,

st

o WA 10S UM ACH,, BB R R el MELAGLE.

il

AT+BLEHIDCONSUMER=233 /) THEER

3.4.44 AT+BLUFI: JI )38k 4] BluFi
A

i BIuFi RS

Py
A

AT+BLUFI?

W i
# BluFi KJF)E, W[E] -

+BLUFI: 0

OK

# BluFi ©IT/E, Mk :

+BLUFI:1

OK
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EmA

&F

i
T B ] BluFi

O e
iy

’ AT+BLUFI=<option>[,<auth floor>]

Wi i :

[ox

BH

e <option>:
— 0: 5 [4] BluFi;
- 1: )3 BluFi,
* <auth floor>: Wi-Fi A, ESP-AT N2 482 B IEB AL T S {H ) AP:
- 0: OPEN (¥ki\);
WEP;
: WPA_PSK;;
: WPA2_PSK;
: WPA_WPA2_PSK;
: WPA2_ENTERPRISE;
: WPA3_PSK;
: WPA2_WPA3_PSK.,

|
NN kR W =

& H HE4E Bluetooth LE KA IE I I 8 9 4] BluFi (AT+BLEINIT=0).

Bl

AT+BLUFI=1

3.4.45 AT+BLUFINAME: i/ ¥ BluFi %85 4%

Ao A

hiie:

Frif) BluFi 4475

e

AT+BLUFINAME?

Wi i ¢

+BLUFINAME: <device_name>

OK
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B

&F

i
TCE BluFi #4544 75

O e
iy

’AT+BLUFINAME:<device_name> ‘

Wi i :

[ox |

ZH
o <device_name>: BluFi %54 FK .
wi]
o WG E BWF 45 % PR, 5 7518 1TAT+BLUFI=1 fiy % Hi ¥ &, 15 WK 6 A BRA &

BLUFI_DEVICE.
* BluFi S A AR KK 29 75,

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.4.46 AT+BLEPERIODICDATA: i ¥ Bluetooth LE J&J )" 8 &b

)E’J

CEL A

yiig:
BEE I 5 .

s

’AT+BLEPERIODICDATA:<periodiC_data>

LTIVE

[ox

BH

* <periodic_data>: &1 HEEE, S 16 BEHIFATER . G, AARBCE TR <011 0x22 0x33
0x44 0x55”, Néy4-A AT+BLEPERIODICDATA="1122334455",

il

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455"
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3.4.47 AT+BLEPERIODICSTART: J¥ 5 801k fk
WA %

Yitig:
PAW SN L E

A

’AT+BLEPERIODICSTART

] 7 2

’OK

st

cHEIF W E M T2, ®SEEIT R RIE VR EXEN
ADV_TYPE_EXT_NOSCANNABLE_IND,

il

AT+BLEINIT=2

AT+BLEPERIODICDATA="1122334455" // 8RR 35
AT+BLEADVPARAM=32,32,5,0,7,0 // WEPIETESE
AT+BLEADVSTART // JFR¥ B 1%

AT+BLEPERIODICSTART // FF/EJEMAM: 1%

3.448 AT+BLEPERIODICSTOP: £k JSIUIH: ) Bk In] 2B
Para %

yiig:
5 11 JE )

[t

’AT+BLEPERIODICSTOP

i) )7 :

|ox

il

’ATJrBLEPERIODICSTOP /) A E AR

3.449 AT+BLESYNCSTART: JF k3l b 5 010k #5&

iy
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S IEAESEAT IR R s 2

D e
"ﬂ4>-

AT+BLESYNCSTART=<target_address>

W] 7 2

+BLESYNC: <addr>, <rssi>, <periodic_adv_data>
OK

B
o <addr>: %5k

o <rssi>: {55 HRE
+ <periodic_adv_data>: J&I1:) &R

Bl
o FETTIREIINET $E 2 2 00, #5240~ FF Bluetooth LE il S BEFFLE0EAT -

il

AT+BLEINIT=1
AT+BLESCAN=1  // FF&HE
AT+BLESYNCSTART="24:0a:c4:09:34:23" // JFH&JEMIME &A%

3.4.50 AT+BLESYNCSTOP: {5k 5301k ) #& vl 20
Wiihr s

itig:
5 1 B /R R A )R

A

’AT+BLESYNCSTOP

o] 7 2

[ox

Bl
o QIR AF BLE S RE M, A8 A ML) $E ) A2 S e th i B s ok .

il

AT+BLEINIT=1

AT+BLESCAN=1
AT+BLESYNCSTART="24:0a:c4:09:34:23"
AT+BLESYNCSTOP
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3.4.51 AT+BLEREADPHY: #%ify >4 iixE 806 F Y PHY

BeE WA

Yitig:
FEf) Y iR A Y PHY .

xS

AT+BLEREADPHY=<conn_index>

] 7 2
WARAR ALY, R[]

+BLEREADPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

PUE Sicnz PNV @SR

+BLEREADPHY : -1
OK

B8

o <device_addr>: % ufi 45 ol
e <tx_phy>:

- 1: IM PHY.

- 2: 2M PHY.

— 3: Coded PHY.
e <rx_phy>:

- 1: IM PHY.

- 2: 2M PHY.

— 3: Coded PHY.

il

AT+BLEINIT=1
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0 // ZF4FIE#EM PHY

3.4.52 AT+BLESETPHY: ¥ & Y hidEE:n PHY
YA

yiie:
BEE M HI AR PHY .

e

AT+BLESETPHY=<conn_index>, <tx_rx_phy>

Mg o 2
WERA KT, &[E):
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+BLESETPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

PUEScnz PNV ES TR

+BLESETPHY: -1
OK

B

o <device_addr>: X% 45 Hidlk
e <tx_rx_phy>:

- 1: IMPHY

- 2:. 2M PHY

— 3: Coded PHY

il

AT+BLEINIT=1 // fHf6: &/
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0

3.5 MOQTT AT &4k

o AT+MQTTUSERCFG: % & MQTT ] @k

o AT+MQTTCLIENTID: %' MQTT % F il ID

o AT+MQTTUSERNAME: % MQTT %[l ;44
o AT+MQTTPASSWORD: % MQTT %[ 210

o AT+MQTTCONNCFG: %8 MQTT &3 8

o AT+MOQTTALPN: %% MQTT & EH 7 (ALPN)
o AT+MQTTCONN : %3 MQTT Broker

« AT+MQTTPUB: %A MQTT & (F4FH)

o AT+MQTTPUBRAW: %7 MQTT 4 (i)
o AT+MQTTSUB: 1] 5% MQTT Topic

o AT+MQTTUNSUB: BT 15 MQTT Topic

o AT+MQTTCLEAN: WiFF MQTT %4

o MOTT AT %4i%

o MOQTT AT .7

3.5.1 AT+MQTTUSERCFG: ¥ MQTT )@k

Bo & MQTT H stk

Py
A

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

W i ¢
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OK

e <LinkID>: 4Hi{{ % $¥F link ID 0,
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS (AARKHIES ) 5
: MQTT over TLS (56 server IF5)
: MQTT over TLS (#7243t client §IE45) ;
: MQTT over TLS (#:54; server I35 H Ak client IE5 ) ;
: MQTT over WebSocket (%:F TCP);
: MQTT over WebSocket Secure (ET TLS, ARG );
: MQTT over WebSocket Secure (F:T TLS, #:I server IF45);
— 9: MQTT over WebSocket Secure (ET TLS, #24it client E45);
— 10: MQTT over WebSocket Secure (3T TLS, A4 server 3IE 57 HA2RL client JE45) .
o <client_id>: MQTT & /i ID, F /K 256 5,
o <username>: 4, FT - MQTT broker, KK : 64 7,
o <password>: Zf%, T & MQTT broker, KK E: 64 F7.
o <cert_key ID>: JE5 ID, H 7 ESP-AT ({5 #—4 cert iE 45, 2404 0.
« <CA_ID>: CAID, Hii ESP-AT {2 CAER, S%0H 0.
o <path>: VEJREEAT, mORKEE: 32 95,

|
0 O\ LB W

|

o Bk AT G QRE K BERBERE T 256 5.

3.5.2 AT+MQTTCLIENTID: % MQTT % /%% ID

BE MQTT % )iy ID

’AT+MQTTCLIENTID:<LinkID>,<"Client7id">

W

’OK

e <LinkID>: 4Hi{{ % $¥F link ID O,
o <client_id>: MQTT % i ID.

o TS5 AT ar W SR EERRE R 256 77,
* AT+MQTTUSERCFG i %] DA MQTT & P ID, 32 B 1 22 404 -
— AT+MQTTCLIENTID fipdA] DA % BAH R K & s ID, [R5 AT+MQTTUSERCEG iy 4>
MR BEAZ IR 5
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- WAEXE AT+MQTTUSERCEG JGFH{# ] AT+MQTTCLIENTID.,

3.53 AT+MQTTUSERNAME: ¥ MQTT %61 44

BE MQTT I J'44

Py
A

’ AT+MQTTUSERNAME=<LinkID>, <"username">

Wi 3% ¢

’OK

e <LinkID>: 4§ij{Y % $F link ID 0,
o <username>: T & MQTT broker 1 4% .

Bl

o Bk AT AWK BEANRE RS 256 777,
» AT+MQTTUSERCFG fip AWl AR E MQTT [ 44, & Z a2l e dE :
— AT+MQTTUSERNAME fiy 4 ] A B3 B AR A 4%, h AT+MQTTUSERCEG fip 411
KEZ M.
- WAEEE AT+MQTTUSERCEG JGH{#i ] AT+MQTTUSERNAME,

3.54 AT+MQTTPASSWORD: % MQTT Zpli 69
B A

i
BCE MQTT #H

[

’ AT+MQTTPASSWORD=<LinkID>, <"password">

W

’OK

o <LinkID>: 4§Hj{{57FF link ID O,
o <password>: [T Efili MQTT broker [)%55 ,

Espressif Systems 131 Release v2.3.0.0-esp32c3-74-g6c52fcd
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 3. AT Ay d4E

e

o £32% AT 651 K BERRER T 256 5275,
. AT+MQTTUSERCFG AT AT DA S MQTT 55, 35 2 [a] i 22 A4 -
— AT+MQTTPASSWORD W] DA i B AHX A K %515, [H2h AT+MQTTUSERCEG fir S MK 32
PR
- WAEXE AT+MQTTUSERCEG JiF{# ] AT+MQTTPASSWORD.,

3.5.5 AT+MQTTCONNCFG: %' MQTT ¥E#: )81k

[y

e
g

&

MQTT H## )k

%

WA

vl
T E R

=

AT+MQTTCONNCEFG=<LinkID>, <keepalive>,<disable_clean_session>, <"lwt_topic">,<"lwt_msg
">, <lwt_gos>, <lwt_retain>

Wi i ¢

OK

e <LinkID>: 437 link ID 0,
* <keepalive>: MQTT ping &I [E], B4 : o JERI: [0,7200]. ERIAME: O, SHHRHIMCH 120 Fb.
* <disable_clean_session>: % MQTT j5 & EhrdE, A XZSHELEEES % MQTT 3.1.1
Y A Y Clean Session BT,
- 0: (HAEIEBE ST
- 1 B PR h
o <Iwt_topic>: j5ilE topic, FAKJE: 128 37
o <Iwt_msg>: 58 message, F KKJE: 64 F37,
o <Iwt_gos>: j5tlE QoS, Z%nlk 0. 1. 2, BRIAMH: 0.
o <Iwt_retain>: 12IE retain, SE]E 0 8L 1, BRA(E: O,

3.5.6 AT+MQTTALPN: &% MQTT 2R (ALPN)
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« <LinkID>: 4i{¥ 3745 link ID 0.
« <alpn_counts>: <” alpn” > &1, L [0,5].
— 0: J%[% MQTT ALPN i &
- [1,5]: i%E MQTT ALPN Jii &
* <" alpn” >: FRFRSEL, FR ClientHello 1) ALPN, ] PRI PAKIEZ A~ ALPN B3I 5545

B
o B AT S KJEN/NT 256 75,

o HAG7E MQTT H:F TLS 5§, WSS i, MQTT ALPN B A &A%,
o WHEIXE AT+MQTTUSERCFG J5 ¥ ] AT+MQTTALPN,

2N

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0, 5, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt—-ca.cn", "mgtt-ca.us"

AT+MQTTCONN=0, "192.168.200.2",8883,1

3.5.7 AT+MQTTCONN: #%4$; MQTT Broker
Ay

yite:
#rif) ESP % £ B %319 MQTT broker

e Sy N
“ﬂ4>'

AT+MQTTCONN?

W i ¢

+MQTTCONN:<LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>

hig:
%32 MQTT Broker

s

’AT+MQTTCONN=<LinkID>,<"host">,<port>,<reconnect>

L)V

’OK
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o <LinkID>: 4Hi{{ 3 $¥F link ID 0,
e <host>: MQTT broker 1844, KK E: 128 F37,
o <port>: MQTT broker 5 [, K E: 65535,
 <path>: BEJpkie, mRREE: 32 5475,
e <reconnect>:
- 0: MQTT ‘A H B E 1%
- 1: MQTT {3 EIE, XHFERZ N,
o <state>: MQTT JIRZ:
- 0: MQTT RHJhafL
- 1: Ei%® AT+MQTITUSERCFG;
: B E AT+MQTTCONNCEG;
D IERCWI
D CEERE
C EEH:, HARITH topic;
- 6: B, BT topic.
¢ <scheme>:
— 1: MQTT over TCP;
— 2: MQTT over TLS

I
B W

(RHHIES ) 5
3: MQTT over TLS (#¢4; server IE+5) ;
4: MQTT over TLS (#4it client jiF ) ;
5: MQTT over TLS (#:4; server iIF 5 B34 client iET ) ;
— 6: MQTT over WebSocket (3T TCP);
7: MQTT over WebSocket Secure (J:T TLS, AKIEHET);
8: MQTT over WebSocket Secure (3T TLS, L server yIET5);
9: MQTT over WebSocket Secure (3T TLS, 32t client JEF5);
10: MQTT over WebSocket Secure (#:T TLS, 5 server §iE F57 HAZE client IE45) .

3.58 AT+MQTTPUB: % MQTT i (‘24FH)

ot
e

%
=
=
%

f topic %7fi MQTT FAFH I E,, A2 KA BN E, W6 AT+ MOTTPUBRAW 14

2 E S
v e R

’AT+MQTTPUB:<LinkID>, <"topic">,<"data">, <gos>,<retain>

o <LinkID>: %37 % #% link ID 0,

e <topic>: MQTT topic, KK : 128 Fi7.

o <data>: MQTT F£FEEE S .

* <qos>: RHEM QoS, Sk 0. 1. B2, BAAH: 0.

e <retain>: K 7f retain,

|

o B AT R KRR 256 75 .
o RAQANBERIBEAE \0, HHEAEZEDE, WHHAT+MOTTPUBRAW iy %
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il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+MQTTUSERCFG=0,1, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"", 0,0

3.59 AT+MQTTPUBRAW: %A MQTT jf5&. (ki)

wEmA
Dy
@3 topic &7 MQTT I, 4,

&
“7

AT+MQTTPUBRAW=<LinkID>, <"topic">, <length>, <gos>, <retain>

W

OK
>

P45 > FR AT RGP D8, BERHET DS AR, 4 8i KA EI 240 <length> [{ERT,
Bt mITin.

ks, W AT i a -

’+MQTTPUB:OK

AR, W) AT 3 [a -

’+MQTTPUB:FAIL

ZH

e <LinkID>: 4Hi{Y % $F link ID 0,

o <topic>: MQTT topic, FARKJE: 128 Fi7.

¢ <length>: MQTT J§ S, KNI ESP 545 i KA FE 2 2 w1 N AE R BR ]
» <qos>: KH{HEM QoS, Z4Lr#k 0. 1. =2, FKIAAH: 0.

» <retain>: K 7f retain,

3.5.10 AT+MQTTSUB: iJpPg MQTT Topic
A4

i
HEIMETT FIHY topic

T

AT+MQTTSUB?

Wi i ¢
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+MQTTSUB: <LinkID>, <state>, <"topicl">, <qos>
+MQTTSUB:<LinkID>, <state>, <"topic2">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <gos>

OK

EmA

&E

i
W4 E MQTT topic FUFE QoS, STHFFITFJZ > topic

O e
iy A

’AT+MQTTSUB:<LinkID>,<"topic">,<qos> ‘

W

[ox |

24 AT A ST A topic 1Y MQTT {5 RS, iR [H]:

’+MQTTSUBRECV:<LinkID>,<"topic">,<data_length>,data ‘

# RS topic, MM :

’ALREADY SUBSCRIBE ‘

BH

o <LinkID>: 4pif¢3z#% link ID 0.,
o <state>: MQTT JIRZ:
- 0: MQTT K¥JtH1k;
- 1I: Bi%E AT+MQTTUSERCFG;
- 2: B X E AT+MQTTCONNCEG;
3 B W
4: BN
5: B, [HARITIH topic;
- 6: iR, TiTH MQTT topic.
* <topic>: V][ topic.
* <qos>: ][I QoS.

3.511 AT+MQTTUNSUB: il g MQTT Topic

F P PO 1T B E topic, AT U MIA A4S, LA T AN F Y topic,

’AT+MQTTUNSUB:<LinkID>,<"topic">

W i ¢

[ox |
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FAIT L topic, MR [H :

NO UNSUBSCRIBE

OK

BH

« <LinkID>: 4#i{¥ 3745 link ID 0.
« <topic>: MQTT topic, FARKE: 128 7,

3.5.12 AT+MQTTCLEAN: Wil MQTT ¥

B

&F

i
Wit MQTT 4, R

O e
iy

’AT+MQTTCLEAN:<LinkID>

W

e <LinkID>: 4Hij{{ 7 #F link ID 0,

3.513 MQTT AT &5iAnS

MQTT 4#%i%f5 DL ERR CODE: 0x<%08x> JERATEHI,

BRI B iR
AT_MQTT_NO_CONFIGURED 0x6001

AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003

AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005

AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007

AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008

AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_ WRONG 0x6011

AT_MQTT_SCHEME_READ_FAILED 0x6012

T ks
Espressif Systems 137 Release v2.3.0.0-esp32c3-74-g6c52fcd

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 3. AT Ay d4E

F2-4kn
HiREA iR
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
T uigks:
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#2-4
i RIS
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_ WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_ WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.5.14 MQTT AT 5]

o AL, AT MQTT A#BEAE 10 #hNIL., {H AT+MQTTCONN Ay &4k, B, R hesAs
AE_L, fiyd AT+MOTTPUB &4E 10 FRPNIEL,, {H AT+MQTTCONN fiy 2 FE M 45 FREE A LI BL R
] BE T L0 22 1) B 1) ) ofe SEAL B £

o i AT+MQTTCONN 24T TLS #%H:, WM E BRI R A 10 F5, WS B i R 2 A P T
B LR AR K.

o 4 MQTT &M R, £3E/8 +MOTTDISCONNECTED : <LinkID> JH &,

o M4 MQTT # 4 #E A, &3L/8 +MQTTCONNECTED: <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> JHE .

3.6 HTTP AT w44

o AT+HTTPCLIENT: “%3% HTTP % JikEsk

o AT+HTTPGETSIZE: 3XHU HTTP % iE K/
AT+HTTPCGET : 3kHt HTTP %
AT+HTTPCPOST : Post $£5£ K Ji 1y HTTP $d
o AT+HTTPURLCFG: ¥%&/3KEK ) HTTP URL
o HTTP AT 4%i% %

3.6.1 AT+HTTPCLIENT: ‘%1% HTTP %5 )y iin oK

B

=

=

A

AT+HTTPCLIENT=<opt>, <content-type>, <"url">, [<"host">], [<"path">],<transport_type>[,
—<"data">] [,<"http_reqg_header">][,<"http_reg _header">][...]

W i ©

+HTTPCLIENT:<size>, <data>

OK

o <opt>: HTTP & /i sk i
— 1: HEAD
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GET
POST
PUT
- 5: DELETE
o <content-type>: % i REFEISH
- 0: application/x-www—form—-urlencoded
- 1: application/Jjson
— 2: multipart/form-data
- 3 text/xml
* <” url” >: HTTP URL, )5 <host> Fll <path> ZHCAHZN, RS2 A EHRIHNZS
5.
e <” host” >: Im4 5k IP Hidik.
e <” path” >: HTTP {4z,
 <transport_type>: HTTP & il BRIAE N 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
* <” data” >: 4 <opt> ;g POST 13K i}, ASHCHKikss HTTP RS54 m%dE. 4 <opt> K2
POST #3K1f, EXNSEAAE (W, ATREMAEZ TR RARXNSE) .
« <” http_req_header” >: T] k%L NG R LA IR e,

~ L

o QARALE URL 8 & an S KBS T 256 277, 15 e HAT+HTTPURLCFG i % Fillic & URL,
RIEAMAOHEP <7 url” > BEEERFE R ",

o AR url ZHAHE, HTTP & i B 9F 208 host S8R path 40 W14 url S50
W EAFER S, HTTP & i host SR path %K.

o FELUTL KA [ BAOAR SR HTTP % Fram a4 (FERE 3 WESP-AT [ #F 2 5+) , (@l 5d i PA
THAMFHE T EHiZmS: . /build.py menuconfig > Component config > AT > AT http
command support, RGHIFIMHE (G WL %iF ESP-AT T42).

il

// HEAD &K
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org", "/get", 1

// GET 3K
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org", "/get", 1

// POST &K
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post", 1, "fieldl=valuels&
—field2=value2"

3.6.2 AT+HTTPGETSIZE: 3 HTTP $EJ5 K/

)E’J

CEL

s

AT+HTTPGETSIZE=<"url">

Wi i ¢

+HTTPGETSIZE:<size>

OK
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BH

e <” url” >: HTTP URL,
o <size>: HTTP &FFE /N,

B

o WAL URL 3 S in 2K BERIT 1 256 247, 35 JE( AT+ HTTPURLCFG iy 4 Wil s URL,
IRIGA S H <7 url” > SEETHE N """,

o BEREE R AT IR S HE HTTP % 154 (PRSI ILESP-AT 14 £ ) , PR Tl o)
TR R4 . /build.py menuconfig > Component config > AT > AT http
command support, WREHHIFIMHE (FENFIE WA F ESP-AT T42).

il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.6.3 AT+HTTPCGET: 3l HTTP %5

)E’J

CE

A

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

Wi i ¢

+HTTPCGET:<size>, <data>
OK

e <” url” >: HTTP URL,

o <tx size>: HTTP KiLZE/FI/N. BANL: 7. BRIAME: 2048, JEH: [0,10240].
o <rxsize>: HTTP IELF /N, B FA5. BRAME: 2048, JEH: [0,10240],
o <timeout>: [Z&HANT, PN ZFP. BRIAME: 5000, JEH: [0,180000],

o WA URL B & ar S I K ERIE T 256 5745, #§5E M AT+ HTTPURLCFG fiy4-Fifit & URL,
RIGAGA TN <7 url” > SHFEEREH ",

3.64 AT+HTTPCPOST: Post 5 K5 HTTP £

N

BeEmA

)

=

,/q_’\:

AT+HTTPCPOST=<"url">,<length>[, <http_reqg header_cnt>][,<http_reqg header>..<http_
—req_header>]

Wi i :
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OK

>

Fi5 > 8 AT HERSFHCR 8, U T DA AR, 2488 KRB S 40 <length> HIEIT,
efITiR .

A, MR :

’SEND OK ‘

AR, MR m]:

’SEND FAIL ‘

S

<” url” >: HTTP URL,

<length>: 7% POST [ HTTP £l i . F R K EEAET R G0 A] 43 FL i HE 25 (3] R/
<http_req_header_cnt>: <http_req_header> S E.
[<http_req_header>]: 7] % 1%EE MR MRS 4e.

B

o QRALE URL AYRE S i MK BEEI T 256 7747, T 5EM AT+ HTTPURLCFG fir 4 TillL & URL,
RIGAGA BN < url” > SEEEERE R "

3.6.5 AT+HTTPURLCFG: /KK HTTP URL

AT+HTTPURLCFEG?

LO)vE

[+HTTPURLCFG:<url length>,<data>]

P > 3R AT HERGAFHOCR D8, BET T AR A URL, 488 K AT S8 <url length> [
{HI, RYER[HE:
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SET OK

« <url length>: HTTP URL K-JF, Bfi: 7.
- 0: %% HTTP URL fif & .
- [8,8192]: % & HTTP URL Jii &,

o <data>: HTTP URL %i#z,

3.6.6 HTTP AT 5%i%tng

o HTTP & i :
HTTP & Fmdi iy | wih]
0x7000 AL TER R W
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed
* HTTP [l 5545
HTTP Jiz 55 gty | wh]
0x71f4 Internal Server Error
0x71f5 Not Implemented
0x71f6 Bad Gateway
0x71f7 Service Unavailable
0x71f8 Gateway Timeout
0x71f9 HTTP Version Not Supported
e« HTTP AT:

— AT+HTTPCLIENT iy & W45 iR 5% 0x7000+Standard HTTP Error Code (HZEH *#
Standard HTTP/1.1 Error Code {5 5., i§% % RFC 2616).,

- BN, % AT 75 AT+HTTPCLIENT A& E] HTTP error 404, N4k [\ 0x7194 45iR65
(hex (0x70004+404)=0x7194),

3.7 54 WEA AT &%

o AT+FACTPLCP: ) i%¥ PLCP u{45 PLCP
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3.7.1 AT+FACTPLCP: )% PLCP uiji PLCP

v

H

N

B

¥

v

A

=

’ AT+FACTPLCP=<enable>, <tx_with_long>

W i <

* <enable>: 5 H/&58HFAHCHE

- 0: ZEH FEEE, FHEH <tx_with_long> ZEUMERIAE:

- 1: B TahEEE, AT k%) PLCP 8RBT <tx_with_long> 4.
o <tx_with_long>: %% PLCP u43 PLCP:

- 0: %3%%5 PLCP (BKiN);

- 1: %K PLCP,

3.8 kg AT 4

e AT+DRVADC: L ADC jEiE{H

o AT+DRVPWMINIT : HJiftk PWM BX5fj#3
o AT+DRVPWMDUTY : #'E PWM H%5HY
e AT+DRVPWMFADE: X'# PWM ¥4

o AT+DRVI2CINIT : #]t&4k 12C FH1EKEN
o AT+DRVI2CRD: 3Bl 12C &

e AT+DRVI2ZCWRDATA: B A 12C ¥

o AT+DRVI2ZCWRBYTES: B AAET 4 73500 12C $iiE
» AT+DRVSPICONFGPIO: Tit& SPI GPIO

o AT+DRVSPIINIT : #1154k SP1 FH1IK5h

o AT+DRVSPIRD: 25U SPI %%

o AT+DRVSPIWR: 5 A SPI ¥

3.8.1 AT+DRVADC: il ADC liigifiy

B

=

=

A

AT+DRVADC=<channel>, <atten>

Wi i ¢

+DRVADC:<raw data>

OK

e <channel>: ADCI jHiH.
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ESP32-C3 # B ME L L [0.4].

WIE | A

0 GPIOO
1 GPIO1
2 GPIO2
3 GPIO3
4 GPIO4

o <atten>: TJE{H.

* 0: 0dB ZEjk, AR EE Y [0, 750] mV,

o 1:2.5dB 0, ARNETERE Y [0, 1050] mV,
* 2: 6.dB ZEH, ARETEE Y [0, 1300] mV,
* 30 11dB 3k, ARANEITLRE D [0, 25001 mV.

o <raw data>: ADC iBiE{H.

B
» ESP-AT H % #§ ADCI1,

o ESP32-C3 743 12 i 55 .
o NPT UMK EE (RO LR, W RASE ADC i,

il

// ESP32-C3 W&IKEN 0 dB I, HHMMEIERE AN [0, 750] mv
// HJER 2048 / 4095 * 750 = 375.09 mV

AT+DRVADC=0, 0

+DRVADC:2048

OK

3.8.2 AT+DRVPWMINIT: #)i&fk PWM Yig)2s

BE WA
s
’AT+DRVPWMINIT:<freq>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]
Wi i ¢
[ox
B
o <freq>: LEDC ENZafiix, EAfi: Hz, JiFl: 1Hz~8 MHz,
e <duty_res>: LEDC jfiili 5= g6, Jul: 0~20 (i,
» <chx_gpio>:LEDC il x % tH GPIO. 7411, A R ZA8KF GPIO16 /1yl O, 75 ik B <ch0_gpio>
Sh 16,
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e

o ESP-AT e Z RE 0¥ 4 il

i HAGAMBE MW EERNEERE T HE PWM @&y 4 (WAT+DRVPWMDUTY
FIAT+DRVPWMFADE ) Rgf% % & 18 . qu ﬁﬂ%@/\%ﬂﬁﬁ‘ﬂzTWﬁ/\ il , {4 AT+DRVPWMDUTY
a4 HBE S EUOX PNl E R PWM 543
o SRR 2 A R A E%fnmﬁ Ju %ﬁ%;%ﬂ 7 25 A R S R L

il

AT+DRVPWMINIT=5000,13,17,16,18,19 // W& 4 AN, WEHR 5 kHz, HISHWAHPEER 13 7
AT+DRVPWMINIT=10000,10,17 /7 RYa @R 0, SN 10 kHz, HEWAHREN 10 fi,
HE pwM XS HABRE—EE

3.8.3 AT+DRVPWMDUTY: ¥ PWM L%k

%

NI

ALk
A

§>

’AT+DRVPWMDUTY:<chO_duty>[,...,<ch3_duty>] ‘

Wi i *

[ox |

BHL
o <duty>: LEDC ifii 525, JER: [0,2 s
i}

* ESP-AT iR fESCHF 4 NilliH .
© FOMNEIETLHRE T, HIREKIASE

il

AT+DRVPWMDUTY=255,512  // &EMiE 0 WH2Sh 255, EME 1 mhasHh 512
AT+DRVPWMDUTY=, , 0 // RigE#EE 2 mE2Wh o

3.8.4 AT+DRVPWMFADE: ¥ PWM #ids

AT+DRVPWMFADE=<chO_target_duty>, <ch0O_fade_time>[, ..., <ch3_target_duty>,<ch3_fade_
%time>]

W
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OK

o <target_duty>: HAR#AS 525, JEEl: [0,2 duty-resoluton_jp
o <fade_time>: WA, ML ZFP,
e

o ESP-AT HZ e 4 .
o FHANHIELFEINE <target_duty> fll <fade_time>, HIEHMKEIHA],

hil
AT+DRVPWMFADE=, , 0, 1000 /7 EH—FREREE L RS IIREN 0
AT+DRVPWMFADE=1024,1000,0,2000, // fEH—FAyRSEGEETE 0 M5 SHIRES 1024, FPIRMFIHTAPRF

WiE 1 B 0

3.8.5 AT+DRVI2CINIT: fJi&4k 12C P12

B
s

’ AT+DRVI2CINIT=<num>,<scl_io>, <sda_io>,<clock>

W

[ox

BH

o <num>: I2C 55, R 0~1. WRREEGHMSE, AT FAWIH0IZ 12C 5m .
» <scl_io>: I2C SCL {51 GPIO =,

e <sda_io>: I2C SDA {51 GPIO =,

o <cock>: FAHUETHY 2C BppMA, Hfi: Hz, f{KfH: 1 MHz,

o AFA AR 12C L.

il

AT+DRVI2CINIT=0,25,26,1000 // #JiH4k I2C0, SCL: GPIO25, SDA: GPIO26, I2C Hfp#iiZ: 1 kHz
AT+DRVI2CINIT=0 // BUH 12C0 HIMHfk
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3.8.6 AT+DRVI2CRD: It 12C i

v

BEE A

N

v

A

=

AT+DRVI2CRD=<num>, <address>, <length>

W i <

+DRVI2CRD:<read data>
OK

BH

o <num>: 12C 115, JaRE: 0~ 1,
o <address>: 12C MHLi% £ HHE
— 7 {iHudlk: 0~ Ox7F;

— 10 fiidhlk : 55— DA 1111 0XX, H i 5 W7 XX 2 10 {7 bk i 55 s . Bl
n, andk 10 [zl >4 0x2FF (b” 1011111111), A2 4 A Bkl >4 0x7AFF (b’ 111101011111111),

o <length>: 12C HPEKE, Jul: 1~2048,
» <read data>: 12C %\,

B
o 12C kg i [l —Fb.

il

AT+DRVI2CRD=0, 0x34, 1 // 12C0 Mtk 0x34 AbiHU 1 ST RIEE

AT+DRVI2CRD=0, 0x7AFF, 1 // I2C0 M 10 fihl 0x2FF Ab3EH 1 S Ro%cRE

// 12C0 iSEHbhE 0x34, AfFgsihh 0x27, B 2 FAY

AT+DRVI2CWRBYTES=0, 0x34, 1, 0x27
AT+DRVI2CRD=0, 0x34, 2

// 12C0 JeEik4aHbl 0x34. AFfEasthhl 0x27
// 12CO iEHuhk 2 FHF

3.8.7 AT+DRVI2ZCWRDATA: A 12C ¥4

B WA

-t

=

A

AT+DRVI2CWRDATA=<num>, <address>, <length>

W

OK
>

W BRI, A GRS ANEDE, SEIRRE SR E KER, BlRfemITis.

FRE A Ry, R [

OK

AR R R, R [ -
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ERROR

o <num>: 12C imHS, JEH: 0~1,
o <address>: 12C MHLik £ Huhl
— 7 fuHbhlk: 0~ 0x7F;
— 10 fizdk - 55— AT LAMLE 1111 0XX, H i )5 WAL XX 10 A7k i 55 i 7« Bl
i, and 10 f7HhE A Ox2FF (b’ 1011111111), B2 i Atiht 4 0x7AFF (b’ 111101011111111),
o <length>: I2C {5 K&, JLHE: 1 ~2048,

|
o 12C kg [l —#b

il

AT+DRVI2CWRDATA=0,0x34,10 // I2C0 BA 10 F3¥dEZEHhl 0x34

3.8.8 AT+DRVI2CWRBYTES: G A fn#ink 4 = 1ing 12C il

B
CEE

’ AT+DRVI2CWRBYTES=<num>, <address>, <length>, <data>

W i <

o <num>: 12C iS5, JEHE: 0~1,
o <address>: I2C MHLixX45HbALE .
— 7 {iHsdk: 0~ Ox7F,
— 10 izl 55— AFATRIRET-LAAE 1111 0XX, H A i 5 A7 XX 2 10 A7k i 5z i 9 7
i, ansk 10 izl >4 0x2FF (b” 1011111111), A2 4 A Bkl >4 0x7AFF (b” 111101011111111).
o <length>: fF5 AN 12C <A, Jul: 1~4 575,
o <data>: Z% <length> I{EKEFREIE, JEHE: 0~ OxFFFFFFFF,

B
o 12C kg g [l —Fb.

il
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AT+DRVI2CWRBYTES=0,0x34,2,0x1234 // 12C0 HA
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // 12C0 B A

// 12C0 EHilk 0x34. BFfFaiill 0x27, HHEH cOxFF
AT+DRVI2CWRBYTES=0, 0x34,2, 0x27FF

et 0x1234 ZHuhE 0x34
BifE 0x1234 F 10 fiidhk 0x2FF

3.8.9

)E’J

A

AT+DRVSPICONFGPIO: [it¥ SPI GPIO

STZS

’ AT+DRVSPICONFGPIO=<mosi>, <miso>, <sclk>, <cs>

<mosi>: FHMALGSXT A GPIO 4 .

<miso>: FAMMBIESXN GPIO &, AR, B -1,
<sclk>: SPI B {E"5 X% W [ GPIO & H .

<es>: PEHFEMHESXT I GPIO 451, A AMH, B -1.

3.8.10 AT+DRVSPIINIT: #ji&ftk SPI 1: LK)

)E’J

e

CEL A

’ AT+DRVSPIINIT=<clock>, <mode>, <cmd_bit>, <addr_bit>, <dma_chan>[,bits_msb]

<clock>: W&, AMFich 80 MHz, BAfi: Hz, fkffi: 40 MHz.

<mode>: SPI #iz, JERl: 0~3,
<cemd_bit>: A B BAAI R, TERE: 0~ 16,
<addr_bit>: HutibFr B BN, a0~ 64,
<dma_chan>: i 152, AEE DMA BT 4 0,
<bits_msb>: SPI 354
— bit0:
+ 0: Jef%45 MSB (#KiN);
« 1: Jef& %y LSB,
— bitl:
« 0: JeBt MSB (BRIA) 5
« 1: St LSB,
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e

* it SPI Wl tfik Hiffic & SPI GPIO.

il

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI MWHh: 100 kHz; #ix: 0; 42 W ESAIHAE K BR8N B0
A 05 AN DMA; JeffHAIEIL LS

OK
AT+DRVSPIINIT=0 // MMi& SPI K3
OK

3.8.11 AT+DRVSPIRD: @1 SPI %

Bria

-t

e

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W i ¢

+DRVSPIRD:<read data>
OK

o <data_len>: fF2HAY SPT A E, JUEEl: 1 ~4092 3y,
o <emd>: e, BRKERH <cmd_len> ZHE .

o <emd_len>: ARAGE AT, JER: 0~2 575,

o <addr>: A Hbdl, HHEKEH <addr_len> L E.
o <addr_len>: ZARfGHPHUBEK R, JERE: 0~4 FAY.

st

« #MT DMA, <data_len> S AES L E IR 64 5775

il

AT+DRVSPIRD=2 // £ 2 FH5%de
+DRVI2CREAD: Ffff
OK

AT+DRVSPIRD=2, 0x03,1,0x001000,3 // B 2 F9HdE, <ocmd> H 0x03, <cmd_len> H 1 F37,
<addr> 5 0x1000, <addr_len> N 3 F7

+DRVI2CREAD: ffff

OK

3.8.12 AT+DRVSPIWR: % A SPI ¥4

v

7

XF

R

EBH
%

Ele
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AT+DRVSPIWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

Wi % ¢
M <data_len> BEMEART 0, AT K[H:
OK

>

e BRI RS, A GRS AR, SRIRARISEIRE KL, BRIt
R, AT R [H]:

’OK

Y <data_len> ZHUfEN O W, BED AT HtLhanSRisthht, Atk SPI &, SR AT & u]:

’OK

e <data_len>: SPIZ#E{E, JiFl: 0~4092,

o <emd>: frHHE, BIEKIEH <cmd_len> ZEKE .
o <emd_len>: ARAEE G, JER: 0~2 575,
o <addr>: fydHibk, HiblbKEh <addr_len> L E.
o <addr_len>: ZARAfGHPHUBEK R, JER: 0~4 FAY.

(]

« HAMI DMA, <data_len> ZHRKREEBUE Wi AE N 64 F1Y.

il

AT+DRVSPIWR=2 // HA 2 Fi7Ed
OK

> /7 TR BB AT R
OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // HBA 0 FWHIH, <cmd> K 0x03, <cmd_len> N 1 FI7,
<addr> 5 0x1000, <addr_len> N 3 F7
OK

3.9 Web IR AT i %

o AT+ WEBSERVER: J& /25 Fl i i Web IR 45 #elic B Wi-Fi #E#;

3.9.1 AT+WEBSERVER: /28 1k Web JIR 55 2eicE Wi-Fi ¥4

B

-t

e

AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>
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* <enable>: 5 /2% H] Web R %545 .

— 0: £5 1] Web IR 5528 HBEHOH X 955 .

- 1: J5H Web 4548, 80T DA 3ol sl 8 ) Wi i B Wi-Fi 1305 E .
« <server_port>: Web Ik &#5i 115 .
+ <connection_timeout>: 5B BT HT A . BA7: #P. JEE: [21,60].

Bl

o GWIFNITVE AT DATR ML Web IR 5525 BT 5511 HTML S, —Fju@ (0 FAT SCIFRSE, 5525 1
AT FS fir%. 53— F i i A SCHE R A7 HTML S0 (BRIAIRE ) .

o TH B PR FT IR Y socket 1A KA H A BE/NT 12, A PATE menuconfig Hr i B I . /build.py
menuconfig> Component config>LWIP >Max number of open sockets, RJGEH%H
LR (3% 30k%iF ESP-AT 142).

o AT BEFERINA HF Web JIRF548 AT i34 (75 30k see ESP-AT Bl #+ £ %), {A&W] DA¥E menuconfig
ik B S d Web RS54 AT /2 . /build.py menuconfig > Component config > AT > AT
WEB Server command support, RIFEHHRIFLE (Z% X% iF ESP-AT 1.42),

« ESP-AT 7 ESP32-C3 Z 51| £ rth & H54i il ] ' (captive portal), 1] 2% 7 fs] .

o H LRGN 2 AR Web Server AT 1),

o ZAAHISEIIITIR, JR%iE S at/src/at_web_server_cmd.c.

© B H 4T LI OTA FHA FEUEZL OTA 4.

il

// JBH Web JR%EE, w0 80, HRNEBMEEREE 50 #b
AT+WEBSERVER=1, 80, 50

// ZER web HR&EE
AT+WEBSERVER=0

310 Jii) AT A

o AT+USERRAM : #4EH a3 A RAM
o AT+USEROTA: #5452 URL JH2% &4

3.10.1 AT+USERRAM: ¥:fi:H P4 RAM

a4

Dy

A P 24 BT A AR RAM R/

s

AT+USERRAM?

W i <
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+USERRAM: <size>

OK

B WA

e

L. B 5. R BEUH P RAM %5[H]
i

AT+USERRAM=<operation>, <size>[, <offset>]

Wi

+USERRAM: <length>, <data> // HAREERERN, A2FXA N EE
OK

SH

¢ <operation>:
- 0: BEUH P RAM %3]
- 1t 4rECH - RAM %5[H]
- 2: [ RAM B
- 3: M RAM 3%
- 4: 3B AP RAM B 5
o <size>: L/ SR T RAM K/
o <offset>: 132/ RAM R a. Bil: 0

|

TETEPA T AR HA A 2 Hi 40 B FH P RAM 75 [H] .

* ¥ <operator> Kwrite W, RGUIN LA IERBATIRNE] >, IHETT DA A LT8R, £
K EN 5 <length> —3(,

* 4 <operator> 4 read WJf HAKEE KT 1024, ESP-AT &AM ZREIE, HRNERE

LAY 1024 FA7HdE , HZPA \r\nOK\r\n %4

2N

// Gy 1 KB P RAM %[H)
AT+USERRAM=1,1024

// 18 RAM ZEEFFEAIEFA 500 FAEEE
AT+USERRAM=2, 500

// M RAM ZE[AMgHE 100 {EIER 64 FHr5dE
AT+USERRAM=3, 64, 100

// FERHAF RAM #5[H]
AT+USERRAM=0
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3.10.2 AT+USEROTA: Hifidea URL Tl 1k

ESP-AT {eizfTi}, JHEEIHEE URL ERYHTE (.

)E’J

CEL A

Dyt
TH9E] URL Hi 7E BAS 1 [

AT+USEROTA=<url len>

W i ¢

OK

>

AR IR AT CHER - URL, U AT A% A URL, 24 AT 820 # 1) URL KJERF| <url len>
Ja,

’Recv <url len> bytes

AT i EIMERZ )5, THad eI ih. WRIIHSE, &0

[ox

WER SRR R B TR, R )

’ERROR

BH

o <urllen>: URL K, HifE: 8192

Bl

o FHPGEEERHLT M 4R 0L

o AR RZMAESBOTI R, AT KR [ ERROR, 45 fRF— B A1 L.

o BT AT )5, WA AT+RESTORE WK W] B

e AT+USEROTA % §f HTTP #l HTTPS,

o AT Hith > 455, BT IR R EAF N TT B U ATl T L, AT EAHITT45 2 (CR-LF).

« 24 URL 4y HTTPS i}, ANEW SSLiAE. QARZEsK SSL AR, i B 474 i PKI SCRR SRR EAT]
TEEBS XN, ZJETE AT+USEROTA fip M SL 8RS R gk uk . %1 PKI U5 S % 4o
T4 M PKI 3. X AT+USEROTA fird, W[5% ESP-AT TREFE{ER /R USEROTA,

o {5 H 4ol LI, OTA F+28 IKEUH £ OTA .

il

AT+USEROTA=36

OK
>

(R oUgkzh)
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(£ L£50)

Recv 36 bytes

OK

S AR Ay S Z BT C P A TN, TR AT fir i) —LERAR(E B

311 AT &2k

HH AT fip A PP iy :

RH iy A A

iy 2 AT+< AT A FK >=? LB A Y NS S AU U ETE
LA ATH< AT 24 F5 >? DR 2T

WE AT AT+< a2 A PR >=<---> B E S EUE, #iﬁ/ﬁé\
P72 AT+< fir 244 5% > BT H E XS R a4

o NEfEsk AT ap S aR L& LR M Bl a4 .
o MAEEMASE, 4 LSRR S BRI FE S
o RIES <> NISEAT] DAE I o
o IS [ WS ETAEN, ASHHEFERAE. BN, 21TAT+CWIAP fiy A A IS HE L 2

AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

o BEMHSEGIASEEEGR, BAER , , PR, W

’AT+CWJAP:"ssid", "password",, 1 ‘
s AG SRR TR SE,

’Z—\T+CWSAP:"ESP756290","21030826",1,4 ‘

o FRIRTFATIRERE b FE, T, oL\ 4R,
-\ SRR
-\, B GES, RESEINIE S o L.
= \": BSOS, FRFREBESEINNG |5 I L.
- \<any>: # ¥ <any> F4F, BIHEH <any> F4F, T@Hﬂfiﬂﬁ
o HAG AT @A HIRIR FAT TR 2005 30, He o ORH L. flan, AT &4 O3 e > S A S0
BF, BN TR A

AT+CWJAP="comma\,backslash\\ssid", "1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

. AT ﬁéﬂ@%ﬁﬁxﬁ%%ﬁﬂ 115200,
o 45 AT a2 MK R B 256 5
unvu%‘ﬁﬁ (CR-LF) 457§, FJ?M% IZII LW IRCEN B TR,
AT i SR AU 4 € L ILAT API Reference:
— esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string index
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312 BEfE SRAFAE flash Py AT a5 %

PATR AT i HISHOEBCF IR 4

PRAFAE flash ) NVS sk, [HILE RS, SEHEMH.

e AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
o AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001

e AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE—Sai A NS E0E MR SR A7) flash 7] PAE T AT+SYSSTORE fix 43kl s, BikiES

BERA .

3.13 AT {55

Z W a2 HITEAN

M ESP-AT 543 1132 [ i) ESP-AT 34 B A7 Wi fh2%d . ESP-AT Wl (¥53h) M1 ESP-AT 3 B4Rk 4 (£3h).

* ESP-AT . (943h)
FGANH AT ESP-AT i &84
BRI OK B{# ERROR.

AR [

i 2 ESP-AT 6y A AT o MY ) B fe— 4R TH

22 3: ESP-AT 17

AT Wi ‘E‘EEU?

OK T fi A5, IRk [H] OK

ERROR AT A B IR B A T A A A R

SEND OK BB k%R Wk (8 X FAT+CIPSEND
MIAT+CIPSENDEX %) , HAREH S £k 5
X6} i

SEND FAIL ] P I RG & 2% B d i & AR A R (5FXF T AT+CIPSEND
FIAT+CIPSENDEX fi5%)

SET OK URL 2 IhE (41X TAT+HTTPURLCFG iy %)

+<Command Name>: . . . TEANIA AT Ay A PRgE R

* ESP-AT ji Rt (F:3h)

ESP-AT Aﬂiﬂ:/ N2 L*EEB@’H@L‘;\E{%&{E‘ Q
2% 4: ESP-AT 14 B R4

ESP-AT jH Bkt il

ready ESP-AT [l 2 A il sk

busy p--- ARG A, IETERR E—4m S, ToRAL B
flg 4

ERR CODE:<0x%08x> A fir 2 i A Y

Will force to restart!!! DAESELES

smartconfig type:<xx x> Smartconfig 27

Smart get wifi info

Smartconfig £\ 3k SSID F{l PASSWORD

+SCRD:<1length>,“<reserved data>“

ESP-Touch v2 B3k H 2 X HHE

smartconfig connected wifi

Smartconfig 52 i, ESP-AT £\ i£#:3] Wi-Fi

WIFI CONNECTED Wi-Fi station 2 [1C. &3 5] AP
WIFI GOT IP Wi-Fi station 4% [ £\ 3 HL 1Pv4 Hihl:
WIFI GOT IPv6 LL Wi-Fi station 2 [1 £ 3K B IPv6 B % A< Hb i hl
WIFI GOT IPv6 GL Wi-Fi station 4% [T 2. 78 IPv6 4 JmyHiht
WIFI DISCONNECT Wi-Fi station 1.5 AP WiFiER:
+ETH_CONNECTED DA 422 11 B 1 32
+ETH_GOT_IP DA 2 11 EL AR H TPv4 Hitht
+ETH_DISCONNECTED DA 11 E T
[<conn_id>,JCONNECT ID f <conn_id> WM& 5 (BRIAT
LR, ID 4 0)
ke
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e A
ESP-AT 1 54 Vi
[<conn_id>,]CLOSED ID *f <conn_id> WML EZCKITT (BN
#LF, ID K 0)
+LINK_CONN TCP/UDP/SSL ¥ H2 A1 E4H 15 .
+STA_CONNECTED: <sta_mac> station %22 ESP-AT 1) Wi-Fi softAP 2 [
+DIST_STA_IP: <sta_mac>,<sta_ip> ESP-AT [ Wi-Fi softAP 2 [145 station 43fic IP
Hodik
+STA_DISCONNECTED: <sta_mac> station 5 ESP-AT [ Wi-Fi softAP 2 [0 [f) i% 3%
Wt
> ESP-AT 1EAE 58 ff F i A B
Recv <xxx> bytes ESP-AT M ay2ai 1 E I E] <xxx> F2737
+IPD ESP-AT ELUSC3I R B 25 i Bl
SEND Canceled E;X{‘ﬁ)—[’f Wi-Fi %@f?éﬁ*ﬁf\‘ Tk%ﬁjﬁ
Have <xxx> Connections BN B R 55w 0 B RN
+QUITT ESP-AT iR Wi-Fi i £ 42 X
NO CERT FOUND 1 5 U XA B A R k15
NO PRVT_KEY FOUND TE H & X XA 20 A 30 FAEH
NO CA FOUND 1 H 8 U XA B A R0 CA RS
+MQTTCONNECTED MQTT %25 broker
+MQTTDISCONNECTED MQTT 5 broker C Wi iER:
+MQTTSUBRECV MQTT B M broker 5 F 5 I
+MQTTPUB:FAIL MQTT %11 £ 25
+MQTTPUB:OK MQTT %A %ds 5¢ il
+BLECONN Bluetooth LE &R #57.
+BLEDISCONN Bluetooth LE 2 BT
+READ i 1 Bluetooth LE - #230E4 7 e N1
+WRITE i1} Bluetooth LE #1715 A#5:4E
+NOTIFY 3¢ B Bluetooth LE 442 notification
+INDICATE >k H Bluetooth LE #4219 indication
+BLESECNTFYKEY Bluetooth LE SMP %4
+BLESECREQ:<conn_index> 52| 3% B Bluetooth LE %322 i¥) il 28 Bt %o i K
+BLEAUTHCMPL:<conn_index>,<enc_result> Bluetooth LE SMP P % 5¢ i
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Chapter 4

AT w2 -l

4.1 TCP-IP AT 741

AR BN FAE ESP 545 L4 TCP/AP AT 4 % fir 2 BIHER R B o

ESP % 18 h TCP & F %3 5 % ik 3%

ESPi%&15h TCPR 4R 5 %ikiE

sy IP Wit Fosn v B & 89 UDP i1z

i3 IP Hoht Foss 0 7T 95 44y UDP i 13

ESP % %AEHh SSL % 5% 3k 5 ik 4%

ESP 5 4154 SSLIR %% s %%

ESP 3% %1% 4 SSL % P 3% 3% 5 UG 0 GE 2 ik 45

ESP 3% %1% 4 SSL AR %% 32 5 351 AGE % 445

ESP % &15h TCP % F 3%, i $i%4:, I UART Wi-Fi i 1%
ESP i% %1€ softAP £ UDP &4y 53], UART Wi-Fi i% 1%

4.1.1 ESP 355 {foh TCP %y it 3 ¥ 1%

1. 8 Wi-Fi £i3X4 station.

’AT+CWMODE=1 ‘

M B <

[ox |

2. HEHESI .

’AT+CWJAP:"eSpressif","1234567890" ‘

M B <

WIFI CONNECTED
WIFI GOT IP

OK

PR :
o faim AR SSID FI 9 m GEER iRy A R AR . 15 F G0 %t # Y SSID Fl% g .
3. vifi) ESP %4 IP itk
e

159



Chapter 4. AT #y2 R

AT+CIPSTA?

N . :

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

BEHA:
o ERAMSER AT RES Lok B b AN o
4. PC 5 ESP & 7] — A~ i .
75 PC {1 2% 1 T2, ] —A> TCP iR 5544 . (120 TCP Iz 55114 IP Mokl > 192.168.3. 102,
I 124 8080
5. ESP 45/ % P it TCP 42 8] TCP R4 7%, Mess i IP Hiutikhy 192.168.3.102, iI1h
8080,

AN A -
e

AT+CIPSTART="TCP","192.168.3.102",8080

M B -

CONNECT

OK

6. Jik 4 FATHC.

AT+CIPSEND=4

i .«

OK

>

A 4 FATEdE, Bl AR test, 25 AT oM AR EE

Recv 4 bytes

SEND OK

AR
o FHIAME ﬁ%&EELANCIPSENDAﬁ/\ SERRKEE (n), MRS busy p..., kA
EHARET 0 AT, KESEUSE. SEND OK.
7. B 4 AT
ik TCP k55 k% 4 sl (Bdlih test), MRS LHR:

+IPD,4:test

4.1.2 ESP #5114 TCP I}t 45 %% &t v 2 e+
24 ESP #4412 TCP I 525, Wit AT+CIPMUX=1 fy i REL 354, N TR 24> TCP % /i
T ESP 3504

PAR & ESP X &5 1E A softAP N7 TCP iR 45 ex il sk @& ESP 545 /E N station, R ZETEREIE A
iz B[R RE YR T IR S5 4%
1. &8 Wi-Fi #2354 softAP.,
e
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’AT+CWMODE=2

N . :

’OK

2 (i IER

’AT+CIPMUX=1

i B <

’OK

3. & H softAP,
i

’AT+CWSAP:"ESP32_softAP", "1234567890",5,3

Nl .«

’ox

4. ZxiA) softAP {5 H..

’AT+CIPAP?

M B -

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

A :
o AT LT RES B b R ]
5. @57 TCP R%54%, BRikumllh 333,

Py N
e

’AT+CIPSERVER=1

Mg o«

’OK

6. PC 73| ESP X451 softAP,
7. 1£ PC LAl M 45 TR d#—4> TCP % /7, HEHE] ESP i f& A HY TCP iz 554 -
8. KK 4 FATEUREI M 45 R ID O 0 f5ER%

AT+CIPSEND=0, 4

i . <

OK

>

B4 FARE, Bl ARG test, 25 AT Rk AT R R

Recv 4 bytes

SEND OK

B -
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

o FHIAMTFEEH S AT+CIPSEND MK E (n), MRS busy p. .., HK
IRERAHT 0 NFEAT, AR SEMJS LY. SEND OK.
9. MIMZEIESE ID hy 0 F4%ER: izl 4 FH 8
ik TCP 5545 &% 4 A H08dE (Bdlih test), MARG SR

+IPD,0,4:test

10. %P TCP #:3%,
s

AT+CIPCLOSE=0

M .

0, CLOSED

OK

4.1.3 i IP Mkl A O e UDP i

1. 8 Wi-Fi £i3X4 station,

AT+CWMODE=1

i B :

OK

2. HEHEEIg A
o

AT+CWJAP="espressif","1234567890"

M B -

WIFI CONNECTED
WIFI GOT IP

OK

B -
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{5k A SSID AT AL LA o &I OGS0 h 2510 SSTD IR,
3. 7rif] ESP 54 TP udik.

AT+CIPSTA?

i . <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o ERYAISER AT RS _ BRI Y H AN o
4. PC 5 ESP BCAr I3 o] — N o
15 PC LM I TR, 4 —1> UDP 4. 40 PC iy IP Hilik>hy 192.168.3.102, ¥l

> 8080,
5. fliREZ .
fir
’AT+CIPMUX:1
Mg R -
[ox |

6. {7 UDP {45, 4K ID Jy 4, FofE IP Mkl 192.168.3.102, JLEEEEI14 8080, 74
Mg o 1112, #ACH 0.

% AT+CIPSTART fid S H mode thiE T UDP M5 AL IP Hutib Al 25 E 2. 55
H 0, MAERGE DT AFFE M ER: 1D, DABRPRE (E R A g 1 TP kb i 1R 2850k
A5 HEORE &k B iom A S o e R 10

iR

AT+CIPSTART=4,"UDP","192.168.3.102",8080,1112,0

Mg [«

4, CONNECT

OK

AR

* "192.168.3.102" i1 8080 &y UDP {&# )t IP Hihk Al 1, w2 PC #37.f) UDP
& .

e 1112 Yy ESP 451 UDP AHisi I, G0 [AATE, WANEE N BEHLHE .

* 0 /i UDP i IP Huhk g 02 B2, AREE . Hnfs % 4h—& PC & T UDP iglf
FLIA) ESP #5450 10 1112 b 8d, ESP 4158 &R0k H UDP i 11 1112 (%, ansfal
i AT fi54 AT+CIPSEND=4, X, ARAKHEIIA R &R LT —4& PC i, (H2WREXANSEL
KIE R 0, BELBIR S Kk B H ) PC o

7. ;i;i T FATBIGE| M 45 1D N 4 (EER L.
L

AT+CIPSEND=4, 7
i B«

OK

>

BT AR, Bl AR abedefy, ZJA AT &k AT AR

Espressif Systems 163 Release v2.3.0.0-esp32¢3-74-g6c52fcd
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 4. AT #y2 R

Recv 7 bytes

SEND OK

Vi :
o FEIAMETEHEE AT+CIPSEND MK E (), MRS busy p..., K
EEARAET 0 DAY, KIRSEMS LY. SEND OK.
8. MMIZEiER: ID A 4 (R8ERE_F32UR 4 758 -
ik PC K%k 4 s (Bl test), MRGESHER:

’+IPD,4,4:test

9. KMIMZEH ID 2 4 ) UDP 4%,

’AT+CIPCLOSE:4

Nl -

4,CLOSED

OK

4.1.4 i IP Hhl A 0 w2805 UDP s

1. &8 Wi-Fi #£3{4 station,
i

’AT+CWMODE=1

M B -

’OK

2. EERER| B HAE

’AT+CWJAP="espressif","1234567890"

M B -

WIFI CONNECTED
WIFI GOT IP

OK

iR
o {5 AR SSID FE 9 m GEER iRy A R ARl . 1 FH 50 It 25 Y SSID Fl% 65 .
3. 7¥if) ESP %4 IP ik,

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

BiH -
o TSR ATRE S ik i P AR [F] o
4. PC 55 ESP a8 453 [a]— M b
1E PC s M 2883t T, fil7@—> UDP &%y, 5110 IP #ithil>h 192.168.3.102, 3514 8080,
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5. g .
o

’AT+CIPMUX=O

N . :

’OK

|

6. 0% UDP £y, yofe IP #idikh 192.168.3.102, i1 8080, M1k 1112, #H

2,
iy

’AT+CIPSTART:"UDP","192.168.3.102",8080,1112,2

i B <

CONNECT

OK

PEHH:

e "192.168.3.102" F1 8080 >k UDP 1L 4 imis IP bl Flmusss I, d5t 2 PC #5719 UDP

PC .
* 1112 7y ESP 4% (1) UDP At 11, 0] BATECE, QA BCEN NI -

* 2 FR 4] UDP &4y )5, UDP ﬁéiﬁul_ FEMIA S UDP Ak icin (5 B 2 B 3

MR B —IR 5 ESP 4% UDP i {5 i TP Huhk Al 11 .
7. Kik 4 FATEdE.
ﬁﬁ/\

AT+CIPSEND=4

M. :

OK

>

WA 4T, Bl AR test, ZJa AT FFEHHPATER.

Recv 4 bytes

SEND OK

LK
o L AR TFEH IS AT+CIPSEND fig S BOE K (n), MRS busy p.
ERIRRIHT 0 AT, kai;nﬁjz}:umr” SEND OK,

Bk 1000,
TR UDP {0253 UDP ST, SR 1P AL T,

. HE

8. ﬁ;ﬁUDP f45 8 UDP i . B0k 4 FH5 8, mn EHLR IP Hidikky 192.168.3.103, i

AT+CIPSEND=4,"192.168.3.103",1000

Mg K7 -

OK

>

A 4T, BN AEdE e test, ZJE AT i AT FER.

Recv 4 bytes

SEND OK

9. Bl 4 TR
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fiix PC Kik 4 FHA gl (Bl test), WRGHR:
’+IPD,4:test

10. 354 UDP %4,
i

’AT+CIPCLOSE

i B«

CLOSED

OK

4.1.5 ESP %4514 SSL % Faui il v S e+

1. P8 Wi-Fi 84 station.
s

’AT+CWMODE=1

i B«

’OK

2. EEFIH A

’AT+CWJAP:"eSpreSSif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o fk AT SSID MRS i REER_Eadaiv & A IR] o i B SR i e 4519 SSID FI%RS -
3. #ifi] ESP %45 IP #itik.

AT+CIPSTA?

M .

+CIPSTA:1p:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o R ZE R TR 5 LR B AN ]
4. PC 5 ESP 41 Hz R — M il o
5. 7E PC L ffi[f] OpenSSL x4, @&~ SSL ik 55 #% . 40 SSL [l 45 1P itk 4y 192.168.3.102,
WA 8070,
i

openssl s_server —-cert /home/esp-at/components/customized_partitions/raw_data/
—server_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key —-port 8070

i 5«

Espressif Systems 166 Release v2.3.0.0-esp32¢3-74-g6c52fcd
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 4. AT #y2 R

’ACCEPT ‘

6. ESP & 1E & Pl i SSL i3 SSL ik 5548, HR45#% IP #ihth 192.168.3.102, ¥l R
8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘

Mg K7 -

CONNECT

OK

7. Kk 4 AR .

AT+CIPSEND=4
M. :

OK

A A TRSE, Bl ARG test, ZJF AT AT EER.

Recv 4 bytes

SEND OK

AR
o A ABFEH M AT+CIPSEND g E MK E (n), WARSESMM busy p..., K
EHARIOET 0 ANFAT, KRSERMUEIY. SEND OK.
8. I 4 FEATEE
&% TCP 552 k% 4 A msdl (Bdlih test), MRS SHER:

+IPD,4:test

4.1.6 ESP Besrfih SSL MR 55 s it 3. 2 %
24 ESP 4y SSL R 55 #nity, AUEITAT+CIPMUX=1 S (EREZ 4, FONTREA 2% e
3| ESP ¥4

PATR 2@ ESP 54545 softAP 57 SSL IRk 557 Bil s SR /& ESP 44 station, RI7EMEHERHS 275,
Z: ARG i 7 e R SSL IR S54RI AH K AP TR

1. 15&# Wi-Fi #i54 softAP,
i

’AT+CWMODE:2

Wi K7 -

Lox |
2. WhREZ IR,

’AT+CIPMUX:1

M .

[ox |
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3. fit & ESP softAP,
A

AT+CWSAP="ESP32_softAP","1234567890",5,3

Mg J3 -

OK

4. F¥if) softAP {5 H.,
s

AT+CIPAP?

i B <

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

AE
o A E A HAERTRE S Bk ma B A AN ]
5. 757 SSLR454%, ik 8070,

AT+CIPSERVER=1,8070, "SSL"

i B <

OK

6. PC jE#%| ESP 451 softAP,

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

BN B} B} B} B} B
) ) 9) 4) ) )

7. 16 PC {1 OpenSSL 5%, A~ SSL % F1iff, #:4:] ESP s ki) SSL M4 5.
oz

openssl s_client -host 192.168.4.1 -port 8070

ESP it |- fH .
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’CONNECT
8. ik 4 FAHREIR G b 1D % O s 1.

’AT+CIPSEND=O,4

i B <

OK

>

A4 FARE, Bl AR test, 25 AT Rkl AT R R

Recv 4 bytes

SEND OK

AR
o FEIAMFETEHBEL AT+CIPSEND M B MKEE (), MRS WY busy p. .., A
ERPEAET 0 N, RIRSEMJS LY. SEND OK.
9. MIMZEESE ID hy 0 F4ER: 3z 4 48
% SSL R 45#k &ik 4 FATHEE (BN test), WRGELHIR:

’+IPD,O,4:test

10. X PH SSL iEHz .

’AT+CIPCLOSE=O

i [ <

0, CLOSED

OK

4.1.7 ESP B {0 SSL %% 3t v BUn] DA UE P 3 £

ARG A IE 15 2 esp-at HHERIAIE T, W OTPAE CAERBGES, ek, ARG TR E0R R SSL
M5 il 5 B A B e R A UE B B8 42 . IREX SSL k45, #52% esp-at/tools/README.md | i ] 2E i ik
45 bin FlEstHIbEE 2% esp-at/module_config/module_name/at_customize.csv .

1. P8 Wi-Fi 884 station.
s

’AT+CWMODE=1

i B«

’OK

2. EERER| B HA

o

’AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK
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P :
o f&HI ALY SSID ANGE Y AT AR ki PRI o 3 (0 ) i e 2% 1) SSID A1 o
3. ¥EE SNTP %45

il

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i .«

[ox |
PaHH :
o TR DAARTE B O E Z I X% B SNTP fRjR454% .
4. #¥if) SNTP Hia].,
e

AT+CIPSNTPTIME?
Mg o«

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK
AR
o TR DA ) SNTP i) 15 S sf Hsf (]2 A AH A7 K HI B 5 B Y SNTP IR 55 42 75 AR 2K

5. #5if) ESP %45 IP Hudik .
i

AT+CIPSTA?
M K -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LK
o YA AR TR 5 LR i AN
6. PC 5 ESP #5142 [ — % i
7. #£ PC FAfi [ OpenSSL x4, Bl —> SSL 45+ - 1940 SSL Al 55 #4511 TP bkl >h 192.168.3.102,
W I1A 8070,
e

openssl s_server —CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—customized_partitions/raw_data/server_key/server.key -port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP 54 - :
ACCEPT
B
o r A FPEROIE 5 B T DR AT 5 R B RS
8. ESP 1 &1 SSL % P AU IR -«

oS

’AT+CIPSSLCCONF:3,0,0

M .

’OK
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9. ESP &4 1E MR Pl i SSL ##:% SSL k5548, M54 IP Huhtky 192.168.3.102, WiH N
8070,

AT+CIPSTART="SSL","192.168.3.102",8070

i . <

CONNECT

OK

10. K% 4 75

AT+CIPSEND=4

N . :

OK

>

A4 AR, Bl ARG test, ZJa AT KR LATEE.

Recv 4 bytes

SEND OK

AR
o AEIAMTEEH M AT+CIPSEND M@ K (n), MARSELMY busy p. .., HK
IRERPHT 0 DAY, AR SEMJS LY. SEND OK.
11, 320 4 80
&% TCP 5545 &% 4 A H08dE (Bdlih test), MARG SR

+IPD,4:test

4.1.8 ESP Beer{foh SSL MR 55 45 sd oMU A UE 2 itk
2 ESP B¢/ SSL RS AR, AELAT+CIPMUX =1 fiy - (LREZ 4%, Ol Ay 2% P iE 3
£I| ESP 45 .

DR A ESP 44 1) station 27 SSL A48 01 WIRARL ESP S0 soft AP, T[%:% BsP A
A SSL kS as L 2 IERIRG
1. 8 Wi-Fi £i4 station.
iy

’AT+CWMODE:l

i . -

’OK

2. FEREFIH

iy

’AT+CWJAP:"espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK
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B
« {4 SSID FIEFLATAEHR Lk 4 PRI, 0 S0 e 00 SSID FIASHY
3. £if ESP e 1P Hiutik

AT+CIPSTA?
M .

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

%EU%

o P EALE R T RE S _aRm Y H R TR
4. fifeLiER.

i

AT+CIPMUX=1

i B <

OK

5. 757 SSL k4528, ik 8070,

AT+CIPSERVER=1,8070,"SSL",1
iy R
OK

6. PC 5 ESP 15 £ 42 [l — & HH -

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PDDDDDE
) ) ) 4) ) 9)

7. 4¢ PC i/} OpenSSL ir:, i/~ SSL% 1l ¥4 5) ESP i Gy SSL 5 2%

openssl s_client —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—components/customized_partitions/raw_data/client_key/client_key_00.key —host.
,192.168.3.112 -port 8070 (@)
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[
ESP 4 L0 -

0, CONNECT

8. Kik 4 FATHIR B ML ERE ID Sy 0 fyEERK .

S

’AT+CIPSEND=O,4

Mg [

OK

>

4 FATREE, Bl ARG test, ZJa AT FF&5H AT EE.

Recv 4 bytes

SEND OK
PEHA:
o HRIARTF R H B AT+CIPSEND i BUE MK (n), WARSEXWM busy p. .., XK

EEHRET 0 NFAT, AESEUEI L. SEND OK.
9. MIMZ&ESE ID oy O FOAERS R 4 8.
fBisE SSL k454 ik 4 FArEdE (BdEh test), MARFEIR:

’+IPD,O,4:test

10. %P SSL 4%,

’AT+CIPCLOSE=O

Mg |3«

0, CLOSED

OK

1. P SSL AR 55 i o

’AT+CIPSERVER:O

M .

’OK

4.1.9 ESP B4l TCP % i, S piEsk, 98l UART Wi-Fi &%

1. &8 Wi-Fi #£3{4 station,
A

’AT+CWMODE=1

iy B«

[ox

2. HeHE B .
e
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

ETE
- ek SSID AT AT Fika &R 41150 B 1 22100 SSID AT,
3. Aif) ESP 7% IP Huhik.
RS

AT+CIPSTA?

Wi K7 -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

R
AR R AN R
4. PC 5 ESP Bt a2 2 A — N
76 PC MM VI T B, QU —4 TCP 4525, 10 IP Hetiky 192.168.3.102, d11h
8080,
5. ESP S fE % il i TCP yE#: 3] TCP i 4%, Miss i P Hilik>h 192.168.3.102, 3R
8080,

AT+CIPSTART="TCP","192.168.3.102",8080

M B <

CONNECT

OK

6. ffifle UART Wi-Fi B &k,
s

’AT+CIPMODE21

M .

’OK

7. FEEHARX N AR R

Zs

’AT+CIPSEND

M .

OK

>

8. {51k Ak
TEBAL RS, 2R SR Bk — s +++, MRS SR HES Lk Wi 2% R
1 b, TR T —4 AT 54, iR, R EE AT FMA +++, B8 R IR A A BE B
RIS A +. BE2NGESHMGEREEEX] +++.

EE I+ LR AL AR, R IR AT ar R, Ui TCP R R R, &)
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PAM#EH AT+CIPSEND fiy KK 5%

9. JE ! UART Wi-Fi #f&#E,
e

’AT+CIPMODE:O

i .«

’OK

10. 244 TCP %4,
e

’AT+CIPCLOSE

Wi K7 -

CLOSED

OK

4.1.10 ESP %5180 softAP {1 UDP 14 4vh =28 UART Wi-Fi &4

1. %5 Wi-Fi #55%% softAP.
fird:

’AT+CWMODE:2

M .

’OK

2. B softAP,

’Z—\T+CWSAP="ESP32_softAP", "1234567890",5,3

M B -

’OK

3. PC j%:$:%| ESP uﬁm softAP,

4. A E—4> UDP ki
1£ PC J:@Jﬂlfl%ﬂﬁiﬂb% fll#—~ UDP &4, B0 PC i IP Huht A 192.168.4.2, Wwldh
8080,

5. ESP32-C3 5 PC X i 171 7 [ 7 Xt s TP ik A3 11 7Y UDP A% 4 . A% TP Mok 192.168.4.2,
VI 1o 8080, A 2233, #h 0,
il

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

M B -

CONNECT

OK

6. {fifE UART Wi-Fi B,
e

AT+CIPMODE=1

Nl . <
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10.

Wi-Fi: Looking for Networks...

Turn Wi-Fi Off
v ESP32 SOFTAP a8 =

360WiFi-C403 g =
AC750 8 =
aobrmtWGGx 8 =
ASUS_AC1200 B =
ASUS_AC1200 5G B =

TEFAE AN T AREEE .

M [ :

o 1 R

TEE A AR AR, A RO B B — B -+, WRGESIBIER Rk . MRS 2055y
LA, FERTT 2% AT . VR, WCREHEMNERITTMA +++, A T BE IR RN A BEBY
PN ELI = +. MENGESHGEREERX] +++.

WP M +++ ALE AL K REEEE, IR IER AT it i TCP R RA R At
PA# ] AT+CIPSEND fig KR 1%

JE 4 UART Wi-Fi B {L4L,
i

AT+CIPMODE=0

i B -

OK

PH] TCP 1t
XY

AT+CIPCLOSE

W

CLOSED

OK
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4.2 Bluetooth LE AT -~

AR BN Bluetooth® Low Energy AT 44 % W75, HH2HEAE ESP i BIz7iX Sy iy LA
NP

)~

Bluetooth LE & F 3% 135 Wk &-4F 4244

Bluetooth LE R 4-5% 13 5 AR 4-4F AE4A

Bluetooth LE % 330 %

A~ ESP32-C3 JF A AR Z ) 3% 5 SPP %35, vA B & UART-Bluetooth LE i% 1542 X, F 15 4 # 38
ESP32-C3 5 543 5= SPP i%3%, VA% f& UART-Bluetooth LE i 1% 45 X F 1% #ir 2

4.2.1 W4y

ESP-AT 4 Hi1Y 3235 Bluetooth LE 4.2 Ppi{ENE, A< 04+ AR {0 E Fl T Bluetooth LE protocol 4.2 By
WG, 5% ZO0M0E 42 REEZ(E R

Bluetooth LE [lpill 444

Bluetooth LE 04k M T & _E4- ML EZ: Physical Layer (PHY). Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP).
Generic Attribute Profile (GATT). Generic Access Profile (GAP),

« PHY: PHY JZ £ R TAYHMGE LA EMIZIE E . Bluetooth LE {# f 40 MHAEE. MR
R 2402 MHz 1| 2480 MHz.

o LL: LL)ZFEATTOE . BRI e (DA, RTHRE, BAITM XN ESL), ALY
B Z [ R P BREE A SE I S B TR . B EES 2SI T s, 8. /3. kol
HRE CDEELMRSZ —.

o HCI: HCIJZ [ EAUAEE Hl g2t — MRER 3 1 o %2 v AR F AP T SERR sk & A {4422 11
UART. SPI. USB i,

* L2CAP: L2CAP JZ 5% AR 7 [0 22 e B 2 T VU e 0 . o BOR s 4 454 o

o ATT: ATT JZ5LE T B IR SS 25 MBI R P 2 [8] 0 s 6 S Bl . ATT % i ] ATT R4S i & i
. TERAAIAN . ATT AR5 i ] & P i A BN, . Sl AR R -

o SMP: SMP |2 F FA4 B B4 M S0y 540 . SMP 36 & HL N3 S 40 F1 By S5 TE4E, I fak
B FEALHHE HE R BEAT I AT R 0% 45 By

* GATT: GATT EHR/NJEMINRS AL @R P un DI 6e . B E SCHR T E MR g5 A48
MRS« FHEFEMEZ RS . ZZ R T A8, 3. B AMIERIRS R ER B0 .

« GAP: GAP EREFA I TR REATIRE, BIAnfes . PsORsy Fl AR 7 e B SCer i it
MTFHAET . GAP IR EFERA LM, HEEHEA. L4, HHRuk. RPEBAIIRS & 8.

Bluetooth LE fj {a, %14

1E Bluetooth LE PpisUkE AN [E] 2B AR Fa X 4o X S8 R AN .
o LL: B TTLARIA N AR MHL, MHL %, LT ARG IER:
e GAP: EX T 4 MErEmMM: JRRE . MBS AMNEHRAM Ok
o GATT: &40 AS R RS im Al % F i o

GIPAH
o AR FHEIAR) Bluetooth LE RS HA] Bluetooth LE & ig#HlE GATT EMA M.
o M7, ESP-AT 3§ Bluetooth LE HR4UwAl Bluetooth LE %) [EIB/FEALE.
* it ESP-AT #)J{k > Bluetooth LE [l 45 542 Bluetooth LE % Friffy, [l I 52 1 i A& iy
3,
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GATT HS2 Mg AZ il fRmdEa] DUA 2 —Fg A f i b Z e XA @ T 4544 3k
WEE. Bl RSN, SRS B EEER FRMEA R, A FHE X RR 2 e E .

GATT MR55umAl GATT %) umiX P F A (A 47FE T Bluetooth LE E#: @V 2 5. GATT IRS5#s 7 it &
P SUE F BRIk B GATT & P um) @ MEEsGE=K . S A, WiE 2, AR —
UK GATT R45um, VFRIEIE—ImFRA GATT & .

o

» ESP32-C3 Bluetooth LE IR i EE6e% ble_data.bin 042 flash 1, FF{PAEEAE Bluetooth LE JiR 4%,
— WA ble_data.bin XX, H&% kY A & 3L Bluetooth LE Services T B,
— ble_data.bin XHHEERHbE, W at_customize.csv H ble_data X [k, 8%
FEAF build/download. config Frig sttt

4.2.2 Bluetooth LE %5 )13 5 I 55 FEAEA

AR B i P W 5 ESP32-C3 JF %t Hori—3eff=2hy Bluetooth LE iz 553 (44 Bluetooth LE i 5%
Sffi ), 73—3RAFEA Bluetooth LE % 3 (A7) Bluetooth LE % Ui ffi () o 53X 1 7R 17 L i fi
HI AT 47857 Bluetooth LE #4558 A (S .

T FPA RS BEPPAESP32-C3 Bluetooth LE R UL IIHEAE B ZE22E ESP32-C3 Bluetooth LE
R4 umATRI AT, DL ESP32-C3 Bluetooth LE % ik #/E H 3 HF ESP32-C3 Bluetooth LE
& AT RIA]

1. #1464k Bluetooth LE ZhHE.
ESP32-C3 Bluetooth LE A 45 i :
s

’AT+BLEINIT=2

i B«

’OK

ESP32-C3 Bluetooth LE % F1ji
fird:

’AT+BLEINIT=1

N . :

’OK

2. ESP32-C3 #5°F LE R 558 KU MAC itk

’AT+BLEADDR?

i . <

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

Ui :
SR A% < T E S 195 1| AT =R w0 VAL 1 N T I T T 6 s N 0B 11| R T S 2 L3 AP S
3. ESP32-C3 Bluetooth LE JIlt 45 il 73 R 55
s
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’AT+BLEGATTSSRVCRE

N . :

’OK

4. ESP32-C3 Bluetooth LE R %5 3 IF IR %5

’AT+BLEGATTSSRVSTART

i . <

’OK

5. ESP32-C3 Bluetooth LE fI 45 3 % PR 45 4541F o

’AT+BLEGATTSCHAR?

i B <

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR:"desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303,0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char", 1,5, 0xC304,0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR:"char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

6. ESP32-C3 Bluetooth LE R %5 F- &) #%, 2 J5 ESP32-C3 Bluetooth LE % P it - 04 4145 7 B 4% 3

g,

ESP32-C3 Bluetooth LE H% 45 i :

’AT+BLEADVSTART

Mg K7 -

’ox

ESP32-C3 Bluetooth LE % ¥ :

’AT+BLESCAN21,3

M B :

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc, ,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0
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Vi :
o RS R AT RE S ik . o AR ] .
7. 72357 Bluetooth LE %32,
ESP32-C3 Bluetooth LE % i :

AT+BLECONN=0, "24:0a:c4:d6:ed:46"

M .

+BLECONN:0, "24:0a:c4:d6:e4:46"

OK

i :
o H A _bibharAEr, 1A ESP Bluetooth LE i 55 itk .
o Y15 Bluetooth LE #E8: 3, W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15 Bluetooth LE &3k, W&4$E/8 +BLECONN: 0, -1,
8. ESP32-C3 Bluetooth LE % Filt: % PR 55 .
s

AT+BLEGATTCPRIMSRV=0
N Y. :

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

ALK

» ESP32-C3 Bluetooth LE % i 2 if] IR 55 i 455, k. ESP32-C3 Bluetooth LE JIR i 2RI iR 451
LERZWABRAIRS (UUID: 0x1800 1 0x1801) , X 2IFH M4, FEHEIM, XTH—RS%,
ESP32-C3 Bluetooth LE & it Ay 18] 1Y) <srv_index> {H 25T ESP32-C3 Bluetooth LE A i 25 11 i)
<srv_index> {f + 2. Bil4n_FiR RGP IR S 0XA002, 4 7i#E ESP32-C3 Bluetooth LE 7% F it ¥
1) 3 Y <srv_index> o4 3, UNAH-FFE ESP32-C3 Bluetooth LE fi% i i i3 AT+BLEGATTSSRV ? f5%>
i), W) <srv_index> A 1,

9. ESP32-C3 Bluetooth LE & F i & PR (H .

AT+BLEGATTCCHAR=0, 3
T

+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "desc", 0,
+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "desc", 0
+BLEGATTCCHAR: "char", 0
+BLEGATTCCHAR: "desc", 0
+BLEGATTCCHAR: "char", 0
+BLEGATTCCHAR: "desc", 0
+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "char", 0,
0
0
0
0
0

3,1,0xC300, 0x02
3,1,1,0x2901

3,2,0xC301, 0x02
3,2,1,0x2901

3,3,0xC302, 0x08
3,3,1,0x2901

,3,4,0xC303,0x04
,3,4,1,0x2901
3,5
3,6
3,6
3,7
3,7
3,8
3,8

14
14
’

r2r

I4
rYr2r

r2r

,0xC304,0x08
,0xC305,0x10
,1,0x2902
,0xC306,0x20
,1,0x2902
,0xC307,0x02
,1,0x2901

’

14

+BLEGATTCCHAR: "desc",
+BLEGATTCCHAR: "char",
+BLEGATTCCHAR: "desc",
+BLEGATTCCHAR: "char",
+BLEGATTCCHAR: "desc",

r2r

r2r
r2r
r2r

r2r

OK

10. ESP32-C3 Bluetooth LE %% P32 it —NMEHE (A .«
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iy
AT+BLEGATTCRD=0, 3, 1
Mg |3«

+BLEGATTCRD:0,1,0

OK

ALK
o TR HARFRIE (R0 0 BEAT A PR
* N5 ESP32-C3 Bluetooth LE % i 152 BUASRAIE 3, ESP32-C3 Bluetooth LE JR 55 i | s #2275
+READ:0,"7c:df:al:b3:8d:de",
11. ESP32-C3 Bluetooth LE & F i 5 —ANEHF(H .

’AT+BLEGATTCWR:O,3,3,,2 ‘

Nl . <

E |

P > FOR AT WER TR DU 8Os, BER T DU A B, S50 KRB B8 <length> [
fEE, TS AERIE.

[o |
LR
o 4] % ESP32-C3 Bluetooth LE % J7 it 5 45 4 i i 45 )% 3, ESP32-C3 Bluetooth LE JIf % it

N & /R +WRITE:<conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>,<value>,

12. Indicate —/MEFAF{H .
ESP32-C3 Bluetooth LE % 3 :

’AT+BLEGATTCWR:O, 3,7,1,2 ‘

Wi K7 -

> |
5 > Fon AT ER PRI D8, BEBTETT DA A B . 48 KZ A8 S8 <length> 1Y
fHI, PATE ABRAE.

b T 2k ESP32-C3 Bluetooth LE I 45 & 1% 13 SR i BEE (33 notify HRE#H indicate FRK),
ESP32-C3 Bluetooth LE % i 75 ZHE Hi A AR 55 i M. X T notify 2, FFE 5 A(H 0x0001,
XF indicate R, FEBAH 0x0002, FEAFIHEA 0x0002 Kffi[f] indicate H.

OK ‘

AR
o N5 ESP32-C3 Bluetooth LE % i B4R AE H A 445 3, ESP32-C3 Bluetooth LE JR 4% i | &
PR +WRITE: <conn_index>, <srv_index>, <char_index>, <desc_index>,<len>,
<value>,

ESP32-C3 Bluetooth LE % 45 i :

’AT+BLEGATTSIND=O, 1,7,3 ‘

N . :

FFE > FOR AT MER IR T8, el DU A B, 450 KRB B8 <length> [
R, W47 indicate #21E.
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OK

i
» N5 ESP32-C3 Bluetooth LE % 4221k 3| indication, N £4& 7~ + INDICATE : <conn_index>,
<srv_index>, <char_index>, <len>, <value>,
o XFT[A—R%:, ESP32-C3 Bluetooth LE % i) <srv_index> {H %% T ESP32-C3 Bluetooth LE Jiit
Fri ) <srv_index> {H + 2, X EIEFNE.
o NPT IRSS HARRERIA IR, SRS SO e T B SR HIE TR 5.

4.2.3 Bluetooth LE JJ}t 55 3% 5 IR 55 FAEA

AR 7 31 [ IR g e ESP32-C3 JF%#ft, Horp—3eff= )y Bluetooth LE 453 (44 Bluetooth LE fii 55
), 73—HR{EA Bluetooth LE % /3 (474 Bluetooth LE 2 Ui (4 ) o 53X 1 &R 17 1 i it
37 Bluetooth LE #4%, DA KR S5 335 MR A5 AR ALE AR i B B, notify 95 FFAE(H -

g IRl ESP32-C3 Bluetooth LE k&5 umH L #EA/E H 22 3¢E ESP32-C3 Bluetooth LE iR 4%
MHFTFRITT, PLESP32-C3 Bluetooth LE & F1TF kit #:4FE N 3 Ei4E ESP32-C3 Bluetooth LE & F1
S AT R AT

1. #1454k Bluetooth LE IfjfE.
ESP32-C3 Bluetooth LE A 453 :

S

’AT+BLEINIT:2

M .

’OK

ESP32-C3 Bluetooth LE % i :

’AT+BLEINIT=1

M B ©

’OK

2. ESP32-C3 Bluetooth LE fl 45 i 61| 23 il 55 .
s

’AT+BLEGATTSSRVCRE

M B -

’OK

3. ESP32-C3 Bluetooth LE iR % e iR % -

’AT+BLEGATTSSRVSTART

i B -

’OK

4. ESP32-C3 i °F LE %5 #$ 3K BUH: MAC #idit
i

’AT+BLEADDR?

i B -
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+BLEADDR:"24:0a:c4:d6:e4:46"
OK

Ui :
o EAEIRHAE AT R S _ Bk B P R, IO R R, R AR HE .
5. 3% ® Bluetooth LE )&%k

’AT+BLEADVDATA="020106OAO9457370726573736966030302AO"

N 3. :

’OK

6. ESP32-C3 Bluetooth LE R 45 i 15) 4%
EZs

’AT+BLEADVSTART

N . :

’OK

7. ESP32-C3 Bluetooth LE % i | AR % .
A

’AT+BLEGATTSSRVCRE

N Y. :

’OK

8. ESP32-C3 Bluetooth LE & F1 i FF IR 45
A

’AT+BLEGATTSSRVSTART

i B«

’OK

9. ESP32-C3 Bluetooth LE % Jii 3Bl Bluetooth LE #iidil-,

’AT+BLEADDR?

i B <

+BLEADDR:"24:0a:c4:03:a7:4e"
OK

AR
o A E AL RT RS Bk m N AR O], SRl RS IR 2 A E .
10. ESP32-C3 Bluetooth LE & P 4a 434, #54: 3 #5.
i

AT+BLESCAN=1, 3

iy B«

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df74d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

i
o MRS ATRE S ik W o AR ] .
11. 757 the Bluetooth LE 3%,

Espressif Systems 183 Release v2.3.0.0-esp32¢3-74-g6c52fcd
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 4. AT #y2 R

ESP32-C3 Bluetooth LE % i :
o

AT+BLECONN=0,"24:0a:c4:d6:ed:46"

Mg |3«

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

i :
o HiA _biabharAEr, 1E R % ESP Bluetooth LE i 5% itk .
o Y15 Bluetooth LE #E8: 3, W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15 Bluetooth LE £ K, N&$i/R +BLECONN: 0, -1,

ESP32-C3 Bluetooth LE H 45 i :

AT+BLECONN=0,"24:0a:c4:03:a7:4e"

We 3 =

+BLECONN:0,"24:0a:c4:03:a7:4e"

OK

B
o A iR, 15 A #51 ESP Bluetooth LE % F i Hidil: o
o 40 % Bluetooth LE % 82 i T, W &4 /8 0K, A< /8 +BLECONN:O,
"24:0a:c4:03:a7:4e,
o IR Bluetooth LE #E#24, N4 /8 ERROR, Aofi/R +BLECONN:0, -1,

1. ESP32-C3 Bluetooth LE & F it £ i) A< H1 R 45 .

AT+BLEGATTSSRV?

M . :

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

. ESP32-C3 Bluetooth LE % Fifis % B A HuAHAE o

AT+BLEGATTSCHAR?

Mg |3«

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char",1,3,0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR:"desc",1,4,1,0x2901
+BLEGATTSCHAR: "char", 1,5, 0xC304,0x08
+BLEGATTSCHAR: "char", 1,6, 0xC305,0x10
+BLEGATTSCHAR:"desc",1,6,1,0x2902
+BLEGATTSCHAR: "char", 1,7, 0xC306,0x20

Q)
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+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901
OK

3. ESP32-C3 Bluetooth LE fI}t 45 3 & I % i I 45«
i
AR~ -

AT+BLEGATTCPRIMSRV=0

i B <

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0,2,0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

Vi :
« ESP32-C3 Bluetooth LE fIf 45 3 25 1 IR 45 145 5, b ESP32-C3 Bluetooth LE % 125111 IR 4514 435
LW BRARS (UUID: 0x1800 F1 0x1801) . 1EH AN, T [A—Mk45, ESP32-C3 Bluetooth
LE AR % im 2 ih) i) <srv_index> {H4%:T ESP32-C3 Bluetooth LE 7% i 25 1) Y <srv_index> {H + 2,
man, FaRRFIPEIARS 0xA002, 24 HiTE ESP32-C3 Bluetooth LE g 55 i 2514 2] F{ <srv_index>
> 3, UnHAE ESP32-C3 Bluetooth LE AR 45 il 1 AT+ BLEGATTSSRV ? £y 425 14], N <srv_index>
K1,
4. ESP32-C3 Bluetooth LE J[7 45 1 % P 44
e

AT+BLEGATTCCHAR=0, 3

i B -

+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "desc™", 0,
+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "desc", 0,
+BLEGATTCCHAR: "char™", 0,
+BLEGATTCCHAR: "desc", 0, ,1,0x2901

+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04

3,1,0xC300, 0x02
3,1
3,2
3,2
3,3
3,3
3,4
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
3,5
3,6
3,6
3,7
3,7
3,8
3,8

,1,0x2901
,0xC301, 0x02
,1,0x2901
,0xC302,0x08

14
4
’
14
’

’

+BLEGATTCCHAR: "char", 0, , 0xC304,0x08
+BLEGATTCCHAR: "char", 0, ,0xC305,0x10
+BLEGATTCCHAR: "desc", 0, ,1,0x2902
+BLEGATTCCHAR: "char", 0, , 0xC306,0x20
+BLEGATTCCHAR: "desc", 0, ,1,0x2902
+BLEGATTCCHAR: "char", O, ,0xC307,0x02
+BLEGATTCCHAR: "desc", 0, ,1,0x2901

’
14
’
’
14
’

’

OK

5. ESP32-C3 Bluetooth LE % i 15 B IR 45 - A
VEPE L FF S ERI IS FHE (characteristic) 1 B RS FHIE(E -

iy

AT+BLEGATTSSETATTR=1,8,,1

N o, :
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E |
Zs
(A e |
M 3. :
E

6. ESP32-C3 Bluetooth LE flz 55 ifit B2 R 55 SR AE1H .
EZs

’AT-FBLEGATTCRD:O, 3,8,
i R«

+BLEGATTCRD:0,1, 9

OK

7. ESP32-C3 Bluetooth LE JIf 45 5 I 45 A1 o
bz SRR (0] & h R PN L

’AT+BLEGATTCWR=O, 3,6,1,2

Mg [

’OK

i -
o 15 Bluetooth LE [l 4535 5 IR 45 4 E(E 3 5, Bluetooth LE & P M & 32 78 +WRITE: 0, 1,
6,1,2,12,
8. ESP32-C3 Bluetooth LE % /3 notify i 4 -E(E

’AT+BLEGATTSNTFY=O, 1,6,10

N . :

’§A ©t1234567890°° 10 PNFET

’OK

LK
* I3 ESP32-C3 Bluetooth LE & Fifii notify i 55 RFE{E 25 Ak 55 i i1, Bluetooth LE % 45 i | £
/N +NOTIFY:0,3,6,10,1234567890,

4.2.4 Bluetooth LE Y%

PATR 75 ] Bt B Wi i ESP32-C3 FF &t HoH—3efE A Bluetooth LE 2453w ( HLAE A Bluetooth LE 255
B 62), 55—Bef )y Bluctooth LE % i (FUE% Bluetooth LE % P12 (). A7 R 1 /8 FENIS:
Bluetooth LE %,

Espressif Systems 186 Release v2.3.0.0-esp32¢3-74-g6c52fcd
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 4. AT #y2 R

P

o JEDANFAHBEFPL ESP32-C3 Bluetooth LE k&G umH L0 #AVE H 2224 ESP32-C3 Bluetooth LE
AR 45 A TRIT], PAESP32-C3 Bluetooth LE & FUlFfSkiy#EfE N 25 3iYE ESP32-C3 Bluetooth
LE & A7 RIWT

o SN BRI FE RS . 90 H2 N B R AR AT T — NI RE .

» ESP-AT 2 FLiF40E 10 Mk .

1. #1444k Bluetooth LE TfHE.
ESP32-C3 Bluetooth LE JIjt %3 :

iy

’AT+BLEINIT=2

Mg 3«

[ox

ESP32-C3 Bluetooth LE % i :
LS

’AT+BLEINIT=1

i B«

’OK

2. ESP32-C3 Bluetooth LE fiz 45 i35 B Bluetooth LE il .
s

’AT+BLEADDR?

i R«

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

Ui :
o MBI HAE AT e S B B R BRI, IO R R, R IR  HE .
3. ESP32-C3 Bluetooth LE Jilt 45 il i3 AR 45
s

’AT+BLEGATTSSRVCRE

i B -

[ox

4. ESP32-C3 Bluetooth LE Ak 45 i H /5 IR 45 -

’AT+BLEGATTSSRVSTART

N . :

’OK

5. ESP32-C3 Bluetooth LE JIj 45 it % JJIR 2 -4 .
i

’AT+BLEGATTSCHAR?

T

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901

Q)
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2 ko)
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char",1,3,0xC302, 0x08
+BLEGATTSCHAR: "desc", 1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char", 1,5, 0xC304, 0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char", 1,7, 0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02
+BLEGATTSCHAR: "desc", 1,8,1,0x2901
+BLEGATTSCHAR: "char", 2,1, 0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901
OK

. ESP32-C3 Bluetooth LE it 45 i FF 44 4%, 2 J5 ESP32-C3 Bluetooth LE % P FE UG 4 HA%4E: 3

o,

ESP32-C3 Bluetooth LE [ 45 -

’AT+BLEADVSTART

N . :

’OK

ESP32-C3 Bluetooth LE % i :

o

’AT+BLESCAN=1,3

i B«

OK

+BLESCAN:"5b:3b:6c:51:90
+BLESCAN:"c4:5b:be:93:ec
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

:49",-87,02011a020a0c0af£4c001005071c3024dc, , 1
:66",-84,0201060303111809095647543147572d58020a03,,0

PEHA:

© IG5 AR PR L

. 737 Bluetooth LE #3%,
ESP32-C3 Bluetooth LE % i :

AN A -
e

AT+BLECONN=0,"24:0a:c4:d6:ed:46"

M B -

OK

+BLECONN:0, "24:0a:c4:d6:ed:406"

K

o f A _Eibdarmy, 360 ) ESP Bluetooth LE iz 45 st .

o Y15 Bluetooth LE #E3: 3, W43 /R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15 Bluetooth LE #E#: K, W44 /8 +BLECONN: 0, -1,

8. ESP32-C3 Bluetooth LE & Pt % PR 55
A
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AT+BLEGATTCPRIMSRV=0

N . :

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0,2,0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

Vi :
» ESP32-C3 Bluetooth LE & i 2r ] kR 55 45 5, H ESP32-C3 Bluetooth LE fiZ P2 i Ak 45 14
ZE B Z PN ERANRS: (UUID: 0x1800 1 0x1801) , X & EHEM4 . IERW, X1 F—R5%,
ESP32-C3 Bluetooth LE & it A if 1) <srv_index> B 45T ESP32-C3 Bluetooth LE I i 25 i 1)
<srv_index> {H + 2. Bla0_FiAR B HIAR S 0xA002, 4 HifE ESP32-C3 Bluetooth LE % i 2%
2| ) <srv_index> A 3, WI5RAE ESP32-C3 Bluetooth LE [l F'iigi# i3 AT+ BLEGATTSSRV ? iy %>

2], N <srv_index> 4 1,
9. ESP32-C3 Bluetooth LE % Pt % FUASEE .

AT+BLEGATTCCHAR=0, 3

Mg .«

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0,3, 3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

10. REMHZESH ., &E auth_req iy SC_MITM_BOND, HR4 il iocap S KeyboardOnly, %)
Wil iocap SN KeyboardDisplay, key_size i 16, init_key N 3, rsp_key N 3.
ESP32-C3 Bluetooth LE [ 45 :

’AT+BLESECPARAM213,2,16,3,3

i [ <

’OK

ESP32-C3 Bluetooth LE % i :

(=
’AT+BLESECPARAM=13, 4,16,3,3
iy B«
[ox
PLH:
. gl%% 1, ESP32-C3 Bluetooth LE fii 55 i AFCXS 5, ESP32-C3 Bluetooth LE % /ity f 75 it
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e BESP-AT % #f Legacy Pairing fil Secure Connections BFEZ X, HEEEEER
SIS . IR Sfi 7 #F Secure Connections, NM|£KJf Secure Connections
I,

11. ESP32-C3 Bluetooth LE % Fif: % i i 2545 3K .
A

’AT+BLEENC:O,3

Wi K7 -

[ox |
AR
IR ESP32-C3 Bluetooth LE R 4% i il B 42U B #5453k, ESP32-C3 Bluetooth LE AR 45 i W) £x 32 7~
+BLESECREQ: 0,
12. ESP32-C3 Bluetooth LE JIf 45 5 i 7 it 5 3K .
g
’ AT+BLEENCRSP=0, 1 ‘
Mg |3
’ OK ‘
BiH
* YN ESP32-C3 Bluetooth LE 2 i A B I B lE % s, ] ESP32-C3 Bluetooth LE 2% i - £
FEHE—AS 6 AL BT o
o JEAHH, ESP32-C3 Bluetooth LE & i U] 252 7% +BLESECNTFYKEY: 0, 793718, %75

°h 793718,

13. ESP32-C3 Bluetooth LE % 3k 1] 42 it % .
iR

’AT+BLEKEYREPLY:O,793718 ‘

Wi K7 -
[ox |
PATXAm A2 )G, 1E ESP32-C3 Bluetooth LE iR 453 A1l ESP32-C3 Bluetooth LE % i &g — S8 5%

VARSI,
ESP32-C3 Bluetooth LE J 453 :

+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLEAUTHCMPL:O0,

ESP32-C3 Bluetooth LE % i :

6

2

o oo oo
~ 0~ S~ S
N W e

+BLESECNTFYKEY:0, 793718
+BLESECKEYTYPE: 0, 2
+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0, 1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0, 0

A DAZBE DA +BLESECKEYTYPE J13k{E B.. {5 E +BLEAUTHCMPL: 0, 0 W — 4S5k 0 %
IRMEE T, h 1 FR IR

4.2.5 WA~ ESP32-C3 JF kM2l SPP #:4%, LLMKAE UART-Bluetooth LE i& {415
EML RS e

PAR 7~ 5 [ B (s B ESP32-C3 &z, Hh—3eE A Bluetooth LE 2453w (S 4E A Bluetooth LE iz 45
mmfA), J3—HAEH Bluetooth LE % i (L AE Bluetooth LE % Pl i €6,) o iX A1 J@oR 1 W anfu] g
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S7. Bluetooth LE #%42%, DA 73715 {% i & Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE % {& 45
it) o

T AR FPLESP32-C3 Bluetooth LE JR&FimH kg #/E H 3224 ESP32-C3 Bluetooth LE
R4 ATEI A, DA ESP32-C3 Bluetooth LE %Ik #fE H 34 ESP32-C3 Bluetooth LE
& P AT RIA] .

1. #1414k Bluetooth LE ZfjfE.
ESP32-C3 Bluetooth LE [ %5 :

’AT+BLEINIT:2

Mg K7 -

’OK

ESP32-C3 Bluetooth LE % F1jis
s

’AT+BLEINIT=1

N . :

’OK

2. ESP32-C3 Bluetooth LE fI 45 561 23 il 55 .
s

’AT+BLEGATTSSRVCRE

Wi K7 -

’OK

3. ESP32-C3 Bluetooth LE J} 45 35 AR 45
i

’AT+BLEGATTSSRVSTART

iy B«

’OK

4. ESP32-C3 ¥ 4% LE R %282k B H MAC #ihl .

’AT+BLEADDR?

Wi K7 -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

Ui :
o EABEIRHAE AT R S _ Bk B R BRI, O R R, R R ER h HE .
5. 3% Bluetooth LE )&%k

fir s

’AT+BLEADVDATA=“020106OAO9457370726573736966030302AO"

Wi

’ox

6. ESP32-C3 Bluetooth LE R4 v H 18 45 .
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’AT+BLEADVSTART

N . :

’ox

7. ESP32-C3 Bluetooth LE %% i R a4, 542 3 #b.

’AT+BLESCAN=1,3

i B -

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

L
o MRS R AT RE S bk W o AR ] .
8. 757 the Bluetooth LE %3,
ESP32-C3 Bluetooth LE & i :

AT+BLECONN=0, "24:0a:c4:d6:e4:46"

i B«

+BLECONN:0, "24:0a:c4:d6:ed:46"

OK

L
o WA ke AR, 156 &%) ESP Bluetooth LE iz 55 ittt .
o YN Bluetooth LE #2553, N4s3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15% Bluetooth LE &8, W44 /8 +BLECONN: 0, —1,
9. ESP32-C3 Bluetooth LE Ji} 45 i 25 1 IR 45
A

AT+BLEGATTSSRV?

i B <

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

10. ESP32-C3 Bluetooth LE ft 45 5t % PUAHE .
e

AT+BLEGATTSCHAR?

M 3. :

+BLEGATTSCHAR:"char", 1,1, 0xC300,0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR:"char", 1,4, 0xC303,0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305, 0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902

Q)
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+BLEGATTSCHAR: "char", 1,7, 0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02
+BLEGATTSCHAR: "desc", 1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

11. ESP32-C3 Bluetooth LE % F i % AR 55 .
s

AT+BLEGATTCPRIMSRV=0

M .

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

i :

* ESP32-C3 Bluetooth LE % P £ if] iR 55 (1) 45 5%, b ESP32-C3 Bluetooth LE Al F 3 25 1 iz 55 1)
FERZ AN RS (UUID: 0x1800 F1 0x1801) , X 2IEHI 4. R, X+ F—K%,
ESP32-C3 Bluetooth LE & it A 1A 1) <srv_index> {45 T ESP32-C3 Bluetooth LE IR i 25 i 1)
<srv_index> {f + 2. 40, FiRRGIFEIIRS 0xA002, 43i7E ESP32-C3 Bluetooth LE % i
I EN [ <srv_index> 4 3, WERAE ESP32-C3 Bluetooth LE R i@ 5 AT+BLEGATTSSRV? fiy
A5, N <srv_index> K 1.

12. ESP32-C3 Bluetooth LE % F3ik % PUAEFAE

AT+BLEGATTCCHAR=0, 3

M B -

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR:"desc",0,3,1,1,0x2901
+BLEGATTCCHAR:"char",0,3,2,0xC301,0x02

+BLEGATTCCHAR: "desc",0,3,2
+BLEGATTCCHAR: "char",0,3,3
+BLEGATTCCHAR: "desc",0,3,3
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305, 0x10

3,6

3,7

3,7

3,8

3,8

,1,0x2901
, 0xC302,0x08
,1,0x2901

’
14

4

+BLEGATTCCHAR: "desc", O, ,1,0x2902
+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "desc", 0O,
+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "desc", 0,

’

,7,0xC306,0x20
,1,0x2902

, 0xC307,0x02
1

,0x2901

’
’

rCr

OK

13. ESP32-C3 Bluetooth LE % i it & Bluetooth LE SPP,
VEPE L FF S HAENI IR S HFE (characteristic) 1B A5 M IA K iEEHE, E8F L EF notify B3 indicate 1)
characteristic 1E 43238 E AR
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’AT+BLESPPCFG=1,3,5,3,7 ‘
i B«
Lox |
14. ESP32-C3 Bluetooth LE % Fiii{i#i §€ Bluetooth LE SPP.,

’AT+BLESPP
M B -

OK

>
idmg Y Ros AT 243k A Bluetooth LE SPP 52X, ] DAHFA TR 1) A R F2 0K .
AE

* ESP32-C3 Bluetooth LE & '3 JF J& Bluetooth LE SPP &L #5550 )5, H KB AR S E T

Bluetooth LE {£ % %] ESP32-C3 Bluetooth LE R %53t .

15. ESP32-C3 Bluetooth LE k4535 HC & Bluetooth LE SPP.,
Ve 7 15 notify 5{ 3 indicate [1§) characteristic /5818 & iE8HE, EF LIS EVEN characteristic
VE Ry il i S g -

e
’AT+BLESPPCFG=1,1,7,1,5 ‘
N . :
[ox |

16. ESP32-C3 Bluetooth LE filz 45 i fdi fi¢ Bluetooth LE SPP.,

’AT+BLESPP ‘
M .

OK

>

akmy s AT B4 A Bluetooth LE SPP A5, 0] PASEA TR 1) A& 26 FIHEUR .
AR
« ESP32-C3 Bluetooth LE fI}t F13# Jf & Bluetooth LE SPP &£ i 5, H 1 0 8] il B4 £ i 1
Bluetooth LE {£#j %] ESP32-C3 Bluetooth LE & Fiifi .
o 15 ESP32-C3 Bluetooth LE & P 54 45FF i Bluetooth LE SPP %44, mk i FH Hofth 5451
K Bluetooth LE % g, W] ESP32-C3 Bluetooth LE & i a2 42 TT )5 il Notify 5§ 2 Indicate
B4, ESP32-C3 Bluetooth LE % P i 5k JF 2 % £ , W 468 | AT+ BLEGATTCWR=0,3,7,1,1
FF i, ESP32-C3 Bluetooth LE [z 55 i 4 HE B{E) S I ZE A%
o X —fR 4%, ESP32-C3 Bluetooth LE % i i1t <srv_index> {E 25T ESP32-C3 Bluetooth LE fii
S5 uH) <srv_index> {H + 2, XEIEHEIS.

4.2.6 ESP32-C3 5FHL& . SPP ¥E8:, ULJ2Ar UART-Bluetooth LE BE L BSR4
L&

RGN T WTHE ESP32-C3 JF et (U A ARIIFEEE T IR s e ) FIFAL (DUVE AR A %
P () Z RS SPP 384, PANMNA7E UART-Bluetooth LE (A3 A& i i -

FI: IR Pl ESP32-C3 Bluetooth LE ARSIk B #:/E HEETHE ESP32-C3 Bluetooth LE flk 45
U ATRIET, MDA Bluetooth LE % FlumH ki LR EAEFHLAGEE AR B s AT R AT .
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1. YEFHLin % Bluetooth LE i) F-, 4 nRF Connect (Android) #1 LightBlue (i0S).
2. WG4k Bluetooth LE TfjfE.
ESP32-C3 Bluetooth LE H 45 ifii:

’AT+BLEINIT=2

i B«

’OK

3. ESP32-C3 Bluetooth LE Jt 45 4 61 23 il 55 .
i

’AT+BLEGATTSSRVCRE

i B«

’OK

4. ESP32-C3 Bluetooth LE I & 3 FF IR % .
e

’AT+BLEGATTSSRVSTART

Nl B -

[ox

5. ESP32-C3 ¥ 7" LE R 55 s KB H: MAC ik

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

i :
o EAEIRHAE AT R S _ Bk B P BRI, O R R, R AR HE .
6. 1% B Bluetooth LE ) #&4# ,

iy

’AT+BLEADVDATA:"O20106OAO9457370726573736966030302AO"

Mg K7 -

’OK

7. ESP32-C3 Bluetooth LE 45 i 145 4% .
i

’AT+BLEADVSTART

M B -

’OK

8. {7 Bluetooth LE %,
FHLHT I+ oRF 33 By T, I+ 47 JF SCAN I 45 £ 4, 4L F| ESP32-C3 Bluetooth LE JIz 5% i [
MAC Hihil, 5 CONNECT ¥E47#E#:. M ESP32-C3 it iV % £ 3T BI 25 bl T +BLECONN: 0,
"60:51:42:fe:98:aa" By log, XF/RE L HET T Bluetooth LE j£#2,

9. ESP32-C3 Bluetooth LE fI %5 i 2r i IR 55
g

AT+BLEGATTSSRV?

M B -
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OK

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

10. ESP32-C3 Bluetooth LE I} 45 i % AL .

11.

12.

13.

14. ESP32-C3 Bluetooth LE [ 43 {#i §€ Bluetooth LE SPP,

i
AT+BLEGATTSCHAR?

i . <
+BLEGATTSCHAR:"char", 1,1, 0xC300,0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR:"desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303,0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305,0x10
+BLEGATTSCHAR: "desc", 1,6, 1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char", 2,1, 0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

Bluetooth LE % Fii % PR 55
BEEHEF-HL nRF PR B0 T2 i S UUID: 0xA002 1) UnKnown Service,
FHL nRF JEA BT % 7 im & PUFFAE .
B EEFHL nRF VIR B F% P iR UUID: 0xA002 Y UnKnown Service R4S N —Zakdil ik
151l; Properties 24 NOTIFY 5(# INDICATE AR 5545 AE A M40 (33X B ESP-AT ®RiA Properties 4

NOTIFY 3% INDICATE fi I} 455 4F 42 0xC305 F1 0xC306) ,

INDICATE (% IR 45 -1 o

ESP32-C3 Bluetooth LE iR 453 id & Bluetooth LE SPP,
Ve 37+ notify {3 indicate [1Y) characteristic /£ k5 i

VE R T R o

s

JF4& i Properties “& NOTIFY B3

1B R IRE s, BERE SR B HAER) characteristic

’AT+BLESPPCFG=1, 1,7,1,5

i B -

’OK

s

’AT+BLESPP

Mg |3«

OK

>

EiRm R FEos AT B 433 A Bluetooth LE SPP i3\, B DA

15. Bluetooth LE % Fiii & 12X B

PR S A FIH L
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16 nRF R B T % g e 0xC304 AR SH4E(E K 5 53R test 45 ESP32-C3 Bluetooth LE fli 453 ,
BtH} ESP32-C3 Bluetooth LE iR 45 3 Al DAL E test .,

16. ESP32-C3 Bluetooth LE I %3t % 16 50
J£ ESP32-C3 Bluetooth LE iR & i HB: & 1% test, AT nRE JER BT il AKE] test.

43 MOQTT AT 7534

ASCHS B BR AR ESP 045 1T MOTT AT 44 % i B TEAIR B -

F TCP t MOTT %35 (&% AMet) 3 MOTT X32) (il FHIE5 V)

T TLS 4 MOTT #£4% (%% A3l MOTT R32)

2
AT TCP #h MOTT 3% (%% AMut)sk MOTT K32) (&R TH#EFS)
%
AT WSS 69 MQTT % 3%

B ORI RO TR TR T Wi-Fi AT .

4.3.1 JET TCP Iy MQTT &4 (ifs ZA AN MQTT {R81) (GG T Hidhi )
PATR 7GR (W ESP32-C3 JF %, Horp—3effo MQTT %eAfis (FUh MQTT %Al fth), 7
—HfEH MQTT 758 (U MQTT 1T # ().

NG T A BT TCP 4 MQTT %4, 1 /eETHEA & — 4 MQTT LB, ik MQTT fLEERY
IP #bdlh 192.168.3.102, ufd4 8883,

% PIRFPAESP32-C3 MOTT A& T ki A T3 2AE ESP32-C3 MQTT %Afi & i dhATEI Wl , DA
ESP32-C3 MOTT ] & IT LAY #RAE LT ZAE ESP32-C3 MQTT 1] B AT Il o SRRV RS AT 31
FUTEMR s, U5 BEAE R AT 2 B AN 1T B S AT -

1. E MQTT i P g .
ESP32-C3 MQTT %7
s

’AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

iy B«

[ox |
ESP32-C3 MQTT i] %

i

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""
iy R«
[ox |

2. 4% MQTT LR
s

’AT+MQTTCONN=O,"192.168.3.102",8883,1 ‘

iy B«
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+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK
AR
o EEIAR MQTT B4 5 MQTT U3 IP Hudik vl g 5 _Fikfr & Al o
3. 1T MQTT F /.,
ESP32-C3 MQTT ] [
A

’Z—\T+MQTTSUB:O, "topic", 1 ‘

Wi K7 -

[ox |

4. ZATMQTT M E (FAFH).
ESP32-C3 MQTT %A%
i

’AT+MQTTPUB=O,"topic","test“,l,O ‘
W
[ox |

B -
* HI3R ESP32-C3 MQTT %A M AAIHE, AN EERF &1 ESP32-C3 MQTT 1] & B /i .

’+MQTTSUBRECV:O,"topic“,4,test ‘

5. KM MQTT 442,

iy
’ AT+MQTTCLEAN=0 ‘
Mg |3«

[ox |

432 JET TCP i) MQTT &2 (lG¥AMAIE MQTT 1RB!) (W& Edis%)
PAR 7 B[] i i F Wk ESP32-C3 JF Jeff, Horr—Bffo MQTT %A (N MQTT RAiE ), 7
—BfE MQTT 4T g (AU MQTT T & M ).

NI T A BT TCP A8 MQTT %4 . 1 eBTHREAE — A MQTT /A3, {Ri%x MQTT 3Ry
IP #bhlh 192.168.3.102, B4 8883,

WMREEMHEENEIEEMENK L, CEBEE T B AT 82K B EME 256, MR DL
JAT+MQTTPUBRAW 14>,

% SIRFPAESP32-C3 MOTT A& T ki A T3 2AE ESP32-C3 MQTT %Afi & i dhATEI Ml , DA
ESP32-C3 MOTT ] & IT A #RAE LT 2AE ESP32-C3 MQTT 1] ja AT Il o SRR AR AT 31
FUTEMR s, DG B R AT 2 B AN T B s AT o

1. WE MQTT i P E .
ESP32-C3 MQTT %7

AT+MQTTUSERCFG=0, 1, "publisher", "espressif","123456789",0,0,""
iy B«
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’OK

ESP32-C3 MQTT ] 4% :
A

’AT+MQTTUSERCFG:O,1,"subscriber","espressif","123456789",0,0,""

M .

[ox

2. HE#E MQTT LI,

’AT+MQTTCONN:O,"192.168.3.102",8883,1

i . <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

Vi :
o s AR MQTT B4 5 MQTT fUHE IP Hudik il RE 5 _Fiddn & Hr AR ] o
3. 9T/ MQTT =8,
ESP32-C3 MQTT i] %
s

’AT+MQTTSUB=O,"topiC",1

i . <

’OK

4. KA MQTT JH S (7458 )
B AR B AT TH R RIS, BN 427 7Y

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

ESP32-C3 MQTT %#i#:
i

AT+MQTTPUBRAW=0, "topic", 427,0,0

N . :

OK

>

b R AT CHER OB AT R, T DA AN, 24 AT S0 i it KRk 3
<length> 5, HHatehiitin.

+MQTTPUB : OK

PEHA:
o ATHH > TG Bn P IRR AT TG S SO AT TR L, AT AR T4 % (CR-LF).
* 4N ESP32-C3 MQTT %A H M AAIHE , A MEERF &4 ESP32-C3 MQTT 1] [ & lindl /i -

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—~CN;g=0.8,zh;g=0.7", "Content-Length": "O", "Host": "httpbin.org","Origin":
="nttp://nttpbin.org", "Referer": "Nttp://NtTtPbin.org/ ", "USSer-AJEeNnt " jiAk5:)
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
Chrome/91 . 0.4472 114 Safari/537 36" "X-Amzn-Trace=Id": "Root=1-615058le=
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(S B0
! )
5. KM MQTT 4%

iy
’AT+MQTTCLEAN=O
Mg .«

[ox |

433 JLT TLS iy MQTT %4 (ifi 24 Hhfildt MQTT {R2H)
PA"R 7 B[] R W B ESP32-C3 JF Jcple, Mo — i MQTT %A (FUEN MQTT RAi ), )
— P2 MQTT i % (AUERN MQTT il & M ).

NI T A BT TLS A MQTT 8. 15 e i 28— 74 MQTT {3, f&ik MQTT I
IP ikl 192.168.3.102, 11k 8883,

¥ BHRFHPAESP32-C3 MOTT KANEIFLAHA: A A5 2AE ESP32-C3 MQTT AAfi & hinfhATHI Ml , DA
ESP32-C3 MOTT ] F&HITLAY#RAE TR 2AE ESP32-C3 MQTT 1] j & s A AT Bl Al o AR AR AT il
FUATFEMR S8 , D A R A 5 i AN 1T B S S AT

1. &KX FI SNTP R %48,

’AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com" ‘

i . <

[ox |
2. #¥if] SNTP Ha],
i

’AT+CIPSNTPTIME? ‘

i . :

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LR
o TRV SNTP 58 W g 5 _EaRma i i AN ]
* PR SNTP ] — & & E LA RUIE], ANBEZ 1970 4F K2 Fif i B[R]
o PEEINEZ A THE TLS IAER AR IS IEF 0 A %0 .
3. & MQTT HI gt
ESP32-C3 MQTT %7
s

’AT+MQTTUSERCFG:O,4,"publisher","espressif","123456789",0,0,""

M .

[ox |

ESP32-C3 MQTT ] % :
iy s

’AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789",0,0,""

M B -
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[ox |

4. B MQTT HE#J&1E-
iy

’AT+MQTTCONNCFG=0,0,0,"lwtt","lwtm",0,0 ‘

i B <

[ox |

5. JE#: MQTT B,

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘

i B -

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK
L
o A MQTT BRI 4 5 MQTT L3 IP Hudik il RE 5 ik & th A [
6. 177 MQTT 3=/,
ESP32-C3 MQTT ] % :
e
’Z—\T+MQTTSUB:O, "topic",1 ‘
M B -
[ox |
7. KA MQTT JHE (F4FH ).
ESP32-C3 MQTT %1%
e
’AT+MQTTPUB=O,"topic","test",l,O ‘
Mg |3«
[ox |
PiHH :
o 45 ESP32-C3 MQTT A Af# M AfAIHE , PATNMEERF&7E ESP32-C3 MQTT 17 [ i 7 «
’+MQTTSUBRECV:O,"topic",4,test ‘
8. XM MQTT #4% .
i
’ AT+MQTTCLEAN=0 ‘

i Y«

Lox |

4.3.4 LT WSS ity MQTT ¥E4%

AR RG] R P W B ESP32-C3 JF Actie, b —Hffoy MQTT %A (AEA MQTT AAiE M), 7
—BAEH MQTT 4T g (A4 MQTT T & ).

TR T A T WSS £1)78 MQTT #:4:., MQTT fCHi % test .mosquitto.org, 1% 8081
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% BERFPAESP32-C3 MOTT KANEIFLAHA: A A5 2AE ESP32-C3 MQTT AAfi & hinhATEI Wl , DA
ESP32-C3 MOTT ] & IT kM #RAE TR 24E ESP32-C3 MQTT 1] j s fhA T Il o SRR AR AT i i1
RIATFEMR st , D5 B R A 5 i AN 1T B S AT

1. B X SNTP R 45%s .

s

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com"

i B <

’OK

2. Z¥if) SNTP ],
e

’AT+CIPSNTPTIME?

i B -

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

AR
o TR SNTP 255 mT B85 Lk i i i R[]
o IR SNTP fifa]—E 2 B LA R R, ANEEE 1970 4F K 22 Hil Ay B 1R] o
o UEHTIEE R T AE TLS A GERHRIIE 5 A 3500 .
3. &'H MQTT H FE .
ESP32-C3 MQTT % #id
iRt

’AT+MQTTUSERCFG=O,7,“publisher","espressif","1234567890",0,0,""

M B -

[ox

ESP32-C3 MQTT i] %
s

’AT+MQTTUSERCFG:O,7,"subscriber","espressif","1234567890",0,0,""

i B <

’ox

4. R MQTT UL,

’AT+MQTTCONN=O,"test.mosquitto.org",8081,1

Mg |3

+MQTTCONNECTED:0, 7, "test .mosquitto.org","8081","/", 1

OK

iR
o fHI AR MQTT B4 5 MQTT 03 IP Hutik vl B 5 _Eik iy & A ]
5. 777 MQTT =45,
ESP32-C3 MQTT ] 4% :
e

AT+MQTTSUB=0, "topic", 1

M .
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[ox |

6. %:Ai MQTT 5 E. (54FH).
ESP32-C3 MQTT %41 :

’AT+MQTTPUB:O, "topic", "test",1,0 ‘

Nl <

[ox |
AR
* G2 ESP32-C3 MQTT A A& M A MIHE, ATEERF&AE ESP32-C3 MQTT 17 [ & it f /s «
’ +MQTTSUBRECV:0, "topic", 4, test ‘

7. KM MQTT .

’ AT+MQTTCLEAN=0 ‘

Nl <

[ox |

4.4 MQTT AT &E# znb

AT FEAN BB IATE L AT $59X 4 AWS 10T,

WP AU MQTT AT iy S MEEAIE ., WS FIMOTT AT & 4% . {855 ZLE 53 AWS ToT Jf
AR KAE AWS ToT.

TR IR PATN AP BR T ESP-AT 5451 ESP #1455 AWS IoT,

o M AWS IoT 3R B4 5 vA R endpoint

o & F] MOTT AT 443 F 30 GE ik 48 AWS IoT

4.4.1 J\ AWS IoT 3R HLIE 5 UL B2 endpoint
1. B AWS ToT #EH GikS, PAMNY % ToT Core services,
2. ¥ IR A AWS ToT %5 P RgUuL B AWS ToT 5l . S ANIES
AR E PAS DA N IE BRI S

* device.pem.crt (IX£FIEF)
« private.pem.key (FL5%47)
» Amazon-root-CA-1.pem (i CA JF5)

3. HRHESCRY 5L AR I, (endpoint) PAK 1 T ek 5 A 4 5 21 SR

v S AR Rl “xxx-ats.iot.us-east-2.amazonaws.com” ,

TR SRV AWS ToT JF RN R RS DA R R ARG v v B A — SR 2 A
© AWS IoT 5 Z T A DA AU FYRET . FPAY]. FMIRAES.
A RAMTEEEIE S .
o DB Z MIN (Ohio),
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4.4.2 I MQTT AT iy 2K T WU A IEEEE AWS ToT
PrfE 15
FIIPA ML ESP-AT TRE, JFPAATIn T #4E:

o ffiffl Amazon-root-CA-1.pem ##f customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
o ffiff] device.pem.crt ## customized_partitions/raw_data/mqtt_cert/mqtt_client.crt,
o ffi[f] private.pem.key #f customized_partitions/raw_data/mqtt_key/mqtt_client.key .

gaikpek AT 1T

4% ESP-AT 571 H DAFIAE AT [, FH45 1 (RR T B0 BSP B . R TIRE S5, 2 %% ESP-AT
T4,

M A A1 ESP-AT TREZ b, nl E M AT B E - eIl , BRES 4T 4
. PKT SH,

fEN] AT i 4 4% 2] AWS IoT

1. &8 Wi-Fi #3{4 station,
i

’AT+CWMODE=1

i B <

[ox

2. % AP,
i

’AT+CWJAP:<ssid>,<password>

N . :

[ox

3. & SNTP Server,
s

’AT+CIPSNTPCFG=1,8,"pool.ntp.org"

i B«

’OK

4. #¥if] SNTP Aifd],
s

’AT+CIPSNTPTIME?

i B ©

+CIPSNTPTIME:<asctime style time>
OK

AR
o JLHFERASH) <asctime style time> DAZE % B X A SERFERFIR] , 75 00 £ PR AAIE A 500 1 S B80E
2RI
5. BEE MQTT H P gk

s
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’AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""
N . :
[ox |
AR
o AT+MQTTUSERCFG H1%5 2%k 5, BIXUEHAGE, Ak,

6. 1EH: AWS IoT,

AT+MQTTCONN=0, "<endpoint>", 8883, 1
M B -

+MQTTCONNECTED:0, 5, <endpoint>, "8883","",1
OK

AR
o WAL <endpoint> Z:4 T IH S 43 <endpoint> {H .
o JLYATE I 8883,
7. AT FEH
’AT+MQTTSUB:O, "topic/esp32at", 1 ‘
M B -
[ox |
8. KAIHE.
’AT+MQTTPUB:O, "topic/esp32at","hello aws!",1,0 ‘

M B -

+MQTTSUBRECV:0, "topic/esp32at”",10,hello aws!

OK

ABIH &
IEHAH H&T:

1. ESP32 3 1 i
2. AWS 3 H b

4.5 Web Server AT 734

AT T A AT web server FI ], 29 AR LA 7 TH A R -

o A% W% Wi-Fi e 14

i, 25 AT
o AR X)W 3 AT OTA B 2R
& RS N2 S 4T Wi-Fi BRI
15 A Az AR 5 34T OTA B4R
ESP32-C3 1 A Captive Portal = %%,
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AT+CWMODE=1 " ~

OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED =

WIFI GOT IP

OK =

AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" = -

(o] o

AT+CIPSNTPTIME? == -

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 ~ -

OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =

OK =
AT+MOQTTCONN=0,"al08b8vmlg634g-ats.iot.us-east-2.amazonaws.com",8883,1 " ~
+MQTTCONNECTED:0,5,"a108b8vm1g634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -

OK =
+MQTTSUBRECV:0,"topic/esp32at".45,{
"message”: "Hello from AWS loT console”

O
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to toplc
I toplc/esp32at ®

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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TEfR: BOARY AT B EFFASTRF AT web server BYIIRE, T6Z7% Web ik -2 AT 4 ]R3 % II6E

4.5.1 EHRBLEN AT Wi-Fi fidik
wifr
ilid web server, FHLok PC nl DAL ESP Biar Y Wi-Fi S5 E . 00T LA FHLol B IR 5] ESP 5

AP, SE ISR TITRC R M 0T, R Wi-Fi LB R ik 4y ESP i, SA5 ESP AR IX T
EAR B ER B E i i o

Wikt

BATMRAE AT DA AR =2

o FL & &% 4% ESP 1% &
o A& R Y3 R A B A K

DGR AT S

MC e itk ESP Bedy  15E, N VIkPCMI A i ESP 4y, ESP B HACE M AP + STA Kz,
HRIE—4 WEB R 55 g2 F R MM E, RN AT 6340 F

L JEBRZ BIRIECRAE PR RRIECM AR, ATRER AR AR OR B 2 A B C L5 B AT 3-8 WEB fiik
S5 as oIk .

¢ Command

’AT+RESTORE

2. Fil’E ESP %454 Station + SoftAP 4,
¢ Command

’AT+CWMODE:3

3. iX'E SoftAP [y ssid Fil password (135 B ERIA 4 $E ssid A pos_softap, TCEEH) Wi-Fi) .,
¢ Command

’AT+CWSAP:"pos_softap","",11,0,3

4. (EREZ .

¢ Command

’AT+CIPMUX:1

5. Az web server, uflIl: 80, HRIEREWIE]: 25s (BRIASK N 605s),

¢ Command

’ AT+WEBSERVER=1, 80, 25

RJE, BN Eidar S8l web server J5, FTITRCM B Wi-Fi TEIZIIRE, 4% ESP 54511 AP:

YA A R B, FERC M #5132 8 ESP k455, RIW &3k HTTP 5K, BB A B s
FIfEE: (R, WIEARECA SRR M s VR R A AP, i, ansf i i AL 2] ESP (1) AP,
3% ?MT HUUEN ESP WA FHE ARG ) FEN 4% EP%J/\ web server ERIA [ TP it (ﬁﬂ%ﬂiuﬁ
ESP % #5 11 SoftAP IP #ihl, BRiAK 192.168.4.1, #0] PAiE T AT+CIPAP? 6y 425124 B 1Y SoftAP IP
hb), FTFFECIAE, G ABIERE I B AR ssid. password, sy “TFURECI” BRI AATHC K -
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WLAN &

FIF WLAN %z

pos_softap
B (R M)

)

B 12 b4 ESP AP

® 192.168.4.1 @

waiting config

FiaECH

Bl 20 30 BEARET T L I S
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FH PR AT DA S o B ) 0T I R SSID By AE A 7 B R HIHE, A F ESP BB T AP 51|35, &£ Hbr AP
iy A password J5, sy “HFLRECM” BIAT S 3L :

® 192.168.4.1 O

Wi-Fi Fl& U

FAST_FWR310_02 a
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: 0 BE I Wi-Fi AP 51| 2 7

MRS TR S5 R B R R

LW 1 BCROSIN G, MTORE E Sl P, AP AEARSE TR T, B EHT A ESP iRy IP ik, SEHTHTIOT
EEe

[ A, FEE DRl E S

+WEBSERVERRSP : 1 /7 RFEZBHELM

WIFI CONNECTED // NFIEAEERE

WIFI GOT IP /] YGRS 1P

+WEBSERVERRSP : 2 /7 AR TTSmICEI L R 45 5R, ERRTDARE WEB BYUR

PUES MR PR SEDIE R V
[, FEHR H iR R e R

+WEBSERVERRSP : 1 /) RFEFNLM , WHIGSEEZAIRI 12 WEE, McU Al AFEIENZ 55 IH
BUSESTITR, By, D0 e 2 g
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

== b 2|

connect OK

Vel 4 30T T I i 2
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@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

el 5 330 g e 1 2
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UL PR RR

BEA 1 N T RN B R IE R . KA ESP AEELY) Wi-Fi AP 25 IERIITE, PAK AP f{AH
KELE, HHIAC LM AL AT @2 B3 S web server,

4.5.2 fEHM%E 2T OTA WIETH4%
Wi
WS ERFTHF web server (I TL )5, FILARESEIEA OTA FHF T, 384T W T ESP ARHeE4 7 4 T2 .

WiR

o ITH OTA Fe B W &y
o BRI K EF R E

o il fo Bl MR E SR

FIOFOTA e vimi WA, AEMTTANA “OTA FHg” #51, F17F OTA LB W5, 7AEE A 24H]
sl As . AT Core it 4s :

& 6: OTA [ & 7 i

W 12 0RY RIS ERE BSP B AP, B35 171 OTA it B UL 1% 75 55 ESP BEHUEHEAE [A]— A>T
Ry, AT AT IR B
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BEWI 20 ML BRI T EERCA” S Y EOH P g Y AR AT, P AE S . /build. py
menuconfig-—>Component config->AT ->AT firmware version (&% %i¥ ESP-AT T4%) ik

AT, LI RS AR AR AR, DA A5 B A e T AR

S48 £ 1/ A S ] < I el TETI S0 e N 7 W v 2 S oS D 1 A R K

esp-at-vZ.1.1.bin

Bk

Pl 7 SR AR AR PRI R T

B L AERRFTRE 21, RGN EFR B OE I TR . BPFa 4 1SR 25h bin, HHA/NA
Had 2M,

WL R AR lE, R RS, RN TR
I, AEAR H R an e R

+WEBSERVERRSP : 3 // RRFEFFIREIL oTA BEEHE
+WEBSERVERRSP : 4 /7 RFEFMIE oA EAEEE I BXT BRI IES, th McUu W RAEREE
~ESP 5%, AR F R A i [E

AR OTA [EFRARAR IR I, AEHR DRI B A A R R :

+WEBSERVERRSP : 3 /7 RETFAB oTa SR
+WEBSERVERRSP : 5 /7 B oTA BEEERRER R, PR DAEFEESTH oTA FESAW, #%
LR RIET oTA FEMTIR

4.5.3 fEHIMAE/ DR T Wi-Fi ficM
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Vel 8: A ] 1 ik B

wifr

T /IR T 1 el e £ /N PP 2 ESP e BIEERY AP, I i Sl (/MR e P 5 S 12 1 AP {5 6L
ekt ESP i sf, ESP Uil ixX Su i RIEE BRI AP, TR0 /I VIR e IC 0 45 SR A ke g 56

Wikt
A ECMAE AT DAY A LA I

fie. & ESP 3% & %3k
Ao B AT LT
B 4% AP i 3%
PATE A

ML ESP ety S8 O Tik/IMEIF IS ESP 54, ESP Bi#rah BZHCE M AP + STA £, H-a1g—14
WEB fi 55 % S 15/ IME P 1845, XV AT fiy 00 F -

L 3 FRZ BB MfE R, ARANEBRECFIfEE, nTRE R KR PR B 2 BTG E 51 5L AN 1T 20 WEB fiik
S5 an LB

¢ Command

AT+RESTORE

2. Ml ESP %454 Station + SoftAP i,
¢ Command
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AT+CWMODE=3

3. 1% & SoftAP [ ssid F1l password (UM% B ERIA 42 ssid A pos_softap, password Jj espressif ) .
e Command

AT+CWSAP="pos_softap", "espressif",11,3,3

Wi WE/MER BN ssid 2h pos_softap, password A espressif H) SoftAP %4, iR
Ff ESP 15485 1S 80 IR o i B T i

L. (EREZ R

¢ Command

AT+CIPMUX=1

2. )7 web server, Jfifl1: 80, fAIEEMIE: 40s (BRHAFIK A 60s),
¢ Command

AT+WEBSERVER=1, 80,40

IMERAH DR FTOTFHURAS, T I 4ER:

YT M SiE—g

Pl 9: FREUIME P — 21
IR /MR, HEABC ) 5 -

Hbs AP 2t Inglfs/ MER G, IRIGTRERA AR AP, ALRFHCR R 5073 A b Ot -

;- FHEAR H AR AP ANUEC M FALFLBE AT . OB A U E /N DU R AL PR 2L
E.

2. R AW HAR AP ANEAHLUE M PSR AR, W fide s AP BUIRHEHIDR “AHLFHLAGRT 210
fERBE T

PATHACH

THEAR bR AP ASJEABURC T-HL X AR B AR IR RO e B, AR me i gl e -
L ATIFFHL Wi-Fi, M8 hids
2 FTTFAE/MEFE, W PAR B/ Y U EL 48 F 3 2 /s 4 i fi #4519 ssid 2y FAST_FWR310_02",
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ESP-AT

B =inFnns

P 10: /INER e T 1) L T

WLAN @)

AT WLAN %3 *
FAST_FWR310_02 —_
B "
P 11 PC IR 150 9 PR DL A ) B 8
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FAST_FWR310_02

Message

| ERESIE

P 120 /IR PRIV AR B o 17
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28 Ko PoYy e

P 130 BRI A/ MR P
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TR QR H0 UL R R C IR R B Fh A0 ssid, T N BT CEFEEANRET, W4 E T
TH :

3. F A AR password ), sy “TTARECK 7.

FAST_FWR310_02
1234567890

connecting

B = sinms G EEMA...

Pl 14: /REFP B ESP BLRIERL I A%
4. TR R, VIR TR -
[, AEAR H SR an e R

+WEBSERVERRSP : 1 // RRFEZBHEM

WIFI CONNECTED // NFIEAEERE

WIFI GOT IP /7 ERRIIREE 1P

+WEBSERVERRSP : 2 /7 RF/MEFUEIFL M R IEE R, AT ARSI WEB BEUR

5. ATTE AR, /N DT A -
IS, AEHR H R R A R

+WEBSERVERRSP : 1 /7 RFEFNLM , WHGSEEZARFRI 12 WEE, MCcU Al AFEICENZ 45 0H
BUSESTATE, TRy, DR 2.

FHEAR bR AP W ACHURCI T-HL - AR IEAERC MR P AT AP, M FORTR 2 A ssid, Hif
L ALY AP [ password, FFARYEEER KT FAL AP BT (AR FAL SRR STIF Wi-Fi #1522
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ARG

Eo IR Ih

RAET

Pl 150 /IR ) B
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el 160 /IR P T 194 2 I A T
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PR, ATERHEIITIF AL AP).
Verp /MR DU AL P EIUHE, 5 AARHLIAGY password J5, middi “TFHRTCIK .

I'E‘q_m --l'lfﬂ /P'\ ble

666888666

Message

AHFHAR

&l 17: #y AAHL AP fY password
2. EEELM G, FEIREIRE R CHEETALRGI T MIRE, ERAEAILTFIRGACEIT)S, ME ESP ik
R B A SO AR R

3. BC P 25 RAR /IR e DU THT 4 5275 DA B A 1 s o OB 5 _Ead “Re AR H AR AP AR AP M 4L
IO —FE, 2% L3

i WS B HERR
BEHH 1 TR SRR B AR R . RS AT ESP BLEL Ry Wi-Fi AP 2B IERIT S, PAK AP fHH
KR, AT S A IETT AT 6y %3 5 H web server,

BeI 20 R T TARCEI PR R R AP R IR ERCM A1) Wi-Fi B DIRE R BT IT, KA ESP R
Yty Wi-Fi AP 2R IEMFF S, DA AP [ ssid. password s& 75 3% E iR BB AT o

BE 3 P TR R RGN Wi-Fi BLE 7. 3T F-HLI%ER: ESP A3t AP, i\ ESP
PR ssid. password B\ 43 I IR TR TR E .
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666888666

Message

AR FHAS

Bl 18: THIRIEEAL AP
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4.54 U/ DR OTA [fESF2
AR /RE Y SCRFAERSE IL ESP B I BT 9, 15 % Lakie & ESP % & 420 iR AR JR 5 1 ESP 4

il s (R SER MR ENECE, PHELRE ). CliEE, W&HIAT OTA E{HF ) it
53 g E4T OTA EAFZA, S % 1E 0 2 i 53T OTA B,

4.5.5 ESP32-C3 {§i}Jl] Captive Portal Jjfig
(5P
Captive Portal , J&2—Fh “SRHENAIETTL” $5AR, 2448 F 2 4% Captive Portal 1Y station 5 851754 $I|$2 {3t Captive

Portal [l 45 1) AP BEA IR, Kl station 45 A0 WS # k44 25 E B 7. B 42 T Captive Portal 7y
2, &% Captive Portal Wiki,

Wi BRIAEH T AT web FH R B HiZ3hfE, AIPAME L . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support /5
ZUIRe, REHiE LR (5% %% ESP-AT T42) . WAL, BHZIIAE, WRESEUE ARG /RT3 T
Be = OTA [EF G i & 2B DUk, AR B I Vi 17 1) AT web Bt %1 E -

Wik

JEi ] Captive Portal g5, i55% FikEe M % 4% 4% ESP 3% 4 M ER A BE57 % ESP BHu R B, SR 1%
12 ESP %4511 AP:

WLAN &

o] F§ WLAN %3

pos_softap —

Ll e i !
E .\& 'IE (.I B5 ] 'T{ .:T_F-"L ! Li-_)".. -.-.'_!:}

& 19: #4247 Captive Portal ZHHER) AP

4n_LFe, station A4 IT Captive Portal JIRERY ESP 5 #Y AP 5, #/n “FastNIL", 5 H
IR AT, FHBEFEE] AT web (W L5 M. 5 ANRE BBk, TR station LA IURN, iy “IAIE” 2K

s B “pos_softap” M4 FK, F-ahififik Captive Portal HZ1FTHF M bid%s, UEAZF] AT web [y
ST .
AL ERR

BEWI 1: JEfFX0 (station ¥k, AP #esf) #8SCHF Captive Portal DYfEA AEPRULIX DI AEIE #(H, HIL,
TR IERE BSP AT HY AP JEoRHR s “FRXERANIE", HF HICH AZhUE AE] AT web i 2541, "I fE2
station W45 R SZFFZIIAE, DLHE, 1ES% Lltm a2 2 a2 5o 15 8 1 LR BT 34T JF AT web 1y
ES
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4.6 HTTP AT 755

ARTCR T 2R EAE ESP B BIgdTHTTP AT 4 & 5 a1 AR B -

o HTTP % P 3% HEAD % £ 7 i%

o HTTP & 3% GET 5 K 7 i%

o HTTP % p 5% POST i K 7 i% (iE A F POST v & 453% )
 HTTP % 3% POST ik K77 i% (#5 7 X))

o HTTP % f 3% PUT 5 K 7 i%

o HTTP % F 3% DELETE # £ 7 i

e Y] ESP-AT (S RF 7> HTTP & iy 2 fig .

4.6.1 HTTP % fui HEAD 2K J5 1

%I DA http://httpbin.org /F 5 HTTP R %5%%

L PR .

’AT+RESTORE

i

’OK

2. P Wi-Fi #8354 station.

’AT+CWMODE=1

M B -

’OK

3. JER AR

iy

’AT+CWJAP="espressif","1234567890" ‘

M B -

WIFI CONNECTED
WIFI GOT IP

OK

PERH:

o Bk AR SSID AR A BERR oA v AN Ia] . 5 R0 % H #5517 SSID FI% A
4. %%k —>HTTP HEAD i3k . i%H opt 4 1 (HEAD 5¥%:), url § http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).

AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1

i . <

+HTTPCLIENT:35, Date:
+HTTPCLIENT:30, Content-Type: application/json
+HTTPCLIENT:19, Content-Length: 329

Sun, 26 Sep 2021 06:59:13 GMT

Q)
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(£ L£50)

+HTTPCLIENT:22, Connection: keep-alive

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access-Control-Allow-Credentials: true

OK

LK
o BRI HTTP Sk B ] RE-5 Bk b A= o

4.6.2 HTTP % fui GET 2K Jj ik

ABIPAT 88— TPG & B B SCF Bl . B R 48434 https://www.espressif.com/sites/all/themes/espressif/
images/about-us/solution-platform.jpg.
L W) wE.

’AT+RESTORE

Nl . <

’OK

2. P Wi-Fi i34 station.

’AT+CWMODE:1

Mg K7 -

’ox

3. JEEEK AR .

’AT+CWJAP:"espressif","1234567890"

Wi K7 -

WIFI CONNECTED
WIFI GOT IP

OK

iH:
o LAY SSID FIEFRY A] BEER iR S AN o 1 8 AR % B 517 SSID F% A
4. B3k — HTTP GET K. % E opt 2 (GET K¥:), url A https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type & 2 (HTTP_TRANSPORT_OVER_SSL).

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform.jpg",,,2

M B -

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>

<0x0c>HLino<0x02><0x10><break>

<break>

mntrRGB XYZ <0x07><0xce><break>

Q)

Espressif Systems 227 Release v2.3.0.0-esp32¢3-74-g6c52fcd
Submit Document Feedback


https://www.espressif.com/sites/all/themes/espressif/images/about-us/solution-platform.jpg
https://www.espressif.com/sites/all/themes/espressif/images/about-us/solution-platform.jpg
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 4. AT #y2 R

(£ L£50)

<0x02><break>

+HTTPCLIENT:512, <0xeb><0xe2>v<0xcbh><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<Oxaa>*p<0x7£>2",h<0x12>N<0xa5><0xle><0xd2>bp<lxea><0xle><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU; <0x94><0x97>
—<0xchb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9%><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k
<0xe7><0xc2>Vv<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcd4d>y<Oxae><0xca><0xed><0Oxec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9%e>; { | <0xb5>0<0x97><0xa5>P<0xdf><0xal>#3vn<0xlb><0xc3>
——=<0x92><0xe2>dIn<0x9c><0xb8>
<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xf9><0xad><0xa6><0xff><break>
aU<0xdf><0x£f3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>0<0xfb><0xbc>yq¥<0xec><0xfb>7<0x16>CM<0xf6>| }<0xae><0xf3><0x1le><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xal0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_e6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
—<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
—<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t0?2<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>3<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6"<0xe2>T<0xa2><0xc2><0xbl>*<0xbc><0x13><0x13><0xal>
—<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0xla>

OK

4.6.3 HTTP % i POST iR Jjik (&1 POST b i)

ZNBI LA http://httpbin.org fE25 HTTP IR45%%, BHEZAN application/json,

1.

2.

3.

WE ) BLE.

’Z—\T+RESTORE
M B -
o

% E Wi-Fi #1504 station,
e

’AT+CWMODE=1
N . :
’OK

TEHEHE 2 -

’AT+CWJAP:"espressif","1234567890"

M .
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WIFI CONNECTED
WIFI GOT IP

OK

K

o {1 SSID FH4 A% AT BERR ik iy & R BN A o 33 T AR i e 2517 SSID A5
4. )% % — 4~ HTTP POST % K. &% & opt & 3 (POST )5 ¥) , url N http://
httpbin.org/post, content—type & 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),

e

:_,"}}"

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,, 1, "{\"form\":{\"purpose\":\"test\

Nl B <

+HTTPCLIENT:282, {
"argsn: {}’

"files": {},

"form": {},

"headers": {

by

"Content-Length":

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id":
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"

"data": "{\"form\" . {\upurpose\u \"test\" M,

"27"[

"Root=

"Json": {
"form": {
"purpose": "test"
¥
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
YiHH -

BRI SR AT E

5 _Eakma i A A

4.6.4 HTTP % ;3 POST iRk ik (et i k)
WG POST Wi mAI M K £, E4id TH & AT 8590 K B 256, ) g 3 & n] DA

JHAT+HTTPCPOST 4.

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,

L RE T BLE.

Py N
Ay

’AT+RESTORE

M B -

’OK

2. B Wi-Fi f55} station.
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’AT+CWMODE=1

N . :

’OK

3. IR HA

’AT+CWJAP:"espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

Ui :
o fa A1) SSID FH A% W] REFR_ ik dir & AN ] o 1 6T F 80 8 FR 25179 SSID FH5 15
4. Post f5 & K JE B s, %oy &k E HITP L F BB &M 2, 4 4l connection 5
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,
fRARAEZE post 1 JSON Figan ~, K FEER 472 F5.

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

Nl . <

OK

>

s s AT EHER R AT R, AT DA AR, 24 AT S8 B il KR A 3
<length> J5, Hetehiitin.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9,zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"

—

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-61505e76-278b5c267aaf£55842bd58b32"
by

Q)
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(8L 7))
"Json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,
— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"
}
} ’
"origin": "20.187.154
+HTTPCPOST:45, .207",
"url": "http://httpbin.org/post"
}
SEND OK
BiH -
* AT %ﬁtﬂf FAFIE, HTTP body 1 IR T AFAN T7 254 SCFARFIATI S, WATRELARTT4E R
(CR-LF),

4.6.5 HTTP % ;v PUT iR i

Z/RBILA http://httpbin.org f=% HTTP flz 5545 . PUT 3R SCRF 20ify 745 ep 248 855K
LR B

’AT+RESTORE

Mg |3«

’OK

2. B Wi-Fi f23} station.

’AT+CWMODE=1

Mg |3«

[ox

3. EREH A

iy

’AT+CWJAP="eSpressif","1234567890"

Mg |3

WIFI CONNECTED
WIFI GOT IP

OK

LUK
o fka A SSID MRS i REER_Ead v & F AR o i B A B ph 25 ) SSID AI%ERD -
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4. J)ik—A~ HTTP PUT %K. i%® opt 4 (PUT J7%), url H http://httpbin.org/put,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=£foo",,,1

i . <

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {},
"form": {},
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www—-form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace-Id": "R
+HTTPCLIENT:140, 00t=1-61503d41-1dd8cbe0056190f721ab1912"
}I

"json": null,

"origin": "20.187.154.207",

"url": "http://httpbin.org/put?user=foo"
}
OK
K

o BHRBEN R Z5 R AT e -5 _Eadme B2 B A ] o

4.6.6 HTTP % )% DELETE 2K Jjik:
%7 BIPA http:/httpbin.org {f:24) HTTP i 554%. DELETE J53A& I T M ER i 55 L0 %5, DELETE #5K Y
SIS 2% -

L WRE W BLE.

’AT+RESTORE

M .

’OK

2. E Wi-Fi £ A station,

’AT+CWMODE=1

M B -

’OK

3. EREH .

’AT+CWJAP="espressif","1234567890"

M B -
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WIFI CONNECTED
WIFI GOT IP

OK

BiHA :
o {1 SSID FI RS AT BERR ik iy & BN A o 33 T FH AR i e #3517 SSID A5
4. %i%—> HTTP DELETE #K . % & opt to 5 (DELETE }53), url A http://httpbin.org/
delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP),

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,,1
Mg |3«
+HTTPCLIENT:282, {
"args": {},
"data": " ",
"files": {},
"form": {},
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61504289-468a41l

+HTTPCLIENT:114,737b0d251672acec9d"
}l

"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
LK

o BB ZE R AT e -5 bk B2 A ] .

4.7 Sleep AT 753441

ASCR RIS 225 B UL B AT ESP32-C3 517 i L AT iy &L B RERR A .

o

o & Wi-Fi #: X, Ti& & 4 Modem-sleep 3 X,
o f& Wi-Fi # X Fi% E A4 Light-sleep ¥ X,

o BT IS TIRE A Modem-sleep 123
o ¥ THELSTIEE A Modem-sleep #2 R,
o BEF I IEAS TR E A Light-sleep =X,

o BT HEIEATIRE A Light-sleep #2 X,

o & #H A Deep-sleep 12 X,

471 gy

ESP32-C3 RSIR Sty o P BEEOR, AT AEA [ R RS 2 TR U046 . 2417, ESP-AT SZHFLA TR IY
FHONFERE (2 RIREEA G 2% BRI 5 ) -

L. Active B ST SHHALT TARRES . SR AT ARG, RS RM 55 .
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2. Modem-sleep #iz(: CPU R[iafT, HPBRAI#EALE . Wi-Fi Bay, W 3oy R oe i .

3. Light-sleep fix: CPU #{&izfT. RTC fAifasfAMEPA S ULP M BEZSIZ AT . T i 14
(MAC. F#HLl. RTC @EHf2fsk AT W) # M b

4. Deep-sleep fiz: CPU FIKHRIFIMEHSmilL, HA RTC fifif#5 1 RTC ShgAbF TARIRES.

BOATEL T, ESP32-C3 AL RGE (G HEA Active B, 4 CPU ANHE—E TAERS, HIANSERFIMR
By, ZR G AT ARE AR FERE

ESP32-C3 [JIh#E, HS% ESP32-C3 R41ith A e AR A1

TR
o REor BIFEARTE Wi-Fi BRI A5 R/ ESP32-C3 38 M MR .
o FEH Wi-Fi B, HAf station B Ef Modem-sleep #ixfil Light-sleep B,

o WT WM T Light-sleep #x, WHIMIRINTFLE 32 KHz {iiE. WRINFAFEAE 32 KHz
pudR, ESP-AT ¥ T./E7E Modem-sleep 55

5 1k

IR A B LB T, B R G A 1 AR S AL A T
WIHERWSE TR, (R, EHIFRBUURE T ESP32-C3 | SNETTHIYCHE.)

Digit Multimeter

ESP32-C3-DevKiti-1

& 20: ESP32-C3 f#i{: %4
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4.7.2 AF Wi-Fi B F %8~ Modem-sleep 5\

1. &5 Wi-Fi 4 station fx,
i

’AT+CWMODE:1

i . <

’OK

2. B HAR .

’AT+CWJAP:"espressif","1234567890"

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK

PAE
o AR SSID BT AEER Lid iy P AOANIF] o 35 T R e 45 Y SSID AT
3. WERIREAN Modem-sleep 55X
et

’AT+SLEEP=1

Mg 3

’OK

TE A
* RE FAfidls AP ) DTIM 5g 6 H] (% h s — s DTIM 2 1)

4.7.3 A{r Wi-Fi 5 F % ¥4 Light-sleep f5i

1. %% Wi-Fi 2% station 3,

’AT+CWMODE=1

i B«

’OK

2. FERRpKHAR. BCEMWTIRIRE N 3.

’AT+CWJAP="espressif","1234567890",,,,3

i B <

WIFI CONNECTED
WIFI GOT IP

OK

LK
o %A R SSID MY Al REFR ik S rr AT o 35 B R0 b 5 SSID FIZE RS .
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3. BEMKHUEAN Light-sleep F55K.

s

’AT+SLEEP:2

Mg Jo

’OK

T A
» CPU Ff<x H kAR, RF WSARIZAT+CWIAP 1585 1) M v [) B o 1 9% 4]

4.7.4 AEEESF) R T B Eh Modem-sleep Fi5X

L. W i
s

’AT+BLEINIT:2

g Jo

’OK

2. WEMEH) RS BEMEE) R 1s,

s

’AT+BLEADVPARAM=1600,1600,0,0,7,0,0,"OO:OO:OO:OO:OO:OO"

Mg J3

’OK

3. JHUE R

G2

’AT+BLEADVSTART

Mg |3«

’ox

4. #H Wi-Fi,
oS

’AT+CWMODE=O

N . :

’OK

5. WHERIRAEACH Modem-sleep #52.
iy

’AT+SLEEP=1

i B <

’OK

4.7.5 P9 ERAS ¥ E b Modem-sleep Biz,

L R AR i 0 2 1R 55 S o
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iy

’AT+BLEINIT=2 ‘
Mg |3«

’OK ‘
2. JPRUEFT i

frd

’ AT+BLEADVSTART ‘
Mg |3

’OK ‘
3. HRpER.

WA FER AL A, W AT R8s

+BLECONN:0, "47:3f:86:dc:ed:7d"
+BLECONNPARAM:0,0,0,6,0,500
+BLECONNPARAM:0,0,0,24,0,500

OK
AR
o TEXAIRBIF, AR P il 47:31:86:dced:7d,
o %t F £ % {5 A (+BLECONN and +BLECONNPARAM) ., % % % AT+BLECONN

FNAT+BLECONNPARAM #EUHE {58, .
4. BT ER SR WEEA TR 1s.

Eﬂé>

’AT+BLECONNPARAM:O,800,800,0,500 ‘

M . <

[ox |
WAIERESECE N, W AT RFa4R:
’+BLECONNPARAM:O,800,800,800,0,500 ‘
K

o % T4R{EH (+BLECONNPARAM), i%:% AT+BLECONNPARAM $EUH 215 5 .

5. 2 Wi-Fi,

’AT+CWMODE:O

g Jo

’ OK ‘
RERFE A Modem-sleep % .

B
AN A -
iy

’Z—\T+SLEEP=1 ‘
M B :

G \

4.7.6 A ) #kAS T ¥ B Light-sleep £\
L. HIaRA R €0 6 2 R 55 i -
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e

’AT+BLEINIT=2

Mg |3«

’OK

2. WEBRA) RS WEEST) RN s,

’AT+BLEADVPARAM=1600,1600,0,0,7,0,0,"OO:OO:OO:OO:OO:OO"

i B -

[ox

3. JHR

’AT+BLEADVSTART

i B«

’OK

4. 2 Wi-Fi,
LS

’AT+CWMODE=O

i Y«

’OK

5. BEMKHEN Light-sleep F3K.

’AT+SLEEP=2

N Y. :

’OK

4.7.7 AEWEFERA T Uik Light-sleep 15X,

L WAR AR i 0 A A 55 i o

’AT+BLEINIT:2

M B -

’ox

2. JHR)

’AT+BLEADVSTART

M B -

’OK

3. S
WEREERGH LN, W AT ff 23
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+BLECONN:0, "47:3f:86:dc:ed:7d"
+BLECONNPARAM: 0, 0,0,6,0,500
+BLECONNPARAM:0,0,0,24,0,500

OK
BiHH -
o FERXARGIF, W AR Pm il A 47:3f:86:dcied:7d
e %t F 4% % {5 B (+BLECONN and +BLECONNPARAM) . i% % #AT+BLECONN

FIAT+BLECONNPARAM 3B 245 ..
4. EHREASERESE . WEESERRER s,

’AT+BLECONNPARAMZO,800,800,0,500

Nl B <

’OK

WREE SRR, W AT fF&4R:

’+BLECONNPARAM:O,800,800,800,0,500

K
o STTHERIEE (+BLECONNPARAM), %% AT+BLECONNPARAM KU Z2(5 4. .
5. ] Wi-Fi,
iy

’AT+CWMODE=O

W R

’OK

6. BCEIKHRA AN Light-sleep £

e

’AT+SLEEP=2

Mg [

’OK

4.7.8 ¥t'¥ A Deep-sleep Bisk,

1. EERIEFECH Deep-sleep iz, X' deep-sleep Ff[a] 5 3600000 ms,

’AT+GSLP=36000OO

M . <

’OK

LK
o BOERRIENG, Bef H SMeRE, VAT R MERRMLREAE , SRS g AR -
* T Deep-sleep #i3, ME— ML 5 T4 7 IR o
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Il g ERIDE 2 3 O AT TR

5.1 %3k ESP-AT T#¢

AR T Wi g3k ESP-AT TR, 454 ot B pesk 21 ESP i & H . MERINIE 7 4 40 04
B TCYEW R TR, WNEETHENAT s# 285, Kh#E TR % DA s R %, BT Egmis
ESP-AT T#%2.

SCRSEEAANT B -

o ftik : ESP-AT TR gmiF b BRARIA .
o ESP32-C3 %%): ESP32-C3 £%| AT T FEi i,

511 gk

191 ESP-AT TREZ 1, 15 ek 27> (i ESP-IDF, J-@#t ESP-IDF 4355, XA ESP-AT
S2 5T ESP-IDF iy T2,

W) # e T, 46 % T A Al ESP-AT SDK. X5, ¥ ESP ix# H# £ PC, i)l ./build.py
menuconfig MLE TAE. /5, i TAE, FFRHERUY bin SCFBERE] ESP 54 L.

W Wl RE N BLA W b 5E, WA AT through HSPI, HBA WL ./build.py
menuconfig —> Component config->AT->AT hspi settings #HEL HSPI & HI{EE. .

5.1.2 ESP32-C3 7%

AT T WAl ESP32-C3 #5141 ESP-AT TAE,

ESP-IDF ik A ']

{E4ii% ESP-AT TRLZ W, #5525 /il ESP-IDF, [H% ESP-AT /25T ESP-IDF JF %411, IR £ 511
AT TR 3 HH ESP-IDF A< t1 A KA

# 1 A[a] R 5 3R ESP-IDF JiUA

THE IDF jiiA~ | IDF SCRfcA
ESP32-C3 ESP-AT | release/v4.3 | ESP-IDF P A | |30 v4.3

WE, I ESP-IDF Beak NTTSCRYH 5 | 22 4 25, 4 ESP-IDF G FF A 3EE (o b3 i i AH by B4
WAL = SRy )
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NG, HRYE ESP-IDF Bk NITSCRIRIES 5 2 1028, M8 hello_world TAE, WfRIFGIRE
BEIEH T, FFABATET ESP-IDF @dH T . X—IFdpn, HE2maail it irx—5.

TEFERTA 10 M RR)E (WREA, 2SS 4 ), FTRAREST R & 1414 ESP-AT TRERPIR.

TR e bR e, WAEBLE IDF_PATH, HIPANS % ESP-AT Tl H i i 3] — LR,

I ESP-AT

%1 ESP-AT TAE N BUREER ML P # 3CF ESP-AT Q0.

FIIT A5, IR B fRAF ESP-AT Y TAEH 5%, {#1] git clone fiv 9 Je LA (4, FRHL ESP-AT A7
filAs o AR AN FE AR RGO

e Linux 8{ macOS

cd ~/esp
git clone —-recursive https://github.com/espressif/esp-at.git

¢ Windows
— X} ESP32-C3 RAUMAL, Hetr oA BB RIZ /T ESP-IDF 4.3 CMD.

cd %userprofile$%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

SR AL T b BCU5 1 GitHub A R O, A DA git clone https://gitee.com/
EspressifSystems/esp-at.git 3R ESP-AT, RJRESTE L,

ESP-AT ¥ T2k £ Linux #l macOS [f{] ~/esp/esp-at. Windows [{}] Suserprofile$\esp\esp-at,

MR AEASCRF, Linux Fl macOS #:4F R 4 H ESP-AT HYERIN LK B4 ~/esp; Windows #AE R4
MERIABR 1S Suserprofile\esp. BT PAKF ESP-AT L FEALA B IR T, HIE ARG fr
QAT AT B e YRR, ESP-AT ASCHFl A S A2 .

Mzt

i ] USB 2o st &5 1833 PC b, PAFEREMAE H B, E IS W rhidds, 3R, MRS
PR K% AT AU AT R, MRS “AT ay AR 8. T 5 Bk A i 14
HE Bl S 4o T8 B AT 35275,

(LN
B RRA, AORAE esp-at SCPFJCT il esp-idf UMY, FEXASHT e R SOOI LB TT ARG, fix
JRTCE TR

1. HifE ~/esp/esp-at H3k.
2. {7 HEE TH menuconfig JRALE .

e Linux B{ macOS

’./build.py menuconfig

¢ Windows

’python build.py menuconfig

3. QSRR R AR, 35O ESP B DA T HE B .
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e Pt Platform name, Y1 ESP32-C3 £ 4% 451 PLATFORM_ESP32C3, Platform name
i factory_param_data.csv € %

e % ¥ Module name, ff] 41 ESP32-C3-MINI-1 #i 20 & $& MINI-1, Module name H fac-
tory_param_data.csv & .

o EHEEEH silence mode, i HIBFRFIMER—28 HEH WD BRI RN — B oL FiESEH .

o {14 build/module_info. json XHAFAE, PR =AFCEEITURFASEI. Fit, WREHE
L EALZAE B, T MBS

4. BIHE, esp-idf MR APANEAE esp-at SXMEF . XA esp-1df SESP-IDF i A 17 Hi)

KA.
R AESBE AT AR, TTODABRSIATHET R4, 7E esp-at/esp-idf HETT
KN

* K s A R A B

The following Python requirements are not satisfied:

Please follow the instructions found in the "Set up the tools"_
—section of ESP-IDF Get Started Guide.

o QLR 2 g B BSP 2SI AT TR, i BUAE R E 5 AT 4,
WAGEAT rm —rf esp-idf KMERIHAY esp-idf, SRJFHIEAT T 2884k
o 131 esp-idf L& FF% .
5. 1€ esp-at/esp-idf LB EIF K IR
o AURSE— R4 ESP-AT L%, #itl ESP-IDF Heik N 1 SCRY Y ES 3 DA% SO Pl B T H 6.
o FEURHRIR ESP-AT TREF, 54518 ESP-IDF Heit A1 SCRY T E0AE 4 0 %S0k i BEFhEAs &
o WA LY “pyyaml Fll “xIrd“ 40, 5] pip 6% 30X T edE “pyyaml il “xlrd“.

python -m pip install pyyaml xlrd

WA LA A IRER IR, FKis4T . /build.py menuconfig HFIIS R R IH SR :

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

DK tool configuration --->
ootloader config --->
ecurity features --->
I
artition Table ---=>

ptimization level (Debug) --->
omponent config ---=

< Exit > < Help > < Save > < Load >

K1 TAERCE - 150

BESEER AT AR B> TR, QNS AT 3 S, B 2P ThRe s, WERANMBEORE., ABAmL
2 BB RC B % TR

ik TR

SEATAT i 4 TR
e Linux B{ macOS
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’./build.py build

* Windows

’python build.py build

© AISRUN T ISR, BPERF SOCKI . W R ota AN,
« GIESEAUR S build/ factory BHE FAERTEILH R I, T 21 H 5 WESP-AT B H £
K

Rek e

IBATPAT A2 Re A U [ R4 % 3] ESP 45 b
e Linux B¢ macOS

’./build.py -p (PORT) flash

¢ Windows

’python build.py -p (PORT) flash

o JERL, ) ESP A H D4 FREr i PORT.

o BRI RE B E PR B flash . VEE, IATE B PORT.

o {1 ESP-AT bin ANEEE 3, I HFT EJH “ota data partition invalid” , 531547 ./build.py
erase_flash FEEA flash, SRS E PG AT [H4:.

52 Wil ueE AT S 1155

AR Y4 T T g e ESP32-C3 R 51 [ AT port . BRIATE DL T, ESP-AT i P4~ UART #%
PR AT S0 — DT HE (AP HESRE ), 55— &% AT ar Aoy (AR
PR fir 23 1) o

FEE ESP B AT 3 B, iz

o # % ESP-AT 142,

* ¥£ menuconfig fi & T E.BY factory_param_data.csv ZE¥& F& TGN .

o /iF 142, JEbuild/customized_partitions/factory_param.bin A8 bin 3,
o FH7aY bin LI BEFK IR L

AR A IME BT, S BRI TR E PRI E

TR GBS O AT 6y 9B 2% (1] AT SPTH% 1, AT through SPT Al (1] AT B 7% 1 -

5.2.1 ESP32-C3 7%

ESP32-C3 AT [E {414 H & b 1 A6y &0 145 B DAUE 2 SO B E I, 2100 (ESP32-C3 i RS % T
WY AE A A

fE 5 H i 11 A5 1A

BOANTEOLT , AREEHefitn ESP32-C3 AT [H {0 1] LA'F UARTO & i i H &

 TX: GPIO21
* RX: GPIO20
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1E41% ESP-AT TARERS, A] {8 ] menuconfig FE B TR HAZ SO e 4 -

e . /build.py menuconfig —> Component config > Common ESP-related —> UART for
console output

e ./build.py menuconfig —> Component config —> Common ESP-related —> UART TX
on GPIO#

e ./build.py menuconfig —> Component config —> Common ESP-related —> UART RX
on GPIO#

& 5 4> i L1 A5 D

BRINTEOLT, UARTIL H T &% AT a2 FI420 AT ma Ry, A5 AF factory_param_data.csv A% H11)
uart_port, uart_tx_pin, uart_rx_pin, uart_cts_pin £ uart_rts_pin 51

0] DA E EAE factory_param_data.csv & A5 v 11457 B -

o FTIT AR factory_param_data.csv,

o REEAFTTERITT.

o IRPEFREINE uart_port.

o MPRETILE vart_tx_pin fll uart_rx_pin,

o ORI FHRELEEIIEE, ¥ vart_cts_pin fluart_rts_pin iXEH -1,
o PRAEFRNE.

53 @ AT 44
ARG TR A28 T AT AE ESP-AT TARFF U P LY AT @4, PAAT+TEST i MR RnaA 4 0%
FR B .
H SRR . TIRE BRI a2 20 THRZ LN IR
o TS AT 44
o JE AT 474
X2 NG 2 BT O B AR O«
 ZiX—TF2
A2 RS T SRR 4= S, AT ARYR ) 75 B T 5 .
o EOLBWIH A
o RIS A
o fukar SRR
o [AE ML a9 AT
o M AT 65435 7 3R BU N 0% 2 9%

AT Ay 2RI TR AT, DA FESCPE ATECEE, EWR M B E X AT ar i EEad

531 X AT w4

TEE SCAT 2, I JeiE AT ar @ RYZFRAIZEAL.
GRS Nk

o ORI+ BT
o SHFERE (2, az). BT (0~9) BITEHFE (L 5 L /0 1L ), BEWIIAT 65

%
fr Y
B AT o RZ PTG UFEAL: hilarS . By, WEmOMIITHS, ELHEES AT ¢4
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WG, EXTHRRBM S . B AT+TEST SRR IPUAZEAL, File & G 2R R AL .
W4

uint8_t at_test_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is test cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

A

uint8_t at_query_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is query cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

BEAS:

uint8_t at_setup_cmd_test (uint8_t para_num)
{

int32_t para_int_1 = 0;

uint8_t *para_str_2 = NULL;

uint8_t num_index = 0;
uint8_t buffer([64] = {0};
if (esp_at_get_para_as_digit (num_index++, &para_int_1) != ESP_AT_PARA_PARSE_

—RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;

if (esp_at_get_para_as_str (num_index++, &para_str_2) != ESP_AT_PARA_PARSE_
< RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));

memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "second parameter is: %$s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

Worans:
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uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

)5, WM esp_at_cmd_struct F&E L AT fr A FRASCEERL, NERBICILE X T /N
+TEST (BT O AT) I CRra AR M4

static esp_at_cmd_struct at_custom_cmd[] = {

{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, at_exe_cmd_
—test},
bi

URANE SCRAIA, KFHAR AN NULL,

53.2 {1 AT %

P8 APl esp_at_custom_cmd_array_regist () FEM AT 52, PAREHN AT+TEST WA FIL
5o

esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) / sizeof (at
—custom_cmd[0]));

W 23 esp_at_custom_cmd_array_regist A app_main () P at_custom_init ().

533 2P

WRRE LT T R IR, 1549015 ESP-AT TAREIFBR M, %ar S Bl e i & L IEE 1T
7:155 4T~—FDB'

T2 AT+TEST Wizt g ol

WA A4

AT+TEST="?

W

AT+TEST="?
this cmd is test cmd: +TEST

OK

A4

AT+TEST?

M
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AT+TEST?
this cmd is query cmd: +TEST

OK
BEmA:

AT+TEST=1, "espressif"

W 7

AT+TEST=1, "espressif"

this cmd is setup cmd and cmd num is: 2
first parameter is: 1

second parameter is: espressif

OK

PATa 4

AT+TEST

L)V

AT+TEST
this cmd is execute cmd: +TEST

OK

534 RN E
ESP-AT B4 Hfesp_at_result_code_string index F X T—HR[EE S, BLIREIEBIES AT
/}4] JASNEY

% 7 il return BRI, ATV AP esp_at_response_result () KBRS MATER. 7
TEAFS F[EHE ] API fIESP_AT RESULT_CODE_SEND_OK MESP_AT RESULT CODE_SEND_FAIL,

fian, S5 AT+TEST WIFTar 2 1A iR 5 2a ek MCU KX 83ER, Hesp_at_response_result ()
Kk v &k gh R, A return AR M@y S AT R, AR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

// GIRF-IH MCU KizFHMEey g & LRk
send_data_to_server();

// i&W SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

IBAT A2 S AR W] PR

Espressif Systems 248 Release v2.3.0.0-esp32¢3-74-g6c52fcd
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 5. WA 4iFHIF & H O AT TR

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

535 RWMESE

ESP-AT 42t F P4~ APL 3R Han & 24

e esp_at_get_para_as_digit () WIRBUFESEL.
* esp_at_get_para_as_str () WIRBFFFLESEL.

IR RAAT G 4.
53.6 AWt

AT AR E R i SR RS AL
o ek AT P I A Ak
o Ak — i Ak

A a g s

B AERE AT+TEST iy 41 <param_2> il <param_3> ZHUCE A ESEL, Hi <param_2> ME
TR, <param 3> KFFHRSLL.

AT+TEST=<param_1>[,<param_2>] [, <param_3>],<param_4>

SRS .

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
int32_t para_int_2 = 0;
uint8_t *para_str_3 = NULL;
uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",_
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, é&para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, é&para_int_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
(N otakss)
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return ESP_AT_RESULT_CODE_ERROR;
} else {

/7 T KA
/) EH R S RE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
—2);

esp_at_port_write_data (buffer, strlen((char

}
} else {

/) TR

AL ¥ T =

/7 BRI

memset (buffer, 0, 64);

snprintf ((char *)buffer, 64,

esp_at_port_write_data (buffer,

"second parameter

parse_result = esp_at_get_para_as_str (num_index++,

if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED)
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK)
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 K
/7 E A S ARAE
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third paramet
esp_at_port_write_data (buffer, strlen((char
}
} else {
/7 R
/) B E /KA

a3V & i

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

"third parameter i
strlen((char *)b

parse_result esp_at_get_para_as_str (num_index++,

if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;

} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

"fourth parameter

return ESP_AT_RESULT_CODE_OK;

"second parameter is:

strlen((char *)buffer));

strlen((char *)buffer));

$d\r\n", para_int_

*Ybuffer));

is omitted\zr\n");

&para_str_3);
{
{

er is: %s\r\n", para_str_3);

*)buffer));

s omitted\r\n");
uffer));

&para_str_4);

is: %s\r\n", para_str_4);

ViR

WA WA TAFRSEC) ", WIS EBA AN -

H T B8

fBs; AT+TEST fip 1) <param_3> ZHCNTATH SR, HOMRJE—(SE, GENFEREN RS,
AT+TEST=<param_1>, <param_2>[, <param_3>]
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WA PAR PR B 1 L o
¢ AT+TEST=<param_1>,<param_2>
e AT+TEST=<param_1>,<param_2>,

LIS .

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 K
/7 E AR SIRE
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
3
} else {
/7 TR

/) CRRkE Z AN KA

/) E AR S RAE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

Q)
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(£ L£50)

}

return ESP_AT_RESULT_CODE_OK;

Mg AR AR TAFRSEOD ", WES AR

5.3.7 MM AT

A AR M PAT, S0 —MTER, RERGET XS R T RELR BRI E.
—fOoRUE, XML S HEALF AR TR .

WM semaphore E[HH,

NIRRT R

xSemaphoreHandle at_operation_sema = NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};

snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 TR

// b ML A semaphores

at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

/7 TAEG bty

/) ERR AT SR

// REeAES T xSemaphoreGive #4774 semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

5.3.8 M\ AT 4 i LRI A R B dha

ESP-AT SZHFM AT iy 43 A5 A AR RS, IR LA R #4~ APLL

* esp_at_port_enter_specific () BCEMHRE, AT s HEMCE AR BIEG, KFR %K

e esp_at_port_exit_specific () MEH esp_at_port_enter_specific ¥E I EIHEEL.
AR 1) 7 VA S RO B2 5 e i 1A A [+

T KL A Bt
RO AfiN <param_1> $8%E THIRKE, WFHUR.

AT+TEST=<param_1>

PATT /R BRI AN AT fiir -3 FEREUK 2l <param 1> B4 A KR .
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static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)
{

xSemaphoreGive (at_sync_sema) ;

uint8_t at_setup_cmd_test (uint8_t para_num)
{

int32_t specified_len = 0;

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—0K) |
return ESP_AT_RESULT_CODE_ERROR;

buf = (uint8_t *)malloc(specified_len);

if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 T R

// b A 4)3E semaphores

if ('at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

/7 BEEGNBAER T >
esp_at_port_write_data((uint8_t *)">", strlen(">"));

// R BRI RS, EREEIAKIE SR AT B iAR
esp_at_port_enter_specific(wait_data_callback);

/7 NN EAR
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
received_len += esp_at_port_read_data(buf + received_len, specified_len -_
—received_len);

if (specified_len == received_len) {
esp_at_port_exit_specific();

/7RI A N AR K

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
// T KA
/) e RFVEBERE > 0, W EFRMASIERER T 152 0930 838 K
/7 T B E S e AT AL P X e ) A S
/7 Besl R AT O o R A 2R
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);

/TR
VAR ¥ -E=3 & EGE &

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
QiEiE3)
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esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, specified_len);

break;

free (buf) ;

return ESP_AT_RESULT_CODE_OK;

L, AR E AT+TEST=5, ¥ AMEdEHN 1234567890, W4 ESP-AT iR EILEHRATT IR,

AT+TEST=5

>67890

received data is: 12345
OK

AR K L 4 A i

XFRIE B, Wi-Fi 5 X, AEEEHEKE.

AT+TEST

fRix ESP-AT GiRar 2B IITH R IATE R, REIRISAT .

#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)
{

xSemaphoreGive (at_sync_sema) ;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

/ /TR

// Rk WA A E semaphores

if (!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

// BENBIER T >

Q9]
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(£ L£50)

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// R ECR RS, ERREENARIEEY AT HIAA
esp_at_port_enter_specific(wait_data_callback);

VA3 & DNELE &7
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) |
memset (buf, 0, BUFFER_LEN);

received_len = esp_at_port_read_data (buf, BUFFER_LEN) ;

/) R FRRIZEX

/7 R ERIENE] T+ TS

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

// TR

/) BB AEBIERAE > 0, A% RN HIEE 22

/7 5T B & S AT A T2 ) A S A

/7 A R S 1 AT R A S

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);

}

break;
} else if (received_len > 0) {
/7 T KA
// 7T A S AT A TR AR E a4 F A
/7 AL R SR R AT P o AR B 0 SR
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, strlen((char *)buf));

3
free (buf) ;

return ESP_AT_RESULT_CODE_OK;

}

PRI, RS — AN ARG 2 1234567890, 5 “AMMIARIERZ +++, A4 ESP-AT R BIZRAIT R,

AT+TEST

>

received data is: 1234567890
OK

5.4 s ESP-AT Pk fig

ERNIEOUT . ESP-AT I FHLZ [0)f# F UART #E17(5, P E S Akl RN o o AR S, BEA
it 115200 bps. JH 0% ESP-AT SRR S AL &, 75 T4 S, I A SR E . 4 SCPA
ESP32-C3 Mfil, 4 hnfait s ESP-AT it 6E .

TEfif: ASCEET ESP-AT AT & 42 X T, i TCP/UDP/SSL AP RE A — LT ¥4

i DR RV iv2 2 ) WTTEENG Sy UL B T R A Wi
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o [FE] HRikBE
© [AEH] BAEBAEA. ATk E

54.1 [ PA] Pk &

L i & S, LWIP. Wi-Fi G TR S8

B R A RS B2 DL I & module_config/module_esp32¢3_default/sdkconfig.defaults U4 5 Ji
HE ESP RAER A EIEHO I SCEIE R 1 sdkeonfig.defaults SC{:.

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP32C3_DEFAULT_CPU_FREQ_240=y
CONFIG_ESP32C3_DEFAULT_CPU_FREQ_MHZ=240
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M—y

# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

# Wi-Fi
CONFIG_ESP32_WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP32_WIFI_DYNAMIC_RX_BUFFER_NUM=64
CONFIG_ESP32 _WIFI_DYNAMIC_TX_ BUFFER_NUM=64
CONFIG_ESP32_WIFI_TX_BA_WIN=32
CONFIG_ESP32_WIFI_RX_BA_WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. $27%5 UART ZE 11X o/
R RS B D1 at_uart_task.c SCEH uart_driver_install() 17 o

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

3. MHBRERABCE . SRkl . Bexkiats

rm -rf build sdkconfig
./build.py build
./build.py flash monitor

4. EfLnih eg UART Jehf
S AT iy FPoan s :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPSEND

/) AR

U PR B YA R B AR A, (HA AT REN RIS EN T I . 55 SN LU E T REAS
FEATRERE, BCER R ] BB EE AT SR RE AT . I, PR R ARAGE R R Tk, T
AR E
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542 [HA7] ABER . FHHPE A E
SR ESP-AT I p) R Z R AR HA 4R -

System
93 G0
AT Core ‘—113|
Y
[ 3 G9
TCP/UDP = i =#& TCP/UDP
A
R4| 1S4
S2(|R2 Y Remote Host 58| [R8
Y 1
s1 |
Medium Interface "1 Medium 1 R5 S5
Rl A\
UART UART i \j
o T Link Interface «—Ii
SDIO sDIo WEE —> (( )) —S7
Socket Socket Hithernet R6
R7
Host MCU ESP-AT AP Internet

Pl 2: Frnt B

P P Sk B

* ESP-AT %3% (TX) K%l S1 > S2 > $3 -> S4 -> S5 -> S6 -> S7 -> S8

* ESP-AT #:t (RX) (%} R8 -> R7 ->R6 ->R5 -> R4 ->R3 ->R2 ->R1
AR RIS LT KL, B m e, 52 BB RO R AR AR 7 R Z AT DAL, AT 2
AR AR BN WUV R Z B BT BN, DA MO 2 PR 9 . FESE PR, fEAE
U B e P — A AT i B AT, P SRR i 5 5 A By i B R AT

MR R ECEI AR A SE R MR, P T AL AT+SYSRAM fiv 4 KA ] I AT

1. GO fFukfft
GO ARG AMLALAYER B SH AT :

CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP32C3_DEFAULT_CPU_FREQ_240=y
CONFIG_ESP32C3_DEFAULT_CPU_FREQ _MHZ=240
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

2. S1. R1 HFH:L4E

WHEEDLR, S1A1R1 &2 ESP-AT Fib SR 68 . RUABRATE LT, ESP-AT Fl ML A fiE
F UART #7315, Be4e%oN 115200, 1fif UART R4 b, #% FFRA S Mbps. HiL, B
AT 5 Mbps, o] DA BRIA R UART VE A1 ML (R RE 5 T, R B ] DAES T
NHEAA .

2.1 $25 UART 2 X K/
BN ACHD B U1 -4k at_vart_task.c U uart_driver_install() 7 .
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« $27 UART TX %t

uvart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

#2725 UART RX it

uart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

#2155 UART TX fil RX 770t

vart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_qgqueue, 0);

2.2 LTI R UART JfpR
S AT 6y FPon s :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPSEND

/1 A

i T TEE AR AL UART 7T DA SRSB4 RS U, I HLAHURI ESP-AT 22 i) UART 74/
AT H

TR AR P B AR T LT 5 Mbps, WA IE ] SPI. SDIO. Socket %773, HIAiif
2%

e SPI: SPIAT 3515
 Socket: Socket AT $5F5

3.S2. R2. R3. S3&H-1t4k
WEHEBNT, S2. R2, R3, S3 A~j2 ESP-AT M ELHHFT . R AT core ¥ UART ZEnh X
B M AL iy )2 2 b 5ds , (U /b ng BASRERT BN 2%, o fitb.

4.S4. R4, S5. R5. S6. Re6 #1114k

ESP-AT F1 E#1L2 [8)4# ] UART #4738/, S4. R4. S5. R5. S6. R6 TLE4k. ESP-AT Hi
FEWLz (B AL A BT TSRS, S4. R4, S5, R5. S6. R6 ZEMEE R — A .

S4. R4, S5. R5. S6. RO ZlFHHLIIEH)Z . MLEZ . MR Z 2 M EBdam. M
4% ESP-IDF o AL WicFi Phfig SRS, T ARV, ¥EF7 APIRCEE . BOSSRg LA AT ML
FE . /build.py menuconfig HHfTHEE.

o {4k S4 -> S5 -> S6: KL EHE Iy T E
o {4k R6 ->R5 -> R4 U )y il &
5.S6. R6 {1k
S6 Fl R6 J2 18 15t WA B b 5% 4 )=, ESP32-C3 WJ DA A Wi-Fi & DA AR hy 15 B 1 ik
Wi-Fi [T RN AR 2 40, ATREIR TR B P o0
o &5 RF K410
BRIN B BTl N 2 A S RS, B P ] DA AT AT+ RFPOWER iy 42 if) Flik
H RF B4Th%,
o P 802.11 b/g/n L
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BRI Wi-Fi £ B4 802.11 b/g/m 8, P a] 38 3L AT+ CWSTAPROTO iy A 25 i Fl i &
802.11 b/g/m Ppisl. FELEZXAIAT, KA AP by Wi-Fi L E > 802.11 b/g/ %,
U FE Lk HT20/HT40 (20/40 MHz) i,

6.S7. R7. S8. RS &5H-1i4t

WHEULT, S7. R7. S8. R8 g ESP-AT FFREANALHIFE . NI FNSLFRM 8T 98 . 4%
BEh . WIBREE B AR K

5.5 ol pily) S8 RS

AR T UM AL L 7 LI ESP-AT i)~ 20 #EHI S (factory_ MODULE_NAME.bin),
(AN, G AEARAE ESP-AT [Pk (£ s R ZACTS . PR o UART 45080, DUWT DA 3 ¥ i 1
e UK BHL

* factory_param_type.csv
* factory_param_data.csv

NN A O A F AR AR I E SR T SR S

o G —A g E AR
. :fﬁ-j—uﬂ.AAE] >L7b‘*§;
o WS ALLAY T AR AR

5.5.1 factory_param_type.csv

factory_param_type.csv F5 it T @R LA T S8, AREANSHI MR . LMD, B

customized_partitions/raw_data/factory_param/factory_param_type.csv,

TERIETEASHEE.

param_name | UiRH

description TEGw 1% ESP-AT TAEHHE /R BIRLH NG S -

magic_flag ZE N E Oxfcfe,

version BEFREE ) SRS HIRA, MAiRAN 3, ANEUE .

reserved| -

tx_max_power | ESP32-C3 fj Wi-Fi fx K & 512h3: [40,84], 11 I ESP32-C3 K13 % B L .
uart_port HT k1% AT fiy un A1 AT i Y1 UART ]

start_channel Ao is Wi-Fi §1E.

channel_num Wi-Fi [ S5 58250

country_code EEZNTH

uart_baudrate UART i,

uart_tx_pin UART tx &

vart_rx_pin UART rx ES Al

uart_cts_pin UART cts &, AFHRHEE N -1,

uart_rts_pin UART rts &/, A EE N -1,

tx_control_pin | HtHETT ﬁ*ﬁJ:EEHT % tx FRFTFEE MCU 2 FF . ARG E R -1,
rx_control_pin | F-EEFF R AR FHLEF, 1% rx I ES MCU 430 JF. AN E N -1,
reserved?2 I y=c

platform i@??“:‘lﬁﬁ[ﬁ]@ﬂ‘]"é? (HFRA 2R 51)

module_name | =474 HIEFHIELLH

5.5.2 factory_param_data.csv

factory_param_data.csv & ¥& £ 1% T factory_param_type.csv W 8 XL W IF A S 80 H, X ¥ ESP32-C3
RO BEH, Al R P E R B LT S 8 i SO i 3R AE A AE cus-

tomized_partitions/raw_data/factory_param/factory_param_data.csv 1,
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5.5.3 Wil A Fow OBl

AATEL— ARG ZAnIAE factory_param_data.csv HHRII—> @ A, HOR AR BT S8 T
i SC o B AR —> 442 MY_MODULE [¥) ESP32-C3 2 /L jitth |~ S8 — 3kl e, HEZAE K
JP, Wi-Fi {5ifih 1 & 14, H'E245 PLATFORM_ESP32C3 [ MINI-1 BiZHAHE, wI4%HEDAT A Rk
T

o W58 factory_param_data.csv
» 157 esp_at_module_info Mtk

o EHmIF LA L A TURA

& factory_param_data.csv

1r factory_param_data.csv ¢ FH i & MY_MODULE I A S 5E .
HIE, ERMIEEEA—AT, AEMALTSHUE.

e param_name: value

¢ platform: PLATFORM_ESP32C3
¢ module_name: MY_MODULE

e description: MY_DESCRIPTION
» magic_flag: Oxfcfc

e version: 3

e reservedl: O

e tx_max_power: 78

e uart_port: 1

e start_channel: 1

e channel num: 14

* country_code: JP

e uart_baudrate: 115200

e uvart_tx_pin: 17

e uart_rx_pin: 16

e uart_cts_pin: 15

e uart_rts_pin: 14

* tx_control_pin: -1

* rx_control_pin: -1

& J5 1Y factory_param_data.csv A& A1 R s .

platform,module_name,description,magic_flag,version, reservedl, tx_max_power,uart_
—port, start_channel, channel_num, country_code,uart_baudrate,uart_tx_pin,uart_rx_
—pin,uart_cts_pin,uart_rts_pin,tx_control_pin,rx_control_pin
PLATFORM_ESP32,WROOM-32,,0xfcfc,3,0,78,1,1,13,CN,115200,17,16,15,14,-1,-1

PLATFORM_ESP32C3,MY_MODULE,MY_ DESCRIPTION, Oxfcfc,3,0,78,1,1,14,JP,115200,17,16,15,
—14,-1,-1

&% esp_at_module_info &yl

1E at/src/at_default_config.c F1[1] esp_at_module_info ZEMETRINE & XAEHWEE .
esp_at_module_info AR AL oTA FFZIGHIE token:

typedef struct ({
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;
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AR oTA BhEE, IRASE A28 ota_token MIE=/13% ota_ssl_token Wi%iXE & NULL,
F—AZH module_name PJ5 factory_param_data.csv A4 H1H) module_name —F(.

THE2BWEH esp_at_module_info Z5ffk,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF TARGET ESP32)

{"WROOM-32", CONFIG_ESP_AT OTA_TOKEN_WROOM32, CONFIG_ESP_AT OTA_
—SSL_TOKEN_WROOM32 }, // BKiN: ESP32-WROOM-32

{"WROOM-32", CONFIG_ESP_AT_OTA_TOKEN_WROOM32, CONFIG_ESP_AT_OTA_
—.SSL_TOKEN_WROOM32 }, // ESP32-WROOM-32

{"WROVER-32", CONFIG_ESP_AT_OTA_TOKEN_WROVER32, CONFIG_ESP_AT_OTA_
<.SSL_TOKEN_WROVER32 }, // ESP32-WROVER

{"PICO-D4", CONFIG_ESP_AT_OTA_TOKEN_ESP32 PICO_D4, CONFIG_ESP_AT OTA_
—SSL_TOKEN_ESP32_PICO_D4}, // ESP32-PICO-D4

{"soLo-1", CONFIG_ESP_AT_OTA_TOKEN_ESP32_SOLO_1, CONFIG_ESP_AT_OTA_
.SSL_TOKEN_ESP32_SOLO_1 }, // ESP32-S0OLO-1

{"MINI-1", CONFIG_ESP_AT_OTA_TOKEN_ESP32_MINI_1, CONFIG_ESP_AT_OTA_
< SSL_TOKEN_ESP32_MINI_1 1}, // ESP32-MINI-1

{"ESP32-D2WD", NULL, NULL }, // ESP32-D2WD

{"ESP32_QCLOUD", CONFIG_ESP_AT_OTA_TOKEN_ESP32_QCLOUD, CONFIG_ESP_AT_OTA_
—SSL_TOKEN_ESP32_QCLOUD }, // ESP32-QCLOUD

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
<,SSL_TOKEN_MY_MODULE }, // MY_MODULE
#endif

#1f defined (CONFIG_IDF TARGET ESP32C3)

{"MINI-1", CONFIG_ESP_AT OTA_TOKEN_ESP32C3_MINI, CONFIG_ESP_AT
—OTA_SSL_TOKEN_ESP32C3_MINI },

{"ESP32C3 _QCLOUD", CONFIG ESP_AT OTA TOKEN_ ESP32C3 MINI_QCLOUD, CONFIG_ESP AT
—OTA_SSIL_TOKEN_ESP32C3_MINI_QCLOUD },
#endif
bi

23CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%HzfCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E XFE3L Y at/private_include/at_ota_token.h Hf .

#if defined (CONFIG_IDF_TARGET_ESP32C3)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
. DEFAULT
FR R LR F PR A e UBEEL

TEUSINE € ARG, iR % ESP-AT 142 SRR 86 T4, (el B T AR e B SORCA

Platform name:

1. PLATFORM_ESP32

2. PLATFORM_ESP32C3
choose (range[1,2]):1

Module name:

WROOM-32

WROVER-32

PICO-D4

SOLO-1

MINI-1 (description: ESP32-U4WDH chip inside)
ESP32-D2WD (description: 2MB flash, No OTA)

o U W DN

(T IUgkEE)
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(£ L£50)

7. ESP32_QCLOUD (description: QCLOUD TX:17 RX:16)
8. MY_MODULE (description: MY_DESCRIPTION)
choose (range[1,8]) :8

G5 MU P fE esp-at /build/customized_partitions SCPRJE MR BN A M T 28 0k il 5L
e

554 W HEXSE

AT AR BN A AT A A E XS RGN MY_MODULE IS4 date, G HILE
20210603, FIHEIELA T A TR

152 factory_param_type.csv
142 factory_param_data.csv

232 g & LA
EHBIF AL

& factory_param_type.csv

T& factory_param_type.csv 1 5E X 24 date.
HE, TERMIIREEA—IT, RIFRESEIATR (param_name). fifs i (offset). A (type) FIK/)N

(size),

param_name | offset | type size
description -1 String 0
date 88 String | 9

&) factory_param_data.csv

1 factory_param_data.csv fitJ5—FIRIETIHEA 51, H@kH date, SKIEH MY_MODULE XM A(E I
j‘y202106030

PAF RIBEUSH) CSV Ak .

platform,module_name,description,magic_flag,version, reservedl, tx_max_power,uart_
—port, start_channel, channel_num, country_code,uart_baudrate,uart_tx_pin,uart_rx_
—Pin,uart_cts_pin,uart_rts_pin,tx_control_pin,rx_control_pin,date
PLATFORM_ESP32, WROOM-32,,0xfcfc,3,0,78,1,1,13,CN,115200,17,16,15,14,-1,-1

PLATFORM_ESP32C3,MY_MODULE,MY_DESCRIPTION, Oxfcfc,3,0,78,1,1,14,JP,115200,17,16,15,
—14,-1,-1,20210603

AP e LS

TERTLAE E R EORAEEE A 2 U 25 date, LATR IR b HH S AU .

static void esp_at_factory_parameter_date_init (void)
{

const esp_partition_t * partition = esp_at_custom_partition_find(0x40, Oxff,
—"factory_param");

char* data = NULL;

Q)
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(& b))
char* str_date = NULL;
if (!partition) {
printf ("factory_parameter partition missed\r\n");
return;
3
data = (char*)malloc (ESP_AT_FACTORY_PARAMETER_SIZE); // L8
assert (data != NULL);
if (esp_partition_read(partition, 0, data, ESP_AT_FACTORY_PARAMETER_SIZE) !=_
—ESP_OK) {
free (data);
return;
}
if ((data[0] != OxFC) || (datal[l] != O0xFC)) { // #% magic flag %% # Oxfc Oxfc
return;
3
/7 KA
// T B L AefTAIE A% date
// HALF BT date Adda
str_date = &datal[88]; // date FEAmAbiLht
printf ("date is %s\r\n", str_date);
free (data);
return;
}
TP LR

S22 1% ESP-AT 142 RefiiF AT .

P 5E G A A esp—at /build/customized_partitions I FHEN A 1) S5 33
.

5.5.5 fESATEAIN ) S Bk
TR (357 BB TR factory_param_data.csv LA I RAMEAL ) S88dE, ORI TR —FI5E.

. THBIFEALE
o RA%miF ) Sdk =it LH

o HEASPCRT A gk — it H| U

FHT oA TR

FTFF factory_param_data.csv H-HRFE T S5 .

B 4 % ESP-AT L#E (S %% iF ESP-AT T42) , W) S8 Xk & 7F esp-at/build/
customized_partitions CHJEA K.

Hgaiki) 28 bRk
e, VoA ESP-AT 1A%
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SRJE, BITE ESP-AT TAEMMRHE SR, WA NS, JHER—HSH.

python tools/factory_param_generate.py --platform PLATFORM —-module MODULE ——
—~define_file DEFINE_FILE --module_file MODULE_FILE --bin_name BIN_NAME --log_file.
—LOG_FILE

» PLATFORM E# NI -4, W5 factory_param_data.csv Ff plat form FI{H—%.
* MODULE F# MIEHA & FR, W5 factory_param_data.csv Ff module_name FfH—3K
s DEFINE_FILE ##ft > factory_param_type.csv fRFHNTEE AR

e MODULE_FILE #:#i 4 factory_param_data.csv [ A% 4% .

* BIN_NAME B#h | SR HiI sS4

* LOG_FILE fifi {4l AR SCIF4 -

PAR A MY_MODULE KRB .

python tools/factory_param_generate.py --platform PLATFORM_ESP32C3 —--module MY_
—MODULE --define_file components/customized_partitions/raw_data/factory_param/
—factory_param_type.csv ——module_file components/customized_partitions/raw_data/
—factory_param/factory_param_data.csv —-bin_name ./factory_param.bin --log_file ./
—factory_parameter.log

AT b Ja, R AT H SR ARIPATT =43

e factory_param.bin
* factory_parameter.log
e factory_param_MY_MODULE.bin

YH A N factory_param_MY_MODULE.bin "F#k#| flash W, wJ{# ] ESP-AT $2{iLf¥) esptool.py #EfT
Tk, fE ESP-AT Hi H iR H S FHATRA R and, HE 2244,

python esp-idf/components/esptool_py/esptool/esptool.py -p PORT -b BAUD --before.
—default_reset —-—-after hard_reset --chip auto write_flash —--flash_mode dio ——
—~flash_size detect —-—-flash_freqg 40m ADDRESS FILEDIRECTORY

* PORT it Ayt 144

* BAUD ZHHBRFR .

 ADDRESS ety flash HFF4f AL . ESP-AT Xf ADDRESS SH0A A% 1 EoR, AN E A H) 2
BB SO MR ], TS R T ) A

20 SRRSO Bk
Th [l HoE
PLATFORM_ESP32C3 | MINI-1 [&f | 0x31000
PLATFORM_ESP32C3 | QCLOUD [&{# | 0x30000

e FILEDIRECTORY i Ay ih | S40 — HEH SCAROAH X %A%
I R B TS R SCpe sk B MY_MODULE ) fin 47 il .

python esp-idf/components/esptool_py/esptool/esptool.py -p /dev/ttyUSBO -b 921600 -
——-before default_reset —-—-after hard_reset --chip auto write_flash —--flash_mode.
—dio —-—-flash_size detect --flash_freqg 40m 0x31000 ./factory_param_MY_MODULE.bin

PR S8 RS

H b TEATIF ) S8 00 300, HR4E factory_param_type.csv HHH S &, EEAAMY 7 E
PEATIEEC.

FHE UG Y factory_param.bin Bk % flash (PRI WL F #0455 ).
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5.6 ol 5 SUIESFEEE F IR 55

ARSI T AR ) ESP-AT SR (LA RDIFEIE 7 iz 55 R S0P HE BSP st b H 7 SURIIFEHE T R 55 -

o KA F IR GRS
o AR SURIAHE T IR 5
— IS BURT I T IR GRS

— & & ble_data.bin X4
— TF #k ble_data.bin XA

RIIAEH MR 55 B SO GATT £S5 1) 208l S 2 /00 & — AN JE PS4 (attribute type) 2y 0x2800
(1 2R 55 (primary service). &S5 e Hi—MRSS R CALANRHAEALL . B2 B —MEA
AERRAFT AN . EEMRAE RS R OHTEY  H ) Generic Attribute Profile (GATT) —7 .,

5.6.1 (EIHEWE SF IR 55 D SC 1

IR T #E W& A Mk 45 V8 SC 14 /2 ESP-AT L% A1) 8 K o 48 85 2 Ik 45 B A 9 19 S, S 7 T cus-
tomized_partitions/raw_data/ble_data/example.csv, PNZEUTNFEHR.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
0 16 0x2800 | 0x01 | 2 2 A002
1 16 0x2803 | 0x01 1 1 2
2 16 0xC300 | 0x01 1 1 30
3 16 0x2901 | Ox11 1 1 30

PATF WA SRR BRI
o perm FRHMAMIR, BFE ESP-AT TAEH 1 E LANH .

/* relate to BTA_GATT_PERM xxx in bta/bta_gatt_api.h */

/**

* @brief Attribute permissions

*/

#define ESP_GATT _PERM READ (1 << 0) /* bit 0 - 0x0001 */
N /* relate to BTA_GATT_PERM _READ in bta/bta_gatt_api.h */

#define ESP_GATT PERM_READ_ENCRYPTED (1 << 1) /* bit 1 - 0x0002 */
o /* relate to BTA_GATT PERM READ ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ_ENC_MITM (1 << 2) /* bit 2 - 0x0004 */
. /* relate to BTA_GATT_PERM_READ _ENC_MITM in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE (1 << 4) /* bit 4 — 0x0010 */
. /* relate to BTA_GATT_PERM _WRITE in bta/bta_gatt_api.h */

#define ESP_GATT PERM _WRITE_ENCRYPTED (1 << 5) /* bit 5 — 0x0020 */
. /* relate to BTA_GATT_PERM WRITE_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE_ENC_MITM (1 << 6) /* bit 6 - 0x0040 */
N /* relate to BTA_GATT_PERM_WRITE_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE_SIGNED (1 << 7) /* bit 7 - 0x0080 */
. /* relate to BTA_GATT_PERM WRITE_SIGNED in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE SIGNED MITM (1 << 8) /* bit 8 — 0x0100 */
o /* relate to BTA_GATT PERM WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ _AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE AUTHORIZATION (1 << 10) /* bit 10 - 0x0400 */

1772 UUID Jy 0xA002 MRS5S E X
o S TATRAFEAY W], UUID 0x2803 FRFREAH], (A (value) 2 BLEAUR, AURKSEN 8 fif,
BRI, 1 BRSO RN
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fiz PR

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

© AT LT S RHIE . %A THY UUID S24FAERY UUID, S{E 2 4R AR EUE
o SEPUATIE SCTRHERAST (FT3E)

A X UUID W Z {5 B8 2% WA SORIKEL BT -

WK EAEAE ESP Bear EOEAEOAURSCHE, AR, HESARIIFEIE A H R, IATER ) in ik
Falssia, SREIMTEER.

Unknown Service
) 00002a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
yert READ
e (0x) 30, "0"
Descriptors:
Characteristic User Description i +
0x2901
e 0

562 FESUICIREEE A R 55
TR DA 28 i SRS REHE F 5«

o WEBURH AL T IR 5k S
o % ble_data.bin 4

o T2 ble_data.bin M

fE A TR 58 1R 55 D S 1

ASE ARG, BN, EEE L =55 (Server A, Server B fll server_C), NIFFZLIFX =4
e 25 45 MPHES o oh T SCEEA S5 AR AR RN, X BEFRATUARE SC— AR5 i, HoAt iz 55 5 mT DA
IR BITEA TR S

L AR5 5 o
ABIE LT —AMER OXFFOL [ 32 B S5
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index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 2 2 FFO1
2. USRS AR (E
A LT~ UUID 2k 0xC300 B A] 0] SAHE, R HAR I E A 0x30.
index | uuid_len | uuid perm | val_max_len | val_cur_len | value
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30
3. INIIARAERGARAT (PT3) .
BN T % P imf AL, 20 0x0000 7R i# Al (notification) FIFE7R (indication) #4% .
index | uuid_len | uuid perm | val_max_len | val_cur_len | value
34 16 0x2902 | Ox11 2 2 0000
SERA B BR G, B PRI FEEE A k45 LA .
index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 2 FFO1
32 16 0x2803 | Ox11 1 0A
33 16 0xC300 | Ox11 1 30
34 16 0x2902 | Ox11 2 0000

2 Bk, ble_data.bin 3Cf}

AR PA N AR —Fh 7 =0 A B ble_data.bin SC4.

* HUB g ESP-AT T4%,

H: i ble_data.bin, JFE[EE W 4%iF 42,

* PUUT BLEService.py {7, A % ble_data.bin SC{4:,

BLEService.py HI§{& N tools/BLEService.py, &0 PAYE ESP-AT fHR H =T

Az 1, ble_data.bin 344

TAT a4

python

./tools/BLEService.py components/customized_partitions/raw_data/ble_
—data/example.csv

“F#% ble_data.bin {1}

AR HIPA AL

ble_data.bin SCLE T

o FEEBIFLL Y ESP-AT [E

—Fh 773 # ble_data.bin C{%:,

ﬂéfilﬁy_' k&'%éll‘lxw o
* {2 ble_data.bin, XFh ¥k LB 1Y ble_data X3,

43 BINF R A& A%, ble_data.bin SAF X

—/NAT R I AR T

I ATE ESP-AT *E FSRIATLAR fir 4 T 4K ble_data.bin SCF.

esptool.py —--chip auto —--port PORTNAME --baud 921600 --before default_reset —-
—after hard_reset write_flash -z —--flash_mode dio --flash_freq 40m —--flash_
<»size 4MB ADDRESS ble_data.bin

¥ PORTNAME 4 @3 E 144 F), ADDRESS &> N 3% ble_data.bin {4 Hhil
AR Bk

— ESP32-C3: 0x1F000

— ESP32-C3 QCLOUD: 0x21000

TESEINUG, BTSRRI, R T A AR S AR ST AR BT

A LA
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Unknown Service

LWL

JID: 0000ff01-0000-1000-8000-00805f9b34fb

PRIMARY SERVICE

Unknown Characteristic + b
UuID:

0000¢300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Value: (0x) 30, "0"

Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902 o

Value: Notifications and indications disabled

57 A X

ARSI YA T Ui L (E B ESP-AT 246 at_customize.csv 24 H E X ESP B4 P70 X AP
X3 G KEM oy XK.

—2 43 X 3 partitions_at.csv LR G M, FEICELRY A B partitions_at.bin U4, R —F K EHE, &
GRS . B, AREWUEEL partitions_at.csv.

ESP-AT {1t " — 4073 X 5% at_customize.csv fHEEAFH A & BB ERET XK.
FE R ESP B YK, IR AT A IR SRS B TR =R

1)

158X at_customize.csv
2 m%, at_customize.bin
ke 3 at_customize.bin £ ESP 1% &

5.7.1 {&¢i at_customize.csv

152 N R AL BB at_customize.csv,

2% 3: at_customize.csv J§15

-5 e A
ESP32-C3 | MINI-1 module_config/module_esp32c3_default/at_customize.csv
ESP32-C3 | ESP32C3_QCLOUD | module_config/module_esp32c3_qcloud/at_customize.csv

SRIG, AEAEPR at_customize.csv IFREAE DA T HEI o

o B XWH P43 X Name fil Type ANAHEH, {H SubType. Offset fll Size A DA,
o WREFTFERIM—ASHH X, kA e 26 O 4TE ESP-IDF (esp_partition.h) H15E

X

— WREE X, W Type {5 ESP-IDE HHI.

- TSR E X, R Type HE N 0x40.
o AP X Name AT 16 715,
* at_customize 53X IBRINK/INE LHE partitions_at.csv A7, GSMIHT A P40 DX T8 AN B8 H S R
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5.7.2 H:pK at_customize.bin

&2 at_customize.csv J5, A PAE B4 ESP-AT LR {# ff python A gen_esp32part .py K4
at_customize.bin {4,

R A, #E ESP-AT TR H R FHATPA a4, B4 INPUT FI1 OUTPUT,

python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

o INPUT B A FARATI) at_customize.csv B¢ 3l SCHAA B4
« OUTPUT Bff i E iihy — B0l s CSV X Ry AR, AN ms, R FbrEs

5.7.3 §&5k at_customize.bin £ ESP 5%

Ff at_customize.bin Nk F| flash Hro ST UMAPRE BGOSR 2 ESP 1% 4%, 1S % ek AT Bl 298 4.
NF N AFAELH at_customize.bin ST R 2k .

7% 4: K4 at_customize.bin [7) T #5 ik
& iZH Hihik NN
ESP32-C3 | MINI-1 0x1E000 | 0x42000
ESP32-C3 | ESP32C3_QCLOUD | 0x20000 | 0xE0000

AEFBEEAUR L JFCK at_customize.bin N #%F| flash J5 4 BEMH ] —LE AT

o AT+SYSFLASH: %035 flash 7 F 5 X
o AT+FS: XM 4 %ifk

* SSL RFS#RAH XS

* BLE JIR55#84H K d

57.4 rpi

AT R U4 R test B 4 KB 43 X3N] ESP32-C3-MINI-1 B2 .
B 4e4k 3] ESP32-C3-MINI-1 # at_customize.csv 3, XE 7 X Name, Type. SubType., Offset #l

Size,

# Name, Type, SubType, Offset, Size

test, 0x40,15,0x3E000, 4K
fatfs,data, fat,0x47000, 100K

B8 EHYE ESP-AT TR, =iEYE ESP-AT iR H % N 4T python A4 i at_customize.bin,

python esp-idf/components/partition_table/gen_esp32part.py —q ./module_config/
—module_esp32c3_default/at_customize.csv at_customize.bin

R)G, BSP-AT AR H 444 i, at_customize.bin,
=4, F# at_customize.bin % flash,
1E ESP-AT TR H K T HATLA T 4, 4 PORT A1 BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py —-p PORT -b BAUD --before.
—default_reset -—-after hard_reset --chip auto write_flash —--flash_mode dio ——
—flash_size detect —--flash_freq 40m 0x1E000 ./at_customize.bin

* PORT #4144 FK
* BAUD B Ml FrR.
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5.8 WMt B Sk

ESP-AT TAECHFZ A, 4t THZH B & S factory_param_data.csv Fl module_config. 3251
T ESP-AT TRSCHRT-E (B R RI) . B DA AR A e B SO 7 B

-5 EZH BRIA B S
ESP32 ¢ WROOM- * module_config/module_esp32_default/sdkconfig.defaults
32 ¢ module_config/module_esp32_default/sdkconfig_silence.defaults
¢ PICO-D4
¢ SOLO-1
¢ MINI-1

ESP32 | WROVER-32
» module_config/module_wrover-32/sdkconfig.defaults

* module_config/module_wrover-32/sdkconfig_silence.defaults

ESP32 | ESP32-D2WD
» module_config/module_esp32-d2wd/sdkconfig.defaults

¢ module_config/module_esp32-d2wd/sdkconfig_silence.defaults

ESP32 | ESP32_QCLOUD
-Q ¢ module_config/module_esp32_gcloud/sdkconfig.defaults

* module_config/module_esp32_qcloud/sdkconfig_silence.defaults

ESP32- | MINI-1
C3 ¢ module_config/module_esp32c3_default/sdkconfig.defaults

¢ module_config/module_esp32c3_default/sdkconfig_silence.defaults

ESP32- | ESP32C3_QCLOUD
C3 -Q * module_config/module_esp32c¢3_qcloud/sdkconfig.defaults

» module_config/module_esp32c¢3_qcloud/sdkconfig_silence.defaults

e 24 /build.py menuconfig W] silence mode Ny 0 Wf, X5V B i B B 4R
sdkconfig.defaults,

e 24 /build.py menuconfig W] silence mode N 1 B}, XMW BB B 4N

sdkconfig_silence.defaults,

WA EAE ESP-AT T A2 FR s inxd o~ ESP AR 24, IR BE MOX Sl & SC b, BbALHY) “ESP #5417
TR

o ESP-AT THE% RGN S RORI4L, A03% BSP-AT U@ Bk O A BoRedl,  FIAE Bk i A pods
Ao AEAREBGRIGE, B TAERER, MRt AHE .
* ESP-AT TRECERC SRR, (HH 5 20 HAB OB AR B /Y

ASCRLRF UL AN e ESP-AT TAR w2 ESP-AT E 35 Rk ESP S R i MBI B4 o Ry, H 3P AR
finxy ESP32-WROOM-32 S Fi Ay, il fifiJf] SDIO MM A2 #RINfY UART $1.

5.8.1 1 factory_param_data.csv ZS MB35 R

FIFFAS MY factory_param_data.csv , TEFRMIRIGHA—1T, MRIELIRFTEREMXESE. KOF, A
¥ platform % B & PLATFORM_ESP32, module_name WHE N WROOM32-SDIO, HAWSHOEEEN

T (BH LB faciory_param_type.csv).

¢ platform: PLATFORM_ESP32
¢ module_name: WROOM?32-SDIO
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¢ description:

» magic_flag: Oxfcfc
e version: 3

e reservedl: O

e tx_max_power: 78
e uart_port: 1

e start_channel: 1

e channel_num: 13
e country_code: CN
e uart_baudrate: -1
e uart_tx_pin: -1

e uart_rx_pin: -1

e uart_cts_pin: -1

e uart_rts_pin: -1

* tx_control_pin: -1
* rx_control_pin: -1

5.8.2 f&X esp_at_module_info &5§4 {4

T S % 157K esp_at_module_info #5 #11k ,

5.8.3 PCEEALCME

56, #EA module_config Uk, AN —A>F SCHF R A7 HOBE AL I TE B S (SCF ek R/
), RIGTEH P AR E {4 IDF_VERSION, at_customize.csv, partitions_at.csv, sdkconfig.defaults DA %
sdkconfig_silence.defaults

A G, FATE F RS M module_esp32_default PRI K Hod B & SCHE, FE@mA N
module_wroom32-sdio. FEAGIH, BlE 3 {f IDF_VERSION, at_customize.csv fil partitions_at.csv J555
Bk, Fli1HFEB Y sdkeonfig.defaults FI sdkconfig_silence.defaults :

* ffifl module_wroom32-sdio CAI TR, FEME KU TFECE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_wroom32-sdio/
—partitions_at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_wroom32-sdio/partitions_
—at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_wroom32-sdio/
—at_customize.csv"

* fiiJ] SDIO il %, 5Kk UART HLE
- #Fk UART g

’ CONFIG_AT_BASE_ON_UART=n ‘
— Bt SDIO FilE

’ CONFIG_AT_BASE_ON_SDIO=y ‘

SE R R IE, W E BT 413 ESP-AT TREAE LA [ (4. AGd, RATERE TR, Mk
PLATFORM_ESP32 Hl WROOM32-SDIO A Sk 2H [ {2

59 SPIAT i

AT EZNZ] SPLAT LG ], 2 AR LS5 :
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o B
o ¥ ] SPI AT

o SPI AT & %

TEff: AR 4 ESP32-C. ESP32-S 2511 ESP #5451y SPLAT [ SC 8l 5 M o i FAE{FFR ], ESP32
FAIANHUE SPLAT, "]} SDIO SPLAT fE %

59.1 W4t

SPI AT £ AT T#%, i SPI PM¥g-F T8 s . el SPLAT i}, MCU #4514 SPI master, ESP
WA AN SPLslave, {77 SPT PRI SLHE T AT fip S B B,

i Jil SPL AT 113

AT TAEBGAGE ] UART PpsCiEAT Biciad i, fH2 UART HibsUfE— L5505 Sm e A i Bt i) B2 37 589 A
WY, PRI, (S O e A R 14 SP PIMSUA i Rt 1k — R i i 1

o 31 SPLAT ?
Ry pAE R IR SR IC B S SPTAT:

1. #d . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT through HSPI {fifif SPI AT,

i . /build.py menuconfig->Component config->AT->communicate method for

T command ->AT SPI Data Transmission Mode 4% SPI $({i{& iz,

f . /build.py menuconfig->Component config->AT->communicate method for

T command ->AT SPI GPIO settings [t SPI {#i [ GPIO 45,

1 ./build.py menuconfig->Component config->AT->communicate method for

AT command ->AT SPI driver settings ¥ SPI MHLEI TAERR, I BEAE XEEXITK

/N

5. EHiGF esp-at TR (3% %iF ESP-AT T42), Koy B I217

2.4

3.4

SEEE

4.

fﬁd

SPI AT BRi\
TRGH TAFEZRSE ESP #5454 ] SPT AT Wl BRI RE 1/ 1) -

% 5: SPI AT B\

5% GPIO %i'5 (ESP32-C3)
SCLK 6

MISO 2

MOSI 7

CS 10

HANDSHAKE 3

GND GND

QUADWP (qio/qout):sup:/ 8

QUADHD (gio/qout):sup:/ 9

BEW 1: QUADWP 5 i QUADHD 7 I {UAENE ] 4 £k SPT T AR

A PAE L . /build.py menuconfig > Component config>AT >communicate method for
AT command>AT through HSPI>AT SPI GPIO settings, JAJG4i LAESRHELE SPI AT Xt 1)
BH (2% %if ESP-AT 1.42).,
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59.2 {lif] SPI AT

FEf# T SPLAT I, ESP ¥ #% Fizf7i1 SPLslave TARAEXUT @ fFATN o lH, G SPT Ml 724
AT fF, i SPImaster JH 2% SPLslave 3L/ 5 #4E, (2, i AT ey T8RS H I, 52 ESP
B EEhRE 18 Bl Luf5 B L, FRATAE SPLmaster Al slave Z [AIESHI T MEFL, KL slave
F5h1m) master AAFEAITIRE. MR T LM HAI RN

o Master [1] slave &% AT $diist, i HIEFLE R
1. master [1] slave &% 15 KRG HIEEIITE K, RIGELF slave [m4E T4 & W i Ak 5 015
s
2. master il 2 HE T4k LAY slave & HH RRF ARG S G, TG REEGE.
3. master ZIEFHR)G, WA slave BE KL LR .
* Master 2L slave %% AT Fiant, (8RB TLER:
1. slave i 48 4 38 1 master FF AR U -
2. master FUCEE, HEAEROI A B G, 0 slave B O & eI

LN

SPI AT {5 {5 k5 ) CMD+ADDR+DUMMY+DATA (i5/5 ). fEf#i i SPI AT i}, SPI master {§ Ff 51—
RS IR OSCA AT

» Master |a] slave & E50HE @SR SC:
2= 6: TR MM A E PR

CMD (1 %) ADDR (1 %7Y) DUMMY (1 DATA (& ik 4092 F4Y)
F)
0x3 0x0 0x0 data_buffer

* Master [i] slave AR RUIRE AR, 7 B A AERITH EORETHR AR ek, BARmdE4R3Ch -

=7 EHLERMMAL, EVUREREC 245K

CMD (1 =) ADDR (1 %) DUMMY (1 DATA
)
0x7 0x0 0x0 null

* Master $2i slave %1% F B I G 8 15 7 3C:

2 8 FHLEHAML A A 1 K

CMD (1 ==37) ADDR (1 &7¥) DUMMY (1 DATA (i 4092 =)
F)
0x4 0x0 0x0 data_buffer

* Master HI{ slave ZORAIREIG , & B AR — AN EORETHR AR ek, HARB@EHRCh

9 EHLEAMMAL, EALERERC 245

CMD (1 =3f1) ADDR (1 %7r) DUMMY (1 DATA
F)
0x8 0x0 0x0 null

* Master [i] slave A& SR A 5 /B ) 5 41 3C -

2 100 FAL ML KA G ERR

CMD (1 %) ADDR (1 %) DUMMY (1 DATA (4 %=7F)
F)
0x1 0x0 0x0 data_info

Horr 4 55951 data_info H 3 AR R AR B B S, BAksanT
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THE A TH AT TAE

1. Master [] slave &1L MIEIRI T4, KB 07 15 bit,

2. Master [i] slave kMBI E A5, 1ZTFH5HE master BER AL BTSN, K BE 16 ~ 23 bit,

3. Magic {H, {7 24 7 31 bit, [EE N OxFE.

* Master fi{ll 2|48 T2k I A slave K HWIMES 5, TRE AR —5KIH S0 slave #E A B IICEHE ) TA/ERL

X, IERIEABN R ARAER TR, HAARBs E ROk -

F 11 FHURAGK, AL Al BRRAES

CMD (1 =&37) ADDR (1 Z&7¥) DUMMY (1 DATA (4 %=7y)
F)
0x2 0x4 0x0 slave_status

RIREWER G, slave & [ AR SAE SAFAFEFE 4 FZ7 1 slave_status H, H AR
1. slave 223 [ master K IEMIEIEIIFTE, KBE 0~ 15bit; {24 slave b T oI SRRASH, X FEEHCE

AR

2. BIEE TSNS, K 16 723 bit, )¢ 55535 KAE OxFF I, T — MR n 7 7S EHrik BN
0x0. 4 slave 4T A ERARASHT, % B A master 75 7] slave A& N — T EHREI)TFIS: 24 slave

AT AT BRIRASHT, 1% BN slave [n] master KR 1) — NIRRT o
3. slave YA /T BARAS, K 24 ~ 31 bit,

SPI AT % ¥a42 0.

SPI AT %l A2 B AR 3= 253 i A~ J7 T -
* SPI master [1] slave % 3% AT 54

| SPI master |

| SPI slave |

step 1: request to send--———> |

step 2: GPIO interrupt--—---

step 3: read slave status——>

step 4: send data-—-—

step 5: send done——-—

B IRLR BT
1. master [1] slave %3513 1] slave B3R5 K

2. slave 2 master ) &K TE K, UL slave FiFRRUCEE , W] slave_status 271745 5 A SR iF master

BARIIRESL, AR5l 4R T2 K master L) GPIO kT

3. master FEYE| BT, 152 slave [ slave_status ZFf74s, FaillE] slave #E ABCE IR IIRES .

4. master FFI5[A slave K iEEHE

5. KRBT, master [i] slave Ak — 2R AIA LR ATIH B -

 SPIslave [i] master %% AT LY :

| SPI master |

step 1: GPIO interru

| SPI slave |

pt-----

step 2: read slave status—-—> |

step 3: send data-————————- |

step 4: receive done

BALBRAAR BT :
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1. slave [n] slave_status 2f 7% 5 A FLIF master 200K B slave W 50HE AR & AL, S8 5 i i 48 T 4 fil &
master _| /) GPIO k.,

2. master FUH| W5, F2HL slave [ slave_status ZRf74%, Kl F] slave #F A KR FHRRAS

master FFIREEIOR B slave [F%5dE .

4. B sE G, master [ slave A ik — 2 RIRICEHRES RITH S -

b

SPI AT Master 7514 ¢

{#i F§ SPI master 5 ESP 54512471 SPI slave 3
F <at_spi_master/spi/esp32_c_series>‘,

BERIRFICES 5 2% example:* AT ESP32 SPI Master 1]

5.9.3 SPIAT @#i#%
A BEW]
« {ifi j] ESP32-DevKitC JT & /-5 SPI master, iz4T ESP-AT Hi{1 at_spi_master/spi/esp32_c_series H 5%

A HERE (RN T

1. ffff: CPU LAEHIREE N 240 MHz, flash SPI mode Fit & & QIO ##x\;, flash #Hi& % B 4 40 MHz,
2. #fF: HET ESP-IDF v4.3 [4IFEREE, -5 140 Y streambuffer (R NFE#E Ry 8192 Sy

o {dif] ESP32-C3 =% SPIslave, #ii3fsst SPI AT Flf (&:%%i% ESP-AT T42), ¥ ESP32-C3
Bic E TAEAE TCP g5, HARREFRCE QT

1. fififE: CPU TAESIZRXE N 160 MHz,
2. B A4 SPI-AT ) sE BLARAS 1, FF streambuffer 1) K /N E 0 8192 £+7, I ] ESP-IDF [
example/wifi/iperf B[4 sdkconfig.defaults.esp32c3 H i S L B S48

U IFRASI
TERER T IRATHE SR 52 i 18 15 HR g5 -

2 12: SPI AT Wi-Fi TCP ;@ {5 %

Clock SPI mode master->slave slave->master
10M Standard 0.95 MByte/s 1.00 MByte/s
10M Dual 1.37 MByte/s 1.29 MByte/s
10M Quad 1.43 MByte/s 1.31 MByte/s
20M Standard 1.41 MByte/s 1.30 MByte/s
20M Dual 1.39 MByte/s 1.30 MByte/s
20M Quad 1.39 MByte/s 1.30 MByte/s
40M Standard 1.37 MByte/s 1.30 MByte/s
40M Dual 1.40 MByte/s 1.31 MByte/s
40M Quad 1.48 MByte/s 1.31 MByte/s

LR

2 SPI I BRIy, 2 BRT B2 PG PEA R, flH Dual 83 Quad TAEMIMEAH

AR 8T Standard AR R B3
B 20 2 T SPLAE N AE S H X WA R RS % T .

5.10 el 9z80 OTA S}
AR T AT 2 ESP32-C3 R FIBH L H] OTA Jh4. Hpl, ESP-AT #FXFA R R4 T PATT = Fb

OTA fip%. &R LM A CHFREHIE G OTA fiy %
1. AT+USEROTA

Espressif Systems 275 Release v2.3.0.0-esp32c3-74-g6c52fcd

Submit Document Feedback


https://github.com/espressif/esp-at
https://github.com/espressif/esp-at/tree/6c52fcd/examples/at_spi_master/spi/esp32_c_series
https://github.com/espressif/esp-idf/blob/master/examples/wifi/iperf/sdkconfig.defaults.esp32c3
https://www.espressif.com/zh-hans/support/documents/technical-documents
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 5. WA 4iFHIF & H O AT TR

2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRSEERTR B :

o OTA A3t YL B R 3%
o 1& ] ESP-AT OTA 4447 OTA F+4%

5.10.1 OTA {4 % b B i Hl i 5%

AT+USEROTA

Ibfy4l it URL S8 OTA F+4%. #nl PATHR i EAE HTTP k4525 EAIE . H BTi% a0 H:5
IYXTV R, 155% AT+USEROTA 3KBUE 215 H..

TS ETH P EE X mS, G PAEE M at/sre/at_user_cmd.c JFEARAE R ELBZ MRS

AR O)VATEE7/E 3 1M

L 848 T A Ol HTTP [l 5545 .
2. s dithiie URL.

GIPAH

o WRET I E A IR R E R R E A, FEFREE, SR8 JCE M AT+CIUPDATE iy
ST, BRI R4 A AT+CIUPDATE # 47 OTA F+45 Bl T H 34 .

AT+CIUPDATE

I Ay A8 ] iot.espressif.cn /F f2RIA HTTP AR 55 4%, 2@ A AT N AR P 2 X, iR m] PATF 2%
at_customize.csv FE XM HE XK. WGP RELEMIRA, %o T
FIRFERAIMA . 155 7% AT+CIUPDATE #REUEZA5 E. .
iz AT E E X bin SO, HEREREAT X2 —.
1. ff iot.espressif.cn B4 1 W) HTTP IR 5595 , I 5B A2 B iR . ] SC 88 H i AT+CIUPDATE
Wl 5% at/src/at_ota_cmd.c,
2. {f iot.espressif.cn |G — A4y, JEEH E 4% bin Sk, (NGBS B P a1 BHE L& i
R EIR S 28 FOIAVESs.) 155214 B AT+CIUPDATE # 47 OTA FH48 3EH L5 B,

R OIVAIR /b= (I

L BREHIRE Ak, NAHRBRE R AT

2. BAVRTIF Y A s U bin SCPE, (HBEAT H Y HTTP iR 5525

3. BAA A HTTP 3575 B ¥ I R4 IXAb,, 384 1T AE at_customize.csv SCPE Pz Y
P A X

AT+WEBSERVER

Wity B P Y Al A /MR T AT [ HAT, % 2 DR BTV R 2 K EhBE . FETF IR Tt
Gz uil, WE ) web IR S5 g fir QI HEHIRE AT [ F52 61 2) fa i sl FAL . 0] PAZ 25 AT+ WEBSERVER
3 Web Server AT 7 15) FREUH 2215 B .

HTSCEA E O HTML TUTd, 55 % /6 fs_image/index.html, kT SIS | O 19 AT+WEBSERVER
Gl S %R at/src/at_web_server_cmd.c,

W AT B I3 R
. BSTREETIFHEN OTA TH, Aol FIMEs IR
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CIRAH

o WERETHHE AR S R AT E A, FEFRSEUE, EnTREICIA i AT+CIUPDATE fiy
AT, ARG IRAE A AT+CIUPDATE #:47 OTA JH48 B7 T H O 4 .

5.10.2 {§i}fl ESP-AT OTA #i4#uit OTA F1-4%
i)l AT+USEROTA 347 OTA J-2%

5% AT+USEROTA $REUE £145 K.

f#iJll AT+CIUPDATE k47 OTA J}-4%

B ILAT+CIUPDATE iy 12 F 7€ LI bin SCPF, 5 ST bin SCPF EAZ %] iot.espressif.cn Hf 3K
%) token fEL. VAN A PRIEIA T ANATAE iot.espressif.cn b AIHEBLE I L& bin SCIFS

1. FTIF M3k http://iot.espressif.cn B https://iot.espressif.cn.

one < im] * ft (O] iot.espressif.cn < il )

My tasks - Team Work ESP32 Programming Guide ~ Cisco WebEx Mestings  Espressif Systems  Hf +

|OtBUCket if Start ~ Join Login

ACTIUATE THE woRiD
~OoR~
WHAT * MOBILE ' REAG MERS

§ o
! N f,LmDED i
PERIENCES == 7

ST AT -

&l 3: FTJF iot.espressif.cn [ 3k

2. M BCA_EARY “oin”, ERAGINA T, HRAEHLIEAI Y .

T
o 4T Join NRERFAKEE H IR W GAR HiZIhAE, R R

3. w2 EARY “Device”, MRJ5 iy “Create” Fefl]E#— i
MR G S L — Y, T E PR
5. MEARZE SR HIFAR OTA bin U, FLE AT OTA token AR AN T U1 FT 7 -

B

MR SR SSL OTA, &I “The SSL token for AT OTA” HEE 30 E .

6. siifi “Product” H#EA M T, 41 FANFTR . B BIENIE %, 7 “ROM Deploy” T fii AMUAF corename.
KB TR 5 Hi bin SCHFE AN “otabin” FELRAE.
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lot-Espressif WSt~ Join  Login
Join
Name Username [a-zA-Z0-9_]+
Email Email
Password Password
Join

B 4: LA iot.espressif.cn

|0t' ESpI‘eSSIf Device Product i Start ~ 2 weiyuanjia ~

-
DeVI ce search | device name, serial, key, e product 5 & Export <+ Create

y 4

iot_test

Id 147469
Serial 107c7503 @
()  8daysago

K 5: fid “Device”
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Iot' ES preSSif Device Product 52 Start ~ A weiyuanjia ~

9 Create Device

Name device name, [a-zA-Z0-9]+

Privacy © Private Device
" Public Device

Product

4r

Create Batch Create?

K 6: i “Create”

Iot' ESpreSSif Device Product i Start ~ & weiyuanjia ~

9 Device {id: 148038, serial: 01035413 }

# ot test @
Private Device Not Activatedunactivated
Product {id: 3867, name: esp_iot_test, serial: 6b4dd7ag }
Product Secret 896ebabbd8f7c3b3ea5f2d0df6a%06e7@del12d2e Last Active
Device Secret 2695e0e0406b8a816ca2b38b286e@27ccf2deald Device Status developing

Master Device Key 5802d10b6ee86c617583371a%e4faf4fe@942f2¢

Datastreams Request Logs O
1 wait for request...
+ Create
. Ke set you as owner
Meta-Info # y

| master 5802d10b6ee86c617583371a%e4faf4fe@942f2c (master) I

owner 7109246496617d2482c6a3b38498119181734162 (owner)

+ Create

Bl 70 AN
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Espressif IoT Development Framework Configuration o
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ——--).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config -——>
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help> < Save > < Load >

B 8: il AT OTA token %547 - 7% 1

i
o MR EAETTIZ, at_customize.csv PEXWHAFHE XK, HEW ota.bin BN
FE E S5y X bin SCEFEPH]
« XIF corename FE, M BAUSUH TR 4 bin S

7. i ota.bin SFHLARAE A M BIALA
8. T LiBfTAT+USEROTA fp. WIRIZAC 4z, #7F1h OTA 7L

%

o P L E| iotespressif.cn fif) bin S BRI, G PAN HLN -
— WERFAL app 43X, 3K bin SUH4 I EHN ota.bin.
- WERFALH A2 XA X, 55 bin SCHL K EN at_customize.csv H1Y Name FE.
fBan, WRF factory_Param 4pK, B HIKE N factory_ param.bin,
* ESP-AT R A T7E S ] OTA pIXrpre xXHE, HIfi OTA BT EAMREF R, J5lf ESP-AT [#]
PR IE R 21T, (EXTT H @ AKX, |1 ESP-AT (%A &t E/NOFAH.
o WUREFTRON—IFUG B A e i bin SCPE, IR 2 E R A IGIA ], BiR %5 OTA token % ¥
“H A token {1 .

i/l AT+WEBSERVER #:47 OTA 4%

1527 AT+ WEBSERVER F1Web Server AT i+ %) 3XEUE Z{Z R,

511 4@y ESP-IDF Jiig A

ESP-AT [E {1156 T SR WM I & HESE (ESP-IDF ), f3-MiUAS i) ESP-AT [ {4: %] . 5 A5 % 1) ESP-IDF fift
A, SR F AU ] ESP-AT TFEERIA [ ESP-IDF JAS , ASHE T 37 ESP-IDF JiU4% , A libesp32c3_at_core.a
JIC)Z 1) ESP-IDF jft % 5 ESP-AT T#2[1) IDF fitAS A —E00] GE 2 T BUE R R 451

R, TERLERRIRS LT, ESP-IDF f/MIAS BBt 0] RESE I T ESP-AT T AR, WIRETHEER, A3
(ERIK(VSE =
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 9: it ® AT OTA token %54H - LB 2 #11 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, sedal, dest pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
& 10: % AJRASFI corename
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9 Product {id: 3867, serial: 6b4dd7a9 }

Id aBav

Name esp_iot_test
Serial Bbddd7ad (In 8 hours)
Secret click to show secret

Description
Status develoging...
Activated / Total o/s2
0%
Datastreams ROM Deploy
Sl P e version

chore(beta): 1.0 codanamediot)

@ Aa, bin

+ Deploy

& 11: AR 24 iR A ota.bin

ESP-AT [& {4 %} . i) ESP-IDF i A% iC 5% #F IDF_VERSION A4 A, X 6 3¢ 4 4 fi ¥£ module_config
SCAE e TR AN [ AR A SO e v % SO A A TR AL 4 B BT R ESP-IDF B 43 5. R R
ID F1 (e bk, f3 40, PLATFORM_ESP32C3 ¥ & ) MINI-1 #i4] ) IDF_VERSION {if T- mod-
ule_config/module_esp32c3_default/IDF_VERSION,

WAy ESP-AT [B{F 537 ESP-IDF AT, i MDA AP R4 AE

o FRFML Y IDF_VERSION {4,

o MRETEZ AR 52, #1232 ID M ML

o MBr esp-at WHXFIEAR esp-idf, DA TR 55 7k IDF_VERSION H1H5 E 1Y
ESP-IDF 75,

o T HiYni% ESP-AT T#E.

R, 24 ESP-AT JiUA A ESP-IDF AR IERL, Sy S i .

’Please wait for the update to complete, which will take some time

5.12 ESP-AT [di|f1% R

AR T ] — ESP R I AT BPFAE SRR a8 . 0E, By 22 5% .

5.12.1 ESP32-C3 &%l

RIS EVAT ESP32-C3 251 AT [ X5

« ESP32-C3-MINI-1_AT Bin (75 {##:> MINI-1 Bin)
« ESP32-C3-QCLOUD_AT BIN (435 QCLOUD Bin)
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SeRp G A4

NI T E BRI ESP32-C3 41 AT BN SRR fr 48 (1 & 301 ) . BRI SCRpEAT PATE
Wi BN % ESP-AT TG SR Mk (8 @ %R). SR Fmmas (O RR), FREAY
SN SE A SR Ao . IEUAARYREIE AT BV #, & RER AAR R fE, A

Fromid. AT TR IR B T IS5 # ittt OTA JHL

P = MINI-1 Bin | QCLOUD Bin
base
user
wifi
net
MDNS
WPS
smartconfig
ping
MQTT
http
FS
driver
WPA2
WEB
OTA
qcloud IoT
iR 5
i MINI-1 QCLOUD
Flash 4 MB 4 MB
PSRAM [x) [x)
UART & "
TX: 7 TX:7
RX: 6 RX: 6
CTS: 5 CTS: 5
RTS: 4 RTS: 4
X FE AL

TSI T ESP32-C3 R4 AT [EF SRR sl f

B R

MINI-1 Bin | QCLOUD Bin

ESP32-C3-MINI-1

ESP32-C3-WROOM-02

UART &P HE X, HRIEESH Tk & AT 3502 % W,
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513 Ipfaf M\ GitHub b # @il AT [ 1F

t T ESP-AT #£ GitHub &1 C1 (824 00), A AR RS Bl 4% 31 GitHub #3432E /i, ESP-AT [&]{4:(%)
I S RRAR

T AT B EERRASON IR, SREAM AT, EFHFE AT WAL E .

PATR B S AN ] A GitHub R8BI A AT B0F . FETHIRZ R, 15 o8 kY GitHub Jik5,
N R R R SRAL R -

1. ¥TFFM T https://github.com/espressif/esp-at.

H espressif/ esp-at @Wach ~ | 44 | ¢ Star | 371 % Fork 251

<» Code (%) Issues 50 il Pull requests 4 (® Actions [T Projects 07 wiki © security

¥ master ~ Go to file Add file = About

AT application for ESP32

% xcguang Merge branch 'docs/update_how_to_customize ble... .. + Gdaysago Y0 1,473 ESP-IDF & ESP32S2 ESP-
IDF & ESP8266
B _github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daal 7 days ago espB266  esp32 wif
B docs Merge branch ‘docsfupdate_how to customize ... 6 days ago ble  spi uvart  ethemet
: esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
@ module_config fix: fix the issue of high power consumption when... 20 days ago
53 View license
B tools feature: Support compile on windows OS 7 months ago

& 12: ESP-AT GitHub ‘B J5 71 /i

2. fiid; “Actions” HEA “Actions” T .
3. SaEeEY workflow #E A workflow T Jfj .
MR GAR N 2R E 2 SR ImI R, sy “Branch” #EA$EE 73 311 workflow TUTH .
4. KRN B 55, 78 Artifacts U HIEERAH N B I BELH o
5. iy T B R BRI I A AT [

MR WEPRAEAE Artifacts BB IREIX I ABAL, 525 ESP-AT Bt 2 7+ R UBE(F2EAT T
o

5.14 HE X Bluetooth LE Services 1.1

ESP-AT 42 python 4~ BLEService.py ¥ H & X Bluetooth LE [R5k ble_data.bin. #£TH
& X Bluetooth LE {45, 15Z% RS 4efT A & UK 35 T IR 5.

o R it A

o TR BB
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H espressif/ esp-at @Watch ~ 44 | ¢ Star | 371 %P Fork | 251

<> Code  (5) Issues 50 il Pullrequests 4 (®) Actions [T Projects 00 wiki © security cae

¥ master ~ Go to file Add file About

AT application for ESP32 ESP-

9 xcguang Merge branch 'docs/update_how_to_customize ble s... ...  6Gdaysago Y% 1,473 IDF & ESP3252 ESP-IDF &

ESP8266
B _oithub/workflows feat: add new GitLab and GitHub jobs for all functi... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet

) esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

K 13: /i Actions
H espressif/ esp-at @Watch ~ 44 ¢y Str | 371 | YFok 251

<> Code (*) Issues 50 i1 Pull requests 4 (® Actions [ Projects M wiki ) security [~ Insights

Workflows All workflows

Showing runs from all workflows
All workflows

Q Filter workflow runs

R cic++Cl

271 workflow runs Event Status « Branch ~ Actor =

@ Merge branch 'docsl/update_how_to_customize_... T B 6 days ago
CIC#++ Cl #271: Commit ec57920 pushed by igrr {5 6m 255
Merge branch ‘feature/lupdate_at _core_esp32' int...

° g P - —esp. release/v2.2.8.0_esp32 5 7 days ago
CIC++ Cl #270: Commit 7135f05 pushed by igrr @ 6m 44s
Merge branch 'feature/update_at_core_esp8266'i...

° 9 P - —esp release/v2.2.0.0_espB266 a 7 days ago
CIC++ Cl #269: Commit 48e0237 pushed by igrr G) 8m 47s

K 14: Actions T [fj
Workflows All workflows

All workfl Showing runs from all workflows
workflows

Q, Filter workflow runs

Po clc++Cl

271 workflow runs Event ~ Status ~ Branch = Actor =
@ Merge branch 'docs/update_how_to_customize_ble... ot B 6 days ago

CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'featurelupdate_at_core_esp32' into 'r... release/v2.2.0.8_espa2 B 7 days ago

CIC#++ €I #270: Commit 7135105 pushed by igr & 6m 44s
@ Merge branch 'feature/update_at_core_esp8266' into... release/uz.2.0.0 sspa266 B 7 days ago

CIC#++ CI #269: Commit 4820237 pushed by igr & 8mats

. =K
& 15: S 5oE) Workflow
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@ Merge branch 'docs/update_how to_customize ble services' into 'master' C/C++ Cl #271

@ Summary Triggered via push 6 days ago Status Total duration Artifacts
Jobe 2 igr pushed -o- ec5792b master Success 6m 25s 11
@ build-esp3z-wroom-at
@ build-esp32-wrover-at :;a;::! ml
@ hbuild-esp32-pico-d4-at
@ build-esp32-solo-at @ build-esp32-wroom-at 4m 33s
@ build-esp32-d2wd-at @ build-esp32-wrover-at 5m 40s
@ build-esp32-mini-1-at @ buid-esp3z-pico-ddat S5m0
@ build-esp32-geloud @ huild-esp32-solo-at 5mi8s
@ build-esp32-at-full-function-test @ build-esp32-d2wd-at 5m27s
@ hbuild-esp32c3-mini-1-at @ build-esp32-mini-1-at 5m 255
@ build-esp32c3-at-full-function-test @ build-esp32-geloud 5m30s
@ build-esp32c3-geloud @ build-esp32-at-full-functi... 5m46s
@ build-esp32c3-mini-1-at  smis
@ build-esp32c3-at-full-fun... &m 11s
@ build-esp32c3-gcloud 5m32s
K| 16: 3 Workflow T [
All workflows
Showing runs from all workflows
Q branch:master

Status Actor ~

224 workflow run results Event ~

Filter by branch
© Merge branch 'docs/update BLEADVPARAM_param...

master X “a
CIC++ Cl #285: Commit b492079 pushed by igrr [ Find a branch ]
. N . ci/github_compile_fail
@ Merge branch 'docsitrans_compile_project_and_ad... =
master LA
CIC++ Cl #283: Commit e5ca22e pushed by igrr feature/add_build_script
v master
@ Merge branch 'docslitrans_four_compile_develop_d...
master release/v2.1.0.0_esp32 ten
ClC++ CI #282: Commit cc39436 pushed by igrr
release/v2.1.0.0_esp32s2
© Merge branch 'docs/update_copyright_year' into 'm... . release/v2.1.0.0_esp8266
master ..
clC++ CI #281: Commit c6c38fb pushed by igrr
release/v2.2.0.0_esp32
- . . . release/v2.2.0.0_esp32c3
© Merge branch 'docsHix_firmware_diff_doc’ into 'mas... . -esp
master e

CIC++ Cl #280: Commit e2b9d35 pushed by igrr release/v2.2.0.0_esp8266

test
M Merne hranch 'daccladd cinstate cammand' inta 'm

o

& 17: f55F Branch
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 18: Artifacts T [f]
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5.14.1 Ak kS F
HEBEU T AR 22—l ble_data.bin,

o JERZE AR,
o i A AR,

JEIAR A ok

4~ BLEService.py Hff2/2 tools/BLEService.py. #nl AL —h gEWRBUHARREBIEE . fitin]
PABLHET A R A ble_data.bin —3#EH 0.

python <SCRIPT_PATH> [-t TARGET_FILE_NAME] <source_file> ‘

o SCRIPT_PATH: A, WIEMAIE AT “tools” H3 R, N SCRIPT_PATH }y BLEService.py.

* TARGET_FILE_NAME: ZLRAFA R BARSCH (B AR SCHE4 I 4a st okl sz A ik ) s iR i
FiewE, WEHE source_file JRfEHF A ATBleService . bin —dEHI Sk,

» source_file: 44/ Bluetooth LE GATT 45 U8 SCF (YR SR 2 T btk 5 32 FH X bk )

flan, A PAPATA R aATE tools H g FAE R ble_data.bin — il 0.

python BLEService.py -t ble_data.bin ../components/customized_partitions/raw_data/
—ble_data/example.csv

2R P 101 ] A2

ESP-AT ' Bluetooth LE GATT service U474 %45~ components/customized_partitions/raw_data.
T ERE H E X Bluetooth LE fIR 55, 15 Z75 SR 4e T @ & SUIK 46 35 F IR G5
YT EREGIE BSP-AT TR, 2% U %RiF ESP-AT 142,

5.14.2 PR EH RSO

7R BLEService.py UL G BERAHE A SCH o 3061 SC . B3] DA PAR 5 2R 0B So b
2| flash -
1. s gesR TRk — kil o4
1. Windows
15~ 2k Windows Flash [z T.H .
2% zip I readme . pdf B(# doc HRIRBUEZ A Xz TREMEE.
2. Linux or macOS

i {#i ] esptool.py.
A PAS % 4o b7 B 2 SR 405 F IR 5 PRBUE 215 B .

esptool.py —--chip auto —--port PORINAME --baud 921600 --before default_reset --
—after hard_reset write_flash -z —--flash_mode dio —--flash_freq 40m --flash_
—size 4MB ADDRESS FILEDIRECTORY

¥ PORTNAME E# kA3 EE O, ¥ ADDRESS Biffe et ihl . % FILEDIRECTORY ey — it
il SCHITERT H 5% .

2. JE A IR A ik S

1. AT+SYSFLASH 4
PAESP32-C3 AU NHI, BRI ATATAT a2k H ble_data 73X iS5 AT+SYSFLASH 3REL
CIEA IS
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1. #¥if] flash f P40 IX

AT+SYSFLASH?

M 3/ :

+SYSFLASH: "ble_data",64,1,0x21000, 0x3000
+SYSFLASH: "server_cert",64,2,0x24000, 0x2000
+SYSFLASH: "server_key",64,3,0x26000, 0x2000
+SYSFLASH:"server_ca",64,4,0x28000,0x2000
+SYSFLASH:"client_cert",64,5,0x2a000,0x2000
+SYSFLASH:"client_key",64,6,0x2c000, 0x2000
+SYSFLASH:"client_ca",64,7,0x2e000,0x2000
+SYSFLASH:"factory_param", 64,8, 0x30000,0x1000
+SYSFLASH: "wpa2_cert",64,9,0x31000, 0x2000
+SYSFLASH: "wpa2_key",64,10,0x33000,0x2000
+SYSFLASH: "wpa2_ca",64,11,0x35000, 0x2000
+SYSFLASH: "mgtt_cert",64,12,0x37000, 0x2000
+SYSFLASH: "mgtt_key",64,13,0x39000,0x2000
+SYSFLASH: "mgtt_ca", 64,14, 0x3b000, 0x2000
+SYSFLASH:"fatfs",1,129,0x70000, 0x90000

OK

2. #f ble_data X

PNy N
iy

’AT+SYSFLASH:O,"ble_data"

M Y -

[ox

3. B ble_data 43X

PNy
e

’ AT+SYSFLASH=1, "ble_data", 0, 2344

M.

>

Y4 <operator> N write B}, RGE| AL TIRE] >, HEHEWT A A ZEE %L
P, BRKEN S <length> 8. YHABEERZ G, REASIRUTHEE.

[ox |

2. AT+CIUPDATE
Bilan, A PARAT AT v & R BT ble_data 43X (RI$ 2 LA A Wi-Fi JigE) . 5
% AT+CIUPDATE 3K 25 ..

g PR EARE XA U ble_data 20X,
17T =3, OTA F+28.,

Vo
PINY

JRSEHLH B OTA B4, 5245 3 4o

AT+CIUPDATE=1,"v2.2.0.0", "ble_data"

R LA ARRR e R TERAIY, 7500 ESP-AT [ F ] fEANRE T4, 77 et b i) 55 7 B 05 3
SEIFTAS AT+SYSFLASH?,
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5.15 a2k PKI SCAF

ESP-AT ${}t python i AtPKI . py K SSL e 55 ukA5 3¢+, SSL & ik A5 3¢, MQTT UL 3C A
WPA2 JEHSCHF (f3E CAIES, cert IEBHMALY]) Heih — I SCfF.

o G ) UK
o & RGE A i) UHF

o FHRH LATIE A LA

5151 UER BRSO X

W TR SO —E R SCERAN, BIAS AtPKI . py B2 ] 3R SO R — e ME B
BEBAANE A5 SO, RS SO DA/ BTN 12 5 s, e SO R AT 4 A5

FB fiiik
magic code (2 F7) 0xF1 OxF1
HESNINCES ) UEA SR R
KE (457) R SCAFACJE = BRSO RV)N - magic code K/ - F11 R/
- KU
RRL(157)
ca: 0x01
certificate: 0x02
key: 0x03
ID (1 5777) T VERCE A3 3
WﬁkF(Z ) Ao R SO S SO RN

PAZE e 5 =2 ) ST NI AEIRH client_cert.bin UPFRNBI, HERISCIIT SR/ D 12 7
TR PR

T ik
magic code (2 ) 0xF1 OxF1
HESNINICES D) 0x02 0x00
KB (4 597) 0x20 0x09 0x00 0x00
%’@ﬁi (15795) 0x02

D (1597) 0x00
]j\]ﬁ‘kﬁ (2 7r) 0x8C 0x04

FARZ AL ORI AtPKI . py B RTERRE — M SIS NUE B SCPFAIT K@ A 4 754
o SCOFIFR /NSt 4 A Bdfa i -

H ik
FA (1 57Y)
ca: 0x01
certificate: 0x02
key: 0x03
ID (1577) FF VURCIE 45 34
WAKE (277) g Ry R SRR UE R SRR R
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PAZ BGE B =3 ) S /NI AE ) client_cert . bin SCHNBI, SCHTFLH /MR 4 7345 5
WRPrs:

TB ik

KA (1 5) certificate: 0x02
D (1579) 0x01
WAEKE (2 %) 0x8C 0x04

5.15.2 A )kuEs e Sc
T IEFEPA T I Rz —A Bk — ik i ek

o R AR,
o ZRiF A A R

JEIAS 2 )k

7 AtPKI. py BIHEARJE tools/AtPKLpy. 0] DAL —h el ARUEA R ARE (5 B . it nl AR Heiiad
AR fiir A 8 HE S

python <SCRIPT_PATH> generate_bin [-b OUTPUT_BIN_NAME] <PKI_LIST> <source_file> ‘

e SCRIPT_PATH: BIAREIZ. WHMEIEAT “tools” HixF, W SCRIPT_PATH  AtPKI.py.

* OUTPUT_BIN_NAME: ZLRAFA R HARSCHE 4 (B ARSCI 44 e X stk s A ik ) 5 st —o
OUTPUT_BIN_NAME #{AA WS, WIANR: A 2417 H SR A PKI . bin 30

e PKI_LIST: WZET ca. cert. key H—4,

« source_file: FAFEARAUE SISO IEB IR SCORAY 4 X ki i 5 AR X L )

PA ESP-AT ) SSL % itk 45 SCA R Bl #5mT DASRA T R THI ) iy 27E tools H3g FAZ A client_cert.bin
1411 o

python AtPKI.py generate_bin -b ./client_cert.bin cert ../components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt cert ../components/customized_
—partitions/raw_data/client_cert/client_cert_0l.crt

20 P10 ] A e

ESP-AT HE 45 SC4- I AEAi% %4425 components/customized_partitions/raw_data.

PA ESP-AT ) SSL % Pl 45 304l . dndi s R84 i 2 SSL & Pl b il S, bk B
sk client_ca R CAEREH N HCHK CAET, FFHK client_cert H3E MW cert EHE#H N
HOM cert JE45, K client_ key HFE AR H A H O KA.

ARG S AE S0P, RS OOE TR IR UM T AP0 F T o U T DA S LB 45
DB I 133 PRI

BTG, TS % %t ESP-AT T2 4% ESP-AT T,
5153 PFEEA B HE eIk

iijﬂzlﬁ AtPKI. py UL ATTRAIEA SO bl S o BRI DA I AR O 3R 1 i S48 5% 2] flash
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¢ Windows
15 28 Windows Flash 7§ T EL,

HZ% zip PFJeH readme . pdf B doc HRFMEZH Rk LRIIEE .

¢ Linux or macOS
& {# ] esptool.py.
TEAT ATE ESP-AT #iE H 5i R TR T 1) fi - be sk kil S

—after hard_reset write_flash -z —-—flash_mode dio
—»size 4MB ADDRESS FILEDIRECTORY

esptool.py —--chip auto —--port PORINAME --baud 921600 --before default_reset —-

——flash_freq 40m —--flash_

¥ PORTNAME Biffe A ER 1. ¥ ADDRESS #iffe fyks il . ¥ FILEDIRECTORY #iifh ik

i SCHFBTAER H 5%

3 A A S

o AT+SYSFLASH x4

PLESP32-C3 B MBI, BATAMATLA R in KB client_cert 43X, 5% AT+SYSFLASH

RPCEZ (5 E .
1. 2 flash f 43X

AT+SYSFLASH?

e Y =

+SYSFLASH:"ble_data",64,1,0x1£f000, 0x6000
+SYSFLASH:"server_cert",64,2,0x25000,0x2000
+SYSFLASH: "server_key",64,3,0x27000, 0x2000
+SYSFLASH: "server_ca", 64,4,0x29000,0x2000
+SYSFLASH:"client_cert", 64,5, 0x2b000,0x2000
+SYSFLASH:"client_key", 64,6,0x2d000, 0x2000
+SYSFLASH:"client_ca",64,7,0x2f000,0x2000
+SYSFLASH:"factory_param", 64,8,0x31000,0x1000
+SYSFLASH: "wpa2_cert", 64,9,0x32000, 0x2000
+SYSFLASH: "wpa2_key",64,10,0x34000, 0x2000
+SYSFLASH: "wpa2_ca",64,11,0x36000, 0x2000
+SYSFLASH: "mgtt_cert",64,12,0x38000, 0x2000
+SYSFLASH: "mgtt_key", 64,13,0x3a000,0x2000
+SYSFLASH: "mgtt_ca", 64,14,0x3c000, 0x2000
+SYSFLASH:"fatfs",1,129,0x47000,0x19000

OK

2. g client_cert 40X

’AT+SYSFLASH=O,"client_cert"

M i/ :

[ox

3. i client_cert 40X

’AT+SYSFLASH=1,"client_cert",0,2344

M 5/ :

>
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2 <operator> jwrite [, RGEIar>IRICHATIRI] >, BORHEAT DAk A 25
AR, BRSNS <length> —8. MHABMEREN LG, RESPRATEL.

OK

« AT+CIUPDATE %
B, G PABATA F @Sk B HT client_ca 43X, i55% AT+CIUPDATE 3BUE 25 E .

g QUREARE XA B client_ca 70X, BAISCHLH CHY OTA i), Z %X
P47 52 3, OTA F+K.,

AT+CIUPDATE=1,"v2.2.0.0","client_ca"

HWfi: EALA R L 2 IERRR) . 750 ESP-AT B {F 0l BERRE T/, 2 BB ik i) B 7 B0y v
AT A4 AT+SYSFLASH? .

5.16 AT API Reference

5.16.1 Header File

» components/at/include/esp_at_core.h

5.16.2 Functions

void esp_at_module_init (uint32_t nefconn_max, const uint8_t *custom_version)
This function should be called only once, before any other AT functions are called.

Parameters
* netconn_max: the maximum number of the link in the at module
* custom_version: version information by custom

esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)
Parse digit parameter from command string.

Return

¢ ESP_AT_PARA_PARSE_RESULT_OK : succeed

e ESP_AT_PARA_PARSE_RESULT_FAIL : fail

* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
Parameters

e para_index: the index of parameter

e value: the value parsed

esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)
Parse string parameter from command string.

Return
¢« ESP_AT_PARA_PARSE_RESULT_OK : succeed
 ESP_AT_PARA_PARSE_RESULT_FAIL : fail
 ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
Parameters
* para_index: the index of parameter
e result: the pointer that point to the result.

void esp_at_port_recv_data_notify from_isr (int32_t len)
Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.
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Parameters
¢ len: datalength

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)
Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

Return
e true : succeed
e false : fail
Parameters
e len: datalength
* msec: timeout time,The unit is millisecond. It waits forever,if msec is portMAX_DELAY.

void esp_at_transmit_terminal_from_isr (void)
terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)
terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array_ regist (const esp_at_cmd_struct  *custom_at_cmd_array,

) ) uint32_t cmd_num)
regist at command set, which defined by custom,

Parameters
e custom_at_cmd_array: at command set
e cmd_num: command number

void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)
regist device operate functions set,

Parameters
* ops: device operate functions set

bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom_ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)

void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)
regist custom operate functions set interacting with AT,

Parameters
* ops: custom operate functions set

uint32_t esp_at_get_version (void)
get at module version number,

Return at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version bit7~bit0
. at custom version

void esp_at_response_result (uint8_t result_code)
response AT process result,

Parameters
e result_code: see esp_at_result_code_string_index

int32_t esp_at_port_write_data (uint8_t *data, int32_t len)
write data into device,

Return
e >=0: the real length of the data written
e others : fail.
Parameters
¢ data: data buffer to be written
* len: datalength
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int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,

Return
e >=0: the real length of the data read from device
* others : fail
Parameters
* data: data buffer
e len: datalength

bool esp_at_port_wait_write_complete (int32_t fimeout_msec)
wait for transmitting data completely to peer device,

Return
* true : succeed,transmit data completely
e false : fail
Parameters
e timeout_msec: timeout time,The unit is millisecond.

int32_t esp_at_port_get_data_length (void)
get the length of the data received,

Return
e >=0: the length of the data received
* others : fail

bool esp_at_base_cmd_regist (void)
regist at base command set. If not,you can not use AT base command

bool esp_at_user_cmd_regist (void)
regist at user command set. If not,you can not use AT user command

bool esp_at_wifi_cmd_regist (void)
regist at wifi command set. If not,you can not use AT wifi command

bool esp_at_net_cmd_regist (void)
regist at net command set. If not,you can not use AT net command

bool esp_at_mdns_cmd_regist (void)
regist at mdns command set. If not,you can not use AT mdns command

bool esp_at_driver_cmd_regist (void)
regist at driver command set. If not,you can not use AT driver command

bool esp_at_wps_cmd_regist (void)
regist at wps command set. If not,you can not use AT wps command

bool esp_at_smartconfig_cmd_regist (void)
regist at smartconfig command set. If not,you can not use AT smartconfig command

bool esp_at_ping_cmd_regist (void)
regist at ping command set. If not,you can not use AT ping command

bool esp_at_http_cmd_regist (void)
regist at http command set. If not,you can not use AT http command

bool esp_at_mgtt_cmd_regist (void)
regist at mqtt command set. If not,you can not use AT mqtt command

bool esp_at_ble_cmd_regist (void)
regist at ble command set. If not,you can not use AT ble command

bool esp_at_ble_hid_cmd_regist (void)
regist at ble hid command set. If not,you can not use AT ble hid command

bool esp_at_blufi_cmd_regist (void)
regist at blufi command set. If not,you can not use AT blufi command

Espressif Systems 296 Release v2.3.0.0-esp32¢3-74-g6c52fcd
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-74-g6c52fcd

Chapter 5. WA 4iFHIF & H O AT TR

bool esp_at_bt_cmd_regist (void)
regist at bt command set. If not,you can not use AT bt command

bool esp_at_bt_spp_cmd_regist (void)
regist at bt spp command set. If not,you can not use AT bt spp command

bool esp_at_bt_a2dp_cmd_regist (void)
regist at bt a2dp command set. If not,you can not use AT bt a2dp command

bool esp_at_fs_cmd_regist (void)
regist at fs command set. If not,you can not use AT fs command

bool esp_at_eap_cmd_regist (void)
regist at WPA2 Enterprise AP command set. If not,you can not use AT EAP command

bool esp_at_eth_cmd_regist (void)
regist at ethernet command set. If not,you can not use AT ethernet command

bool esp_at_custom_cmd_line_terminator_set (uintd_t *ferminator)

Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,
but it just supports one character now.

Return
* true : succeed,transmit data completely
e false : fail

Parameters
e terminator: the line terminator

uint8_t *esp_at_custom_cmd_line_terminator_get (void)
Get AT command line terminator,by default, the return string is “\r\n” .

Return the command line terminator

const esp_partition_t *esp_at_custom_partition_£find (esp_partition_type_t type,
esp_partition_subtype_t subtype,

. . L . ) const char *label)
Find the partition which is defined in at_customize.csv.

Return pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid for the
lifetime of the application
Parameters
e type: the type of the partition
¢ subtype: the subtype of the partition
e label: Partition label

void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)
Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (void)
{

xSemaphoreGive (sync_sema) ;

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_DELAY) ;
esp_at_port_write_data ((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:

Parameters
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¢ callback: which will be called when received data from AT port

void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)
Get current AT command name.

5.16.3 Structures

struct esp_at_cmd_struct
esp_at_cmd_struct used for define at command

Public Members

char *at_cmdName
at command name

uint8_t (*at_testCmd) (uint8_t *cmd_name)
Test Command function pointer

uint8_t (*at_queryCmd) (uint8_t *cmd_name)
Query Command function pointer

uint8_t (*at_setupCmd) (uint8_t para_num)
Setup Command function pointer

uint8_t (*at_exeCmd) (uint8_t *cmd_name)
Execute Command function pointer

struct esp_at_device_ops_struct
esp_at_device_ops_struct device operate functions struct for AT

Public Members
int32_t (*read_data) (uint8_t *data, int32_t len)
read data from device

int32_t (*write_data) (uint8_t *data, int32_t len)
write data into device

int32_t (*get_data_length) (void)
get the length of data received

bool (*wait_write_complete) (int32_t timeout_msec)
wait write finish

struct esp_at_custom_net_ops_struct
esp_at_custom_net_ops_struct custom socket callback for AT

Public Members
int32_t (*recv_data) (uint8_t *data, int32_t len)
callback when socket received data

void (*connect_cb) (void)
callback when socket connection is built

void (*disconnect_cb) (void)
callback when socket connection is disconnected
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struct esp_at_custom_ble_ops_struct
esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members
int32_t (*recv_data) (uint8_t *data, int32_t len)
callback when ble received data

void (*connect_cb) (void)
callback when ble connection is built

void (*disconnect_cb) (void)
callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback) (esp_at_status_type status)
callback when AT status changes

void (*pre_deepsleep_callback) (void)
callback before enter deep sleep

void (*pre_restart_callback) (void)
callback before restart

5.16.4 Macros

at_min (X,y)
at_max (X, y)
ESP_AT_ ERROR_NO (subcategory, extension)

ESP_AT CMD_ERROR_OK
No Error

ESP_AT CMD_ERROR_NON_FINISH
terminator character not found ( “\r\n” expected)

ESP_AT_CMD_ERROR_NOT_ FOUND_AT
Starting “AT” not found (or at, At or aT entered)

ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)
parameter length mismatch

ESP_AT_CMD_ERROR_PARA_TYPE (which_para)
parameter type mismatch

ESP_AT_CMD_ERROR_PARA_NUM (need, given)
parameter number mismatch

ESP_AT_CMD_ERROR_PARA_INVALID (which_para)
the parameter is invalid

ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)
parse parameter fail

ESP_AT_CMD_ERROR_CMD_UNSUPPORT
the command is not supported
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ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (result)
the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING
processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR
the command operation type is error

5.16.5 Type Definitions

typedef void (*esp_at_port_specific_callback_t) (void)
AT specific callback type.

5.16.6 Enumerations

enum esp_at_status_type
esp_at_status some custom function interacting with AT

Values:

ESP_AT_STATUS_NORMAL = 0x0
Normal mode.Now mcu can send AT command

ESP_AT_STATUS_TRANSMIT
Transparent Transmition mode

enum esp_at_module
module number,Now just AT module

Values:

ESP_AT_ MODULE_NUM = 0x01
AT module

enum esp_at_error_code
subcategory number

Values:

ESP_AT_SUB_OK = 0x00
OK

ESP_AT_SUB_COMMON_ERROR = 0x01
reserved

ESP_AT_SUB_NO_TERMINATOR = 0x02
terminator character not found ( “\r\n” expected)

ESP_AT_SUB_NO_AT = 0x03
Starting “AT” not found (or at, At or aT entered)

ESP_AT_SUB_PARA_LENGTH_MISMATCH = 0x04
parameter length mismatch

ESP_AT_ SUB_PARA_TYPE_MISMATCH = 0x05
parameter type mismatch

ESP_AT SUB_PARA_NUM_MISMATCH = 0x06
parameter number mismatch

ESP_AT_SUB_PARA_INVALID = 0x07
the parameter is invalid

ESP_AT_SUB_PARA_PARSE_FAIL = 0x08
parse parameter fail
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ESP_AT_SUB_UNSUPPORT_CMD = 0x09
the command is not supported

ESP_AT_SUB_CMD_EXEC_FAIL = 0x0A
the command execution failed

ESP_AT_SUB_CMD_PROCESSING = 0x0OB
processing of previous command is in progress

ESP_AT_SUB_CMD_OP_ERROR = 0x0C
the command operation type is error

enum esp_at_para_parse_result_type
the result of AT parse

Values:

ESP_AT PARA_PARSE_RESULT_FAIL=-1
parse fail, Maybe the type of parameter is mismatched,or out of range

ESP_AT_PARA_PARSE_RESULT_OK =0
Successful

ESP_AT_PARA_PARSE_RESULT_OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index
the result code of AT command processing

Values:

ESP_AT_RESULT_CODE_OK = 0x00
LLOK’?

ESP_AT_RESULT_CODE_ERROR = 0x01
“ERROR”

ESP_AT RESULT_CODE_FAIL = 0x02
“ERROR”

ESP_AT_RESULT_CODE_SEND_OK = 0x03
“SEND OK”

ESP_AT RESULT_CODE_SEND_FAIL = 0x04
“SEND FAIL”

ESP_AT_RESULT_CODE_IGNORE = 0x05
response nothing, just change internal status

ESP_AT RESULT_CODE_PROCESS_DONE = 0x06
response nothing, just change internal status

ESP_AT RESULT CODE_OK_AND_INPUT_PROMPT = 0x07

ESP_AT_RESULT_CODE_MAX

5.16.7 Header File

¢ components/at/include/esp_at.h

5.16.8 Functions

const char *esp_at_get_current_module_name (void)
get current module name
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const char *esp_at_get_module_name_by_id (uint32_t id)
get module name by index

uint32_t esp_at_get_module_id (void)
get current module id

void esp_at_board_init (void)
init peripheral and default parameters in factory_param.bin

bool esp_at_web_server_cmd_regist (void)
regist WiFi config via web command. If not,you can not use web server to config wifi connect

5.16.9 Macros

ESP_AT_PORT_TX_WAIT_MS_MAX

ESP_AT_ FACTORY_PARAMETER_SIZE
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int CalcCheck (BYTE* Bytes, int len){
int i, result;
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}

return result;

ESP-AT A i3] ESP-AT 48 J% i Fl 6 015 5 % 5 225 )7 ESP-AT Jf] P47 &% GitHub ESP-AT i
H.

Xt ESP-AT ML, A 40 H R

L. B2% AT % B BER TS 256 477, &Il fids .

2. Bjsk AT @R PA /x/n HEEHAT.

3. QR AT S MSHNA WS TRRFEAFWRE S " . 25, %, FFEm\ #1745 L, i PUB
14 JE.HY) payload K A JSON %#i#& =k {"action": "publish_test"™, "count":"0"}, N
WAZFE SCA {\"action\":\"publish_test\"\, \"count\":\"0\"} FfLA, MM

4. G E—A~ AT fp iR AR SE A, P AR BT fir &2 Ik [ AR 45 -

ERR CODE:0x010b0000

busy p...

TC 5 lE B A

AT+TCDEVINFOSET: ‘E& ¥4 s aitm

iiie BLEMS IS YRR -5 A i KA R
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TN O GO

AT+TCDEVINFOSET="

Wi 3% ¢

+TCDEVINFO:"TLS_MODE (1)","PRODUCT_ID","DEVICE_NAME", "DEVICE_SECRET_BCC", "PRODUCT_
—REGION"

OK

P A

AT+TCDEVINFOSET?

Wi 3% ¢

+TCDEVINFOSET:<tls_mode>, <product_id>, <device_name>, <devicesecret_checksum>,
—<product_region>

OK

14

+CME ERROR: <err>

LR
» ESP32-C3 #i4H iR 0] <t 1s_mode> A 1, H AR devicesecret FFAFER NA, HiR[H| devicesecret F
FFER LRI (BCC)

AT+TCDEVINFOSET=<tls_mode>, <product_id>, <device_name>, <device_secret>[, <product_
—region>]

+CME ERROR: <err>

B
s MRBIAHE R EREE N MQTT k%5 4%, Wk B &R, HP R R KERITEREGS
(AT+TCMQTTDISCONN) A BRI 1% %
o GARENA AR, WOERE OK, 3R oRiR M4 F B ENE 55:
— +TCDEVINFOSET:0K: B HIh
— TCDEVINFOSET:FAIL<err_code>: WERIK

o <tls_mode>: A F, WIET, {[CZRAR 1
- 0 FIERGL
— 1: TLS 5=
- 20 TLSEHaX, BfE2kad
 <product_id>: j=ffid, MIEI, FAFEREE KK 10 Y
* <device_name>: WATHHR, WM, FAFHRRA, FRKE 48 F7
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* <device_secret>: WHHHH, W, FAFHHER, BRI 4 775
* <product_region>: 7/ [XI5, PRI, FAPAREAL, SRR 24 747, AURORERME, BN
E KA A= “ap-guangzhou”

il

[/ WEEI)

AT+TCDEVINFOSET=1, "CTQS08Y5LG", "Dev0l", "ZHNk IGRzZCA="
OK

+TCDEVINFOSET : OK

AT+TCPRDINFOSET: E& =iz e iks

Uiie  WEBR YR MER, ST R

a4 A

AT+TCPRDINFOSET="?

W i <

+TCPRDINFOSET:"TLS_MODE (1) ", "PRODUCT_ID", "PRODUCT_SECRET_BCC", "DEVICE_NAME",
—"PRODUCT_REGION"

OK

P A

AT+TCPRDINFOSET?

Mjn] oz <

+TCPRDINFOSET:<tls_mode>, <product_ID>, <product_secret_checksum>, <device_name>,
—<product_region>

OK

wHee fh

AT+TCPRDINFOSET=<t1ls_mode>, <product_ID>, <product_secret>, <device_name>, <product_
—region>

W

’OK

o

’+CME ERROR: <err>

P E
o WCRBA C A TERE I MQTT iz 55 &, Wk [m] 5% %, F ;7 & 2 58 %k Wi T 3% 3% v &

(AT+TCMQTTDISCONN) 7 GE A TiZ 2

o WIEREIAGYE, BECRE oK, £ T KR & S E N 55
— +TCPRDINFOSET:OK: uﬁﬁm, PSR E) flash, PEHORER
— +TCPRDINFOSET:FAIL, <err_code>: iXE RN
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B4
o <tls_mode>: ANz, WHIHI
- 0: FEIER,
- 1: TLS %47550
- 2: TLSIEH R, FfEad
* <product_ID>: j=fp ID, WMEI, FAFEREAL, HARKE 10
* <product_secret>: j=[EH, WAEI, FAFERRA, HEAKE 32
* <device_name>: FMFR, W, FREEHRA, HFRKE 48
* <product_region>: 7/ X, VEIHIT, FAFERRAL, HORKAE 24 FA7, WURAERME, BRI
E K AH = “ap-guangzhou”
EN |
AT+TCPRDINFOSET=1, "CTQS08Y5LG", "ZHNkIGRzZCA=", "Dev01"
OK

+TCPRDINFOSET : OK

AT+TCDEVREG: #4452 &M

it RAEMPEEPAFT , TR RO A FE R

it % A

’AT+TCDEVREG=?

W

[ox

P s e

’AT+TCDEVREG

W i <

[ox

B

’+CME ERROR: <err>

BEW] G M 5T RAT SIS 2 T

1o WA B e MRS R, RIS R MRS, WIEE M, & BT/ R

2. B FEAAAE A A, B2 EHMEREGEIRA, Wik M P {8 AT+ TCPRDINFOSET {14115 7%
SRR A, WIEHEEN, mmaEHaae PSK 8GEds, R/ R .

3. B FEAAE S A, BEREIME IR, R A P AT+ TCPRDINFOSET $EAL % %
FEME A, WSTEMERK, ATt aREER, H P 2Bk s s B ulfE o im ik g E .

4. BHCAFE NS AMEE, R AT+ TCPRDINFOSET $4it T —AS8ii ik B M5 E.,
)ﬂﬂ{é}gﬂﬂi‘f%&% B P B AN, M W 55 ok s A iR R, MR IO A ) s as
AfFEAREE,

5. EFENT, W&ISHEMMUTF AT K, PATRIIE, B&%HE BB SR FESRY flash H, 5
SE T AR AR T 3 iy AT+ TCDEVINFOSET?? 0@ AR IR & (5 BOF IR B RS
MQTT Ji %5 .
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il

AT+TCDEVREG

OK
+TCDEVREG: 0K

AT+TCMODULE: B4l K
i RIPULARI KR SRR

Pira s wd:

AT+TCMODULE

Wi i ¢

Module HW name: *ﬁ?ﬂﬁ%{#fﬁ%

Module FW version: M4 [E {45 HE

Module Mac addr: Wi-Fi #i2H mac #Hbhk

Module FW compiled time: #FEgHI[E 44w B a]
Module Flash size: % flash K/

OK

EN /|

AT+TCMODULE

Module HW name: ESP-WROOM-32D

Module FW version: QCloud_AT_ESP32C3_v2.0.0
Module Mac addr: 3c:71:bf:33:b0:2e

Module FW compiled time: Jun 17 2020 16:25:27
Module Flash size: 2MB

OK

AT+TCRESTORE: j5RBid] s
Uifie SR flash FARTFERBIR SRS R

Wik % fr s

’AT+TCRESTORE=?

W

[ox

AT wa:

’AT+TCRESTORE

Wi % ¢

[ox

Y
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+CME ERROR: <err>

e
s MRABAC L EEB NS MQTT HB%%%% Mk o] 5, H P R S IR W O O 4 Ay
(AT+TCMQTTDISCONN) A REHATZ A2
o WIHUIRAS VR, WERIE OK, K518 AL EIRAFE IS IR o A0 k& S s e, ARZEAR
OTA [{HEE, I E B,
o A AL REAE R (Bl AT+ TCMODULE W ABERURIME EL) PAK ESP 5451 NVS Fidin 2
16 Wi-Fi il %, W FRZE R Wi-Fi L5 B 2T AT+RESTORE.

il

AT+TCRESTORE

OK

TC MQTT %4

AT+TCMQTTCONN: [t MQTT #H: 55

it BLE MQTT S HL, W% M mAIRIS S DBkmIRE . Siffail. HHERIE IRz ik o5 4

AT+TCMQTTCONN="?

W .

+TCMQTTCONN : <TLSMODE_SELECTED>, <CMDTIMEOUT_VALUE>, <KEEPALIVE> (max 690s), <CLEAN_
—SESSION> (0/1), <RECONNECT> (0/1)

OK

AT+TCMQTTCONN?

MW 3% <

+TCMQTTCONN: <tlsmode>, <cmdtimeout>, <keepalive>, <clean_session>, <reconnect>

OK

BenR
« KEEPALIVE [/JBRA{E >4 240, CLEAN_SESSION [#JERIAE A 1

’AT+TCMQTTCONN:<tlsmode>,<cmdtimeout>,<keepalive>,<clean_session>,<reconnect>

W

’OK
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&

+CME ERR: <err>

B

o <tlsmode>: A J X, WIEI, (UK <tlsmode> iy 1 BRI

- 0: HIERK

- 1: TLS &5

- 2: TLS kA=, #A
o <cmdtimeout>: @A AN, LAEI, A MQTT ##:. &7, 1T RMER IR, RAZR,

WA 5000, A DA P 45 AT RE B . Y5 A 1000 ~ 10000 ZF5

o <keepalive>: .CoBk[A][F, SAHTN, AL R 60 ~ 690 #2, ERIA(E A 240
o <clean_session>: S EIRSTE, IEIR, A

- 0: A%

- 1: R (BN
e <reconnect>: MQTT Wi 2 G E %, WIHW, %A

- 0: NENEE

- 1 HIEE
o LA BB AT+ TCDEVINFOSET 3%

il

AT+TCMQTTCONN=1,5000,240,1,1

OK
+TCMQTTCONN: OK

AT+TCMQTTDISCONN: WiJf MQTT ¥4

g Wit S IR=R MQTT &4

Wikdrs frd:

’AT+TCMQTTDISCONN=?

Wi i ¢

[ox

Piran s e

’AT+TCMQTTDISCONN

’+CME ERROR: <err>

Bl

o WIRBIHALT OTA RASH, PUTZa 22BN OTA 5 G455 BN MQTT 1442
o RIEBIRATIZME +CME ERROR: <err>
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il

AT+TCMQTTDISCONN

OK

AT+TCMQTTPUB: [u}:4~ Topic & Al
ifie 1A Topic K RHE

Wik % s

AT+TCMQTTPUB="?

W i ¢

+TCMQTTPUB: "TOPIC_NAME (maxlen 128)"

OK

"Q0S (0/1) ", "PAYLOAD"

’AT+TCMQTTPUB:<topic>,<qos>,<message>

Wi i <

[ox

[

’+CME ERR: <err>

B

o IR B MR I BB I MQTT JIk 45 #%, Wk
(AT+TCMQTTCONN) # 8 %A E.

PUBACK & i 26 I iR
— +TCMQTTPUB: OK: ﬁ%ﬁﬁjzljj
— +TCMQTTPUB: FAIL,<err_code>:

FATR M

* <topic>: 7;2?]?{;%,,_,\[3’] Topic name, FAFER IR AKE 128
* <qos>: QoS fH, HHIHFFOF1
* <message>: E?ﬁlﬂ@{ﬁ,uﬁimp‘]’ﬁ\

v
o WEAL AT G4 BFEF KA 256 747, 750 & f4es
FESP-AT 44 m H =AY,
il

EE-R23
o QAR A A, _ﬁffﬁLE OK, 2 N &[HJH B AN 5%

¥ 1
S EF | H|

R P # e Kk g
o UJE QoS1iHE,

» RTHEARNERALKERS
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/) B RAT )

AT+TCMQTTPUB="iot-ee54phlu/devicel/get",1, "hello world"

OK
+TCMQTTPUB: OK

AT+TCMQTTPUBL: [ 5:4™ Topic %A K15 6

hiie 1t Topic AAKINE, MTAT+TCMOTTPUB Ji BA K EER K 5+

a4 w4

AT+TCMQTTPUBL="

W

+TCMQTTPUBL: "TOPIC_NAME (maxlen 128)", "QOS(0/1)","LEN(1-2048)"

OK

B A

AT+TCMQTTPUBL=<topic>, <gos>, <msg_length>

Wi i ¢

OK
>

Y

+CME ERR:<err>

B):

s IR BIA MR IEREB NS MQTT Ik 548, WRMH R, HPREEREEZGS
(AT+TCMQTTCONN) A e KA1 ..
o QARBLHALT OTA FEARASY, T WARERS, ARz AmEEmS, SREHR.
o WARENA AR, BRI OK, B FORIRE] >, #EABGH E payload JRZ, %] <msg_length> K JiF
HIE G, SRR ] &k MQTT JH B45 4 -
— +TCMQTTPUBL:0K: K13
— +TCMQTTPUBL:FAIL, <err_code>: KKK
o HEAFEIIE S payload RIS, A 20 FP8h 2o A7 (A8 I I IR], 40 SR 68 i i 05 B i B0 I /N T
<msg_length>, s{EFULE] +++\r\n, NE B B payload JRZ, iz [ 4R +CME ERR:<err>,
HHAS Ki%%Z MQTT JH &,
* 45 payload N[l iE .

o <topic>: K7il S Topic name, I AKFLFERKE 128

* <qos>: QoS fH, B HFFOA 1

o <msg_length>: KAHHEMARMNKE, B RKE 2048, i KERNLIELE RN /c/n, XTHEAEN
B SH AR ESP-AT 4 4 5L0 F57
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il

/1 BRI
AT+TCMQTTPUBL="iot-eeb4phlu/devicel/get", 1,11
>

Hello,world
OK

+TCMQTTPUBL: OK

AT+TCMQTTPUBRAW: [ 3EA™ Topic % Aii — bR 6.

Iifie 1% Topic Jffi “HERIBARI R, WTLA%A A & SRR RELAR AR SCA 23 ISON Kl , BidlE
AAT AT e SCAL B

it % w4

AT+TCMQTTPUBRAW="

W )i *

+TCMQTTPUBRAW: "TOPIC_NAME (maxlenl128)", "QOS(0/1)","LEN(1-2048)"

OK

AT+TCMQTTPUBRAW=<topic>, <qos>, <msg_length>

W

OK
>

1%

+CME ERR:<err>

K
o QR AT ORI I MQTT Ml 55 #%, R ] 5% %, 7 258 K08 0% & v &
(AT+TCMQTTCONN) A fe k1A 5B
o QRAEZHAL T OTA FEURZS, W T INAARIERS, A SHRxkmilEme, SkmlHR.
o WEREAGYE, BRI OK, #FRIRME >, EABUGHE payload K7, #EF| <msg_length>
KEMEGEE, SPREBOTR B % MQTT JHE 4558 :
— +TCMQTTPUBRAW: OK: & 1f )
— +TCMQTTPUBRAW:FAIL, <err_code>: KTk
o FEAFEWON B payload JqRAS )G, A 20 FhBh A A i) A I B[], 4 2R B S e ) EiodE A BE /N T
<msg_length>, BEFIE] +++\r\n, MR EYOH B payload RZ, iR [A] 4 1% +CME ERR: <err>,
H HA S Kk i%% MQTT JH &
* & payload £ [a] i,

* <topic>: KAfi{H 51 Topic name, FHKFAFHICE 128
* <qos>: QoS fH, B HIFF0F 1
* <msg_length>: KAAMTHEMRMKLEE, FRKEE 2048, ZKEAAIELEREN /o/n
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il

/)RR
AT+TCMQTTPUBRAW="Sthing/up/raw/iot-ee54phlu/devicel", 1,10
>

0x0102030405060708090A
OK

+TCMQTTPUBRAW: OK

AT+TCMQTTSUB: iJ 3 MQTT X4~ Topic

i 1T MQTT J&A4~ Topic, Wi-Fi #4155 2 S F¢1T [ 10 4~ Topic

a4 wde

AT+TCMQTTSUB="?

W

+TCMQTTSUB: "TOPIC_NAME (maxlen 128)","Q0S(0/1)"

OK

P A

’AT+TCMQTTSUB?

W

’OK

11

+TCMQTTSUB: <topic>, <qos>

:list of sub topic
+TCMQTTSUB: <topic_n>, <gos>

OK

B
s WAL EMNE, IREEIT ) Topic 413

’AT+TCMQTTSUB:<topic>,<qos>

W )i :

[ox

&

’+CME ERROR:<err>
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Bl

o AR ABLAL M OR IE 3 S IR MQTT R 55 #%, Wik [ul 8% 52, H) 7 7 200 Kk 3 %y &

(AT+TCMQTTCONN) A RE3T T4 B«
 WERBIALLT OTA THARSHH, AfrZard, SRR,

o AR ABLAL MR IE 3 BSIR = MQTT i 55 v, Wk [l 45 B2, H )77 2800 Kk 3 3% iy 2

(AT+TCMQTTCONN) A BEiT 4.4, .
o WERBLAHAL T OTA FHURSH, ARz S, SRR,

o WREAGTE, EERIE oK, ARSTRIET RIS, %4 2 ERE] SUBACK i I 2 M

SIS
— +TCMQTTSUB:OK: 1] [Tl
— +TCMQTTSUB:FAIL, <err_code>: 1] [H%k

BH

» <topic>: 1] %Y Topic name, KK 128
* <qos>: QoS fH, B HHFFOA 1

il

AT+TCMQTTSUB="iot-eeb4phlu/devicel/control", 0

OK
+TCMQTTSUB: OK

AT+TCMQTTUNSUB: i E£iT k1) Topic

Uitie BUHCE TR Topic

it % w4

AT+TCMQTTUNSUB="

Wi 3% ¢

+TCMQTTUNSUB: "TOPIC_NAME"

OK

DA R R

’AT+TCMQTTUNSUB?
LT)
E

KEmA WA

’AT+TCMQTTUNSUB:<tOpiC>

Wi i *

[ox

Y
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+CME ERROR:<err>

[PLE
s IR BIAHMAKIEREB IR MQTT Ik 548, WRMH R, HPETFEEREEERZGS
(AT+TCMQTTCONN) A 3T I B .
o WRBLZHALT OTA FHEURSH, ACFrzimsd, 2RMPIHER.
o WAEI AR, HEOCRE OK, ARJEREIGH T FAL) 545
— +TCMQTTUNSUB:OK: HBUHIT Y ;
— +TCMQTTUNSUB:FAIL, <err_code>: BT %M.

ZH
o <topic>: HiH 1T 7K Topic

AT+TCMQTTSTATE: #ifj MQTT ¥EfaR A

it A MQTT HEHIRE

it % A

’AT+TCMQTTSTATE=? ‘

W

[ox |

DA R

’AT+TCMQTTSTATE? ‘

Wi

+TCMQTTSTATE: <state>

OK

o <state>: MOQTT #EERZS
- 0: MQTT K7
- 1: MQTT &%

il
AT+TCMQTTSTATE?

+TCMQTTSTATE: 1
OK

TC OTA W%

AT+TCOTASET: OTA Yjfigfli gl S A e v
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Jiiie OTA JhREREAESE il MARA IE.

ik % s

AT+TCOTASET="?

W i <

+TCOTASET: 1 (ENABLE) /0 (DISABLE), "FW version"

OK

AT+TCOTASET?

W i :

OK
+TCOTASET: <ctlstate>, <fw_ver>

o

’+CME ERROR:<err>

BEMA A

’AT+TCOTASET:<ctlstate>,<fw_ver>

W

’OK

o

’+CME ERROR:<err>

v :

o WREAGYE, BISERI Ok, SRJE1T1H OTA ) Topic (H P IE/iF-sh11 1% Topic) , &zl OTA
JEEES, H ERARHRA, REPATEER . WREEES E LRI BT RERE, WHFT
SR ERAHE A . IR EZTE OTA FERSH, PATZG N SR [ 4% .

o ZMAPITHRIIZ G, BASA TR TR aARAS, XAEHEUR H PG R T E
a4, BAMTar B2 JEa#EA OTA TR L)t +TCOTASTATUS : ENTERUPDATE [1)
URC %3 MCU, #f A OTA T#URESZ G, SRS AT s, R MRS

o M4l MR # %5 R, M Ih £ b +TCOTASTATUS:UPDATESUCCESS, 4 Il & F
+TCOTASTATUS:UPDATEFAIL, H iR FEMEFS. XMW EFEFRIITZMS, I2H
HadEE T EES .

o B ECC R NS, FRARMERBSE, ETFEHRS LFHFEN N

o WIZA A R B EE T HATSS £ 30R MCU I [E14 T #0A B2l B S B2, X B &
IR, FERM N EsEh2 J5 2 Bt +TCOTASTATUS : UPDATERESET, HHE 2 B)5 HEhE )5
AT

— +TCOTASET : OK: OTA IfEik EH OK
— +TCOTASET:FAIL, <err_code>: OTA WJREIXE R
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BH

o <ctlstate>: OTA fligEHs], /KA, 0 M, 1 {HfE, enable L RAHR AT Hh )G & AT 5%
disable WHH 5 & T #AL55
o <fw_ver>: RGUFIEIRAGE, F4F8, BAHE: VRC, B 1.00. KA 1~32 53

hil

AT+TCOTASET=1,"1.0.1"
OK
+TCOTASET :OK

AT+TCFWINFO: I 2% A e 2

itie PR AT A B

a4 w4

AT+TCEWINEO="?

Wi % ¢

+TCFWINFO: "FW_VERSION","FW_SIZE","FW_MD5","FW_MAX_SIZE_OF_MODULE"

OK

Bl

* FW_MAX_SIZE_OF_MODULE j& il F 7+ OTA (e R 718, 4RI B B v G OLiR
[, fme/ st 128 KB

B @A

’AT+TCFWINFO?

W

OK
+TCFWINFO:<fw_verion>, <fw_size>, <fw_md5>, <module_buffer_size>

114

’+CME ERROR:<err>

Bl

o BERATUREPEE B, B I RO S 7 BT IR L O
o WREZAE OTA FEUIRA, TR [] 4 %

il

AT+TCFWINFO?

OK
+TCFWINFO:"2.0.0",516360,"93412d9ab8£3039caed9667a1d151e86"

AT+TCREADFWDATA : 35U 25 A BB be
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Dyiie SRR A Y R

ik % s

AT+TCREADFWDATA=?

W i <

+TCREADFWDATA: "LEN_FOR_READ"
OK

B WA

’AT+TCREADFWDATAZ<len>

Wi % ¢

’+CME ERROR:<err>

11

’+TCREADFWDATA:len,hexdata~~

Bl
o BpEEU, BIASCHmAS RN, PSR B R NI R T B GE e . AR AT IR, H
R BN T O, WSR2 B . P R SR A R, FREA
HAT+TCFWINFO iy 2R s g%, A 0] ABR T AR SRS 1 o
* ARIEAE OTA FEARSH, WLR[HIH5R.

BH
o <len>: BERHJEIFRE, B

il

AT+TCREADFWDATA=512
OK
+TCREADFWDATA:512,01020AF5- ..

Bl I 2 ToT P57 347 OTA JyheiRFiHER

URC B8] ¥:3h it MCU {58

+TCMQTTRCVPUB (W EIiT i) Topic It 4R E )

Tifie WeEIT FgRY Topic HIH BT L4 MCU #{5 &

ERSEAEN

+TCMQTTRCVPUB: <topic>, <message_len>, <message>
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H4H & B Z10T Hub C-SDKX$5O0TA ThiE

MCU

BA=I0TES

(FF#L. FEARPRLE)

AT+TCOTASET="Enbale”, "FW_vesion™

1TIHOTA topic, IRiZ &EHFRA S
[EREOTALRE oK Sota/update/S(product idV3(device_name) g EETRA
EHFRIEE
iR AR E SEMRAT
—H (GLRTTRELR)
iR NFHRURCEER

e L. +TCOTASTATUS: ENTERUPDA

<

fERHTTP/HTTPS
THARE

FntEBARE

2
\ 3
HTH <
THME
EAETE
LIRARERURCEES
+TCOTASTATUS| UPDATESUC(
&

:TCOTASTATUS: UPDATEFAIL

EWMAHREREE

FHRBIEHES

AT+TCFWINFO

RREFEHER
- FW_ver, MD5, FW_size

ATHTCREADFWDATA=<len>

P B E KR, b
TCREADFWDATAlendats (Yl

— T SRS

B Et

FHREH
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BH

o <topic>: YLF|JH S ¥ Topic
« <message_len>: F{HAL, WEEEAMEKE CRE ")
 <message>: i F|H B R N2

B
o BEAAN D> T AT Bt & — BE i Btk J& 747 4t , BT A message INRGE—H ", AISRAT FYY
Topic 4742 —#EH (Topic TR R FATHRILE oM, TFAE HOHFEWNE), FE
A TR ", B4R R M, Topic $thing/down/raw/CTQS08Y5LG/Dev0l "F4T i il 4k
i 1234 3y 0x1234, PANFERT, A WFERF, #0 TAESZEM.

il

+TCMQTTRCVPUB: "CTQS08Y5LG/Dev0l/get",11,"hello world"

+TCMQTTDISCON (MQTT WiJFit 4R 8)

hiie MQTT M35 IR 55 as Wi Ty B4R i) URC KW T4 8 15 A

e
o Code H5 RGN Al PAEF IR 53548 X err code

2Nl

+TCMQTTDISCON, <err_code>

+TCMQTTRECONNECTING (MQTT jEAE i mf a5 E)

iie MQTT M4 5 ik 55 g Wi T+ IEAEUEA T B S B E4Rkiy URC

hil

+TCMQTTRECONNECTING

+TCMQTTRECONNECTED (MQTT ¥k St I HRifs )

it MQTT ¥4 555 2 Wit 5 A s E 2 s B4y URC

il

+TCMQTTRECONNECTED

+TCOTASTATUS ( L4z OTA k%)

hiie OTARI AL B4R AY URC
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R X

+TCOTASTATUS: <state>

ZH
o <state>: OTART
— ENTERUPDATE: #4131 A OTA B4 F IS
UPDATESUCCESS: [ F#) (45 [ e 5 f 22 A7 i) )
UPDATEFAIL,<err_code>: [l #% 2: f
UPDATERESET: #i4 { & [E{F A8, 752 B aa HahE A

il

+TCOTASTATUS: UPDATESUCCESS

Wi-Fi fidi Je AT $iill a4

AT+TCSTARTSMART: UJ, SmartConfig Jj XJEfT Wi-Fi et K Be£5 45 €

Yiiie VA SmartConfig J5 AilEAT Wi-Fi Bt MR = i dhE , o 25 MINEE MEFI A5 M. H A
SCHF5RE%E ESP-TOUCH X, BARMC M LI 5% 16 TH = P I 5~ F 5 B 19 SRS

it % w4

AT+TCSTARTSMART="?

W

AT+TCSTARTSMART: CMD FOR START SMARTCONFIG
OK

Wiifns frd:

’AT+TCSTARTSMART

’+CME ERROR: <err>

RS B e Je B ATS5 , ikl

’+TCSTARTSMART:OK // EABE MRS
o
’+TCSTARTSMART:FAIL,<err_code> // IEABE MRS SR

FERC I S 4852 B ) 2 iz o]
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’+TCSTARTSMART:WIFI_CONNECT_SUCCESS

o

’+TCSTARTSMART:WIFI_CONNECT_FAILED, <err_code, sub_code>

B

o QEAREALET MQTT EEERESH, WA SRR E S, SRPIFIR. 25T MQTT #k.
o A PATHING, 0 Wi-Fi RS HEA 500 ms R AN RAS, XA AP AT I 1% 1%

/NEEFF_E TS N 8 B4 IR R A T

o ASRAE S N BOA AT A B4 B SR I RDIRAS , R

202,

il

[A] B8R : + TCSTARTSMART : FAIL,

AT+TCSTARTSMART

OK
+TCSTARTSMART : WIFI_CONNECT_SUCCESS

AT+TCSTOPSMART: j#!l} SmartConfig 75X Wi-Fi fig R 2

Uit 1B H SmartConfig J5 2l FLRES

a4 ade

AT+TCSTOPSMART="

W

AT+TCSTOPSMART: CMD TO STOP SMARTCONFEIG
OK

Baitrs frd

’AT+TCSTOPSMART

’+CME ERROR: <err>

B

o AREALAET MQTT EEEREH, WA STRRZ A M2,

il

ZIREIEE R TSI MQTT 4% .

AT+TCSTOPSMART

OK
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AT+TCSAP: UJ softAP Jj k4T Wi-Fi it Kz Be 2598w

Jiiie LA softAP J5 kAT Wi-Fi FL K B iH = b 48
BOHSH BN = WM T -1 6 F W S0R

it A

T TIEE/ MEF R A 5E M. RAREL R P

AT+TCSAP="

W

+TCSAP=<ssid>[, <pwd>, <ch>]

OK

Wi % ¢

’OK

’ AT+TCSAP=<ssid>[, <pwd>, <ch>]

Wi i ¢
[Ep AL

|ox

B9

’+CME ERROR: <err>

SRIG IR K€ Ja B AE55, HF ikl

]+Tc5Ap;OK /AR S h

B

’+TCSAP:FAIL<err_code> /7 BEATE PRIRAS 2

TERC I S 4852 A ) 2 ik o]

’+TCSAP:WIFI_CONNECT_SUCCESS

5 JUJ 3% [m]

’+TCSAP:WIFI_CONNECT_FAILED,<err_code,sub_code>

Bl

o QERFHALT MQTT CiEHREH, WASTRHZ B E S, SREIR. FEREWIT MQTT % .
o A PATIIN G, H 0 Wi-Fi 557847 S0P 200 ms S FH N AR, XA I T IS TR £

ANER Y _E TS I A A 4 IR R R A T

o WIRTE 5 4P INIA PATEAE, F4H B HERDIRES, IR 4% : +TCSAP:FAIL, 202,
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BH

o <ssid>: M H ssid, WAAEN softAP I ssid, fr R 32 45

o <pwd>: HEUERD, BN softAP I psw, f KK 32 7Y, WIS AR

o <ch>: U, BATEN softAP LT, TikB A

|

o TRBATSE, TLARRE P ERY ssid B, FALAT AL BCE S R R S, AL

it & —~ UDP server, serverip:192.168.4.1.
o APP FIEEZH () L 9 W] 304752 E AR I -
o AR HRAE ssid, WS E BTN Wi-Fi #k.

il

AT+TCSAP="Test—-SoftAP","12345678"

OK
+TCSAP:WIFI_CONNECT_SUCCESS

AT+TCSTOPSAP: il softAP J5 3, Wi-Fi IR A&

it 1B softAP Jy s MR

a4 e

AT+TCSTOPSAP="?

Wi i ¢

AT+TCSTOPSAP: CMD TO STOP SOFTAP
OK

7

P s s

’AT+TCSTOPSAP

Wi i ¢

[ox

%

’+CME ERROR: <err>

TLIE

o QERKHAL T MQTT CIEHREH, WASTRHZ B E S, SRR R, FEREWIT MQTT % .

il

AT+TCSTOPSAP

OK

AT+TCMODINFOSET: ESP Eigl {3855
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Uyt BE ESP ARAM XHIME R, W AFR, flash K/NEE

ik % s

AT+TCMODINFOSET?

W i <

+TCMODINFOSET: "MODULE NAME", "FLASH_SIZE (2/4)","WIFI LED GPIO","FW BASE ADDR", "FW.
—MAX SIZE","FIXED CONNID"

OK

BRAA @A

AT+TCMODINFOSET?

W ) :

+TCMODINFOSET : <module_name>, <flash_size>, <WiFi_LED_GPIO>, <fw_base_addr>, <fw_max_
—size>,<fixed_conn_id>

OK

iR K e

AT+TCMODINFOSET=<module_name>, <flash_size>,<WiFi_LED_GPIO>, <fw_base_addr>, <fw_max_
—size>,<fixed_conn_id>

’+CME ERROR: <err>

vei:
s MBI E ZIEREE N MQTT R 45 4%, Wk M &R, HPHELEKERITERESS
(AT+TCMQTTDISCONN) 7} AT % 6 2
o WARENA YR, WEOGRE] OK, BRI MR FERERI S5 E
- +TCMODINFOSET:0K: B AT, HAHKIESIRAFE] flash, R LK
— +TCMODINFOSET:FAIL, <err_code>: iXE RN

* <module_name>: BIZHHFR, FAFERRA, HAKE 30

o <flash_size>: HiZ flash K/ (B MB), 2 (¥ 4, FfEzen

o <WiFi_LED_GPIO>: 2L Ml GPIO 345l Wi-FiRESAT, Ffdzrzl

o <fw_base_addr>: B AL OTA THE W B4 SRAr bk, FUE2AY, % H75 4 0x1000
HEEAE I HAS/NVT 0x111000

o <fw_max_size>: WAL 1AL OTA TR [ F e K23 1a], BUEZRA, Z{E A KT 716800
(700 KB)

o <fixed_conn_id>: 3BT, BRAK 1
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Bl
* ESP Wi-Fi F 2 [ (AR (5 AT AN[A] flash 231X, RCEH [ (A 3l Ao 2 e UL AL S0
I RCE, AT DAREAT ] — BCASRRE L ] 4 1] DASE BCAS [R] AR 2 A 1

il

/] BRI
AT+TCMODINFOSET="ESP-WROOM-02D",2,0,1118208, 716800, 1

OK
+TCMODINFOSET:0K

AT+TCMQTTSRV: ¥ H Rz MQTT Jii 55 25 Huhl

g WEBIN S MQTT JIR454% host Mudil:, & 1 TRAA AR el E & 537 5

it A

AT+TCMQTTSRV="

W

+TCMQTTSRV: "MQTT SERVER IP"

OK

AT+TCMQTTSRV?

W

+TCMQTTSRV:192.168.10.118
OK

’AT+TCMQTTSRV:<HOSt addr>

Wi i :

’OK

Y

’+CME ERROR:<err>

LR
o WIEEAGYE, BHERE oK, RIFIREIWE IS5
— +TCMQTTSRV:O0K: &HE IP J%Th
— +TCMQTTSRV:FAIL: & H IP KK
o WERBHALT MQTT CERRAS T, WA FHZRE ML, SREER, FTEEHH MQTT ##.
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S
o <Host addr>: iz MQTT #4548 IP i3 44 Huht

AT+TCVER: BHUSRA [ ToT SDK JiiAc {5 5

ifie REBUALREF ToT SDK A~ B

Wiis @

AT+TCVER

il

AT+TCVER

Tencent Cloud IoT AT version: QCloud_AT_ESP32C3_v2.0.0
Tencent Cloud IoT SDK version: 3.2.0

Firmware compile time: Jun 17 2020 16:25:27

Tencent Technology Co. Ltd.

OK

TC P31 &

AT+TCGWBIND: X85 TSt A

ifie M AT BT W i BE, aTDAE I i a0 I TR I T E SO R DR
IV ENIU R R g

Wik w4

AT+TCGWBIND="?

W i <

+TCGWBIND:"MODE", "PRODUCT_ID", "DEVICE_NAME", "DEVICE_SECRET"

OK

B frd

’AT+TCGWBIND?

W i :

[ox

&

+TCGWBIND: <product_id>, <device_name>

:list of all bind sub-devices
+TCGWBIND: <product_id>, <device_name>

OK
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Bl
o BEfAr 42l MQTT I B AWM G & 20 C 248 7 24 Bl M X P i (5 8, TRk
wRIE.

’AT+TCGWBIND=<mode>,<product1d>,<deviceName>[,<deviceSecret>]

W

[ox

&

’+CME ERROR: <err>

B
o AR ABLAL M OR IE 3 S IR = MQTT iR 55 %, Wik [ul 85 52, JI 7 7 2800 K a8 3 3%y &
(AT+TCMQTTCONN) A e K ATH B -
o A NET MQTT JHER A A, SPHIEE #9050 sURI A2 s R H .
© AREAGTE, EHIRI OK, TR AR [0 465 s AREE T i s R S 1
- +TCGWBIND:OK: AR, XTF 4 #ll, B0 MR M. X TR EA, Rk
P BB A AR 1] ) o

— + TCGWBIND:FAIL,<err_code>: EAELRIN

o <mode>: IR SEL, LIEIN
- 0: BPEEE
- 1: fREGLEAE
o <productld>: T-#7=iid, WWIEI, FRAHFEE, HRKE 10 7147,
o <deviceName>: TG AFK, WMHIT, FAFERIRA, AR 48 795,
o <deviceSecret>: T, TR, FAFRERA, HRKE 4 7147, FEREERIERE, AHEE
PACTRASEY  FEG0E BB, WAL TR H T, I AL B AP ) T34 =0T
A BEESE R (% B TR B A G R At s P & sh S 23K

il

/) GRE TR N

AT+TCGWBIND=0, "CTQSO08Y5LG", "Dev01l", "ZHNkIGRzZCA="

OK
+TCGWBIND:0K

AT+TCGWONLINE: WJCARBE1-Bedy b F e %

ifie 2 AT BT TP C B EE, n] P ik & AU N Tl s AR A, DOCR Y
MR

it % w4

AT+TCGWONLINE="?

W
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+TCGWONLINE: "MODE", "PRODUCT_ID", "DEVICE_NAME"

OK

P A

’AT+TCGWONLINE?

+TCGWONLINE: <product_id>,<device_name>

:1list of online sub-device
+TCGWONLINE: <product_id>,<device_name>

OK

B
© ARACAAELN TR, RIPIEAELN TR (E SR

peEmY mA

’AT+TCGWONLINE:<mode>,<productId>,<deviceName>

] oz <

[ox

B

’+CME ERROR: <err> ‘

LK
o MR AL WK IE B I MQTT ik 5 4%, Wk 55, MR ELEREEREGS
(AT+TCMQTTCONN) A BE K ATIH S «
o ZAAET MQTT JH B R 4E, SHEE 2 FTFABETNEEERE .
o WEREAGYE, BOERIE OK, 271 RiR 48 & BB i &R Eah 5%
— +TCGWONLINE:OK: FERIY
— + TCGWONLINE:FAIL,<err_code>: PA/EZRIK

S8
* <mode>: BIXZSHL, WHIHIT
- 0: PR
- 10 NEEAE
o <productld>: Fi%#& ™/ id, WM, FAFHRER, HEARKE 10 717
¢ <deviceName>: [RFAHR, W, FAFHREA, KA 48 77

il
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/1 T L)

AT+TCGWONLINE=0, "CTQS08Y5LG", "Dev01"

OK
+TCGWONLINE : OK

/TR RO, T DACEE T Rk

AT+TCMQTTPUB="CTQS08Y5LG/Dev0l/data", 0, "hello world"

OK
+TCMQTTPUB: OK

AT+TCSUBDEVINFOSET: T-i%% (s EiE

ifie BEEMIREWER -GN TRa R, TR iR

it % A

AT+TCSUBDEVINFOSET="?

Wi i ¢

+TCSUBDEVINFOSET: "MODE", "PRODUCT_ID", "DEVICE_NAME", "DEVICE_SECRET_BCC", "PRODUCT_
—~REGION"

OK

B A

AT+TCSUBDEVINFOSET?

W i <

+TCSUBDEVINFOSET: <product_id>,<device_name>, <devicesecret_checksum>, <product_
—~region>

OK

Y

+CME ERROR: <err>

LR
o RiR[H] devicesecret ) FAFERE NES, H ik [0 devicesecret 4 H: HIRI LA (BCC)

AT+TCSUBDEVINFOSET=<mode>, <product_id>, <device_name>, <device_secret>[, <product_
—region>]

Wi i :

OK

5
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+CME ERROR: <err>

B

AN T M ) MQTT 1442

s AR, HOERE OK, 2Tk i s B B 55
— +TCSUBDEVINFOSET:0K: & BRI
— + TCSUBDEVINFOSET:FAIL<err_code>: &EEIK

o <mode>: RS, WIEHIN
- 00 BCEAAE
- 1 JHERERAE
o <product_id>: 77 id, WMEI, FAREREA, FRKE 10 7Y
o <device_name>: XEZFR, I, FAERA, HAOKE 48 F4Y
+ <device_secret> YCAHH], AHUT, FRFRAA, AR E 44
o <product_region>: 7= Xk, PEIEIN, FAFEERT BOCKER 24 £, WESORERE, BRACk
E Kk A% 5 “ap-guangzhou”

2Nl

/) RE
AT+TCSUBDEVINFOSET=0, "CTQS08Y5LG", "Dev01l", "ZHNkIGRzZCA="

OK
+TCSUBDEVINFOSET : 0K

AT+TCSUBDEVPRDSET: T-B:4%) s b s

Iiiie BCEMIN YR G QA T AR, T M TR AT Eh A 5

Wik % s

AT+TCSUBDEVPRDSET="?

W i <

+TCSUBDEVPRDSET: "MODE", "PRODUCT_ID", "PRODUCT_SECRET_BCC", "DEVICE_NAME", "PRODUCT_
—REGION"

OK

BRAA @

’AT+TCSUBDEVPRDSET?

Wi i ¢

[ox

o
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+TCSUBDEVPRDSET : <product_ID>, <product_secret_checksum>, <device_name>, <product_
—region>

:list of all sub-device
+TCSUBDEVPRDSET : <product_ID>, <product_secret_checksum>, <device_name>, <product_

—~region>

OK

Bl
s WERACAREN T, RECRER TiEE %R

AT+TCSUBDEVPRDSET=<mode>, <product_ID>, <product_secret>, <device_name> [, <product_
—region>]

+CME ERROR: <err> ‘

Bl

AT AN R 24 1 9 S ) MQTT 4%

WA AR, EOERE OK, 2 T RRNFR&AFEERERNSH
— +TCSUBDEVPRDSET:0K: ENI, romdsa{ifFs)| flash, s ANFE%k
— +TCSUBDEVPRDSET:FAIL, <err_code>: WERIK

* <mode>: BIXZEL, WHIHIT
- 0: WHEBRME
- 1: PHERERE
+ <product_ID>: 7= ID, MEIF, FAFEREA, HAKEE 10
» <product_secret>: Fﬁpnmléﬂ MBI, FAFERRA, BRK R 32
o <device_name>: &4 FR, WIEI, FAFERBRAL, FRK 48,
* <product_region>: F':unlzjﬁk, JﬁiﬁI\ FAFRRA, KK R 24 277, WAL, BRI+
E KEiAH = “ap-guangzhou”,

il

// BEERY)
AT+TCSUBDEVPRDSET=0, "CTQS08Y5LG", "ZHNKIGRzZCA=", "Dev0O1"

OK
+TCSUBDEVPRDSET : OK

AT+TCSUBDEVREG: #4715 A1

e WE T TR MPEISET, MR TSI TS SN A B R R
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TN O GO

AT+TCSUBDEVREG="

Wi 3% ¢

+TCSUBDEVREG: "PRODUCT_ID", "DEVICE_NAME"

OK

DA A

’AT+TCSUBDEVREG? ‘

W

[ox |

o

+TCSUBDEVREG: <product_id>, <device_name>

:list of registered sub-device
+TCSUBDEVREG: <product_id>, <device_name>

OK

Bl
o AR CETENII T, R E N T EF RS

P s

’AT+TCSUBDEVREG:<productId>,<deviceName> ‘

W i <
[ox |
9
’+CME ERROR: <err> ‘
i B

o WRPATIRSATE, BRI OK, 2 F R bl F- R &M Eh 54

* +TCSUBDEVREG:OK: ZNiSHMAT, FIR&%HE B3 flash

¢ +TCSUBDEVREG:FAIL, <err_code>: ZNAWMEM, WREIEHRID, HARS LA R A A 2
S

o <productld>: F£7= i id, M\iﬁiﬁ, TR, KA 10 77
o <deviceName>: IR, WMHIT, FAFEREA, FARKE 48 577

BEW] G TR A S S R U
L QR B se B i i R, RO TR AR NRBEE , MR, R S/ R
2. M FEAE— TR A, HECHEMARBIIRE, WR M - AT+ TCSUBDEVPRDSET H it
TR et A, MIEEEN, ZimaEHone PSK, &b s/ kM.
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3. B EEAHE D TE A, HRCHEMEEGRRE, R 7 # AT+ TCSUBDEVPRDSET 42t
rixgfERbe A, U"JAEEﬂfrﬁ%)ﬁl AT 2RI EE R, 1P 2 e TR (i S e = i 1

WA EE,

4. BHCAHE T A MEE, WERM P AT+ TCSUBDEVPRDSET 41 7 —ANHiiistss B i9E S,
W2 B s B /(R AN, DRI s B R R, RIBATE A Fl B ks

{Fl JCho

5. IEEER, WEANSHMMUFEIIT—K, PUTHIE, B&EHE BB LRF1ERY flash 1,
&t PRI 1T i 3o iy 4 AT+TCSUBDEVINFOSET? 742 7 /75 1E i 1) 7548 fi
6. T % % o0 & M B Th 5 0 20l ok W5 4 5E Ay SAT+TCGWBIND Ht 17 48 &, 15 18

AT+ TCGWONLINE |28 )5, A HE#EFT MQTT jiifl.
il
AT+TCSUBDEVREG="CTQS08Y5LG", "Dev0l"
OK
+TCSUBDEVREG : OK
iR
M55 5 A err code

% 1: <err> 0715

<err> P
]

RS2

101 B ER RN

device connect fail

110 BT 2R IE: Tt Topic FFR

device subscribe fail: unauthorized operation

111 WK RS R

device subscribe fail: system error

120 BWAIRTT R RGeS i

device unsubscribe fail: system error

130 B RATHE R JC Topic & fAALSR

device publish message to topic fail : unauthorized
operation

131 A ZATIHE R publish A5 A< R

device publish message to topic fail: reach max
limit

132 B AAHE R payload Hid K EERR il

device publish message to topic fail: payload too
long

2 PATH IR
weAT | PE X RS2
B
4

-1001 | FoRRNGR ]

QCLOUD_ERR_FAILURE

-1002 | FRSEOUREE, A iRE

QCLOUD_ERR_INVAL

-3, TLFE AL P % QCLOUD_ERR_HTTP_CLOSED
4, HTTP F S QCLOUD_ERR_HTTP
33, P R QCLOUD_ERR_HTTP_PRTCL

-6, SR AT I

QCLOUD_ERR_HTTP_UNRESOLVED_DNS

-7, URL fift k%

QCLOUD_ERR_HTTP_PARSE

8, HTTP 3250 QCLOUD_ERR_HTTP_CONN

9, HTTP %R 5 QCLOUD_ERR_HTTP_AUTH

10, HTTP 404 QCLOUD_ERR_HTTP_NOT_FOUND
11, HTTP & QCLOUD_ERR_HTTP_TIMEOUT

102 | FORTESRF ACK SIS c R K IK

QCLOUD_ERR_MQTT_PUSH_TO_LIST_FAIL

TR
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F2-45
AT | X BB
BOR
]
-103 FORAE MQTT Jik 55 @ s O 2 Wi | QCLOUD_ERR_MQTT_NO_CONN
HEHE
-104 Fi1s MQTT &/ R s QCLOUD_ERR_MQTT_UNKNOWN
-105 TR MQTT R % iy e QCLOUD_ERR_MQTT_ATTEMPTING_RECONNECT
-106 oo Ik O 2R T QCLOUD_ERR_MQTT_RECONNECT_TIMEQUT
-107 B IR CEB QCLOUD_ERR_MQTT_MAX_SUBSCRIPTIONS
-108 FoR1] R BRI, BIIRSS A fbids QCLOUD_ERR_MQTT_SUB
-109 FRJe MQTT AH 7 ] PLEER QCLOUD_ERR_MQTT_NOTHING_TO_READ
-110 TR U MQTT 550 )3 QCLOUD_ERR_MQTT_PACKET_READ
-111 Ze7n MQTT AH VB K AR QCLOUD_ERR_MQTT_REQUEST_TIMEOUT
112 FoRE Fu MQTT & AR QCLOUD_ERR_MQTT_CONNACK_UNKNOWN
113 FoRE e MQTT JRAGS % QCLOUD_ERR_MQTT_CONANCK_UNACCEPTABLE_PROT(
114 TR P R QCLOUD_ERR_MQTT_CONNACK_IDENTIFIER_REJECTED
-115 FoRRE 2 T QCLOUD_ERR_MQTT_CONNACK_SERVER |[UNAVAILABLE
-116 FRK P iERE S B0 ) username By pass- | QCLOUD_ERR_MQTT_CONNACK_BAD_USERDATA
word £
117 PR PR IE R I QCLOUD_ERR_MQTT_CONNACK_NOT_AUTHORIZED
118 EoRIE I B IRk QCLOUD_ERR_RX_MESSAGE_INVAL
-119 FoniE BN XK E/NTIEEEKE | QCLOUD_ERR_BUF_TOO_SHORT
-120 FIRZ QoS I T QCLOUD_ERR_MQTT_QOS_NOT_SUPPORT
-121 FORPGHE T R 38R W, iz 3 BUNEAE QCLOUD_ERR_MQTT_UNSUB_FAIL
132 Z 71 JSON flbT R QCLOUD_ERR_JSON_PARSE
-133 1 JSON SCR 2 1k BT QCLOUD_ERR_JSON_BUFFER_TRUNCATED
134 T A7 JSON LRSI ZE0F X A/N QCLOUD_ERR_JSON_BUFFER_TOO_SMALI]
-135 F1 JSON SCRYAE R E 7 QCLOUD_ERR_JSON
-136 FornE T JISON SCRY T fie K Token B¢ QCLOUD_ERR_MAX_JSON_TOKEN
137 R [ I R ) SCRY oK QCLOUD_ERR_MAX_APPENDING_REQUEST
138 TR BT B AE B K Topic K& QCLOUD_ERR_MAX_TOPIC_LENGTH
-601 FR TCP BT B 7RI QCLOUD_ERR_TCP_SOCKET_FAILED
-602 T JevEam L L4 3B IP HBHE QCLOUD_ERR_TCP_UNKNOWN_HOST
-603 ZE/NHT. TCP JERE R QCLOUD_ERR_TCP_CONNECT
-604 K TCP AR QCLOUD_ERR_TCP_READ_TIMEOUT
-605 %K TCP SHEf QCLOUD_ERR_TCP_WRITE_TIMEOUT
-606 Foor TCP 13451R QCLOUD_ERR_TCP_READ_FAIL
-607 %5 TCP BA45i% QCLOUD_ERR_TCP_WRITE_FAIL
-608 27~ TCP X <) 1 1432 QCLOUD_ERR_TCP_PEER_SHUTDOWN
-609 FRCE B BT DR QCLOUD_ERR_TCP_NOTHING_TO_READ
2701 %R SSL WG 2L QCLOUD_ERR_SSL_INIT
2702 27 SSL IEFkH 3¢ ) QCLOUD_ERR_SSL_CERT
=703 %R SSL ERRIR QCLOUD_ERR_SSL_CONNECT
=704 R SSL &S T QCLOUD_ERR_SSL_CONNECT_TIMEOUT
705 5 SSL B BT QCLOUD_ERR_SSL_WRITE_TIMEOUT
706 Fo SSL BERE R QCLOUD_ERR_SSL_WRITE
=707 5 SSL R fEmT QCLOUD_ERR_SSL_READ_TIMEOUT
708 Fr SSL ki QCLOUD_ERR_SSL_READ
=709 TR BT PAEEE QCLOUD_ERR_SSL_NOTHING_TO_READ

CME ERROR i35 g
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<err> {4 e
200 Previous command is not complete
201 msg packet over size
202 command timeout
203 check failed
204 Parameter invalid
205 No valid firmware
206 Memory allocation error
207 Flash access error
208 State error or not ready. eg: pub msg when MQTT not connected
209 Command execution error
210 Unknown error
211 Module self-OTA error
212 FLASH ERASE is going on
213 HTTP error
BT A ARTE M AR
%h w® | W Pkl
1000 ErrorCode_SDK_InternalError N EREE R
1004 ErrorCode_SDK_ProductNotExists 7 ANEAE
1006 ErrorCode_SDK_InvalidParam SRR
1010 ErrorCode_SDK_CheckSecretError I 2 T
1011 ErrorCode_SDK_NotSupportRegister PR TR S
1012 ErrorCode_SDK_ExceedRegisterTimes BT I A B R E R B
1020 ErrorCode_SDK_NoSuchDevice AR E A
1021 ErrorCode_SDK_DeviceHasRegisted WA TN
1031 ErrorCode_SDK_ExceedRegisterLimits WA i K H sh ) 2 s
B LA B B 2 B Ty i SR
<err> A% P
1 MQTT connect error
2 APP command error
3 WIFI boarding stop
4 RTOS task error
5 RTOS queue error
6 WIFI STA init error
7 WIFI AP init error
8 WIFI start error
9 WIFI config error
10 WIFI connect error
11 WIFI disconnect error
12 WIFI AP STA error
13 Smartconfig start error
14 Smartconfig data error
15-22 TCP/UDP socket error

WA 5% 1 B fir A RGO 2R
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FriRY ik
0 &
-1 W 525 AR 0 e % TR RS
-2 R, e BAEE R
301 T ok SRR
802 W AR, BB A
803 AW TERI
804 B IR
805 2k EL
806 RIS RS E
807 A3 135 AN RE R E
808 AN SV A
809 HE
810 AT H T3
W

YA X IR 2 MQTT JIR55 25

G
- e

AT+TCDEVINFOSET="1", "CTQS08Y5LG", "devicel", "ZHNKkIGRzZCA="

. W

OK
+TCDEVINFOSET: OK

2. TLS #4075, IR ECE y 5000 ms, (LAY 240's, clean session 2 1, {EREFZNEIE, I
R MQTT IR 554%

s %

AT+TCMQTTCONN=1,5000,240,1,1

. WY

OK
+TCMQTTCONN: OK

LB
« @l

AT+TCMQTTSUB="CTQS08Y5LG/devicel/control"

o MLy,

OK
+TCMQTTSUB: OK

BT EAHE, WREZEINT i B E R E TSR RS, Mikas i Ac
IHE, HFidid URC A3 Bk

© e

AT+TCMQTTPUB="CTQS08Y5LG/devicel/data",0," {\"action\":\"test\"\,\"time\
—":1565075992}"
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.

OK
+TCMQTTPUB: OK

+TCMQTTRCVPUB: "CTQS08Y5LG/devicel/data", 35, "{"action":"test", "time":1565075992}"

Bl v TR Bessiad MQTT sl 5 IR = Wy R A TRt S EL TG A TG LA S s

L WIHRIIT - 5 R si A X
FH T YR AN RS UL, AT SC B R R ST T A, ATk 5 S TRIE T/ MR 7 22
., BARIES%E SO Bl i

2. WPERIM RSB 5 T Y
WA 5 T SO MR 55 A i B S AT — ORISR B, s il ol 3 TR A RS R
£, BWESEH IO W TR

3. HEX
JA PRI E S SO MQTT 32 8URIY P s

P EAMLEL MCU (i ] ESP 455 il AT BPF-S5 IRz ACH., Al R A [ 5 Bt 6 A st
FrAH Kt A

1. A8 S BCELRE I = WK M e 5 5L
ERZJE, MCU W ek Al e e T IR M B E S, RS E B R AR, Wil
i e E A = AR AR ST, W AR E
H KA
* AT+TCDEVINFOSET
* AT+TCPRDINFOSET
2. i) Wi-Fi BRI S BC M £
M E AR S5, MCU nlSE i) Wi-Fi B2 20 20 Mh R Wi-Fi, WERBCAECR, WnTpA
A A X iy - A2 T AT X AR 5 W e M TR A2 /N P A T IS ) B 8 o S 48 A
%f%?ﬂﬂ%ﬁéﬂ‘i’iﬁiﬁ%%‘% , HFERRCEL PRI B A, WHERCIM N 2 J5 2 A shilt A7 2h
lm\Eﬂﬂ‘o
LIPS
o AT+CWIJAP
e AT+CIPSTA
o AT+TCSTARTSMART
e AT+TCSAP
3. MQTT #4% KT 17
FE A BOE R B E & Wi-Fi 882 J5, MCU wl it MQTT H3:Bem iR 45, A4 H &
OB E R S8 (R RO BRI FR &%) LA AT BAR B A3 EL Topic, FF4E MCU FCEAH %
MQTT j# B_EAi 2 3EHRE URC (4 [l 4L BEALH] o
LEESiice
o AT+TCMQTTCONN
o AT+TCMQTTSUB
o AT+TCMQTTSTATE
4. MQTT WU A &,
MCU FEACRIH B, AR R BRG] PUB 8% PUBL fir%. ERE A1 JSON Ffli i 2t
FTHE AL PR R R 454
LIPS
o AT+TCMQTTPUB
e AT+TCMQTTPUBL
5. OTA {fifig Je iy
WAE MQTT N2 )5, fifE OTA Thig, BHXEBNEG OTA (L5 W = mi FH R, #
WENTHR Ay J5 2 B 3R #E RIS flash, If@ it URC @ MCU, MCU F5%4LHH OTA #H 5%
URC iR, 78T BRI J5 T A A 5K iy 236 MCU H AR [ 7«
FH KA
* AT+TCOTASET
* AT+TCFWINFO
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 AT+TCREADFWDATA
6. KiIF MQTT
W LT MQTT REPATWIT @4, HNEMAS D FRMBI AR, FESH O,
ATy 22 BUH BT A 1T 1) Topic, WNEEHT 2R 2 KT 4
Pty
o AT+TCMQTTDISCONN

6.1.2 Tencent Cloud IoT AT Firmware
ESP32-C3

o fREsIm
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Chapter 7

AT FAQ

o AT B 1
- ROGKLLIEH B A A ey B, 4o TR BRIE A oY B 1 2
— TR IR AT B 45 25 2
- BEW L E 04 AT B 4ol T2 2
— hofTE A ESP-AT %% % R a9 F7 R bin S 2
- AT AT B R T L RE 2
o AT 04 Lofy o
— AT 327 busy = H )2 H 2
AT B, LR EREFE NG EERLER TEHNEL, AttA?
BRI ARLE oy BRIN AT BV 3R G s VAR ARk G A MRS AR TT 45 345 ¢
I MCU %5 ESP32-C3 % &8 AT 05T 1w, HRJERH ¢
ESP-AT 4r%~% % % 4 ESP-WIFI-MESH %
AT % % % 3 websocket 454~ 2
FTH AT 445351 2 % VA B bR & = 1) ¢
- AT 5 Z B TAR BRI E T LA hFE ¢
ST I AFAR L BRI BV R AL T VAR B B Aot iF ESP-AT 1426 X ey ams ¢
AT 4 &P IR F A o fTALFE 2
AT 4r4vp & 0 i 2 % LT M5 2 (BRik: 115200)
ESP32-C3 1] AT 455t NFEH 42X, w0 RiE42090 7T, ESP32-C3 e &4t/ a9
T8¢
— ADV " 5 4ARIE 32 F 25 i e TR A 7
o B
- EREAEA Loy AT B2 KSR flash % K ¢
- AT B 4ot & F error log ?
— AT f& ESP32-C3 #3248 k0% UARTI i@ 13§ Wy 5 ESP32-C3 #4864 datasheet BN UARTI & Fp 7~
—%
o MAE
— AT Wi-Fi & 3360% % 00 2
— ESP-AT B+ TCP % 3% % v K& & 5 vAS ¢
— ESP32-C3 AT %ok % 4o fT X BARAL 2
o ik
— RE R AR AR AR 0 R B Hy AT 44 2
— ESP32-C3 AT 4ofT35 % TLS WU A 2
— AT B 4o fTi5 7% TCP & 3555 ¢

7.1 AT [&

343
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711 BB BT IR A, AR IBUSE T B ?

UIRAT B AT SO BRI R [, 0T % AR 1e% -

o FEIAIR RO B AT A [ (SRR ESP-AT Bl # 2 5%
o HVRIARER A3 o | A — st ) U 9F B AT 4R B # .

712 WARIRC AT B FDRES ?
ESP-AT [, THEGES % esp-at

7.1.3  EM_LBCE R AT WPEmpr B ?

o Past T H3E T4 Flash T2 T .
o PERHAIHESHAT FHI5h.

7.1.4 WAy ESP-AT Zak il RGBT bin 3041 7

A PABE ] Flash "~ 2 T A ) combine #4117 # 5

7.1.5 B AT BIFES SC R ds ?

o B SRR RS, RN SRR
o WPTRETFRIBE R, AT LA ER 1y AT+ UART_CUR 5% AT+UART_DEF HEF7{&1k .
o WAL,

7.2 AT %r > 5

7.2.1 AT #5 busy 2| 25 ?

o PR “busy” FIRIETEALBERT—25ar2, ToIAWIN S HHIA . BN AT SRy B 2 Lk, R
AEBRSERT— 4 Ja, AR — ka2
o YHZHRMATEFZFHAR, REMHEIR “busy” B “ERROR”, [ EATER OAYHA, B9k
IR HA
- H %A AT+GMR (#4747 CR LF) (ZH84F), HI T AT+GMR (8474F CR LF) C 42— 505
M AT 652 1, REXPITI%AT L. B HER R GE M R 58 M AT+GMR #4E, gl ®) 15T Y
ST, BRGSO, KGR “busy”. (HULRRERGELL5EM T AT+GMR
VB, FRRE ST ST, SRR R — R BRI S, RSHER “ERROR”,
- MCU %% AT+CIPSEND J5, %] busy p.. Wi, MCU FFEHH ik 4. P24 busy p.. A3
%*%ﬁéEE&ﬁ,%mﬁA%ﬁo@ﬁ%ATLQ%ﬁéWEE,MGLﬁE%E%%ﬁ
T o

7.22 AT [ilfF, EHURRES A4 SRR P, Mo ?

ERR CODE:0x010b0000
busy p...

s WEEARRMRE” LM E—FKmd7.

o BAEIL T A SR busyp--”, 78 ERR CODE 2T 1 RIS -

o WA RS A R ] X AME R AR, WTRERIRRLZ XA E T 2 iR
THATAF ISR HAMAT S, BEE LR T E A AT @
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7.2.3 AEARIESA ERERIN AT RS RRIE L a4, DL R WIREE d A AMIBA R A I 4 52
7
o WSRAEAR T % ESP-AT (AR EBGA I PEAR SRt an &, ST AS B ESP-AT B # £ 5%
o ARG EREA G o MBI UG 3RS, ARSI IA BB TR G, 5T PAS % release

notes,

7.24 J: MCU & ESP32-C3 i85k AT w2 Jcignl, 250 ?

2 MCU 45 ESP32-C3 S50 Ak AT fir & a5 TS AT RAT S, TERRF I SIE N 7 ATm”,
W& E AT B = &R R R

7.2.5 ESP-AT A %+ ESP-WIFI-MESH ?

ESP-AT Y474 57 ESP-WIFI-MESH,

7.2.6 AT j:8 % #f websocket iy 4> 7
o BRIAf AN L EF websocket 4.
niE I e i, %2 websocket, DAL e f 2 SU AT 474
7.2.7 A AT iy AP 2 UL B IR =Bl 7

LA R AT B, AISH LR RB):

o =M HZ%: AT+MQTT aliyun,
o BN HZ%: AT+MQTT QCloud.,

i OCloud AT Bt , HRMIGRE AT &% EEE BN S

7.2.8 AT @A Ml DAV B I RESE o B % ?

A[PA. ESP32-C3 ) Wi-Fi il Bluetooth LE 3t Jfj—#i K2k, A[{fi | AT+RFPOWER Ay 448

7.2.9  fal 2 REAREEER DA PEAS S REH nT DUAE G B NG v ESP-AT TR S R iy 4 7
BIATE ESP32-C3 R S Ry itidi WPA2 £l 2% i 5 D g , 75 4 15 7E menuconfig HiJF %)

fE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command support.

7.2.10 AT iy AP FAF AR 7
WA HAT 4 %53 T I RS SCPATIEE

7.2.11 AT ar4vp 1 et M T DU 7 (BRiN: 115200)

AT iy 4-H3 H R B2 nT DAB B -

o H—FhyE, AT DAE R E 1 6y AT+ UART_CUR S AT+UART_DEF
o BT R, WETDAE IR AT B, FENG: AefT%F AT 142 5457 UART 7%
BERE,
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7.2.12 ESP32-C3 flil] AT $54 i AEBEA, WRERZIIRIWIF, ESP32-C3 [
A VTS E i RS

o T DA IS iy S AT+SYSMSG FHATIEE, A% E AT+SYSMSG=4, fIHRERMPGEMF, s Fik
“WIFI DISCONNECTm” .,
[ %%E%B‘J%7 i‘ZﬁEé\’—[’f AT V210 Z}E“]f}%j}u’ V210 &Zﬁﬂ-ﬂqﬁﬁzlx%%@ﬁﬁizﬁé\o
7.213 ADV )RS EOERE 32 i 2 g m s 7
AT+BLEADVDATA 54345 adv | S5 KR 32 57, NRFERBEE RN %S5, W
& | AT+ BLESCANRSPDATA i 4 K15 5 .

7.3 WifE
7.3.1 AN L AT [ 2ERE N flash 2K 7

o X ESP32-C3 RAIHIL, 1w PASHESP-AT B £ 5%

7.3.2 AT [ fn #55F error log ?
» ESP32-C3 7& download port ¥ error log, 2tiA UARTO >}y GPIO21. GPIO20.
o PRI AS R ik 4% .
7.3.3 AT ¢ ESP32-C3 Eig] -1y UART1 555115 ESP32-C3 Bigl ) datasheet 2RI\
UART1 EMA—F ?
» ESP32-C3 37 #F 10 FHFEAS 4, 7E4%1F ESP-AT (¥, W PAFE menuconfig H i 2 5114 L B 15 ek

UARTI WS BIBC S, FrPAskSs PR datasheet 5 B — 2015 I
o BRI LS factory_param_data.csv,

74 PEfg
7.4.1 AT Wi-Fi ZE£:FEF 220 7
« TENASHEE, AT Wi-Fi SEEFENSaIA S B, (RAESCRROOR, Wi-Fi JERE I T B th 2

TERE, PIZRIREE, B RAMRESE A5
o A[PAIRIEAT+CWIAP 1) <jap_timeout> 245, Rk B i SO [E] .

7.4.2  ESP-AT [filff+] TCP % ik 1K/l CAgk ?
* TCP KAt 1 A pi okl ap B0, 75 200 EAM A1 ESP-AT TAEA: B o & £F

o W] DATE B AL B menuconfig £%{, Component config > LWIP > TCP >Default send buffer
size,

7.4.3 ESP32-C3 AT M- &5 ol ik S fRAL ?

o ATt KR RN 2R %, @B esp-idf Ay iperf /R BIHEATINA (JiT AT MK, 3548 ]
BTy, TR R 1460 YRS AR ) .
o FEHERAWEFR, B ASFH Lo TIR G ESP-AT Bob i ft RHERH A,
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7.5 A

7.5.1 IREZE N vl DLl WRee £ 1ok fdm AT tn 4 ?

o ESP32-C3 3744 UART. SPI $%[13f (5.

o AT BRIA[EA2 00 UART $210R (G5 . P an 75 Zfdi ] SDIO i SPI 2 11 #4 7
&, APAET ESP-AT [l @ 9m%, G IE % iFFo 4.

o WEYRIES % il ATSDIO #2110, i AT SPI#:11 , =X i AT B85 1 .

7.5.2 ESP32-C3 AT Wifil5% TLS BpistiiiAs ?

413 ESP-AT LFER}, W PAYE./build.py menuconfig -> Component config -> mbedTLS H3E F, A
PARFAN T B HRAS PR BE

7.5.3 AT WfEanfl 8 TCP &% ?

 HHl AT BROARFH) TCP i KIEZECH 5.
* ESP32-C3 AT f K32 Ff 16 4> TCP j84%, I DAYE menuconfig AT HCE., FCEITIAANT :

— ./build.py menuconfig—> Component config—> AT—> (16)AT socket maximum connection number
— ./build.py menuconfig—> LWIP—> (16)Max number of open sockets
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Chapter 8

Index of Abbreviations

A2DP Advanced Audio Distribution Profile
R GE I KA
ADC Analog-to-Digital Converter
NS RiE
ALPN Application Layer Protocol Negotiation
1 2 s R
AT AT stands for “attention” .
AT 2 attention N4 5 .
AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.
AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,
AT log port The port that is used to output log. More details are in the AT port introduction.
AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .
AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.
AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A
Bluetooth LE Bluetooth Low Energy
R IhAEHE T
BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig
Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.
 After sending the AT+CIPSEND set command successfully and returns >.
 After sending the AT+CIPSEND execute command successfully and returns >.
o After sending the AT+CIPSENDL set command successfully and returns >.
» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the AT+RST command
and restart the module.
 After sending the AT+BLESPP execute command successfully and returns >.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
i ABR AT BBOA TARR . FEar BT, AT &b LIS LT TS eI 1F AT air &b T4t
H, [ AT S 7edr 4 im O BIE G RATEE R . AT FE FAEIL T, SN e 4K A ZIE .
* RIKAT+CIPSEND B8 % 1), K > 25
* KIRAT+CIPSEND P76, [ >2Z 5
* KIRAT+CIPSENDL BB i 182, 1 > 2 )5
K iXAT+CIPSENDEX B4, HE >2Z )5
K iEAT+SAVETRANSLINK HE A Y, FAE (AT+RST) 4, B ERZ G
KIEAT+BLESPP PATan % ), B >2 )5

L]
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RN, Kik+++ s, SAIEREXRE, FEAG S
Data Mode In the data mode, any character received by the AT command port will be treated as data (except for
special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.
¢ After sending the AT+CIPSEND set command successfully and returns >.
» After sending the AT+CIPSEND execute command successfully and returns >.
 After sending the AT+CIPSENDL set command successfully and returns >.
» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the AT+RST command
and restart the module.
» After sending the AT+BLESPP execute command successfully and returns >.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BB EERBEN, AT fir 4o RS R AT AR 2 BeU AR (R THR+++) . A AT
e, XEHHE S TCB U A EN . AT FE RSITEOLT, S AKX BEARIEIZX.
* KIRAT+CIPSEND P& Ay ), WK > 25
* KIKAT+CIPSEND A7, & > 25
o KiEAT+CIPSENDL 5 &4 Y, WK >2Z )5
* RIRAT+CIPSENDEX B MAIN, ME >2 )5
o RiKAT+SAVETRANSLINK &4, FRBAT+RST 4, WHERZ )G
* KIRAT+BLESPP P{A7a 1), Wl > 2 )5
EBIAEY, Kik+++ i, SMBIEREX B, dEAGESEX.
DHCP Dynamic Host Configuration Protocol
BT E Y
DNS Domain Name System
i ARG
DTIM Delivery Traffic Indication Map
JIBINS RNV )
GATTC Generic Attributes client
GATT % i
GATTS Generic Attributes server
GATT Jle554+
HID Human Interface Device
NHLE: 14
I2C Inter-Integrated Circuit
S UL I L
ICMP Intemet Control Message Protocol
PRV A 2 4 SR
LWT Last Will and Testament
JusLH
MAC Media Access Control
MAC Hitk
mDNS Multicast Domain Name System
Z 1% DNS
MSB Most Significant Bit
R AR
MTU maximum transmission unit
S IN TLSTH
NVS Non-Volatile Storage
TG RAEAEH &
Normal Transmission Mode Default Transmission Mode
In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.
During a normal transmission, if the connection breaks, ESP devices will give a prompt and will not attempt
to reconnect.
More details are in Transmission Mode Shift Diagram.

B2 01 S W NN 2 E S
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(E AT, FI AT AR IR AT fip%. Blan, JH AT DAE I AT+CIPSEND fin %, Ki%k AT fiy
2 HEI ) MCU Bl 2 & fdd s AL E sl 2 A% . 2l AT pd HaR 25 MCU, - [
2Bl +IPD {7
Yo AR, AR IEREIRTT, ESP R @iE, FHHRIERWTIT.
LA 557 Transmission Mode Shift Diagram.,

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP devices will keep trying to reconnect
until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

BAER Wl “BEE SR B,
BT, FPARERSHE AT ard, B DRI +++ fard-. AT a4 REI R BT iy MCU
%ﬁ%ﬁ%ﬁ%@‘ﬂ&i&, ReIE B kgt AL H ] AR 20l i AT Ay D e oo, &1
74 MCU,
Wi-Fi SEERER, WRERWTIT, ESP A2 (E e, R A +++ 1B HdEfL, W
IR,
LA 211557 Transmission Mode Shift Diagram.,

Transmission Mode Shift Diagram

]
AT+SAVETRANSLINK=1[,..] :
AT+RST |

K 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (-5 1%y #5 X)
e Passthrough Receiving Mode (i% 15 32542 X))
* Passthrough Mode (:% 152 X))
e AT+CIPMODE
e AT+CIPSEND
¢ +++
e AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.
ARG TE-5-30 1R 4 AR X A A2 AR X Z [ — NI S
BB, AT AREA AL S Lt n; (B AT aT AR R B A& f o i &, 8 AT fy
A O TG IR B 25 MCU ., 8 L4281 25 2% Transmission Mode Shift Diagram .
PBC Push Button Configuration
T E
PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
PCIAIE, 7E ESP-AT TAE {512 Er OPEN Hl WEP PASMY) Wi-Fi PAIERLE.
PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NIPEGIERE R ATPESIERN R (PKI) 22—k, k. 259% . BRECRS AR
B ERE , HEMIE TG A8, /B[R . A AR S T 1.
WENGESH AT ERMER.
PLCP Physical Layer Convergence Procedure
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PLCP ti%, ENPHZE S H X
PMF protected management frame
Z AR B
PSK Pre-shared Key
it s
PWM Pulse-Width Modulation
fikir S JEE VA il
QoS Quality of Service
255 Jo

RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.

SRR, A SoC F)— 4T, FEAT ML R AR BE B R T AR

SMP Security Manager Protocol
AL
SNI Server Name Indication
-85 S TN
SNTP Simple Network Time Protocol
i B ]
SPI Serial Peripheral Interface
AT D
SPP Serial Port Profile
SPP 4%, RIH: H#MY
SSL Secure Sockets Layer
SSL #pifl, RPZe4E ey il
TLS Transport Layer Security
TLS P, Bl 2 2 ax il
URC Unsolicited Result Code

PERERY, — OB 4y MCU fER R ]

UTC Coordinated Universal Time
i e S e

UUID universally unique identifier
A E—TH

WEP Wired-Equivalent Privacy
WEP & Jr, R L5505

WPA Wi-Fi Protected Access
Wi-Fi {R47 75 1]

WPA2 Wi-Fi Protected Access 11
WicFi {4751 11

WPS Wi-Fi Protected Setup
Wi-Fi fR{PCE
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> ESP-AT

X2 ESP-AT [ 3CRY, ESP-AT @ JREETF A1 A5 Ak 2 f DR 1] B A L R AR LR 56

I Wi-Fi A A0 7 T DU PEBR A BR | T DASE SR 4R e A ™ it sl BT 7™ i |, R LI 2l i
%oﬁﬁﬁgﬁﬁﬁﬁ$,%%ﬁﬁ?ﬂﬁﬁﬂ%%ﬂﬁénﬁ@gﬁﬁﬁﬁﬁﬂﬁ%ATﬁé%ﬁ
MY

AT + CONNECT

[OK] 9§++

FEEEEEEEERERRR

K 1: ESP-AT 5%

IRFBIRMOLNG AT WA PUTRRE, FITF00 A Pl 4 s s by
o [NE TCP/IP M4k F%dh o
o BEfEHEH AR N R AZ IR AL G
o THIXFHE A0 B N 5 T A
o P HE X AT 5%

* genindex
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AT + CONNECT = CONTROL

. abcdef...

[OK]

/| 2: ESP-AT fir4
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AT iy, 349
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at_max (C %), 299
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B

Bluetooth LE, 349
BluFi, 349
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Command Mode, 349

D

Data Mode, 350
DHCP, 350

DNS, 350
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296
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297
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299
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299
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299
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member), 298
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ber), 298
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:at_exeCmd (C++ mem-

esp_at_cmd_struct::at_gqueryCmd (C++
member), 298

esp_at_cmd_struct::at_setupCmd (C++
member), 298

esp_at_cmd_struct::at_testCmd (C++

member), 298
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tion), 296

esp_at_custom_ops_struct: :pre_restart_csddlmtckoort_read_data (C++ function), 295

(C++ member), 299

esp_at_custom_ops_struct::status_callback

(C++ member), 299
esp_at_custom_partition_find (C++ func-
tion), 297
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295
esp_at_device_ops_struct (C++ class), 298
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(C++ member), 298
esp_at_device_ops_struct::read_data
(C++ member), 298

esp_at_port_recv_data_notify (C++ func-
tion), 295
esp_at_port_recv_data_notify_from_isr
(C++ function), 294
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type), 300
ESP_AT_PORT_TX_WAIT_MS_MAX (C %), 302
esp_at_port_wait_write_complete (C++
function), 296
esp_at_port_write_data (C++ function), 295
esp_at_response_result (C++ function), 295
ESP_AT_RESULT_CODE_ERROR (C++ enumerator),

(C++

esp_at_device_ops_struct::wait_write_complete 301

(C++ member), 298
esp_at_device_ops_struct::write_data
(C++ member), 298
esp_at_driver_cmd_regist (C++ function),
296
esp_at_eap_cmd_regist (C++ function), 297
esp_at_error_code (C++ enum), 300
ESP_AT_ERROR_NO (C %), 299
esp_at_eth_cmd_regist (C++ function), 297
ESP_AT_FACTORY_PARAMETER_SIZE (C 72:), 302
esp_at_fs_cmd_regist (C++ function), 297
esp_at_get_current_cmd_name (C++ func-
tion), 298
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tion), 301
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enumerator), 301
esp_at_para_parse_result_type
enum), 301
esp_at_ping_cmd_regist (C++ function), 296
esp_at_port_enter_specific (C++ function),
297

(C++

(C++

ESP_AT_RESULT_CODE_FAIL (C++ enumerator),
301

ESP_AT_RESULT_CODE_IGNORE (C++ enumera-
tor), 301

ESP_AT_RESULT_CODE_MAX (C++ enumerator),
301

ESP_AT_RESULT_CODE_OK (C++ enumerator), 301

ESP_AT_RESULT_CODE_OK_AND_INPUT_PROMPT
(C++ enumerator), 301

ESP_AT_RESULT_CODE_PROCESS_DONE
enumerator), 301

ESP_AT_RESULT_CODE_SEND_FAIL (C++ enu-
merator), 301

ESP_AT_RESULT_CODE_SEND_OK (C++ enumera-
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tor), 301
esp_at_result_code_string_index (C++
enum), 301
esp_at_smartconfig_cmd_regist (C++ func-
tion), 296

ESP_AT_STATUS_NORMAL (C++ enumerator), 300

ESP_AT_STATUS_TRANSMIT (C++ enumerator),
300

esp_at_status_type (C++ enum), 300

ESP_AT_SUB_CMD_EXEC_FAIL (C++ enumerator),

301

ESP_AT_SUB_CMD_OP_ERROR (C++ enumerator),
301

ESP_AT_SUB_CMD_PROCESSING (C++ enumera-
tor), 301
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300
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300
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