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1.1 I5oRE

AT 18<3RBM0%R 1-1 Bz,

& 1-1 AT 15 EERA

it &30 Fi&

W< AT+<cmd>=? ZanSATEIREIESHESE
LAREESEE,

=S AT+<cmd>? 1z AT IREISERIZRE.

REES AT+<cmd>=<parameter>,... |iREBSEESHIT.

1&z0 AT+<cmd> FFHRATARISESHIThEE.

1.2 FSEIR

o FEB—FKIESHET LR 4 MEENGS,

o M BEMIARIIKMFRAASZIF AT #5$<IR[E ERROR:TBD,

o 5| EXRTRFEREHIE"string", Flal: AT+SCANSSID="HelloWorld",

o FHMBEEIA: BIFEN 115200, 8 MNEUEAL. 1 MELEAL. T,

o [ INAENEE, SEAE.

o WSHHISHLL " " FADIRR, BRYG|ISIEERNF/ESHIN, =05
SHARGT ") .

o AT IESHHISHAERZRIITIR,

o ATIESWIMAE, BXRLARIZERITRHEALZEE ( CR LF) |, 3oEOTHE
FERFPETRERERIREBREER ( CR) KRBT ( LF) , SHATIES
ToERE, NEFERBEOTIEFNEA ATIES, SEEOTEPERERIRE
AEZER ( CR) +17F:F ( LF) .



2 BB AT 54 &

2.1 Bl AT IESE—EER

B R

AT Mz AT B

AT+RST BGER

AT+GSM BERAER

ATE FEEKF AT EIRIhEE
AT+RESTORE WwEHIRE

AT+UART _CUR

IRE UART SgilIESECE, A~MAREFZE! flash

AT+UART DEF

IRE UART BUAECE, RFZ! flash

AT+SYSRAM EifHFRIRET B R/ N NETE
AT+GSLP #H A Deep-sleep &=,

AT+SYSSTORE IRESHFEEL

AT+SLEEP IR EIEIRIER

AT+SLEEPWKCFG IZE Light-sleep IGEZJRFNI%EE GPIO
AT+USEROTA 1RIEEE URL FHREH

2.2 Eiifi AT 5SHIR
2.2.1 AT Uit AT iZ&h

&z AT
M iz OK
SEUREA | -
=~ AT
TR -

2.2.2 AT+RST $4E(iu

&=L AT+RST

e K2 OK

SHRA | -

ANl AT+RST




&

2.2.3 AT+GMR 8&RAFER

AT+GMR

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

AT+GMR

2.2.4 ATE FEHXHREISE

ATEO. ATET

oK

ATEO: XFEIE
ATE1: FEREIE

ATEO, ATET

2.2.5 AT+RESTORE txEH &8

AT+RESTORE

oK

AT+RESTORE

BITZpSRERRE

ZSBERATEREE flash 19881, FHIRENIKIASEL,

2.2.6 AT+UART CUR ig& UART %pilGEIEE, FFES flash

BEE<:
AT+UART_CUR?

REES:
AT+UART_CUR=<baudrate>,<databit

3



AT 8%

s>, <stopbits>,<parity>,<flow contro

|>

+UART _CUR:<baudrate>,
<databits>,<stopbits>,< | OK
parity>,<flow control>

OK
<baudrate>: UART &=
<databits>: HUEfI

5: 5 bit ZiENI

6: 6 bit HUENI

7: 7 bit FuEL

8: 8 bit #uE{
<stopbits>: {E1H{]

1: 1 bit {F1Ez

2: 1.5 bit {F1E7

3: 2 bit =1k

<parity>: KL

0: None

1: Odd

2: Even

<flow control>: 7z

0: AfHEEmRE

1. f&E8E RTS

2: {&£8e CTS

3: [ERYfsERE RTS #0 CTS

AT+UART CUR=115200,8,1,0,3

KIGEANMRFE flash, BASHF 1.5bit ELEAADREE

2.2.7 AT+UART DEFi&E UART ENAECE, *7FZ flash

HiFiES: IREES:
AT+UART DEF? AT+UART _DEF=<baudrate>,<databit
s>, <stopbits>, <parity>,<flow control>

4
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B

+UART _DEF:<baudrate>
,<databits>, <stopbits>, | OK
<parity>,<flow control>

oK

<baudrate>: UART 4R
<databits>: HUE(I

5: 5 bit #¥E(I

6: 6 bit EiE(I

7: 7 bit 4B

8: 8 bit #UEN
<stopbits>: {F1E7

1: 1 bit {F1E4z

2: 1.5 bit =1L

3: 2 bit (=17
<parity>: 1RI{

0: None

1: Odd

2: Even

<flow control>: &
0: AfHgERIE

1: f&E8E RTS

2: {£ge CTS

3: [ERY{EEE RTS #0 CTS

AT+UART CUR=115200,8,1,0,3

RIRERIRFE flash, EASHEF 1.5bit (FLEAFIRE

2.2.8 AT+SYSRAM Eif)&piFIRIEF AR H==E

AT+SYSRAM?

+SYSRAM:<remaining RAM size>,<minimum heap size>
OK

<remaining RAM size>: HEiFIFHE=(E, B byte
<minimum heap size>: F/\MEZSE, B{: byte

5
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B

AT+SYSRAM?

2.2.9 AT+GSLP i \ Deep-sleep t&3{

AT+GSLP=<time>

<time>

oK

® 0 K/ HIEA
® ik Deep-sleep K% H

28.8 K (2731-1 Z=ZFb) .

<time>: ¥ &t N\ Deep-sleep HIHf K, HAfi: =P, wENERE, &&
H e, AR AR MR EE A, SRS nE N AR T o

AT+GSLP=<time>

2.2.10 AT+SYSSTORE i&&&#{Fii&iEz0

HEE<:
AT+SYSSTORE?

REES:

AT+SYSSTORE=<store_mode>

+SYSSTORE: <store_ mode>

oK

oK

<store_mode>: Z {7t
0: ﬁ*ﬁé‘@ﬂﬁﬁﬁ)\ flash
1. AR EFAN flash (BRI

AT+SYSSTORE=<store_ mode>

2.2.11 AT+SLEEP 2 SiBIRIRT

HiE<:
AT+SLEEP?

QIR

AT+SLEEP=<sleep mode>

+SLEEP:<sleep mode>

OK

OK




<sleep mode>:

0: ZEFEREARIET
2: Light-sleep #&2z{
AT+SLEEP=0

2.2.12 AT+SLEEPWKCFG i&& Light-sleep MAEERFNIGEEE GPIO

AT+SLEEPWKCFG=<wakeup source>,<paraml>[,<param2>]

oK

<wakeup source>: Mg

0: JE I M i

1: REE

2: GPIO Mg

<param1>:

Y EEYR N E AR, XS HCROR IR I A, A =R
MEEIE N GPIO B, %Sk GPIO &

<param2>:
HUREYE Y GPIO I, %S HER s e g B
0: fkH-F
1: EHAF

AT+SLEEPWKCFG=0,1000 // SEBTE&Nafs
AT+SLEEPWKCFG=2,7,0 // GPIO7 &J9{fKEE a1 I%ES

X gpio7/8 3z+F gpio M&fE

2.2.13 AT+USEROTA #RiEISE URL HEEHH

AT+USEROTA=<url len>

oK

>

FRmNERR AT SR URL, BERHERTLIAN URL, %4 AT
W2l URL KEEFlcurl len> J&, iR

Recv <url len> bytes

AT fath EIRMERZ )G, THREET G, RTTE e, IR

OK

WS B R B BT R R, IR [

7



ERROR

<url len>: URL K., HAfH: 8192 %=

AT+USEROTA=36
OK

>

Recv 36 bytes
OK

FHRIREEUR T RIZLIRITE.

INERMERMHNMESEFREM, AT KRB ERROR, EHF—EREEE
.

2T AT Eff/5, JEA AT+RESTORE {kEH iRE.
AT+USEROTA 3z#F HTTP #0 HTTPS,




3 Wi-Fi ATHSE

3.1 Wi-Fi AT $$&E—4%E

B Hak

AT+CWMODE Hif/8E Wi-Fi 1855
(Station/SoftAP/Station+SoftAP)

AT+CWSTATE &R Wi-Fi SAZSFN Wi-Fi 58

AT+CWJAP EE AP

AT+CWRECONNCFG /88 Wi-Fi EiEfcE

AT+CWLAPOPT B8 AT+CWLAP oS RuEN

AT+CWLAP AT RS AP

AT+CWQAP WS AP RYEREE

AT+CWSAP LB SoftAP £

AT+CWLIF EAENERERIN A SoftAP |9 station (52

AT+CWQIF WrFF station 555 SoftAP FUIESE

AT+CWDHCP [SFE/ZHE DHCP

AT+CWDHCPS Hif/AGE TR SoftAP DHCP £ERY IP HbitSEE

AT+CWAUTOCONN FEEREEERE AP

AT+CIPSTAMAC Eif)/AGE T Station 9 MAC it

AT+CIPAPMAC BB H SoftAP i MAC ittt

AT+CIPSTA Eif)/AgE A Station BY IP bk

AT+CIPAP iR B SoftAP |19 IP bk

AT+CWCOUNTRY EHif/IRE Wi-Fi Bz

AT+CWSTARTSMART FFiZ SmartConfig

AT+CWSTOPSMART {=1E SmartConfig

3.2 Wi-Fi AT ip$Haid

3.2.1 AT+CWMODE:
n+SoftAP)

&Hif/i88 Wi-Fi &3 (Station/SoftAP/Statio

Bz S
AT+CWMODE?

REES:

AT+CWMODE=<mode>[,<auto



https://docs.espressif.com/projects/esp-at/zh_CN/release-v2.4.0.0/esp32c3/AT_Command_Set/Wi-Fi_AT_Commands.html

&

_connect>]
+CWMODE:<mode> OK
OK B

ERROR

- <mode>: &L

0: & Wi-Fi #&=,, #}B>x%F Wi-Fi RF

1: Station &%

2: SoftAP &%

3: SoftAP+Station 1&z!
. <auto connect>: IJJi S5 &EAY Wi-Fi #&0ES (a0, M Soft
AP 8¢F Wi-Fi #&=({J#e 5 Station #&={(g}; SoftAP+Station #&=) ,
EREEEERE AP 89Thee, EOAME: 1. SHEaEr, FRBIAME,
e B ohiER,

0: ZXFEEMIERE AP RITHEE

1: EFRBERE AP BII08E, EZRIESKEMERE AP BIBCER
72 flash &, [ &R REFEEhiERE AP

AT+CWMODE=3

« ZEH4T CWJAP i& disable BEhiEiE
o 77 AT+SYSSTORE=1, KNIEEBRFENVS oKX

3.2.2 AT+CWSTATE: =i Wi-Fi iX7S5H Wi-Fi (52

AT+CWSTATE?

+CWSTATE: <state>,<"ssid" >

OK

. <state>:. gy Wi-Fi ;K&

A station EARFTEHAE Wi-Fi &R

i station B&EE L AP, {BiRIAENE IPv4 Hbhit
WA station BEEREE AP, HELIKENEI IPv4 it
O station IEFE# T Wi-Fi &zl Wi-Fi &%

mh station &bF Wi-Fi BiRIRES

- <" ssid” >: Btx AP B9 SSID

N 2o

AT+CWSTATE?

10



AT #p

A
~

o HSh station ;[REGIEZE L AP BY, HEFERILGSEIR WI-Fi (558,
24 I station EiEZ E AP [5, #EFFERA AT+CWJAP 65<5&18 Wi-F
i58

3.2.3 AT+CWJAP: &EE AP

EiFiES:
AT+CWJAP?

+CWIJAP:<ssid>, <bssid>,<channel>,<rssi>,<pci_en>,<reconn_int
erval>,<listen_interval>,<scan_mode>,<pmf>
OK

REIES:
AT+CWIJAP=[<ssid>],[<pwd>][,<bssid>][,<pci_en>][,<reconn _inte
rval>][, <listen_interval>][,<scan_mode>][,<jap_timeout>][,<pm
f>]

WIFI CONNECTED
WIFI GOT IP

OK

[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]
=17

+CWIJAP:<error code>
ERROR

AT+CWJAP

WIFI CONNECTED
WIFI GOT IP

OK

[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]
=17

+CWIJAP:<error code>
ERROR

. <mode>: &I

11



0: & Wi-Fi 8=\, FHEXMA Wi-Fi RF

1: Station &%

2: SoftAP &%

3: SoftAP+Station 1&=
- <auto _connect>: IS HIKEAI Wi-Fi #2z(B (a0, M SoftAP
a7 Wi-Fi &8 J#e 5 Station & B SoftAP+Station &) , 2818
FiEnh&Es: AP RITHEE, BUAE: 1. SHRER, FHRENME, B2
CESIEE

0: ZEFEBmNER: AP IIIHEE

1: BRBhiER AP INIEE, BEZRIBEKEMNER AP IR ERT
E flash &, WS HIRHEEMERE AP

=~ // SNERBEHR AP By SSID 2"abc", HfERE"0123456789", Mapd2E: A
T+CWJAP="abc","0123456789"

// YR BFR AP By SSID 2"ab\,c", ZE2"0123456789"\", Mis<2E:
AT+CWJAP="ab\\\,c","0123456789\"\\"

// W0ERZAN AP BHEERY SSID"abc", AJ@IT BSSID $FEIE R AP: AT+
CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// N8R AT EKi@id PMF iE# AP, IS 2: AT+CWJAP="abc","01

23456789",,,,,..3

pEF=} * WNER AT+SYSSTORE=1, ECBEXIEHREFEI NVS HX

- EARMSHEEHE station &1

« ¥ 5k station BiEE L AP 5, IEEFRLGSER Wi-Fi B8, 3
A station [RBEELE AP BY, R AT+CWSTATE Gid$&EIf
Wi-Fi (58

« AapdhAY<reconn interval>&#5 AT+ CWRECONNCFG &%
AY<interval second>S#iHRE. MNRIZITAGSHIAIZE <reconn_int
erval %1, Wi-Fi SEEE[RAEERAZIAE 1

- WNRERTER <ssid> 1 <password> &%, BFEA L—RIRENE
« MiTHSEREMSIERITEIER, BAAN 15 &, TBEESH <)
ap_timeout> ¥&

« [BIE OK A3k IPv4 REBLEFHE, MANER IPvo MEIEZHLE.
=AU AT LA IPv4 REAE, IPv6 WE/IH,

EZS NI F[<ssid>],[<pwd>][, <bssid>]
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3.2.4 AT+CWRECONNCFG: &ifl/i8& Wi-Fi EiEfiiEH

&zl HiEES: REES
AT+CWRECONNCFG? AT+CWRECONNCFG=<interval
_second>,<repeat_count>
i fiZ +CWRECONNCFG:<interval sec | OK
ond>,<repeat_count>
oK
SH05BE | - <interval second>: Wi-Fi Ei&afg, 2| ¥, ZAME: 0, &K
{87200

- 0: WiFhiEEfs, ©h station &% AP

— [1,7200]: WiFRiERERS, ™ station EFEIEEMRTES AP &iE

« <repeat _count>: S HIRE=INEIE AP BREL, ASEfE<interva
|_second>A79 0 BfEX, EAIME: 0, &A(E: 1000

— 0: &5 station $RREH1ERE AP

— [1,1000]: & F station IZRRASEGEERIREEZE AP

ANl // &5 station B8 1 P2 EIE AP, #2594 100K
AT+CWRECONNCFG=1,100

// T station FEMTHEREAEIE AP
AT+CWRECONNCFG=0,0

TR « A Hfd<interval second>£#5 AT+CWJAP Hfy[<reconn int
erval>1S&EH
o Zan S ERATHEEINTFE AP, Wi-Fi U EFIFLE Wi-Fi Bohiks

3.2.5 AT+CWLAPOPT: iZE AT+CWLAP G SHEBERBETE

B HifiES: IREIES
AT+CWRECONNCFG? AT+CWLAPOPT=<reserved>,<
print mask>[,<rssi filter>][,<au

thmode mask>]

M iz +CWRECONNCFG:<interval sec | OK
ond>,<repeat_count> BE
OK ERROR

SE05REE | - <reserved>: {RERIN

13




AT 83
« <print mask>: AT+CWLAP FFREREEERUTESE, A
{E: Ox7FF, & bit 24 1, WETRWEESE, F&A 0, WAERRY

NS

-bit 0: EHE~<ecn>

-bit 1: EBER<ssid>

-bit 2: E2&ER<rssi>

-bit 3: E&E/x<mac>

-bit 4: E&E~<channel>

-bit 5: 2&E<freq_offset>
-bit 6: 2&E~<freqcal_val>
-bit 7. E&BE~<pairwise cipher>
-bit 8: E&E/~<group cipher>
-bit 9: 2BE~<bgn>

—bit 10: 2EE/R<wps>

o [<rssi filter>]: AT+CWLAP B9l RERIRBASHIIE, 1D,
BETEIRESBE(RT rssi filter 28UERY AP, B{: dBm, BKIAE:
-100, B8 [-100,40]

« [<authmode mask>]: AT+CWLAP {3 RESFERUATIALE
AT AP, BAIAME: OxFFFF, @R bit x84 1, NERIIFIAUEAT
B AP, &HigA 0, NARER

—bit 0: EFE= OPEN IAIE/S=(HY AP

—bit 1: BEBE= WEPIAIESTHI AP

—bit 2: EFE WPA PSKIAIESTHI AP

—bit 3: EF R WPA2 PSKINIEATAY AP

—bit 4: EFT WPA WPA2_PSKIAIEASTAY AP
—bit 5: E&E= WPA2 ENTERPRISE IAIE/ATAY AP
—bit 6: EFEER WPA3 PSKIAESTAY AP

—bit 7: EFT WPA2 WPA3_PSKIAIEATHI AP
—bit 8: EEER WAPI_PSK IAIESTAY AP

// & F station 8fF 1 WEHEE AP, H=3 100K
AT+CWRECONNCFG=1,100

// Tk station FEMIFFIEEEAEIE AP
AT+CWRECONNCFG=0,0

14



AT 8%
« A had<interval second> 25 AT+CWIAP Ff[<reconn in
terval>|&&8E
o ZAnLIERTHEIMFT AP, Wi-Fi &RZUTHRANFFHE Wi-Fi BaliEZ

3.2.6 AT+CWLAP: HisZaimIHErg AP

HiTaR<: REES:

AT+CWLAP AT+CWLAP=[<ssid>,<mac>,<c
hannel>,<scan_type>,<scan ti
me_min>,<scan_time_max>]

+CWLAP:<ecn>,<ssid>,<rssi>,< | OK
mac>,<channel>,<freq_offset>, | &
<freqcal _val>,<pairwise _ciphe ERROR
r>,<group _cipher>,<bgn>,<wp
s>

oK

. <ecn>: INEHI

— 0: OPEN

- 1. WEP

— 2: WPA PSK

- 3: WPA2 _PSK

— 4: WPA WPA2_PSK

— 5: WPA2_ENTERPRISE

— 6: WPA3_PSK

— 7: WPA2_WPA3_PSK

— 8: WAPI_PSK

o <ssid>: FRFESE, AP B SSID

o <rssi>: (S5EE

<mac>: FHFESE, AP 8y MAC bt

» <channel>: 585

- <scan_type>: Wi-Fi 13258, BiAMER: O
- 0: EEiE

— 1. #shids

« <scan_time_min>: B/MSEREIEAIE, B =F, BE:
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B

[0,1500], WNSR4ArmEB/9tRznid

i, ASEIH

« <scan_time_max>: B8MFERKIIEE, 8 =X, SEH:
[0,1500], #n&RigAH 0, EM4KF

SHEEONE, FoFEA 120 ms, #ni3HEA 360 ms
. <freq_offset>: §iifm ({REBIIH)

« <freqcal_val>: EREE ((REMAB)
 <pairwise cipher>: FIJNNZESSEY

—0: None

—1: WEP40

- 2: WEP104

- 3: TKIP

- 4. CCMP

— 5: TKIP and CCMP

— 6: AES-CMAC-128

—-7: X/
» <group cipher>: HIIZEZER, 5 <pairwise cipher> SERIKIAS
EEE

« <bgn>: 802.11 b/g/n, & bitig) 1, NFRREERENINAEL, EHIRA
0, MIFRTEERNS AR

— bit 0: 2&fERE 802.11b #&z{

- bit 1: 2&(F8E 802.11g #&=x{

- bit 2: 2&fERE 802.11n &=\

s <wps>: wps flag

- 0: 378 WPS

- 1: 328 WPS

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000
/] S¥k3E%E SSID B9 AP
AT+CWLAP="Wi-Fi"

3.2.7 AT+CWQAP: 5 AP B0iEiE

st st

16



B

AT+CWQAP

OK

AT+CWQAP

3.2.8 AT+CWSAP: ft&Eit'H SoftAP &#f

HIES: REES:

AT+CWSAP? AT+CWSAP=<ssid>,<pwd>,<c
hl>,<ecn>[,<max conn>][,<ssi
d hidden>]

+CWSAP:<ssid>,<pwd>,<chann | OK
el>,<ecn>,<max conn>,<ssid h
idden>

OK

o <ssid>: FRIBESH, BARBR

« <pwd>: FRIESE, B, SBE: 8 ~ 63 F1 ASCI
« <channel>: ZBE

« <ecn>: IEHZI, AZHF WEP

—0: OPEN

— 2: WPA PSK

- 3: WPA2 _PSK

- 4: WPA_ WPA2 PSK

s [<max conn>]: BIFEN 0 F SoftAP Y% station #B, BYE
SBE:  [1,10]

* [<ssid hidden>]:

—0: 1 SSID (EKA)

—1: A #& SSID

AT+CWSAP="AT","123456789",5,3

. AESREY AT+CWMODE=2 =% AT+CWMODE=3 4G

« # AT+SYSSTORE=1, ECEEXUFFREFIE NVS X

« BA SSID FigEgME, FHATCHIREN MAC telit4ER. ErTLAER
AT+CWSAP? EifZIARY SSID,

17



3.2.9 AT+CWLIF: &EifEESITCH SoftAP i station (58

&

g
AT+CWLIF

+CWLIF:<ip addr>,<mac>
OK

. <ip addr>: JEEZH SoftAP Ry station A9 IP bk
« <mac>: EHZEEGH SoftAP Y station Y MAC itttk

AT+CWLIF

« MESTEEIFHS P, JCHFEE R SoftAP FIiZENRT station DHC
P I9ERERTIEIR AN

3.2.10 AT+CWQIF: BfiFF station 55 SoftAP [9%EE

fgzl: REIBS:
AT+CWQIF AT+CWQIF=<mac>
OK OK

o <mac>: EWTFREREE station B9 MAC ittt

AT+CWQIF=" aa:bb:cc:dd:ee:ff"

3.2.11 AT+CWDHCP: SH/2H DHCP

HIHES: REES:

AT+CWDHCP? AT+CWDHCP=<operate>,<mo
de>

+CWDHCP:<state> OK

OK

» <operate>:

-0: ZH

- 1. 5H

« <mode>:

— BitO: Station g9 DHCP
— Bit1: SoftAP f§ DHCP
» <state>: DHCP g%

18



— BitO:

* 0: Z5f Station AY DHCP

* 1: J2F Station B9 DHCP

— Bit1:

* 0: Z2F SoftAP g9 DHCP

* 1. JZF SoftAP Y DHCP

// FEFH Station DHCP, #N&J/&E DHCP mode 752, M DHCP mod
ef3

AT+CWDHCP=1,1

// Z:F3 SoftAP DHCP, #15J& DHCP mode 3 3, NI DHCP mode
91

AT+CWDHCP=0,2

o & AT+SYSSTORE=1, BEEBEXIFRFEINVS S

- FREMLTREFS P UGS SIBERNT, 20 AT+CIPSTA F A
T+CIPAP

- HiaA DHCP, MUERZ IP it 425

- HEAES P, N DHCP S1%EEH

- R RERESBEL—XEE

o EEEFE AP/Station FIZE

3.2.12 AT+CWDHCPS: &Hifl/igEiR%# SoftAP DHCP £3EghY IP ihiik
eE

HiFfES: REES:

AT+CWDHCPS? AT+CWDHCPS=<enable>,<lea
se time>,<start IP>,<end IP>
+CWDHCPS=<lease time>,<sta | OK

rt IP>,<end IP>
OK

» <enable>:
—1: 88 DHCP server (58, B8 IEE
- 0: ;5B% DHCP server (5R, EBUAME, FESHLHRES

+ <lease time>: FHZRYE], Bf: o8, BUESEE: [1,2880]
« <start IP>: 5 SoftAP DHCP fR$3EE IP ibubthAGHEES IP

dr
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« <end IP>: %5 SoftAP DHCP fR43S8 IP ihiibithpysEse IP
Bl AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"
AT+CWDHCPS=0 // iBRigE, REMRINME
pES = « & AT+SYSSTORE=1, EEEEXUBREEINVS HK

« FapWTES R SoftAP #=z((8E, BFFfS DHCP server RIEIR T
(EdzE

« IRERY IP #IBEERSE R SoftAP TERE—MER

« FEAEFTE AP RIRE

3.2.13 AT+CWAUTOCONN: FHEFHINEE AP

& REES:
AT+CWAUTOCONN=<enable>
e Rz OK
#5088 | - <enable>:
- 1. LEEEmERE AP (EIN)
- 0: EEEAEnERE AP
=~ AT+CWAUTOCONN=1
=1 « RIRERFE NVS X

3.2.14 AT+CIPSTAMAC: &ifl/ig8H:c-FH Station Y MAC itk

&I BifES: IREIES:
AT+CIPSTAMAC? AT+CIPSTAMAC=<mac>
i piz +CIPSTAMAC:<mac> OK
OK
SLREE | - <mac>: FRIERSE, RO h tation B MAC ik
<451 AT+CIPSTAMAC="1a:fe:35:98:d3:7b"
E =1 « & AT+SYSSTORE=1, EEEEXEIREFEI NVS #K

« B Station By MAC itBlit 5i5i R SoftAP AR, AEANZHIRERIF
B9 MAC bt

« MAC Bt Bit 0 A<ggk 1, 4N,
(BARATLAE “15:..."

« FF:FF:FF:FF:FF:FF #1 00:00:00:00:00:00 2F%utbilt, REGGE

MAC #bireILUE “1a...”
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3.2.15 AT+CIPAPMAC: &if/ig&iSH SoftAP By MAC ibijt

& BHiFES: IREIES:
AT+CIPAPMAC? AT+CIPAPMAC=<mac>
e Rz +CIPAPMAC:<mac> OK
OK
S | - <mac>: FRESE, FTOhH SoftAP B MAC it
A5l AT+CIPAPMAC="18:fe:35:98:d3:7b"
=1 # AT+SYSSTORE=1, EEEEXIEHREFE NVS X

« B SoftAP B9 MAC #IESE A Station RNE, AEAZERERMF

B9 MAC bt

« MAC t#E3iERY Bit 0 AgE9 1, filan, MACHBIERTLAZ “18..." , (BAR

gJLAZ "15:.."

o FF:FF:FF:FF:FF:FF #0 00:00:00:00:00:00 E2F3utbtit, FEIRE

3.2.16 AT+CIPSTA: &ifl/i&8 -/ Station A9 IP ibilt

& HIES: REES:

AT+CIPSTA? AT+CIPSTA=<"ip">[,<"gateway
"> <"netmask">]

) +CIPSTA:ip:<"ip"> OK
+CIPSTA:gateway:<"gateway" >
+CIPSTA:netmask:<"netmask" >
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">
OK

S20RBE | - <" ip” >: FFRSE, RS H Station B9 IPv4 btk
« <" gateway” >: {3k
« <" netmask” >: FRIEH
e <" ipv6 addr” >: &} station AY IPv6 iBiiE

Nl AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

E =

3.2.17 AT+CIPAP: Hifl/ig& ©h SoftAP Ry IP il
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&

AT @5
HiE<: IRERS:
AT+CIPAP? AT+CIPAP=<"ip">[,<"gateway
">, <"netmask">]
+CIPAP:ip:<"ip"> OK

+CIPAP:gateway:<"gateway" >
+CIPAP:netmask: <"netmask" >
+CIPAP:ip6ll:<"ipv6 addr">
+CIPAP:ip6gl:<"ipv6 addr">
OK

« <" ip” >: FRBSE, FrIRE SoftAP 1Y IPv4 ik
e <" gateway” >: [X

« <" netmask” >: FRHEH

e <" ipv6 addr” >: 5 SoftAP g9 IPv6 btk

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

« # AT+SYSSTORE=1, EEEEXUFREFE] NVS oK

« KigEm<S5iRE DHCP Hm<tEEE M, W AT+CWDHCP
— BEFES IP ik, WZEA DHCP

— Af5F DHCP, NIZEREE IP it

- Re—ARESEE L —IXEE

3.2.18 AT+CWCOUNTRY: #ifl/igE Wi-Fi B33

BiTig<: IREES:

AT+CWCOUNTRY? AT+CWCOUNTRY=<country p
olicy>,<country code>,<start_
channel>,<total channel coun
t>

+CWCOUNTRY:<country polic | OK
y>,<country code>,<start chan
nel>,<total channel count>

oK

« <country policy>:

- 0: BEIRNESOIERIREFIENR AP (IERAHS
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%

- 1. REEEERAD, BEREAGRENERAMS
« <country code>: ExRMAME, HFAKE: 3 1MFFF
« <start_channel>: &#RESE, SBE: [1,14]

« <total channel count>: {FBEEL

AT+CWMODE=3

- BEEERAMRFER flash

3.2.19 AT+CWSTARTSMART: FRF SmartConfig

HTIES: REES
AT+CWSTARTSMART AT+CWSTARTSMART= <type>
FHi& TOUCH ==

OK OK

* <type>:
-1: TOUCH
- 2: AirKiss

AT+CWMODE=1
AT+CWSTARTSMART

TOUCH Zai{ZH5 #&Eck

HE Smart get Wi-Fi info 7= SmartConfig BiINFREXE| AP 58, 2
fa=iiEsE AP,

JHE Smartconfig connected Wi-Fi R-pINEREE AP;
ERiREHRER SmartConfig BEcMEREL ST Hlim, FTAZINERR S
martconfig connected Wi-Fi #iHfS3EiR#E1D 6 #0EIER AT+CWSTO
PSMART;

B AR AT+CWSTOPSMART {£1E SmartConfig, ARBHITEMEGRS,
T2, £ SmartConfig SREFIEZHITEMGHS.

3.2.20 AT+CWSTOPSMART: {Z1lt SmartConfig

HTIE<S
AT+CWSTOPSMART

oK

AT+CWSTOPSMART
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4 TCP/IP tHx AT 1§55

4.1 TCP/IP AT IRSHE—XE%R

5%

U

AT+CIPSTATE

&if TCP/UDP/SSL IEZER

AT+CIPSTATUS (FH)

&if) TCP/UDP/SSL EERSHER

AT+CIPDOMAIN

AT

AT+CIPSTART

g837 TCP &#2. UDP {&igay SSL &k

AT+CIPSTARTEX

E7 B ER ID B9 TCP &E. UDP {&5iEy SSL &

[(REREHERT] +++

B HHERD

AT+CIPSEND

£ ZEEEERN & Wi-Fi BERR T RXENE

AT+CIPSENDEX

£ SEEHEN TRAY RIS IUKIEEE

AT+CIPCLOSE

%7 TCP/UDP/SSL %z

AT+CIFSR

EiFgAME IP #hFD MAC it

AT+CIPMUX

[BR/FRZEREN

AT+CIPSERVER

$E37/XF) TCP = SSL BRS58:

AT+CIPSERVERMAXCO
NN

BEif/iIRERS 2RI IR AEEE

AT+CIPMODE

B/ IREEEET

AT+CIPSNTPCFG

B/ IRERXF SNTP fRS5=%

AT+CIPSNTPTIME

&if) SNTP A8

AT+CIPSNTPINTV

BEHiH/RE SNTP FfaEEHER

AT+CIPDINFO

I8E +IPD HEEES

AT+CIPRECONNINTV

Bif/igE Wi-Fi &E&Ez( TR TCP/UDP/SSL Ei%(alfE

AT+CIPRECVMODE

Bif/IREERFRIUEI

AT+CIPRECVDATA

SRR FIER TR

AT+CIPRECVLEN

ERENHEREEN T ERFEIREIRKE

AT+PING

ping XJimFEH,

AT+CIPSTO

BIR)/IRE A TCP/SSL AR5 2 BRI A E]

AT+CIUPDATE

BT Wi-Fi FHRESF
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4.2 TCP/IP AT ISR
4.2.1 AT+CIPSTATE i TCP/UDP/SSL iEiE(EE

%

AT+CIPSTATE?

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote
port>,<local port>,<tetype>

OK
LIREERN, ATIRE:

oK

<link ID>: W%&E# ID (0 ~ 4), FAFZ&EERIIER

<"type”>: FRIESH, FTnEHE

. " TCP” . " UDP” _ " SSL" _ " TCPv6" . " UDPv6" &
“SSLv6”

<"remote IP">: FRIESE, FRimin IPv4 HBiIEEL IPv6 bk

<remote port>: JimiH{E

<local port>: ZAHbim[{E

<tetype>:

0: IRFREAEFin

1: RBIFIRSSES

A SHEF SSL

4.2.2 AT+CIPSTATUS (#FH) &ifl TCP/UDP/SSL EZIXTHEE

AT+CIPSTATUS

STATUS:<stat>

+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<
local port>,<tetype>

OK

<stat>: 18%% station EONPIRE

0: iReF station AFRVBHINTS

1: 1R% station AEVIRWIRE, BIERFRFIE Wi-Fi &R
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%

2: g% station Bi&ERE AP, 3X15 IP ibiit

3: ig%% station Bz TCP, UDP = SSL &

4: %% BRFER TCP. UDP #0 SSL 19BTFF

5: iR% station FHAIL Wi-Fi &R, BERiEZEL AP S AP BFF
<link ID>: W#&%ERE ID (0 ~ 4), AFZEERIER

<"type”>: FRIBSH, FnEHIE

. " TCP" . " UDP" _ " SSL” _ " TCPv6" . " UDPv6" &
“SSLve”

<"remote IP”>: FFESE, Fomim IPv4 tbhtsy IPve ik

<remote port>: Timim{E

<local port>: ZNithig[1{E

<tetype>:

0: IRBIENEFim

1: RBIFIRSSSS

IR AT+CWSTATE 555 &8 Wi-Fi K%, F
FB AT+CIPSTATE &p<&if) TCP/UDP/SSL K&,

4.2.3 AT+CIPDOMAIN 1267t

AT+CIPDOMAIN=<"domain name">[,<ip network>]

+CIPDOMAIN:<"IP address">

OK

<”domain name”>: EETAYIE S

<ip network>: Bi%E IP W%, BAME: 1
1: BEIEfETA 1Pv4 sehk

2: RfRHTH IPv4 etk

3: R IPve bt

<”IP address”>: fENTHAY IP tiE

AT+CWMODE=1 // IZE station &I
AT+CWJAP="SSID","password" /] EEMR
AT+CIPDOMAIN="baidu.com" // &&fET
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TR

4.2.4 AT+CIPSTART: 37 TCP &EE. UDP (&ifizk SSL &%

it TCP

&zl Bz ZiEE (AT+CIPMUX=1):
AT+CIPSTART=<"type">,<"remo | AT+CIPSTART=<link ID>,<"type
te host">,<remote port>[,<kee | ">,<"remote host">,<remote p
p_alive>][,<"local IP">] ort>[,<keep_alive>][,<"local IP

"5

M 2 CONNECT <link ID>,CONNECT
OK OK

24088 | <link ID>: RGIEREE ID (0 ~ 4), FATESEENBR, ZSECEER

F menuconfig FRIRANMEEIT, —NE AT BEHSaEE

Ii AT SOCKET MAX_ CONN NUM , BIAMEA 5. B—12 LWIP A
{HrhRIECETR LWIP_MAX_SOCKETS , BRAEN 10, EEXIZSHATTE
SEFE(ENECEI AT_SOCKET_MAX_CONN_NUM BYEFHHIRIZIE
AXKF LWIP_MAX SOCKETS BY(&E.

<" type” >: FRIBSH, RRMEERSER, " TCP" & "TCPv6",
INE: " TCP”

<" remote host” >: FERFESH, Fmiw IPv4 ik, IPve il
B

<remote port>: Tixin{E

<keep alive>: FEEEREFHI SO KEEPALIVE &I (&%
SO_KEEPALIVE NR) , Bfii: P,

SeB: [0,7200],

0: ZH keep-alive Ihgg; (ZKIA)

1 ~7200: F¥/3 keep-alive ThgE, TCP_KEEPIDLE {9 <keep alive>,
TCP_KEEPINTVL{E/ 1, TCP_KEEPCNT &/ 3.

KSR <keep_alive> £#15 AT+CIPTCPOPT #<

B <keep_alive> Z4ifER, RAEHFIRENDTRE. WRIEITA®
SHRRE <keep_alive> £, NEGAERA LXECENE.

<" local IP” >: JEE4RERIAHL IPv4 HBhlEy IPv6 Mill, ZBEHEA
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AT &35

i WEEORMAS 1P IR EREEA. BANER, NREERE

A, RETRE, TEBABRE

ZNA

AT+CIPSTART="TCP","baidu.com"”

,8000

KE

UDP

252

BAjERE:

AT+CIPSTART=<"type">,<"remo
te host">,<remote port>[,<loc
al port>,<mode>,<"local IP">]

ZiERE (AT+CIPMUX=1):

AT+CIPSTART=<link ID>,<"type
">,<"remote host">,<remote p
ort>[,<local port>,<mode>, <"l

ocal IP">]

i iz

CONNECT

OK

<link ID>,CONNECT

OK

SEA

<link ID>: [£5&EE 1D (0 ~ 4), BT SERIBR

<" type” >: FREESH, FRMEERLT,

ZAE: " TCP”

<" remote host” >: ZFESH,
)AL S

<remote port>: iTixin{E
<local port>: &% UDP ix[{E
<mode>: £ UDP Wi-Fi #ET,

0: #E UDP BuElR, AHEidin

" UDP" & "UDPv6",

Foomin IPv4 it IPv6 ik,

RESHREVIKN 0
UDP #EIHER (EAIA)

1. (RE—XEREISYRREAR RN UDP #U4ERS, HZExdin UDP
HHHMERARIEEIRIREN IP thitFim ]
2: BIXEIWE UDP HdERY, #Be3ERdin UDP SR aAIXEEERT

IREFRY P HhERNERO]

ANl

AT+CIPSTART="UDP","192.168.10
AT+CIPSTART="UDP","192.168.10

1.110",1000,1002,2
1.110",1000,,,"192.168.101.100"

eI

AT+CIPMUX iR BEBREE. &=
2# local IP HEIMRAREFAERY

4.2.5 AT+CIPSTARTEX: EZB#EI%E: ID A9 TCP &%, UDP (&

¢ SSL &%
et 55 AT+CIPSTART —2%
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&

CONNECT

OK

5 AT+CIPSTART —%

A SSL

4.2.6 [(NEREIREERI] +++: B SHEE

+++

AN T SE B =MERN+Z/F (B) ASCII f3: O0x2b) , [HEAS
WOERIRE CR-LF =f7F

HRE— + ZFIIZEDHE 20 ms EERRIZEEMEN, B=1+
FREEDE 20 ms HEERANISEEMEMAN, = +FRZEEZE
20 ms EHEERARIEEEMEA. B, + FRSWAMEBEUERE
HE

AEFHRP TR ZERSRE

BEDERR 1 PEAT—% AT @<

4.2.7 AT+CIPSEND: £ EiE(EmtEzt 5k Wi-Fi EER TRIEER

EEEEE BN Wi-Fi iEEEL:
AT+CIPSEND=[<link AT+CIPSEND
ID>,]<length>[,<"remote
host">,<remote port>]

=~ AT BERFRERTEERE, AT | OK
ERILUBANEGE, & AT 2IEIR0%L | >
IERERE] <length> 5, HuEEH |5
FHA: ERROR
oK
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AR R e SR A
Wi, M@l
ERROR

ANREGRIE RN, IR[E]
SEND OK

<link ID>: W#&iEE ID (0 ~ 4), AFSEEER

<length>: #IEKE, &XE: 8192 =1

<" remote host" >:UDP {EHIAJLUSEXSImEN: IPv4 it IPv6 it
Hk, BEE

<remote port>: UDP {E#aLASEX tHim O

A SUETE EEEN LARSER MEM. &9 Wi-Fi UDP &
t&, AT+CIPSTART @< H98% <mode> RIRZER O,

4.2.8 AT+CIPSENDEX: £ EHilEfEHtEsl TRAT RIS ULIXEIRE

# AT+CIPSEND —2¢

# AT+CIPSEND —2¢

# AT+CIPSEND —2§

A0 AT+CIPSEND —2§

SEIRRKEREERA, SEIEFHI \0 FRHS (0x5c, 0x30 ASCI),
SRChETTE, RPRAEEGIRN, FHF—% AT @

4.2.9 AT+CIPCLOSE: X[ TCP/UDP/SSL &%

AT+CIPCLOSE=<link ID> & AT+CIPCLOSE
CLOSED

OK
=17
<link ID>,CLOSED

OK
<link ID>: FRMAIMLIER ID, W)y 5, NIRRT A ER

31



P

&

4.2.10 AT+CIFSR: &ifiFil IP HBikF1 MAC Hbiik

AT+CIFSR

+CIFSR:APIP,<"APIP" >
+CIFSR:APMAC, <"APMAC" >
+CIFSR:STAIP, <"STAIP" >
+CIFSR:STAMAC, <"STAMAC" >

OK

" APIP" >: &' F SoftAP 1) IPv4 ik

" APMAC" >: itiJy SoftAP 11 MAC it
" STAIP" >: &5 Jy station ) IPv4 Hihk

" STAMAC" >: v f station 1) MAC Huht

AN AN AN A

REY BR REFBEEREOERGE, ZAEERZIEhY IP ik
MAC it

4.2.11 AT+CIPMUX: BR/ZBEZS&EEEN

g REES:

AT+CIPMUX? AT+CIPMUX=<mode>

+CIPMUX:<mode> OK
OK

<mode>: EFMHA, FRIAME: O
0: HiER:
1. Zi&ER

AT+CIPMUX=1

RBE A EEE T IY 7 el E e =

RE TEEHER (AT+CIPMODE=0), AREEBHNZIER:
NSRRI T TCP/SSL fRSSES, fBUIMEAEER:, WIKIAIRSES (AT+
CIPSERVER=0)
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4.2.12 AT+CIPSERVER: #37/XH TCP 8% SSL BRS33=%

B

BiEfE<:
AT+CIPSERVER?

REES:
AT+CIPSERVER=<mode>[,<par
am2>][,<"type">][,<CA enabl
e>]

+CIPSERVER:<mode>[,<port>,
<"type">][,<CA enable>]

oK

OK

<mode>:
0: KMk 2%
1 @RS 5

ME: 0

12 KPS e R P B 4%

“SSLv6” . ERiME: " TCP”
<CA enable>:

0: AfEH CA AiE

1: fiifH CA AiE

<" type” >: JRFGAFKA: " TCP”

<param2>: Z%¥{ <mode> A[[], M= XAF:
IR <mode> £ 1, <param2> FEiwH5. BRAE: 333
WHE <mode> & 0, <param2> REMRE A ERAFTA R o BR

0: KMk S48 Ok B BLAT 20 7 i 4%

, " TCPv6" , " SSL" , m%

// #831 TCP fr55=%
AT+CIPMUX=1
AT+CIPSERVER=1,80

/] RABRSEFEXRAREIER
AT+CIPSERVER=0, 1

ZIERBRT (AT+CIPMUX=1), ZREFFERSER
BlEIRSHE, BafEMRSHETT, RERATFEIE—TIRSSS
SEEFIREN, 2EHNHA—MEE ID
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4.2.13 AT+CIPSERVERMAXCONN: &ifl/iREIRSSEAIFETINEK
IS

BiE<: REIBS:

AT+CIPSERVERMAXCONN? AT+CIPSERVERMAXCONN=<nu
m>

+CIPSERVERMAXCONN:<num> | OK

oK
<num>: TCP = SSL fled5s e VP L s g H, vul: [1,5]. W
RisBEdaz2 800 LIRBIE, 1§2% AT+CIPSTART <24
<link ID> MR

AT+CIPMUX=1

AT+CIPSERVERMAXCONN=2

AT+CIPSERVER=1,80

4.2.14 AT+CIPMODE: &ifj/ig3B(Eimiast

=S REES:
AT+CIPMODE? AT+CIPMODE=<mode>
+CIPMODE:<mode> OK

OK

<mode>:

0: ALk 2

1: Wi-Fi BRI, ACCRE TCP Hikdz, UDP [ 2 i {5 0f o SSL
FUERE IS

AT+CIPMODE=1

4.2.15 AT+CIPSNTPCFG: &Hifl/igERIXF1 SNTP jR55=8

BiE<: REIBS:
AT+CIPSNTPCFG? AT+CIPSNTPCFG=<enable>, <ti

mezone>[,<SNTP server1>,<S
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AT 3<%
NTP server2>,<SNTP server3>]
+CIPSNTPCFG:<enable>,<timez | OK
one>,<SNTP server1>[,<SNTP
server2>,<SNTP server3>]
OK
<enable>: && SNTP fR55E5:
1: iIRE SNTP BR53ss8;
0: Ni&E SNTP fRs3EE.
<timezone>: 3ZFFLATRFHER
F—FMEIRSEE: [-12,14], BLUNSRRL, BESiEHRE (UT
C) BURBRIMCAZHAEIX (UTC-12:00 & UTC+14:00) ;
FME 8 UTC (migg, UTC (mBE e T IREEMZ/Oadiaz!
UTC Eta]_ EA8eB2IA AT A, BEE/A [+|-1[hh]mm, 2N Zitbhd
XERGIFFELAT, WAKRE, NREFRD, NAES, N (hh) &
ME -12 B 14 Z[8, 28 (mm) L50E 0 2 59 Zjal, filan, R
EIBIER XIRE NPT =EIEBE S, Bl UTC+12:45, ERLZIE <time
zone> SEUREN 1245, BEEERIFSE UTC RBE.
[<SNTP server1>]: Z&— SNTP ARS8,
[<SNTP server2>]: =4 SNTP AR5388.
[<SNTP server3>]: &= SNTP fR53E8.
// f£8E SNTP fRS3=8, REFERIX (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn”
)%
AT+CIPSNTPCFG=1,800,"cn.ntp.org.cn”,"ntp.sjtu.edu.cn”

// fE£8E SNTP fRSS=8, IREEEALIRIEIX (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org","time.google.com"
B
AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org","time.google.com”

// fiEBE SNTP fRSS=:, IREFAA=RNXEEHEEFSHAIX (Chatham |
slands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org","time.google.com”
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4.2.16 AT+CIPSNTPTIME: #ifj SNTP Al

AT+CIPSNTPTIME?

+CIPSNTPTIME: <asctime style time>
OK

% asctime B[] )€ i W asctime man page.

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn”,"ntp.sjtu.edu.cn”
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021
OK

B

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,530
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

4.2.17 AT+CIPSNTPINTV: &Hif)/ig&E SNTP HEREHIER

=S REES:

AT+CIPSNTPINTV? AT+CIPSNTPINTV=<interval se
cond>

+CIPSNTPINTV:<interval secon

d> OK

oK

<interval second>: SNTP HEJjalEL(alfR, ERfZ: #b, SBE: [15,429
4967],

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn”,"ntp.sjtu.edu.cn”
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OK

/] BNERE—IRASE
AT+CIPSNTPINTV=3600

OK

EE THERZER, EWE ©h ZA—RE NTP IRSRREGHINS
I8,

4.2.18 AT+CIPDINFO: &8 +IPD HEi¥l5

BiFES: REIES:
AT+CIPDINFO? AT+CIPDINFO=<mode>
+CIPDINFO:true oK

oK

5%
+CIPDINFO:false
oK

<mode>:

0: /£ “+IPD" #1 “+CIPRECVDATA" EEMh, RS IP itk
s AER

1: £ "+IPD" #1 "+CIPRECVDATA" ;EErh, 23t IP fhitF0
ImOER

AT+CIPDINFO=1

4.2.19 AT+CIPRECONNINTV: &ifl/igE Wi-Fi &80 TR TCP/
UDP/SSL Ei%lafs

HiFES: RERES:

AT+CIPRECONNINTV? AT+CIPRECONNINTV=<interval>

+CIPRECONNINTV:<interval> | OK
OK

<interval>: BzIEEEMRAE, B 100 2/, FAME: 1, BE:
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[1,36000],

Nl AT+CIPRECONNINTV=10
R = & AT+SYSSTORE=1 BY, BcEEXUSREFE flash,

4.2.20 AT+CIPRECVMODE: &ifj/igBEiE=isliat

& HifftES: REES:
AT+CIPRECVMODE? AT+CIPRECVMODE=<mode>

i fiZ +CIPRECVMODE:<mode> OK
oK

2805 | <mode>: EREFHUBRWIRI(, BUAME: 0.
0: Rz, AT BITERKEINERFHUEIAAXE TN MCU, L
9 “+IPD" ,
1: WoiEx, BB RKEINERFHIERFIINBERFX (BT
WEO, EGAMEA 4096 F15) , &F MCU ZEL, X+F TCP #0 SSL
&R, MREFXH T, KBHELEREFEE, YT UDP (&, WRE
FXHE T, WSREHIEERX.

=~ AT+CIPRECVMODE=1

=1 ZECEARERET Wi-Fi BEEE.

RN FREIERFEUERN, SREERNARERRAERIER:
Zi&EER (AT+CIPMUX=1), #73< +IPD,<link ID>,<len>;

BAERERY (AT+CIPMUX=0), 3275 +IPD,<len>,

<len> FREFXHEREFIHIENSKE.

—B% +IPD RY, Miziz{T AT+CIPRECVDATA ESEVEUE. BN,

ERI— +IPD #IEELZHI, T +IPD BASBIRELFH MC
U,

EMTRERRIBR T, RPNERFEIR{AFE, MCU 32X LAZEY,

BZ&i% AT+CIPCLOSE (AT {EAZEFiu%) gt AT+CIPSERVER=0,1
(AT {EHBRSSEE) . aE)iEN, AR +IPD BEWIRES, BBAEIRKIE
AT+CIPCLOSE =A% AT+CIPSERVER=0,1 @i AT+CIPRECVD

ATA e iEEATBEEEZ AT, X MERERY CLOSED ERKIASHI.

4.2.21 AT+CIPRECVDATA: REVEEHEWHES TRHIEIEFEIR

=52

EBiERE: (AT+CIPMUX=0): | Zi&#EE: (AT+CIPMUX=1):
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AT 83
AT+CIPRECVDATA=<len> AT+CIPRECVDATA=<link id>,<len>
+CIPRECVDATA:<actual le | +CIPRECVDATA:<actual len>,<remo
n>,<data> te IP>,<remote port>,<data>
OK OK
<link_id>: Z&EE&EI{TRIEE 1D,
<len>: EX(E/9: Ox7fffffff, YNRLFRNEIRIEIRRELLASEEN,
R EISEFR K ERVEHE.
<actual_len>: SCERRENRUEHERE.
<data>: FRENHYEGE.
[<remote IP>]: FREBESH, Tr-xdin IP ik, &g AT+CIPDINF

=1 < ERe.

[<remote port>]: Ximim, 1Bd AT+CIPDINFO=1 #p<{F8E,
AT+CIPRECVMODE=1

// a0, @NEREH, MCU M 0 SiEEHIE] 100 F=Ha0EEE,
// M£RRER "+IPD,0,100",

/] Rfa, EALUBSETIA T arSiERuX 100 FHRIEUE:
AT+CIPRECVDATA=0,100

4.2.22 AT+CIPRECVLEN: HiF#shEIE TEIEFHIEIIKE

AT+CIPRECVLEN?

+CIPRECVLEN:<data length of link0>,<data length of link1>,<d
ata length of link2>,<data length of link3>,<data length of lin
k4>

OK

<data length of link>: HE—iEZhEPRIFIERIEIERE.
AT+CIPRECVLEN?

+CIPRECVLEN:100,,,,

OK

4.2.23 AT+PING: ping JiE=EH
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%

AT+PING=<"host">

+PING: <time>

oK
B

SEXTMEE

ERROR

+PING:TIMEOUT  // REMEEHSB#EITEME, PING @ifERT, &

<" host" >: FRFHESE, FrxIim=ENAY IPv4 itbltaiisz,
<time>: ping RNERETIE], Baf7: Z=Fb,

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

4.2.24 AT+CIPSTO: &Hifl/igEAH TCP/SSL BRSS=S EATAIIE

OK

HFES: REIES:
AT+CIPSTO? AT+CIPSTO=<time>
+CIPSTO:<time> OK

00]

<time>: 7 TCP/SSL ARSS=siEATRYA], Bafz: ¥, BYESEE: (0,72

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

FRIGZESR,

% TCP/SSL ZEFimfE <time> EHEINARALEHIEETES, BRSSEESUHT

MRIRESE <time> 3 0, NEBKITATEN, FENIXHFRE.
ERERIRTEIN, SEFmAESRSRIVEBER, THITRSENTR.
BiYE, ERmEKE. ERERNER, WRRSHLESEFiRRE
=, MRS ASENIT., BigE, SRiREcRE.

4.2.25 AT+CIUPDATE: &g Wi-Fi HEES
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AT+CIUPDATE?

+CIPUPDATE:<state>

oK

AT+CIUPDATE

AT+CIUPDATE=<ota mode>[,<version>][,<firmware name>][,<n

onblocking>]

HERERTURI:
+CIPUPDATE:1
+CIPUPDATE:2
+CIPUPDATE:3
+CIPUPDATE:4

oK
ARSI
OK

+CIPUPDATE:1
+CIPUPDATE:2
+CIPUPDATE:3
+CIPUPDATE:4
HERERIRN:
+CIPUPDATE: <state>

ERROR

A FRERTUR:
OK

+CIPUPDATE: <state>
+CIPUPDATE:-1

<ota mode>:
0: @it HTTP OTA
1: i@t HTTPS OTA

<version>: AT fxA, 1 v1.2.0.0. v1.1.3.0 8¢ v1.1.2.0.
<firmware name>: JF&[EME, 41 ota. mqtt_ca. client_ca ¥
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at_customize.csv 1 H & X573 X .

<nonblocking>:

0: FHEEM N OTA (W, EHE OTA FAYMIEURE A R UK
= AT %)

1: JEFHZER R OTA (T, FHsEm/sE (+CIPUPDATEA).
<state>:

10 R SSA5

2: EEE RS

3: AFTHRIA

4: BRI

-1: ARPHZERIT OTA RIK.

AT+CIUPDATE
AT+CTUPDATE=1,” ”, "FW”, 1

FHRERIR T RIZSRIT.
INRMEREAMESEFREM, AT KEIRE] ERROR, EEF—ERATE
B,

42



5 MQTT AT 35S &

5.1 MQTT AT I5SE—RKE

B TGN
AT+MQTTUSERCFG gE MQTT BFEY

AT+MQTTLONGCLIENTID RE MQTT EFig ID

AT+MQTTLONGUSERNAME |88 MQTT E[hAEF#EZ

AT+MQTTLONGPASSWORD | ig& MQTT =S

AT+MQTTCONNCFG %8 MQTT EEEME
AT+MQTTALPN RE MQTT MAEMmXINE (ALPN)
AT+MQTTCONN i MQTT Broker

AT+MQTTPUB & MQTT BE (Ff/FH)
AT+MQTTPUBRAW A MQTT EE

AT+MQTTSUB 115 MQTT Topic
AT+MQTTUNSUB EGEITIE MQTT Topic
AT+MQTTCLEAN BrFF MQTT &

5.2 MQTT AT 8¢

5.2.1 AT+MQTTUSERCFG i8& MQTT HAPEH

B AT+MQTTUSERCFG=<LinkID>,<scheme>,<"client_id">,<"userna
me">,<"password">,<cert_key ID>,<CA ID>,<"path">

i fiZ OK

Z80iBH | <LinkID>: 48734 link ID 0.

<scheme>:

1. MQTT over TCP;

2: MQTT over TLS (AEEGIEH)

3: MQTT over TLS (#5% server iE$5) ;

4: MQTT over TLS (#24t client iE+) ;

5: MQTT over TLS (4% server iE+H I HiZft client iE+) ;
6: MQTT over WebSocket (3T TCP) ;

7: MQTT over WebSocket Secure (J£F TLS, AKIIEF) ;
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g
%

8: MQTT over WebSocket Secure (3£ TLS, 36 server iE15) ;
9: MQTT over WebSocket Secure (%F TLS, #ft client iE4) ;
10: MQTT over WebSocket Secure (T TLS, 3 server iE155f
Higt client iE)

<client_id>: MQTT % /i ID, AKKE: 256 F77,
<username>: F /4, HT &M MQTT broker, & KKFE: 64 577,
<password>: %14, AT E[ MQTT broker, HAKKE: 64 F75,
<cert_key ID>: ik ID, HHMUSCR—E cert k4, Z%#04 0.
<CA_ID>: CAID, HHif¢H—% CA iEf, Z%00 0.

<path>: TR, mAKE: 32 54797,

B AT apSRIRIKEARRGBY 256 F15,

5.2.2 AT+MQTTCLIENTID i&& MQTT EPi% ID

AT+MQTTCLIENTID=<LinklD>,<"client id">
OK

<LinkID>: gz link ID 0,

<client id>: MQTT ZFi% ID,

AT+MQTTUSERCFG #<thaLUgE MQTT EFig ID, Z&ZiEi
ZhEE:

AT+MQTTCLIENTID #p<$alLARRIZEENRIKINE in ID, BN
AT+MQTTUSERCFG SSHIKESZIR;

RITEIRE AT+MQTTUSERCFG f5E{#EA AT+MQTTCLIENTID,

5.2.3 AT+MQTTUSERNAME & MQTT EEHRF&3

AT+MQTTUSERNAME=<LinkID>,<"username">
OK

<LinkID>: 4§ sZHF link ID 0.

<username>: HF%f MQTT broker A 4.

8% AT SHEBKEARERT 256 F1.
AT+MQTTUSERCFG #$thalLUugE MQTT BFRR, “EZ2Z2aER
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BiE:

AT+MQTTUSERNAME &SI ARIRERNREKNAERE, BA
AT+MQTTUSERCFG S ESIR.

MNEIRE AT+MQTTUSERCFG [5E{ER AT+MQTTUSERNAME,

5.2.4 AT+MQTTPASSWORD 8 MQTT E[EE63

AT+MQTTPASSWORD=<LinkID>,<"password" >
OK

<LinkID>: X3 link 1D 0.

<password>: HF &k MQTT broker (%5,

85 AT ePHEIKEAERID 256 =15,

AT+MQTTUSERCFG @<tEaILURE MQTT RS, “EZENERIE
&

AT+MQTTPASSWORD BILARSRIREENRIKRIZERS, EX9
AT+MQTTUSERCFG #SHKESIR;

RNEIRE AT+MQTTUSERCFG [HBfER AT+MQTTPASSWORD,

5.2.5 AT+MQTTCONNCFG 88 MQTT EHEREY

AT+MQTTCONNCFG=<LinkID>,<keepalive>,<disable clean_sessi
on>,<"lwt_topic">,<"lwt_ msg">,<lwt_qos>,<lwt_retain>

OK

<LinkID>: HE{XSZHF link ID 0.

<keepalive>: MQTT ping IS [E, f#f: 0. JEH: [0,7200]. EK
WHE: 0, S#ERHIBCy 120 7.

<disable _clean session>: & MQTT jEH&iHRE, AREZSHM
W5 RiES% MQTT 3.1.1 #ilt ) Clean Session &5,

0: fHREIEH &3

10 25 B 21l

<lwt_topic>: i#WE topic, BAKEE: 128 F1i.

<lwt msg>: I0E message, mAKE: 64 FII

<lwt_qos>: iElE QoS, Z#¥(mlit 0. 1. 2, BRIMA: O,
<lwt_retain>: i#tWg retain, Z2¥(nikx 0 50 1, ERME: O.
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5.2.6 AT+MQTTALPN &8 MQTT AEMXib#E (ALPN)

AT+MQTTALPN=<LinklD>,<alpn_counts>[,<"alpn">][,<"alpn">]l[,
<"alpn">]

oK

<LinkID>: ({3 #F link ID 0.

<alpn_counts>: <"alpn™> Z¥4~%. JEH: [0,5].

0: J&F MQTT ALPN fit&

[1,5]: & & MQTTALPN fL&

<"alpn”>: FHHEZH, £~ ClientHello H11#¥) ALPN, H AT LAKI%S
A~ ALPN B 2R %5 2% o

HAEE MQTT 2T TLS 3 WSS i, MQTT ALPN FEEA 245,
MNAE%E AT+MQTTUSERCFG Ji fif# | AT+MQTTALPN.

5.2.7 AT+MQTTCONN %# MQTT Broker

BiE<: REIES:
AT+MQTTCONN? AT+MQTTCONN=<LinkID>,<"h

ost">,<port>,<reconnect>

+MQTTCONN:<LinkID>,<stat OK
e>,<scheme><"host">,<port>,
<"path">,<reconnect>

OK

<LinkID>: 4#i{sCEF link ID 0.

<host>: MQTT broker 4, &KKE: 128 F7i.
<port>: MQTT broker i1, & Kil1: 65535,
<path>: HFEKEE, wAKE: 32 F75.
<reconnect>:

0: MQTT AHZNEZE;

1: MQTT HENHEE, SHERZ KN,
<state>: MQTT IRZ:
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0: MQTT E¥JuH1L;

1. & E AT+MQTTUSERCFG;

2: Bix® AT+MQTTCONNCEFG;

3: HERECMWIT

D CENLERE

5. CuER:, HARITH topic;

6: CiEHRE, CiTH topic.

<scheme>:

MQTT over TCP;

MQTT over TLS CAKIGIET) ;

MQTT over TLS (K% server k) ;

MQTT over TLS (324t client iEF5) ;

MQTT over TLS (£:36 server il 15 H#Zft client iE45)
MQTT over WebSocket (3F+ TCP) ;

MQTT over WebSocket Secure (J:F TLS, AEHUEP)

MQTT over WebSocket Secure (3£ TLS, &4 server iE45) ;
9: MQTT over WebSocket Secure (J&F TLS, #2ft client iE+) ;
10: MQTT over WebSocket Secure (#F TLS, % server iE-Pf
HfE client iEP) .

B

O N o uw A wh 2

5.2.8 AT+MQTTPUB &% MQTT EHE (FFHRH)

AT+MQTTPUB=<LinklD>,<"topic">,<"data">,<qos>,<retain>

OK

<LinkID>: HE{XSZHF link ID 0.

<topic>: MQTT topic, HAKE: 128 Fi,

<data>: MQTT F#FEHHE.

<qos>: KATHEN QoS, Z¥ ik 0. 1. 8¢ 2, BRIME: 0.
<retain>: KAf retain.

AT+CWMODE=1
AT+CWJAP="ssid","password"
AT+MQTTUSERCFG=0,1,"test","test1","1234567890",0,0,""
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AT 8%

AT+MQTTCONN=0,"192.168.10.234",1883,0
AT+MQTTPUB=0,"topic","\"{\"timestamp\":\"20201121085253\"}\
"" 0,0

8% AT SHNEKEAREREE 256 F17,

KipSABERIEEUE \0, ERERXZERE, BFEH
AT+MQTTPUBRAW &<,

5.2.9 AT+MQTTPUBRAW A% MQTT EE

AT+MQTTPUBRAW=<LinklD>,<"topic">,<length>,<qos>, <retai
n>

OK

>

HITHmY, N AT R[]
+MQTTPUB:OK
HIFMAM, W AT IR[E]
+MQTTPUB:FAIL

<LinkID>: 47X 3#F link ID 0.

<topic>: MQTT topic, HAKE: 128 Fi,

<length>: MQTT HEKE, AF Eh W&NRRKKEZZ A HHA
A7 FR PR A o

<qos>: KRAHEM QoS, Z%nik 0. 1. 8 2, EiME: 0.
<retain>: KAf retain.

5.2.10 AT+MQTTSUB iJ;J MQTT Topic

=S REES:

AT+MQTTSUB? AT+MQTTSUB=<LinkID>,<"topi
c">,<qos>

+MQTTSUB:<LinkID>,<state>,< | OK

"topic1">,<qos> 3 AT BHIRIEITEA topic A9

+MQTTSUB:<LinklD>,<state>,< | MQTT jE2A8t, i&E:

"topic2">,<qos> +MQTTSUBRECV:<LinkID>,<"to
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+MQTTSUB:<LinkID>,<state>,< | pic">,<data_length>,data
"topic3">,<qos> ECITFEI% topic, MRME]:
ALREADY SUBSCRIBE

OK

<LinkID>: HE{XSZHF link ID 0.
<state>: MQTT IRZ:

0: MQTT KWL

1. & & AT+MQTTUSERCFG;
2: BE AT+MQTTCONNCFG:
3: &R C W

4: CEIERE

5: OEE:, (HARITH topic;

6: CiEH:, CiThid MQTT topic.
<topic>: 1T/ topic.

<qos>: I QoS.

5.2.11 AT+MQTTUNSUB HYHEITR MQTT Topic

AT+MQTTUNSUB=<LinkID>,<"topic">

OK
ERITTZ topic, NHIRE:
NO UNSUBSCRIBE

oK

<LinkID>: {3 HF link ID 0.
<topic>: MQTT topic, I AKE: 128 i,

5.2.12 AT+MQTTCLEAN BiFF MQTT i&EE

AT+MQTTCLEAN=<LinkID>
OK

49



=)
B

<LinkID>: 4732 link ID 0.
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6 BLE AT 545 &

6.1 BLE AT IESE—%

B A

AT+BLEINIT BLE #J%&14
AT+BLEADDR BLE Eif)/i& &bt
AT+BLENAME BLE &Eifl/iIRBIRER
AT+BLESCANPARAM BLE &Eif)/igEIESE!
AT+BLESCAN BLE $3f#
AT+BLESCANRSPDATA BLE iR &3 H0mAL
AT+BLEADVPARAM BLE EHif/iRE BE5#
AT+BLEADVDATA BLE iX & #BEUE
AT+BLEADVDATAEX BLE B5MRE ES4
AT+BLEADVSTART BLE FFia/ &
AT+BLEADVSTOP BLE {=1L/ 4%
AT+BLEGATTSSRVCRE BLE Server BlIEIRSS
AT+BLEGATTSSRVSTART BLE Server FFiEpRSS
AT+BLEGATTSSRVSTOP BLE Server {=1FBRSS
AT+BLEGATTSSRV BLE Server KINRSS
AT+BLEGATTSCHAR BLE Server &IBRSAHIE
AT+BLEGATTSNTFY BLE Server notify
AT+BLEGATTSIND BLE Server indicate
AT+BLEGATTSSETATTR BLE Server iREBIRFIFHE
AT+BLESPPCFG BLE &E=if)/ixE& SPP &%
AT+BLESPP BLE #£\ SPP &=
AT+BLUFI FFE%iF BluFi
AT+BLUFINAME EiA/RE BIuFi iRFBEIR
AT+BLECONN Z5if) BLE &8

6.2 BLE AT i5<$ ik

6.2.1 AT+BLEINIT BLE #Jiak
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BiE<:
AT+BLEINIT?

REIRS:
AT+BLEINIT=<init>

+BLEINIT:<role>
OK

oK

<init>:

0: J¥44 Bluetooth LE
1: client 4

2: server fift

AT+BLEINIT=1

6.2.2 AT+BLEADDR BLE &if]/igSituhit

HiEfE<:
AT+BLEADDR?

REES:
AT+BLEADDR=<addr _type>[,<r
andom_addr>]

+BLEADDR:<BLE_public_addr>
oK

OK

<addr_type>:
0: Attt (Public Address)
1: BEMLHHE (Random Address)

6.2.3 AT+BLENAME BLE &ifl/i8BRFEZF

BiE<:
AT+BLENAME?

IREES:
AT+BLENAME=<device name>

+BLENAME:<device name>
OK

OK

<device_ name>: Bluetooth LE ##& &k, & AKE: 32

AT+BLENAME="BLENAME"

6.2.4 AT+BLESCANPARAM BLE &ifl/i8 B35S

BEiE<:
AT+BLESCANPARAM?

REES:

AT+BLESCANPARAM=<scan ty
pe>,<own_addr_type>,<filter p
olicy>,<scan_interval>,<scan w
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indow>

+BLESCANPARAM:<scan_typ OK
e>,<own_addr type>,<filter po
licy>,<scan_interval>,<scan_wi
ndow>

OK

<scan_type>: 327

0: #eahia#th

RIEREEE

<own_addr type>: Hihl-2A!

0: 3Lk

10 BEALE

2: RPA 3tk

3: RPA BftLHbE

<filter_policy>: it 37X

0: BLE_SCAN_FILTER ALLOW ALL

1: BLE_SCAN_FILTER ALLOW ONLY WLST

2: BLE_SCAN_FILTER_ ALLOW UND RPA DIR

3: BLE_SCAN_FILTER_ ALLOW WLIST PRA DIR

<scan_interval>: HHilAlfgG . ASEEN K T2%TF <scan window> £
Hid. Z8EHEl: [0x0004,0x4000]. HiflAIE & 1%2E0ER 0.625 =
P, BrUAsEbRRgESERRYEE Y [2.5,10240] =D,

<scan_window>: i & H. AZHEN/N T3 T <scan_interval> £
HiH. SHEE: [0x0004,0x4000]. H#iE 21340k 0.625 =
T, BrPAsbrigaA s HYERDY [2.5,10240] 250,

AT+BLEINIT=1
AT+BLESCANPARAM=0,0,0,100,80

6.2.5 AT+BLESCAN BLE 34

AT+BLESCAN=<enable>[,<interval>][, <filter_type>,<filter para

m>]

+BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,<addr ty
pe>
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OK

<enable>:

10 FFURFFEE A4

0: f% IERPEAH

[<interval>]: HFFEERTE], A7 FP

HRCEE IR, TR WEASH

HRCETTIAM, FHRKEASH:

RSHEN 0 B, MFIRIFMEFrEAH;

KEHHNIE O R, Hlin AT+BLESCAN=1,3, NXRiHH 3 #)5
SR E SE TP EPIA I EREHE P N

[<filter type>]: L&k

1. "MAC"

2: "NAME"

<filter_param>: SESH, KX Tk MAC Hlkei4sFx
<addr>: Bluetooth LE il

<rssi>: {55

<adv data>: | EHE

<scan_rsp_data>: 4 B H

<addr_type>: J ik bR

6.2.6 AT+BLESCANRSPDATA BLE &S s

AT+BLESCANRSPDATA=<scan_rsp_data>

oK

<scan_rsp_data>: M NEHE, v HEX Ffie . filan, =R E A
N EAE Y “0x11 0x22 0x33 0x44 0x55” , Ny 44
AT+BLESCANRSPDATA="1122334455".

6.2.7 AT+BLEADVPARAM BLE &if)/iRE[ 1ESE

g REES:
AT+BLEADVPARAM? AT+BLEADVPARAM=<adv int_
min>,<adv_int_max>,<adv_typ

e>,<own_addr_type>,<channel

_map>[,<adv filter policy>][,<p

54

%



AT 8%

eer_addr _type>,<peer_addr>]],
<primary PHY>,<secondary PH
Y>]
+BLEADVPARAM:<adv_int_mi OK

n>,<adv_int max>,<adv_type>,

<own_addr_type>,<channel ma
p>,<adv filter_policy>,<peer a
ddr type>,<peer addr>,<prima
ry PHY>,<secondary PHY>

OK

<adv_int_min>: /NG . S8GEE: [0x0020,0x4000]. /" #&[H]
& T1ZZHEREL 0.625 Z=4b, FrRAsEhriyfe N #&H k& VG Dy
[20,10240] Z=#b. AZSHEEN /N T55T <adv_int_max> (.
<adv_int_max>: &K iERIG. Z80uH: [0x0020,0x4000]. | #%E]
b5 T2 80kl 0.625 =40, FrLASEPriEm R #i kR Dy
[20,10240] =M. ASHUEN KT T <adv_int_min> ZH(1H.
<adv_type>:

0: ADV_TYPE_IND

1: ADV_TYPE DIRECT IND_HIGH

2: ADV_TYPE SCAN_IND

3: ADV_TYPE NONCONN IND

4: ADV_TYPE_DIRECT IND LOW

5: ADV_TYPE EXT NOSCANNABLE IND

6: ADV_TYPE EXT CONNECTABLE IND

7: ADV_TYPE EXT SCANNABLE IND

<own_addr type>: Bluetooth LE 27

0: BLE ADDR _TYPE_PUBLIC

1: BLE_ ADDR TYPE RANDOM

<channel map>: " #&{5iE

1: ADV_CHNL 37

2: ADV_CHNL_38

4: ADV_CHNL 39

7: ADV_CHNL ALL
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[<adv filter policy>]: | #&iL 2 M

0: ADV_FILTER ALLOW SCAN_ANY CON_ANY

1: ADV_FILTER ALLOW SCAN WLST CON_ANY
2: ADV FILTER ALLOW SCAN_ANY _CON_WLST
3: ADV_FILTER ALLOW SCAN WLST CON_WLST
[<peer_addr_type>]: X7 Bluetooth LE Hiihl-557Y
0: PUBLIC

1: RANDOM

[<peer addr>]: X757 Bluetooth LE Hhfi:
[<primary phy>]: 24

[<secondary phy>]: iS4

6.2.8 AT+BLEADVDATA BLE & iEEURE

AT+BLEADVDATA=<adv _data>
OK

< adv_data >: MM EHE, N HEX 78
6.2.9 AT+BLEADVDATAEX BLE Bihg&l &S

EFHES: REES:

AT+BLEADVDATAEX? AT+BLEADVDATAEX=<dev_nam
e>,<uuid>,<manufacturer_dat
a>,<include_power>
+BLEADVDATAEX:<dev_name>, | OK

<uuid>,<manufacturer _data>,<

include_power>
OK
<dev_name>: FRHESH, FREELIR.

<uuid>: FEHFESH. FHlw, “0xA002" ,

<manufacturer_data>: #liGpi&dE, N HEX T4 8.
<include_power>: % #HEFOE TX ThE, KXSEHMNIZBH 1;
S, 0.

6.2.10 AT+BLEADVSTART BLE HEI &
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AT+BLEADVSTART

OK

6.2.11 AT+BLEADVSTOP BLE {E1F]" &

AT+BLEADVSTOP

OK

6.2.12 AT+BLEGATTSSRVCRE BLE Server I3RS

AT+BLEGATTSSRVCRE

oK

6.2.13 AT+BLEGATTSSRVSTART BLE Server FiZiRSS

AT+BLEGATTSSRVSTART

OK

AT+BLEINIT=2
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

6.2.14 AT+BLEGATTSSRVSTOP BLE Server {Z1EBRSS

AT+BLEGATTSSRVSTOP

OK

AT+BLEINIT=2
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP

6.2.15 AT+BLEGATTSSRV BLE Server &ZIRSS

AT+BLEGATTSSRV?

+BLEGATTSSRV:<srv_index>,<start>,<srv_uuid>,<srv_type>
oK

<srv_index>: RS F5, M 1 JHaRiEE.
<start>:

0: Mess RIT4h;
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1. WM& CIFGE.
<srv_uuid>: x5 UUID.
<srv_type>: JRSHIZEAL:
0: RENRS

1. HERS

6.2.16 AT+BLEGATTSCHAR BLE Server &ZIRBRSS4HIE

AT+BLEGATTSCHAR?

RSFHLER
+BLEGATTSCHAR:"char",<srv_index>,<char _index>,<char uuid>,
<char_prop>

HIAFRHSE +BLEGATTSCHAR: "desc”, <srv_index>,<char_index>,<d
esc_index>

OK

<srv_index>: R55FF5, M 1 JHaGEE.

<char_index>: JRFFHEMF S, M 1 EIRIE.

<char_uuid>: JRZHHEM UUID.

<char_prop>: REHFHERIENE.

<desc_index>: FHEHIATFF5 .

<desc_uuid>: FHERIAFFH) UUID.

6.2.17 AT+BLEGATTSNTFY BLE Server notify

AT+BLEGATTSNTFY=<conn_index>,<srv_index>,<char index>,<I|
ength>

>

S > FTor AT ESFRREOLKEE, WIETLEMASYE, SEUEK
BIXEIZE <length> RYERT, HYT notify BIE.

EXARERAID, WER:

OK

<conn_index>: Bluetooth LE #4#%5, Jul: [0,2]

<srv_index>: k%575, Wizfr AT+BLEGATTSCHAR? #if].
<char_index>: [R5 HHERIFF S, AlizfT AT+BLEGATTSCHAR? #ifi.
<length>: HHEKE.
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AT+BLEINIT=2

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADVSTART

AT+BLEGATTSNTFY=0,3,6,4

/o "> /SRR, WA 4 FOREEE, W "1234", ARHIEEM
&4

6.2.18 AT+BLEGATTSIND BLE Server indicate

AT+BLEGATTSIND=<conn_index>,<srv_index>,<char_index>,<len
gth>

oK

5] notify

6.2.19 AT+BLEGATTSSETATTR BLE Server i BIRSS4HIEHE

AT+BLEGATTSSETATTR=<srv_index>,<char_index>,[<desc_inde
x>],<length>

>

75 > T AT ERIFERIEBROLHEE, WRETLIASE, S3UEK
BEIAEIZE <length> RYERT, HUTIREIR(F.

HEIRICERTD, WiRx:

oK

<srv_index>: k%75, mlizfr AT+BLEGATTSCHAR? i,
<char_index>: [R5 HHERIFF S, AlizfT AT+BLEGATTSCHAR? #if.
[<desc index>]: FHERHERTT)TF 5

GRS, WBCE AR HE

LIS, R E AR

<length>: FHEKE.

AT+BLEINIT=2

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSSETATTR=1,1,1

/R "> /SRR, WA 1 FHREEERR, flgn 8", RERETT
4a
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6.2.20 AT+BLESPPCFG BLE &if]/i8E SPP &

%

BiEfE<: IREES:
AT+BLESPPCFG? AT+BLESPPCFG=<cfg_enable>[,

<tx_service_index>,<tx_char_in
dex>,<rx_service_index>,<rx_ch
ar_index>][,<auto _conn>]

+BLESPPCFG:<tx_service inde | OK
x>,<tx_char_index>,<rx_service
_index>,<rx_char_index>,<auto
_conn>

OK

<cfg_enable>:

0: LEA SPP 24, JZHLTHIAE;

1. Ja S H G EIHE .,

<tx_service index>: tx k% FS, WistT
AT+BLEGATTCPRIMSRV=<conn index> #1 AT+BLEGATTSSRV?
.

<tx_char_index>: tx RBFHETFS, WHEiT
AT+BLEGATTCCHAR=<conn_index>,<srv_index> #Il
AT+BLEGATTSCHAR? #ifi.

<rx_service_index>: rx %55, wligfr
AT+BLEGATTCPRIMSRV=<conn _index> #1 AT+BLEGATTSSRV?
i

<rx_char_index>: rx RFHFHEF T, AlIiE{T
AT+BLEGATTCCHAR=<conn_index>,<srv_index> #l
AT+BLEGATTSCHAR? #if].

<auto_conn>: HZHEERREAL, BRINMELLT, HIHEEDRERERE.
0: 251k Bluetooth LE i#&f% H 3 EEIhAE .

1: f#fi¢ Bluetooth LE i#&f% HZhEIEIIRE.

AT+BLESPPCFG=0 // EEE Bluetooth LE SPP &%
AT+BLESPPCFG=1,3,5,3,7 // i%8& Bluetooth LE SPP &%
AT+BLESPPCFG? // &if] Bluetooth LE SPP £%§

BEA3ZFF indicate iE1E
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6.2.21 AT+BLESPP BLE i#\ SPP 53

B

AT+BLESPP

oK

>

BRIRIRR AT B2\ Bluetooth LE SPP #&z, AJLABHTEUREY
RIEFIHEHL

% Bluetooth LE SPP R&EIR ( XimfE Bluetooth LE EEHENG
fsE8E Notifications ), MEIRME:

ERROR

BEA3ZFF indicate iE1E

6.2.22 AT+BLUFI Fia=kxH BluFi

=S REES:

AT+BLUFI? AT+BLUFI=<option>[,<auth flo
or>]

+BLUFI:0 oK

OK

<option>:

0: %M BluFi;

1: 718 BluFi.

<auth floor>: Wi-Fi JVEREUEIME, AT Aei@E R0 UK T 0
B AP:

0: OPEN (B
1: WEP;

2: WPA PSK;

3: WPA2 PSK;

4: WPA WPA2 PSK;
5: WPA2_ENTERPRISE;
6: WPA3 PSK;

7: WPA2 WPA3 PSK.
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AT dp
AT+BLUFI=1
& HBE(E Bluetooth LE RANatIBR N =K BIUFi
6.2.23 AT+BLUFINAME &ifl/i&& BluFi i&&3R
=g IREES:
AT+BLUFINAME? AT+BLUFINAME=<device nam
e>
+BLUFINAME:<device name> | OK
OK
<device_name>: BIuFi &% 47FK.
BluFi sk KN 29 7.
AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?
6.2.24 AT+BLECONN #if] BLE &%
BiFig<:
AT+BLECONN?
+BLECONN:<conn_index>,<remote_address>
OK

<conn_index>: BLE ## 5
<remote_address>: X i % % Huhk

AT+BLECONN?
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THTTP AT B4 &

7.1 HTTP AT $$&E—4%&

oy

S

AT+HTTPCLIENT K% HTTP EFiRiEK

AT+HTTPGETSIZE SREX HTTP RiFEA/N

AT+HTTPCGET SREX HTTP =|iR
AT+HTTPCPOST Post 1IEEIKER HTTP #UE

AT+HTTPURLCFG RE/FREU<AY HTTP URL

7.2 HTTP AT &<

7.2.1 AT+HTTPCLIENT: %&£ HTTP ERimisK

=52

AT+HTTPCLIENT=<opt>,<content-type>,<"url">,[<"host">],[<"p
ath">],<transport_type>[,<"data">][,<"http _req_header">][,<"htt
p_req _header">][...]

g Rz

+HTTPCLIENT:<size>,<data>

OK

S0

<opt>: HTTP EF#ERAA:
: HEAD

. GET

POST

PUT

DELETE

<content-type>: EFIREREGELEY:

ulT h W N =

. application/x-www-form-urlencoded

. application/json

. text/xml
" url” >: HTTP URL, H/S@EHM <host> F1 <path> SECAZHT,
RS BNBEZXA NS,

0
1
2: multipart/form-data
3
<
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<" host” >: &g IP ik,

<" path” >: HTTP B&fZ,

<transport_type>: HTTP ZEFimfEHza, BINMER 1:

1: HTTP_TRANSPORT OVER TCP

2: HTTP_TRANSPORT OVER SSL

<" data” >: % <opt> 2 POST i&EKAS, ABH KX HTTP B
SEERIEERE, X <opt> FE POST BEKE, IXNMSEAFE (EHE,
FREMNESKERTEXNEE) .

<" http_req_header” >: EIRIXZMERLLEIRSSES.

ANl

// HEAD 5K
AT+HTTPCLIENT=1,0,"http://httpbin.org/get","httpbin.org","/get",
1

// GET &%k
AT+HTTPCLIENT=2,0,"http://httpbin.org/get","httpbin.org","/get",
1

// POST &3k
AT+HTTPCLIENT=3,0,"http://httpbin.org/post","httpbin.org","/pos
t",1,"field1=value1&field2=value2"

NREE URL BEGSHKERET 256 1, B&FEA
AT+HTTPURLCFG G<TERE URL, REAGSEM <" url” > 8%
BEREN "

AR url BRI, HTTP BRIHEERTHZEE host 2480 path
S8 R url SEHERRFFENT, HTTP ZEFIREHEA host &
#F0 path 24,

7.2.2 AT+HTTPGETSIZE: 3REY HTTP ZEiEK

5 AT+HTTPGETSIZE=<"url">
N A +HTTPGETSIZE: <size>
OK
ZS3088 | <" url” >: HTTP URL,
<size>: HTTP &iEXA/\,
Nl AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

64




ATHS

=t SISREE URL RUBRAMSHIKERE Y 256 =1, 1B
AT+HTTPURLCFG #p<TRECE URL, REAMSEMN <" url” > 841
wEREN .

7.2.3 AT+HTTPCGET: 3XHY HTTP &iR

B AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]
Nz +HTTPCGET:<size>,<data>
OK

SHRBE | <" url” >: HTTP URL,
<tx size>: HTTP &XEFAN. BfI: F15. EOAE: 2048, SEE:

[0,10240],
<rx size>: HTTP UEREAN. B 5. BOME: 2048, SOE:
[0,10240],

<timeout>: [4&#ERT, BA{i: ZFD, BAIAE: 5000, S8E: [0,180000].,

NG

=t SISREE URL RUBRAMSHIKERE Y 256 =1, 1B
AT+HTTPURLCFG #p<TRECE URL, REAMSEMN <" url” > 841
wEREN .

7.2.4 AT+HTTPCPOST: Post IEEKEM HTTP &R

&=L AT+HTTPCPOST=<"url">,<length>[,<http_req_header cnt>][,<ht
tp_req_header>..<http req _header>]

i piz OK

>

A, NiRE:
SEND OK
AILHEA, WRE:
SEND FAIL

22l | <" url” >: HTTP URL,

<length>: & POST Ry HTTP #EKE., EAKESFTRATSER
HEFS[EIAN,

<http_req_header cnt>: <http req_header> SEHIEE.
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[<http_req_header>]: AI&RIXZMERLLGIRSSER,

&

INREE URL HEFRGTHKEBI T 256 F1, BkER
AT+HTTPURLCFG < TECE URL, RAEAGSER <" url” > 8%
%%giﬁ%% nn

7.2.5 AT+HTTPURLCFG: i&&/3RBU<EI HTTP URL

HifgS: IREES:

AT+HTTPURLCFG? AT+HTTPURLCFG=<url lengt
h>

[+HTTPURLCFG:<url length>,< | OK

data>]

OK >

S > R AT EFFRIEO

R, MRS LAAN URL, =
EKEXEISEL <url length> By
BRY, RHIREL:

SET OK

<url length>: HTTP URL K, 8fiI: =7,
0: i&B& HTTP URL &CE.

[8,8192]: i&& HTTP URL EE.

<data>: HTTP URL %R,
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