1. Create devices on the cloud platform

1.1 Enter lot Core console
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1.3 Create things
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AnloT thing is a representation and record of your physical device in the cloud. A physical device
needs a thing record in order to work with AWS IoT.
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1.4 Create single thing
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AWS loT X AWSIoT » Manage » Things » Create things

Create things i

Athing resource is a digital representation of a physical device or logical entity in AWS IoT. Your device or entity needs a thing
resource i the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.
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1.5 Specify thing properties

Specify thing properties
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A thing resource is  digital representation of a physical device or logical entity in AWS IoT. Your device or entity needs a thing

resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.
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AWSIGT > Manage > Things > Createthings > Create single thing

Configure device certificate - optional w«

A device requires a certificate to connect to AWS IoT. You can choose how you to register a certificate for your device now, or
you can create and register a certificate for your device later, Your device won't be able to connect to AWS loT until it has an
active certificate with an appropriate policy.
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1.7 Attach policies to certificate
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AWS loT X AWSIoT > Manage > Things » Createthings > Create single thing

Attach policies to certificate - optional .
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1.8 Download and save the certificate
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2. SDK Amend

2.1 SDK certificate change

2.1.1 Generating Certificates

Use amazon-freertos/tools/certificate_configuration/CertificateConfigurator.html to
generate aws_clientcredential_keys.h.

Certificate Configuration Tool

FreeRTOS Developer Demos

Provide client certificate and private key PEM files downloaded from the AWS loT Console.
1

Certificate PEM file: /

| memne | emzmys

2

Private Key PEM file: /

[mmgE |xEmzmuE

@® Generate and save aws_clientcredential_keys.h

A\ save the generated header file to the demos/common/inciude folder of the demo project
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2.1.2 Replacing a Certificate File
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2.2 Replace MQTT addr and device name

2.2.1 Setting the Terminal Node
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3. SDK compile and burn

3.1 SDK compile

Compile by executing ./make_all.sh.

z alte L

3.2 Burning firmware

3.2.1 Enter the burning mode

The boot pin is pulled down and the module is reset to enter the burning mode.

3.2.2 Burn

Select the chip model, select the relevant firmware, and click Download. If the output
All image are send successfully, it indicates that the burning is successful.
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O Browse
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o e
TGS image is being sent ~

N3 inage has been sent sucvessfully!
TG4 inage is being sent
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4. Cloud connection test

4.1 AWS IOT Subscribe to the test

4.1.1 Subscribe to BW16/example/topic topics on the AWS IOT

console
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4.2 Reset the device and view the log output

4.2.1 Connect with wifi
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4.2.2 Subscribe to Topics
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4.2.3 Publishing a Topic Message
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[11:45:57. 372]ifr+#42 24271 [iot_threa] [INFO] [MGTT Mutualiuth Demo]
[mgtt_demo_mutual_auth c:673] 43 24579 [iot_threa] Fublish to the MITT topic
|E¥16/exanple/topic. 44 24286 [iot threa]

45 24797 [iot_threa] [THFO] [MATT Mutualdnth Demo] [mott_demo_mutual auth. o:883] 46 24300
[iot_threal Attempt to receive publlsh message from broker. 47 24305 Ilot threa]

[11:45:53 612] I« 445 25411 [iot_threa] [INFO] [MATT] [core_mqtt. c:856] 49 25417 [iot_threal
Packet received, ReceivedBytes=2 50 25422 [iot_threa]

51 25424 [iot_threa] [IN'FD‘]" [MGTT] [core_mgtt. c 1162] 52 25429 [iot_threa] Ack packet
Jdeszerialized with result: MOTTSuccess. 53 26436 [1ot_threal

154 75438 [iot_threal [INFO] [MQTT] [core_mqtt.c:1175] E5 2544E [iot_threa] State record
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4.3 View the subscription data in the AWS IOT console
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AWS loT X AWSToT > MQTT test client
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Hello korld!
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Hello korld!
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