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ATT Attribute protocol

BLE Bluetooth Low Energy

GAP Generic Access Profile

GATT Generic Attribute Profile

L2CAP Logical Link Control and Adaptation protocol
SDK Software Development Kit

SMP Security Manager protocol
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1 #tid

Realtek SDK (Software Development Kit, SDK)$& {1 (1) %t £l £ $5 Stack/Profiles /44304 7~ profile 1
P ORBIRER, BAE B P d H] Realtek SOC (System on Chip, SOC) % #5347 /™ i JT & » SDK 7] LU 1
BLE (Bluetooth Low Energy, BLE) I IR T % . Profile 124 SDK 41t d585% BLE BpisUAk S ol
AT, AN TE AR AT A RS T T A

A Egk BLE Pk 0, HohfudEIE T GAP (Generic Access Profile, GAP) (4% 15T GATT
(Generic Attribute Profile, GATT) /%,

1.1 ZHFREE o F it

R 1-1 TRRIET 4R

Spec Version BT Feature AmebaD Remark
Advertiser Y

Scanner
Initiator
Maximum number is 3.
Maximum number is 1.

Master

Slave

Low Duty Cycle Directed Advertising

LE L2CAP Connection Oriented Channel
LE Scatternet

LE Ping

LE Data Packet Length Extension

LE Secure Connections

Link Layer Privacy(Privacyl.2)

1 Master + 1 Slave

Link Layer Extended Filter Policies

2 Msym/s PHY for LE

LE Long Range

High Duty Cycle Non-Connectable Advertising
LE Advertising Extensions

LE Channel Selection Algorithm #2

ZZ<Z<XZZ<<<<2zZ<<<-<KX

1.2 BLE Profile Z2%4

FEW A A% (Bluetooth Core Specification) #,  Profile )52 X ANEF Protocol [1)5E X . Protocol
B SCh 23, il Link Layer. Logical Link Control and Adaptation protocol (L2CAP) . Security
Manager protocol (SMP) F1 Attribute protocol (ATT). /Al Protocol, Profile WAL 5 F #% 00 Ve H 4% 2
PSSR RE S s S 2 N H R EPE S, Profile s X Protocol " [ Al FHRG PE RIS B, AR 4 B 46 1
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FRVEPER SN, AH A P URE F T 25 A 5 T K
EW TR0 FE T, Profile F1 Protocol [ 56 & 1-1 Fim .

Bluetooth Profiles

Bluetooth Protocol Layers

B 1-1 357 Profile

WK 1-1 frox, Profile 4T a4 JEHER 7~, (uE GAP. Profile #1. Profile #2 1 Profile #3. ¥4 ¥ L
KGR Profile 70 P FIIETL: GAP, K4 s EHENT/NE GAP; 3T GATT (1 Profile, K4tk
FEAEFT 7] Profile #1. Profile #2 F1 Profile #3.

1.2.1 GAP

GAP & T I 5 2 b & 35 75 s DL Profile, FT4#i4 device discovery. connection. security requirement
F1 authentication 47 N F1777%. GAP Hif#) BLE #4r¢ X VUFRff {7 (Broadcaster. Observer. Peripheral £/l
Central) , H T ALK 5%

Broadcaster H T~ Uil ik )| #E Ak Bl (1) . H s Observer A T4 # 5 S H s Peripheral M T3 i
TR ROEEAR I Hon] DU SRR I N s Central FH T4 #840is OF HE ST — 4o sl 2 SR BERR IR N
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1.2.2 BF GATT By Profile

EWE A% T, 5 —FE F ) Profile J22& T GATT i Profile. GATT 4324 server F client i F} £
i, Server il T421H service #dfs.  Client 7] LAy service 3. 3£ GATT [ Profile /&3E T server-client
ACHEH, G TAFN S, T8 s Z MR e B a8 . Wk 1-2 Pios, Profile s DL Service
F1 Characteristic [ 20411 -

Profile
Service Service
.
Include i : Include
Characteristic Characteristic

Descriptor

Descriptor

K 1-2 #TF GATT I Profile 2& 44
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2 GAP

GAP J&FT 3 W5 % 4% ¥ 75 SEBLIY Profile, - T-4#i& device discovery. connection. security requirement

F1 authentication )47k A1 5 V2% .

GAP JZ & 7f BT Lib "H sl i, 42 ft4 04 application {f A . BT Lib X H % A4

component\common\bluetooth\realtek\sdk\board\amebad\lib.
#%| btgap.a
& 2-1BT Lib

f£ SDK g2 ft Sk o M, Sk X fF

component\common\bluetooth\realtek\sdk\board\amebad\inc\bluetooth\gap -

/) bt types.h

%) gaph

%) gap_adv.h

%) gap_bond le.h
&) gap callback le.h
%) gap _conn leh
% gap_le.h

% gap le types.h
%) gap_msg.h

¥4 gap_scan.h

%) gap storage leh

B 2-2 GAP kXX

GAP JZ N 253 J LR LA 43 34T/ 21 «
FEZENT GAP Z2/ 4 40 GAP 45#4.

LEFETT BLE GAP J A "HA4H GAP JH B [F) 52 LR GAP Message AbH i e

M w o

[F] 38 R IR P 25
5. 7Ex 1T BLE GAP 4 W28 GAP 111 v A 7~
6. (L= GAP 158 7% A H GAP SZHLIGA M5 ENBE £ 40 52 45 B IR AEAE

TN GAP HI124 LA 002 A48 GAP S50 LB R GAP J2 433 S Fe .
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2.1 GAP it

2.1.1 GAP B8

GAP JZE N ThiSUZ AL i, il 2-3 o, HEZRAE YR8 40 W55 Wil U2 . Application 7T 8
FHEZ -, baseband/RF i T A hilEZ2Z F. GAP J=45 application $2fitiJ7 1] Upper Stack 114 1 .

Aapplication

Upper Stack

Lower Stack

baseband / RF

& 2-3 GAPZ{E SDK EPBMEZE
2.1.2 GAP HyIh&E

GAP 5L I D Retn R s

1. Advertising
WCE BRI advertising 24, A 8h/{5 1L advertising.
2. Scan

BCEBRI scan 240, JA 8 1k scan.
3. Connection

W connection 24, 4 connection, %11 TV 7 connection, FE 37 connection Z4{(.
4. FCXS

VEERCTSHL SRS, 8 passkey entry J5 s N/ R passkey, RS0 A
5. #WPEH

R 24 it RN hE R R key entry, PRAZIINZGS 245 B %50, &7 random address.
6. ¥

1) WHE GAP A3LZ%, {5140 device appearance fil device name
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2) IRWCLFF M ECR BLE g H

3) &4 white list

4) R E ALY £ random address

5) Ho'E A ML % identity address

6) 4

APl ANSCFFZ AL, APL (R AN RAL LA [F] A task 1. SDK AL API 432 [F] 22 API
ML APL. 28 APL 45 R R [BIE Ko, 10 le_adv_set_param(). #7 le_adv_set param()E’J [Bl{E A
GAP_CAUSE_SUCCESS, APP J&Ih¥ & /> GAP advertising Z%t. 5 APl 4 128 GAP 314 KL
K, 140 le_adv_start(). # le_adv stal’t()El’J [nl{&f &y GAP_CAUSE_SUCCESS, J33) advertising i3k
RILRETN, I3l advertising [ 45 L Ll ik GAP i GAP_MSG_LE_DEV_STATE_CHANGE i %11 APP [f].

2.1.3 GAP Big&FIRT

GAP JZ %45 IR A 1 advertising IR 24 .scan IR AT connection IR AL B o BF— IR S FAG FN 1) FIRAS,
AR HE TR

2.1.3.1 Advertising JRZS

Advertising JREFVUANTAIRES, idle JRZE. start JRZ. advertising JRZSA stop JIRZS, 7E gap_msg.h

5E X Advertising AR TR
[* GAP Advertising State */

#define GAP_ADV_STATE_IDLE 0 //'ldle, no advertising
#define GAP_ADV_STATE_START 1 /I Start Advertising. A temporary state, haven't received the result.
#define GAP_ADV_STATE_ADVERTISING 2 // Advertising
#define GAP_ADV_STATE_STOP 3 /I Stop Advertising. A temporary state, haven't received the result.
Start advertising
Idle " Start

L Start advertising fail

T
HH'"'\,.

‘-\"'\.

Stop advertising succeed High duty advertising timeout Start advertising succeed
~—

T Y

Stop advertising

Stop Advertising

Stop advertising fail

B 2-4 Advertising R SHPIRS

1. idle k&
BRWIRE, Ak i% advertisement.
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2. start R3S

75 idle qR A5 8 advertising 2 J5, i 3 advertising FOFE MR 5 . start IR W IRERIRES, % Th B
z)) advertising, I Advertising tRZ&HEN advertising tR2Ax; #7)8 3l advertising 2RI, 1) Advertising R A [9] 2]
idle fR& .
3. advertising K7

HIh A 2 advertising. 7 MRS R, B384 & 3% advertisement. 45 advertising 257 2 high duty cycle directed
advertising, — ELEEIT, Advertising IRASIEN idle IR7S.
4, stop RZ

7t advertising AR A5 11 advertising 2 J&i, 1511 advertising VLV R 58 . stop IR A IRIIR A, 47
HEDif5E 1 advertising, ) Advertising JRASHEN idle IRA: #1452 11 advertising 2<%, ] Advertising s [A] 5]
advertising tR74.

2.1.3.2 Scan IR &

Scan IR U TRAS, idle JRA&. start IRAS. scanning IR 1 stop k2, £ gap_msg.h #1352 X Scan

;ljt; H/J %’Ij( /BN o
/* GAP Scan State */
#define GAP_SCAN_STATE_IDLE 0 //Ildle, no scanning
#define GAP_SCAN_STATE_START 1 //Start scanning. A temporary state, haven't received the result.
#define GAP_SCAN_STATE_SCANNING 2  //Scanning
#define GAP_SCAN_STATE_STOP 3 //Stop scanning, A temporary state, haven't received the result
Start scan
£
Idle Start
< -
Start scan fail
Stop scan succeed Start scan succeed
Stop scan
Stop n Scanning
Stop scan fail
B 2-5 Scan REKIREHE R
1. idle k3

BRUIRE, AEAT scan.
2. start IRA

1t idle IR H ) scan ZJ5, A8 scan HIVRFEHATE K. start IRA& AR, 47D A 5) scan, U
Scan PRAHEN scanning IR #7)H 8 scan M, I Scan JRAR M2 idle R4

3. scanning IR 2
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Sl REALTEK

B scan. fELLIRAS T, W& REAT scan, M advertisement.
4. stop R

7t scanning PR 11 scan 2 )5, 151k scan B RE AR 58 . stop R A IGIFIRAS, #Rhf 1k scan,
M) Scan JRA&FEN idle RFA; #5745 1k scan R, 1) Scan HRZ 112 scanning JRZ

2.1.3.3 Connection JRZ&

hT S FE 2 4EH, 24 GAP Connection RA A idle IR, Link JRA 2 connected 5% disconnected.
I, Connection R 4846 75 2245 A GAP Connection JR Al Link IR 2.

GAP Connection IR &) IR AT idle IRAFT connecting IRA%, 7 gap_msg.h 715 . GAP Connection
W& TRES.

#define GAP_CONN_DEV_STATE_IDLE 0
#define GAP_CONN_DEV_STATE_INITIATING 1  //'< Initiating Connection
EM#: 24 GAP Connection JR 74 connecting AR 7, application ANfg T34 01 & 5 — 485 % .
Link JRZ&H PUASFIRAS, disconnected R4 . connecting k4. connected IR A1 disconnecting AR 23,
7t gap_msg.h 7€ X Link IR 7IRE .
[* Link Connection State */
typedef enum {
GAP_CONN_STATE_DISCONNECTED, // Disconnected.
GAP_CONN_STATE_CONNECTING,
GAP_CONN_STATE_CONNECTED, /I Connected.

GAP_CONN_STATE_DISCONNECTING // Disconnecting.
} T_GAP_CONN_STATE;

£k Master 1% 350814 connection 5[] Connection JRAZILAH T4E A Slave itk a1k
connection indication 5 [1) Connection R AZ%4. . S X PR

PLREAT )
2.1.3.3.1 E£BhAY Connection JK75EEHk

/< Idle

/I Connecting.

Active:

(’GAP) : (LM) DiSCDI]IlECtEd SUCCESS (GAP) : (L].-NK)

Idle : Disconnected | Idle : Disconnecting
A p. 1
Create connection fail ///
Disc mgnect Disconnect
Create connection //
//
v W
T T
(GAP) | (LINK) _ (GAP) | (LINK)
Connecting : Connecting Create connection Idle : Connected

1. idle k7S | disconnected K7

SUCCEsS

B 2-6 XFNY Connection R&#FH#:
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GAP Connection AR 7 idle IRZ5, Link JRZ 4 disconnected R4, A7 connection.
2. connecting IR# | connecting AR A4S

Master {14 connection, GJEEFE AR . X2 IGHEIRZAS, GAP Connection JRZ 4 connecting K2,
Link R &4 connecting MRA . & T84 connection, GAP Connection R4y idle IRZA, Link IR A%
Heky connected IR A . #7173 connection 2K, GAP Connection R A [0 £ idle IR 74, Link Ik 2[5 disconnected
KA. AEMIRAT, Master o] LUK 45K, UL, GAP Connection RA[HIF] idle ARAS, Link IR A
disconnecting Ik & .
3. idle JRZ | connected R 7

BB connection, GAP Connection R4 idle IR, Link k254 connected AR 45
4, idle }RZ | disconnecting R 7

Master ¢ 11 connection, 2 1FFENMARTE K. X EIERPRAS, GAP Connection RZ W idle R7AS, Link
RSN disconnecting R4 . #5 IZ¢ 11 connection,  Link PRZ& 44 disconnected R 75 .

2.1.3.3.2 # B AY Connection R 7S E5

Passive:
(GAP) (Ll NK) Accept Connecti0n> (GAP) (Ll NK)
Advertising | Disconnected Idle Connecting
Connection complete
. o A4
(GAP) (LlNK) <D|sconnect indicate (GAP) (LlNK)
Idle Disconnected Idle Connected

B 2-7 #3h# Connection IRA&H#

1. Slave $%Z connection

>4 Slave i % connect indication 5, GAP Advertising IRZ&#% M advertising JRZ&# 44 idle k2, Link
REF M disconnected JRZFE )y connecting RS . 4 4J%E connection JiFETE R S5, Link AREHEHEAN
connected tR75 .
2. Xy & Wi connection

50} 54 W T connection  ELASH#% # e 21 disconnect indication J&, A& Link RS
connected RZ&F 4 disconnected R 7 .

2.1.4GAP EEA

GAP 4 EVELI5 W IR AT EF GAP APL JH . W RSN EH T APP Gl 40 W5 AR ASE R, AF
device JRAHH . connection JRASH LA bond IRASH: #:45. GAP API VY EH T APP Il 40 H API J&5
BRI PATIRE . B APLEE AN RTE R, B2 KT GAP WA MG ES I BLE GAP 7 R BLE GAP
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JTGE L.
2141 BEFREHEE

7t gap_msg.h e SCHE RS B
[* BT status message */
#define GAP_MSG_LE_DEV_STATE_CHANGE
#define GAP_MSG_LE_CONN_STATE_CHANGE
#define GAP_MSG_LE_CONN_PARAM_UPDATE
#define GAP_MSG_LE_CONN_MTU_INFO
#define GAP_MSG_LE_AUTHEN_STATE_CHANGE
#define GAP_MSG_LE_BOND_PASSKEY_DISPLAY
#define GAP_MSG_LE_BOND_PASSKEY_INPUT
#define GAP_MSG_LE_BOND_OOB_INPUT

0x01 // Device state change msg type.
0x02 // Connection state change msg type.
0x03 // Connection parameter update changed msg type.
0x04 // Connection MTU size info msg type.
0x05 // Authentication state change msg type.
0x06 // Bond passkey display msg type.
0x07 // Bond passkey input msg type.

0x08 // Bond passkey oob input msg type.

#define GAP_MSG_LE_BOND_USER_CONFIRMATION 0x09 // Bond user confirmation msg type.

#define GAP_MSG_LE_BOND_JUST WORK

2.1.4.2 GAPAPI &R

OxO0A // Bond user confirmation msg type.

7t gap_callback_le.h 1152 X GAP API 5 BL, 7E4EAS API TR RIS BIARAS A 4712 AP SR ¥ S BA

MALFT T

[* GAP API message */

#define GAP_MSG_LE_MODIFY_WHITE_LIST
#define GAP_MSG_LE SET RAND_ADDR

#define GAP_MSG_LE_SET_HOST _CHANN_CLASSIF
#define GAP_MSG_LE WRITE_DEFAULT DATA LEN
#define GAP_MSG_LE_READ_RSSI

#define GAP_MSG _LE SET DATA LEN

#define GAP_MSG_LE_DATA LEN_CHANGE_INFO
#define GAP_MSG_LE_CONN_UPDATE_IND

#define GAP_MSG_LE_CREATE_CONN_IND

#define GAP_MSG_LE _PHY_UPDATE_INFO

#define GAP_MSG_LE_REMOTE_FEATS_INFO
#define GAP_MSG_LE BOND_MODIFY_INFO

#define GAP_MSG_LE_SCAN_INFO

#define GAP_MSG_LE_ADV_UPDATE_PARAM

2.1.5 APPH R

0x01 // response msg type for le_modify_white list

0x02 // response msg type for le_set rand_addr

0x03 // response msg type for le_set_host_chann_classif
0x04 /I response msg type for le_write_default_data_len
0x10 // response msg type for le_read_rssi

0x13 // response msg type for le_set data_len

0x14 // Notification msg type for data length changed
0x15 // Indication for le connection parameter update
0x16 // Indication for create le connection

0x17 // Indication for le phyical update information
0x19 // Information for remote device supported features
0x20 // Notification msg type for bond modify

0x30 // Notification msg type for le scan

0x40 // response msg type for le_adv_update_param

APP RN 2-8 o, SCERHEA 12D B b 2D IR, RELRAE A (120 o nl 1D IR
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Register app callback function
—le_register_app_cb(app_gap_callback)

' Register airplane mode callback function I
| ->gap_register_app_cb(app_gap_common_callback) |

Register gaps characteristic writeable callback function I
| —>gatt_register_callback(gap_service_callback) |

Create gap i0 message queue
—>gap_start_bt_stack(evt_queue_handle, io_queue_handle,
MAX_NUMBER_OF_GAP_MESSAGE);

Register xxx service callback function I
>xxx_add_service(app_profile_callback) |
L —>server_register_app_cb(app_profile_callback) |

| Register xxx client callback function I
: >xxx_add_client(app_client_callback) |
L —>client_register_general_client_cb(app_client_callback) |

Receive message | app_profile_callback handle server message |
—>0s_msg_recv() gy S g g g g g g g g g g g g g B

Gap handle message
gap_handle_msg(event)

App handle io message
—app_handle_io_msg(io_msg)

end

K 2-8 APP 5 B3t

1. RIEZWHEL APP IRl 77k
1) [FlER %

H5G, APP TR ELEMINIR s K. 24 EATI RS GAP 225, GAP 2K A v I Im] 8 p 4 L3 40
APP KbHEZIHE B
2) HEBAS

56, APP TGN A S, M BTN RIS GAP 220, GAP ZHIH B R IERH BN, APP
FEOB IR B BAF i B
2. itk
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1) MR A
(1) W GAP APL I B, APP 75 #ifid le_register_app_cb()VF: it APP [B] e %
(2) J¥EM Vendor Command 75 5., APP 75l il gap_register_app_cb()iE: /M APP [H]1 p& %L
(3) MEMUS GAPS characteristic [ 5., APP 75 2iid it gatt_register_callback()yi: i} APP [u] i ik £ o
(4) #5141 Peripheral £ {%.1f] APP 15 Z2 44 H services, 332 server ii 5., APP 5 213 it xxx_add_service()
F1 server_register_app_cb()vE M service [1] pR %L
(5) #fIiH Central fAtal) APP #7221 H clients, g4I client 45, APP 752 id xxx_add_client()
A client A1 e %5
2) GBS
S IR B, APP 5 B i gap_start_bt_stack() £ 10 ¥4 ELBAF
3. TAMEONE
APP main task JEIMEHOH B . A RS2 R IE% APP I, APP I 10 71 &, K4 APP KT
app_handle_io_msg() 1 APP AZbBEiZW B 75U, APP ¥ H] gap_handle_msg() i GAP JZ kb #iZ i K
4. WEAbE
A T JE 2 R TR R BRG] R A A A o R v 7 0 0 e S Ak B2 IR o A T L R R BA A R 11
YU 2 — A BR A B2

2.2 GAP BI85 (L N R Bhi 12

A WU /E app_le_gap_init() L E LE GAP Z4L LA Lz GAP i JH Bt f .
2.2.1 GAP S¥H#15A 1L

B M app_le_gap_init()sR £ IARAY, 7 main.c I GAP LMW UG AL
2.2.1.1 Device Name 1 Device Appearance g &

¥ gap_le.h (9 T_GAP_LE_PARAM_TYPE i X S5,
2.2.1.1.1 Device Name By EC &

Device Name f{iC & F T & 1% X % GAP Service ' Device Name Characteristic 15 . #77F Advertising
¥irh % & Device Name, #4 Advertising 34+ ft) Device Name ;%5 GAP Service [¥) Device Name
Characteristic FU{EAH R, 75 0025 H B0 B B A4k 1n) 3L
[** @brief GAP - Advertisement data (max size = 31 bytes, best kept short to conserve power) */
static const uint8_t adv_data[] = {

[* Flags */

0x02, /* length */

GAP_ADTYPE_FLAGS, /* type="Flags" */
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GAP_ADTYPE_FLAGS_LIMITED | GAP_ADTYPE_FLAGS BREDR_NOT_SUPPORTED,
[* Service */

0x03, /* length */

GAP_ADTYPE_16BIT_COMPLETE,

LO_WORD(GATT _UUID_SIMPLE_PROFILE),

HI_ WORD(GATT_UUID_SIMPLE_PROFILE),

/* Local name */

O0xOF, [* length */

GAP_ADTYPE_LOCAL _NAME_COMPLETE,

B,'L,'E,' " P, E,R,'l' P, 'H, 'E, R, A, 'L

h 3
void app_le_gap_init(void)
{
/* Device name and device appearance */
uint8 t device_name[GAP_DEVICE_NAME LEN]="BLE_PERIPHERAL";
[* Set device name and device appearance */
le_set gap_param(GAP_PARAM_DEVICE _NAME, GAP_DEVICE _NAME_LEN, device name);
}

BT Stack H i 2 #¥1) Device Name “F4F # (i KA B2 40 2705 CHERSSRAT) . Witk device name
FRER I 40 207, T2 tH B A B A AT () i O
#define GAP_DEVICE_NAME_LEN (39+1)//'< Max length of device name, if device name length
exceeds it, it will be truncated.

2.2.1.1.2 Device Appearance BJEL &

Device Appearance F{fc & ] T 1% & i% % % GAP Service 11 Device Appearance Characteristic . #77F
Advertising ¥ 1 1% & Device Appearance, Al Advertising 24k 1 1) Device Appearance i % 15 GAP Service
(] Device Appearance Characteristic [J{ELAH[F], 75 I HY IR 458 1 4 1) i

Device Appearance TR B4 1258, wllnat. Blbs. . M Ri4%. 7€ gap_le_types.h 1
SE AT LU H 28U
[** @defgroup GAP_LE_APPEARANCE_VALUES GAP Appearance Values

* @{

*/
#define GAP_GATT_APPEARANCE_UNKNOWN 0
#define GAP_GATT_APPEARANCE_GENERIC_PHONE 64
#define GAP_GATT_APPEARANCE_GENERIC_COMPUTER 128
#define GAP_GATT_APPEARANCE GENERIC_WATCH 192
#define GAP_GATT_APPEARANCE_WATCH_SPORTS_ WATCH 193

RBARESan R FT R
[** @brief GAP - scan response data (max size = 31 bytes) */
static const uint8_t scan_rsp_data[] = {
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j

0x03, /* length */
GAP_ADTYPE_APPEARANCE, [* type="Appearance" */
LO_WORD(GAP_GATT_APPEARANCE_UNKNOWN),
HI_WORD(GAP_GATT_APPEARANCE_UNKNOWN),

void app_le_gap_init(void)

{

/* Device name and device appearance */

uintl6_t appearance = GAP_GATT_APPEARANCE_UNKNOWN,;

/* Set device name and device appearance */

le_set gap_param(GAP_PARAM_APPEARANCE, sizeof(appearance), &appearance);

2.2.1.2 Advertising ¥ L E

7 gap_adv.h ff) T_LE_ADV_PARAM_TYPE 152 X Advertising 23257, F 7 v LLC & ) Advertising

SR T TR
void app_le_gap_init(void)

{

/* Advertising parameters */

uint8_t adv_ewvt_type = GAP_ADTYPE_ADV_IND;

uint8_t adv_direct_type = GAP_REMOTE_ADDR_LE PUBLIC;

uint8_t adv_direct_addr[GAP_BD_ADDR_LEN] = {0};

uint8_t adv_chann_map = GAP_ADVCHAN_ALL;

uint8_t adv_filter_policy = GAP_ADV_FILTER_ANY;

uintl6_tadv_int_min = DEFAULT ADVERTISING_ INTERVAL_MIN;

uintl6_t adv_int_max = DEFAULT_ADVERTISING_INTERVAL_MAX;

[* Set advertising parameters */

le_adv_set param(GAP_PARAM_ADV_EVENT_TYPE, sizeof(adv_evt_type), &adv_evt_type);

le_adv_set param(GAP_PARAM_ADV_DIRECT ADDR_TYPE, sizeof(adv_direct_type), &adv_direct_type);
le_adv_set param(GAP_PARAM_ADV_DIRECT_ ADDR, sizeof(adv_direct_addr), adv_direct_addr);
le_adv_set param(GAP_PARAM_ADV_CHANNEL_MAP, sizeof(adv_chann_map), &adv_chann_map);
le_adv_set param(GAP_PARAM_ADV_FILTER POLICY, sizeof(adv_filter_policy), &adv_filter_policy);
le_adv_set param(GAP_PARAM_ADV_INTERVAL_ MIN, sizeof(adv_int_min), &adv_int_min);
le_adv_set_param(GAP_PARAM_ADV_INTERVAL_MAX, sizeof(adv_int_max), &adv_int_max);
le_adv_set param(GAP_PARAM_ADV_DATA, sizeof(adv_data), (void *)adv_data);

le_adv_set param(GAP_PARAM_SCAN_RSP_DATA, sizeof(scan_rsp_data), (void *)scan_rsp_data);

adv_evt_type K7~ Advertising 8%, AN[FZRAL advertising R EEANF S5, Wk 2-1 s,
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# 2-1 Advertising B X F

GAP_ADTYPE_ GAP_ADTYPE_ GAP_ADTYPE_ GAP_ADTYPE_AD

GAP_ADTYPE
adv_evt_type AB v IND ~ ADV_HDC DIR ADV_SCAN_IN ADV_NONCON V_LDC DIRECT I
- ECT_IND D N_IND ND
adv_int_min Y Ignore Y Y Y
adv_int_max Y Ignore Y Y Y
adv_direct_type Ignore Y Ignore Ignore Y
adv_direct_addr Ignore Y Ignore Ignore Y
adv_chann_map Y Y Y Y Y
adv_filter_policy Y Ignore Y Y Ignore
allow establish
. Y Y N N Y
link
2.2.1.3 Scan S H KL E
1t gap_scan.h ff] T_LE_SCAN_PARAM_TYPE 7€ X Scan ZH#2EAL . /v LABCE (1) Scan Z 4l i~
P
void app_le_gap_init(void)
{
[* Scan parameters */
uint8_t scan_mode = GAP_SCAN_MODE_ACTIVE;
uintl6_tscan_interval = DEFAULT SCAN_INTERVAL;
uintl6_tscan_window = DEFAULT _SCAN_WINDOW;
uint8_t scan_filter_policy = GAP_SCAN_FILTER_ANY;
uint8_t scan_filter_duplicate = GAP_SCAN_FILTER_DUPLICATE_ENABLE;
/* Set scan parameters */
le_scan_set_param(GAP_PARAM_SCAN_MODE, sizeof(scan_mode), &scan_mode);
le_scan_set_param(GAP_PARAM_SCAN_INTERVAL, sizeof(scan_interval), &scan_interval);
le_scan_set_param(GAP_PARAM_SCAN_WINDOW, sizeof(scan_window), &scan_window);
le_scan_set_param(GAP_PARAM_SCAN_FILTER_POLICY, sizeof(scan_filter_policy),
&scan_filter_policy);
le_scan_set _param(GAP_PARAM_SCAN_FILTER DUPLICATES, sizeof(scan_filter_duplicate),
&scan_filter_duplicate);
¥

1 scan_mode -T_GAP_SCAN_MODE

2. scan_interval - scan interval I HU{EE E : 0x0004 - 0x4000 (1437 4 625us)
3. scan_window - scan window [FJHR{E Y Hl:  0x0004 - 0x4000 (.47 24 625us)
4. scan_filter_policy - T_GAP_SCAN_FILTER_POLICY
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5. scan filter duplicate - T_GAP_SCAN_FILTER_DUPLICATE. ZZ¥UH T e &tk ES

ff) Advertising ##i, 4 scan_filter_policy Z%(h GAP_SCAN_FILTER_DUPLICATE_ENABLE I}, ¥
FEMCE i 3 8 (0 Advertising 2, AN 41 APP.

2.2.1.4 Bond Manager ¥ L&

7t gap.h f) T_GAP_PARAM_TYPE il gap_bond_le.h () T_LE_BOND_PARAM_TYPE & X S ¥k

A, A LR E 1Y Bond Manager 4040 R FTs
void app_le_gap_init(void)
{
/* GAP Bond Manager parameters */
uint8_t auth_pair_mode = GAP_PAIRING_MODE_PAIRABLE;
uintl6_t auth_flags = GAP_AUTHEN_BIT_BONDING_FLAG;
uint8_t auth_io_cap = GAP_IO_CAP_NO_INPUT_NO_OUTPUT;
uint8 t auth_oob = false;
uint8 t auth use fix_passkey = false;
uint32_t auth_fix_passkey = 0;
uint8 t auth_sec req_enable = false;
uintl6_t auth_sec_req_flags = GAP_AUTHEN_BIT_BONDING_FLAG;
[* Setup the GAP Bond Manager */
gap_set_param(GAP_PARAM_BOND_PAIRING_MODE, sizeof(auth_pair_mode), &auth_pair_mode);
gap_set_param(GAP_PARAM_BOND_AUTHEN_REQUIREMENTS_FLAGS, sizeof(auth_flags), &auth_flags);
gap_set_param(GAP_PARAM_BOND_I0_CAPABILITIES, sizeof(auth_io_cap), &auth_io_cap);
gap_set_param(GAP_PARAM_BOND_OOB_ENABLED, sizeof(auth_oob), &auth_oob);
le_bond_set_param(GAP_PARAM_BOND_FIXED_PASSKEY, sizeof(auth_fix_passkey), &auth_fix_passkey);
le_bond_set_param(GAP_PARAM_BOND_FIXED PASSKEY_ENABLE, sizeof(auth_use_fix_passkey),
&auth_use_fix_passkey);
le_bond_set_param(GAP_PARAM_BOND_SEC REQ ENABLE, sizeof(auth_sec_req_enable),
&auth_sec_req_enable);
le_bond_set param(GAP_PARAM BOND_SEC REQ REQUIREMENT, sizeof(auth_sec req_flags),
&auth_sec_req_flags);

1. auth_pair_mode - R B 2T T T EC A

1) GAP_PAIRING_MODE_PAIRABLE: #% &b T Al s =, o

2) GAP_PAIRING_MODE_NO PAIRING: #4447 AA] Fxf it
2. auth_flags - FRANER Y security J& AL

1) GAP_AUTHEN_BIT_NONE

2) GAP_AUTHEN_BIT_BONDING _FLAG

3) GAP_AUTHEN_BIT_MITM_FLAG
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4) GAP_AUTHEN_BIT SC _FLAG
5) GAP_AUTHEN_BIT_FORCE_BONDING_FLAG
6) GAP_AUTHEN_BIT_SC_ONLY_FLAG
3. auth io cap-T_GAP_IO_CAP, FRi&& Mt NimHiaE 11,
4. auth_oob - FIx &5 fHE Out of Band (OOB).
1) true: ¥ & OOB hpi&fr
2) false: A% & OOB hrEfr
5. auth_use_fix_passkey - F/RMECXS J5 24 passkey entry HASHE 3 2% 17 Z 42 % passkey I, J&
15 FHBE LA B passkey i4 2 [ 5E ) passkey .
1) true : {3 FH[E 1 passkey
2) false: Al HIBENLA BT passkey
6. auth_fix_passkey - FCXJISHE T[4 3 passkey [RMEL, 4 auth_use_fix_passkey Z%(4 true I}
auth_fix_passkey Z¥0& %1 -
7. auth sec_req enable - YLELEHEAL connection 22 Ji, & 75 A FCN AL
8. auth_sec_req_flags - F/REKI security J& PEII 73K

2215 HESHHIE

2.2.1.5.1 GAP_PARAM_SLAVE_INIT_GATT_MTU_REQ K& &

void app_le_gap_init(void)

{
uint8 t slave_init_mtu_req = false;
le_set gap_param(GAP_PARAM_SLAVE_INIT _GATT _MTU_REQ, sizeof(slave_init_mtu_req),
&slave_init_mtu_req);
}

EZBHAE T Peripheral {6, ¥R EHL connection J& J& 75 £ 5l & 1% exchange MTU request.

2.2.2 GAP Bahiiz

1. 7E main()H#%64k GAP

int main(void)

le_gap_init(APP_MAX_LINKS);
app_le_gap_init();
app_le_profile_init();
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}

1) le_gap_init() - ¥ILHtk GAP IF#E link 3 H

2) app_le_gap_init() - GAP Z2##J#%:

3) app_le_profile_init() - ¥4HLAET GATT [ Profiles
2. 7E app task T B EF HhUE

void app_main_task(void *p_param)

{
uint8 t event;
0S_msg_queue_create(&io_queue_handle, MAX_NUMBER_OF |I0_MESSAGE, sizeof(T_IO_MSG));
0S_msg_queue_create(&evt_queue_handle, MAX_NUMBER_OF_EVENT_MESSAGE, sizeof(uint8_t));
gap_start_bt_stack(evt_queue_handle, io_queue_handle, MAX_NUMBER_OF GAP_MESSAGE);

}

APP T2 H gap_start_bt_stack()& )5 sh i WhilZF1 GAP YILAL A FE

2.3BLE GAPiHEA

2.3.1 #bik

A4 BLE GAP i EUBEER, 11 gap_msg.h 15 SC GAP ¥ B BUNNE B8 4514 . BLE GAP i & 1]
PAG3 Ay LA = Fh 7

e Device StEH &

e Connection %4 .&

e Authentication %4 &

BLE GAP I B Ak BRI T T 7«

1. APP i}l gap_start_bt_stack() #¥J4ifk BLE GAP i B, WAL T HTR:
void app_main_task(void *p_param)

{
uint8_t event;
0s_msg_queue_create(&io_queue_handle, MAX_NUMBER_OF I0_MESSAGE, sizeof(T_IO_MSG));
0s_msg_queue_create(&evt_queue_handle, MAX NUMBER_OF EVENT_ MESSAGE, sizeof(uint8_t));
gap_start_bt_stack(evt_queue_handle, io_queue_handle, MAX_NUMBER_OF GAP_MESSAGE);

}

2. GAP |i] io_queue_handle %1% GAP Ji4 5., APP task #W# GAP 1 &, JFif 1 app_handle_io_msg()
SALFRZN E. (FE: EVENT_I0_TO_APP, 7. 10_MSG_TYPE_BT_STATUS)

void app_main_task(void *p_param)

while (true)
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{

if (0s_msg_recv(evt_queue_handle, &event, OxFFFFFFFF) == true)

{

if (event == EVENT _I0_TO_APP)

{
T 10_MSGio_msg;
if (os_msg_recv(io_queue_handle, &io_msg, 0) == true)
{

app_handle_io_msg(io_msQ);

}

}

}

3. GAP il JAb ek ol F B
void app_handle_io_msg(T_IO_MSG io_msg)

{
uintl6_t msg_type = io_msg.type;
switch (msg_type)
{
case IO_MSG_TYPE BT _STATUS:
{
app_handle_gap_msg(&io_msg);
}
break;
default:
break;
}
}
void app_handle_gap_msg(T_IO_MSG *p_gap_msQ)
{

T _LE _GAP_MSG gap_msg;
uint8_t conn_id;
memcpy(&gap_msg, &p_gap_msg->u.param, sizeof(p_gap_msg->u.param));

APP_PRINT_TRACE1("app_handle_gap_msg: subtype %d", p_gap_msg->subtype);
switch (p_gap_msg->subtype)

{
case GAP_MSG_LE DEV_STATE_CHANGE:
{
app_handle_dev_state evt(gap_msg.msg_data.gap_dev_state change.new_state,
gap_msg.msg_data.gap_dev_state_change.cause);
}
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break;

2.3.2 Device IRESEHBE

2.3.2.1 GAP_MSG_LE_DEV_STATE_CHANGE

{

%3 J5H T3 %11 GAP Device R A (T_GAP_DEV_STATE), GAP Device JRALHE LR TLfh TR A

gap_init_state : GAP HJ4H LIRS

gap_adv_state : GAP Advertising th7S

gap_adv_sub_state: GAP Advertising T R &, %R A& H T gap_adv_state 4
GAP_ADV_STATE_IDLE [#)15 .

gap_scan_state : GAP Scan (A%

gap_conn_state : GAP Connection R 2

M EHHE 4 ) T_GAP_DEV_STATE_CHANGE.
[** @brief
typedef struct

Device State.*/

uint8_t gap_init_state: 1; //!< @ref GAP_INIT_STATE

uint8_t gap_adv_sub_state: 1; //!< @ref GAP_ADV_SUB STATE
uint8_t gap_adv_state: 2;  //I< @ref GAP_ADV_STATE

uint8_t gap_scan_state: 2; //I< @ref GAP_SCAN_STATE

uint8_t gap_conn_state: 2; //!< @ref GAP_CONN_STATE

} T_GAP_DEV_STATE;

[** @brief
typedef struct

{

{

The msg_data of GAP_MSG_LE_DEV_STATE_CHANGE.*/

T _GAP_DEV_STATE new_state;

uint16_t cause;

} T_GAP_DEV_STATE_CHANGE;

ENVERCEY IV

void app_handle_dev_state evt(T_GAP_DEV_STATE new_state, uint16_t cause)

APP_PRINT_INFO4("app_handle_dev_state evt: init state %d, adv state %d, scan state %d, cause 0x%x",

new_state.gap_init_state, new_state.gap_adv_state,
new_state.gap_scan_state, cause);

if (gap_dev_state.gap_init_state = new_state.gap_init_state)

{

if (new_state.gap_init_state == GAP_INIT_STATE_STACK_READY)

Copyright Realtek Semiconductor Corporation.

All Rights Reserved.

28



(M@ REALTEK AmebaD BLE Stack User Manual

{
APP_PRINT_INFOO("GAP stack ready");
}
}
if (gap_dev_state.gap_scan_state != new_state.gap_scan_state)
{
if (new_state.gap_scan_state == GAP_SCAN_STATE_IDLE)
{
APP_PRINT_INFOO("GAP scan stop");
}
else if (new_state.gap_scan_state == GAP_SCAN_STATE_SCANNING)
{
APP_PRINT_INFOO("GAP scan start");
}
}
if (gap_dev_state.gap_adv_state != new_state.gap_adv_state)
{
if (new_state.gap_adv_state == GAP_ADV_STATE_IDLE)
{
if (new_state.gap_adv_sub_state == GAP_ADV_TO_IDLE_CAUSE_CONN)
{
APP_PRINT _INFOO("GAP adv stoped: because connection created");
}
else
{
APP_PRINT_INFOO("GAP adv stoped");
}
}
else if (new_state.gap_adv_state == GAP_ADV_STATE_ADVERTISING)
{
APP_PRINT_INFOO("GAP adv start");
}
}

gap_dev_state = new_state;

}

2.3.3 Connection fAXE 2

2.3.3.1 GAP_MSG_LE_CONN_STATE_CHANGE

Z ST E A Link k4 (T_GAP_CONN_STATE), H. %4l 45445 T_GAP_CONN_STATE_CHANGE.
TBARES U R B
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void app_handle_conn_state_evt(uint8 t conn_id, T_GAP_CONN_STATE new._state, uintl6_t disc_cause)
{
APP_PRINT_INFO4("app_handle_conn_state evt: conn_id %d old_state %d new_state %d, disc_cause 0x%x",
conn_id, gap_conn_state, new_state, disc_cause);
switch (new_state)

{
case GAP_CONN_STATE_DISCONNECTED:
{
if (disc_cause !'= (HCI_ERR | HCI_ERR_REMOTE_USER_TERMINATE))
&& (disc_cause != (HCI_ERR | HCI_ERR_LOCAL_HOST_TERMINATE)))
{
APP_PRINT_ERROR1("app_handle_conn_state_evt: connection lost cause 0x%x", disc_cause);
}
le_adv_start();
}
break;
case GAP_CONN_STATE_CONNECTED:
{
}
break;
default:
break;
}

gap_conn_state = new_state;

2.3.3.2 GAP_MSG_LE_CONN_PARAM_UPDATE

I B TE 40 connection ZHCHFRRA, PRSI =4 FIRE:

e GAP_CONN_PARAM_UPDATE_STATUS PENDING: # A& # #% % # H
le_update_conn_param() 5 Connection Z:%{, 4 Connection 2% 5 Bt 3K i Th{H A i 5|
connection update complete event I}, GAP Z# &4 iZIRAH

e GAP_CONN_PARAM_UPDATE_STATUS SUCCESS: F ¥R,

e GAP_CONN_PARAM UPDATE STATUS FAIL: HEH %M, % cause £ LM A .

M EEIEL ) T_GAP_CONN_PARAM_UPDATE. /RIS 4 R Fizs:

void app_handle_conn_param_update_ewvt(uint8 t conn_id, uint8_t status, uint16_t cause)

{

switch (status)

{
case GAP_CONN_PARAM_UPDATE_STATUS_SUCCESS:
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break;
case GAP_CONN_PARAM_UPDATE_STATUS_ FAIL:

2.3.3.3 GAP_MSG_LE_CONN_MTU_INFO

ZH B T8 %0 exchange MTU (Maximum Transmission Unit) procedure & 5¢/¥. exchange MTU
procedure [¥] H (172 58 client AT server 2 W42 B A A0 1) B KA RS, BITEB ATT_MTU. 35 S Ed 2544 0
T_GAP_CONN_MTU_INFO, /RHIACHS G R FT s :

void app_handle_conn_mtu_info_ewt(uint8 t conn_id, uint16_t mtu_size)

{
APP_PRINT_INFO2("app_handle_conn_mtu_info_evt: conn_id %d, mtu_size %d", conn_id, mtu_size);

}

2.3.4 Authentication #8538 82

fid 6 77 Authentication V4 BN N Ok R UK 2-2 FTon:

2 2-2 Authentication FH3%74 &

Pairing Method Message
Just Works GAP_MSG_LE_BOND_JUST _WORK
Numeric Comparison GAP_MSG_LE_BOND_USER_CONFIRMATION

GAP_MSG_LE_BOND_PASSKEY_INPUT

Passkey Entr
y y GAP_MSG_LE BOND PASSKEY_DISPLAY

2.3.4.1 GAP_MSG_LE_AUTHEN_STATE_CHANGE

%I BRI Authentication RS .
e GAP_AUTHEN STATE STARTED : Authentication Jif% C. T4 .
e GAP AUTHEN STATE COMPLETE: Authentication i f& € 5 W, 2 # cause % /R
Authentication )45 % .
W EBH L T_GAP_AUTHEN_STATE, /mEICH T Frx:

void app_handle_authen_state_evt(uint8_t conn_id, uint8_t new_state, uint16_t cause)

{
APP_PRINT_INFO2("app_handle_authen_state_evt:conn_id %d, cause 0x%x", conn_id, cause);
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switch (new_state)

{
case GAP_ AUTHEN_STATE STARTED:
{
APP_PRINT_INFOO("app_handle_authen_state evt: GAP_ AUTHEN_STATE _STARTED");
}
break;
case GAP_ AUTHEN_STATE _COMPLETE:
{
if (cause == GAP_SUCCESS)
{
APP_PRINT_INFOO("app_handle_authen_state _evt: GAP_AUTHEN_STATE_COMPLETE pair
success™);
}
else
{
APP_PRINT _INFOO("app_handle_authen_state evt: GAP_AUTHEN_STATE_COMPLETE pair
failed");
}
}
break;
default:
break;
}

2.3.4.2 GAP_MSG_LE_BOND_PASSKEY_DISPLAY

2 ST LR J5 ik Passkey Entry,  H AL % 75 32 i 7S Passkey.

TEA B B Passkey,  HOW i s 2 iy 22 4m AAH A (1) Passkey. — HCEHZIH K, APP R LALE] )7 2%
uig §¢ M @ o~ Passkey ( 4b B Passkey [ U7 vAk L ¥k F APP) , Uk 4 APP W E W M
le_bond_passkey_display_confirm()ffii\ & 15 15 X i ¢ £ Fie X

R HHES54 k) T_GAP_BOND_PASSKEY_DISPLAY . 7~ AR5 U1 F Fizs
void app_handle_gap_msg(T_IO_MSG *p_gap_msg)

case GAP_MSG_LE_BOND_PASSKEY_DISPLAY:
{
uint32_t display_value = 0;
conn_id = gap_msg.msg_data.gap_bond_passkey_display.conn_id;
le_bond_get display_key(conn_id, &display_value);
APP_PRINT_INFO1("GAP_MSG_LE_BOND_PASSKEY_DISPLAY:passkey %d", display_value);
le_bond_passkey_display_confirm(conn_id, GAP_CFM_CAUSE_ACCEPT);
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}

break;

2.3.43 GAP_MSG_LE_BOND_PASSKEY_INPUT

2 ST RoREC N J7 ik Passkey Entry,  H AL % 75 5%\ Passkey.

XU £ o o Passkey,  HLAHN 2% 75 ZE 4 AAH A1) Passkey. — HIUEZHE, APP 75 ZL i H
le_bond_passkey_input_confirm()AfiiA & 75 L5 % i B84 B X

W EHHRE S5 T_GAP_BOND_PASSKEY _INPUT. /w1 T Fizs:
void app_handle_gap_msg(T_IO_MSG *p_gap_msg)

{
case GAP_MSG_LE_BOND_PASSKEY_INPUT:
{
uint32_t passkey = 888888;
conn_id = gap_msg.msg_data.gap_bond_passkey_input.conn_id;
APP_PRINT_INFO1("GAP_MSG_LE BOND_PASSKEY _INPUT: conn_id %d", conn_id);
le_bond_passkey_input_confirm(conn_id, passkey, GAP_CFM_CAUSE_ACCEPT);
}
break;
}

2.3.4.4 GAP_MSG_LE_BOND_USER_CONFIRMATION

ZI B H T3 7R BORE 7728 Numeric Comparison.

02 1L g £ MR S g 26 120 8 7S 5 BRI B B fE,  FH ) E A A IZ U 2 S A A . APP /5 I
le_bond_user_confirm()ffi tA i 75 15 % sy ¢ 45 FE XS o

W EHAE S ) T_GAP_BOND_USER_CONF. sl 4SS 4n R s
void app_handle_gap_msg(T_IO_MSG *p_gap_msQ)

{
case GAP_MSG _LE BOND_USER_CONFIRMATION:

{
uint32_t display_value = 0;
conn_id = gap_msg.msg_data.gap_bond_user_conf.conn_id,;
le_bond_get_display_key(conn_id, &display_value);
APP_PRINT_INFO1("GAP_MSG_LE_BOND_USER_CONFIRMATION: passkey %d",

display_value);

le_bond_user_confirm(conn_id, GAP_CFM_CAUSE_ACCEPT);

}

break;
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}

2.3.45 GAP_MSG_LE_BOND_JUST WORK

2 ST ERoREe X J5 4k Just Work. APP 752238 1] le_bond_just_ work_confirm()AfiiA & 75 55 X} i 15
& HCAT

THE SR 4544 T_GAP_BOND_JUST_WORK_CONF. /=il a1 R fiis:
void app_handle_gap_msg(T_IO_MSG *p_gap_msg)

{
case GAP_MSG_LE BOND_JUST_WORK:
{
conn_id = gap_msg.msg_data.gap_bond_just_work_conf.conn_id;
le_bond_just_work_confirm(conn_id, GAP_CFM_CAUSE_ACCEPT);
APP_PRINT_INFOO("GAP_MSG_LE BOND_JUST_WORK");
}
break;
}

2.4 BLE GAP El{HR#

A5 A24 BLE GAP [l e84, GAP 2 v A i) [ml i sk B ki 1 45 APP.

ARIFF BLE GAP 155, [F11H s B0 34 GAP JZ R FH (¥« PRI, AN AR [R14 B8 55 9 AT RE R4,
FEINHRAE 2l R AL BRI A Z2 BT 45, AERELEAE I T 0l A i . 4 APP {EIE] GAP 2 AR B B G
B S T EEPATFERTAE, 75 APP AL BRIZ 0 LI, AT LGE i APP [m] i ek 50k 1200 R 3 APP [HBAF1, APP
(] B R AEAEI D RAE BIBNIN 2 JEE R, DRI 2R AN S S 92 2 A B A

BLE GAP [11] 1 e E 1A ) B R s
1 VEMHET e %
void app_le_gap_init(void)

le_register_app_cb(app_gap_callback);
¥
2. AbFE GAP [n] ¥ R 0
T_APP_RESULT app_gap_callback(uint8 t cb_type, void *p_cb_data)
{
T _APP_RESULT result = APP_RESULT SUCCESS;
T LE CB_DATA *p_data= (T_LE_CB_DATA *)p_cb_data;
switch (cb_type)
{
case GAP_MSG_LE_DATA LEN_CHANGE_INFO:
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APP_PRINT_INFO3("GAP_MSG_LE_DATA LEN_CHANGE_INFO: conn_id %d, tx octets 0x%x,
max_tx_time 0x%x",
p_data->p_le data_len_change_info->conn_id,
p_data->p_le_data_len_change_info->max_tx_octets,
p_data->p_le data_len_change_info->max_tx_time);

2.4.1 BLE GAP [EBRE Y S #LA

A4 GAP Al ek £ 5L, 7 gap_callback_le.h g S GAP [Hlf R £ S 28 BRI S 83 . (T
GAP JZF AL o4 G e AP 1), DRIt GAP J AT H [ R £k 16 B A5 L 47 APP. il tur,  APP i
le_read_rssi() 121X Received Signal Strength Indication (RSSI), #7i&[Fl{E A% GAP_CAUSE_SUCCESS, lZ7R
WKL R, B, APP 5 ZAEfF GAP_MSG_LE_READ_RSSI 714 & LARHU A, R .

BLE GAP [11 i b By B A PEAR A5 B 1 R B«

1. gap_leh MEHE

* 2-3 gap_le.h HKHE R

Callback type(cb_type) Callback data(p_cb_data) Reference API
T _LE_MODIFY_WHITE_LIST RSP
*p_le_modify_white_list_rsp;
T_LE_SET_RAND_ADDR_RSP

GAP_MSG _LE SET RAND_ADDR le_set rand_addr
*p_le_set rand_addr_rsp;

GAP_MSG_LE_MODIFY_WHITE_LIST le_modify_white_list

GAP_MSG_LE_SET HOST CHANN_CLAS T _LE SET HOST _CHANN_CLASSIF_ le_set_host_chann_clas
SIF RSP *p_le_set_host_chann_classif _rsp; sif

2. gap_conn_le.n AR A
% 2-4 gap_conn_le.h A1 B

Callback type(cb_type) Callback data(p_cb_data) Reference API

T LE READ_RSSI_RSP .
GAP_MSG_LE READ_RSSI . le_read_rssi
*p_le_read_rssi_rsp;

T LE_SET DATA LEN_RSP
GAP_MSG LE SET DATA LEN le_set_data_len
- - -~ - *p_le_set_data_len_rsp; - T T

T LE DATA LEN _CHANGE_INFO
GAP_MSG _LE DATA LEN CHANGE INFO = ~ T h
- - - - - - *p_le_data_len_change_info;
T LE CONN_UPDATE_IND

GAP_MSG _LE CONN_UPDATE_IND )
- - T - - *p_le_conn_update_ind;
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T _LE CREATE_CONN_IND
*p_le_create_conn_ind;
T LE PHY_ UPDATE_INFO
*p_le_phy_update_info;

GAP_MSG_LE_CREATE_CONN_IND

GAP_MSG_LE_PHY_UPDATE_INFO

T_LE_REMOTE_FEATS_INFO
*p_le_remote_feats_info;

1) GAP_MSG_LE_DATA LEN_CHANGE_INFO

I B T 1) APP JELAIAE Link Layer F A i% sldgaie Ty n) H s K Payload K2 sl 25 40 40 R e R A% A 1)
iR
2) GAP_MSG_LE_CONN_UPDATE_IND

I ECEH] T Central f(f. 24X i #5175 K B2 8T Connection 4, GAP 2 i i [l e #U Ak 1%
I B IR A R R B IR PME . R, APP RTLAIR [A] APP_RESULT_ACCEPT LLEZ 2 A8 0, aliiz
6] APP_RESULT REJECT LA 442 % 0 o
T_APP_RESULT app_gap_callback(uint8_t cb_type, void *p_ch_data)

GAP_MSG_LE_REMOTE_FEATS_INFO

{
case GAP_MSG_LE_CONN_UPDATE_IND:
APP_PRINT_INFO5("GAP_MSG_LE_CONN_UPDATE_IND: conn_id %d, conn_interval _max 0x%X,
conn_interval_min 0x%x, conn_latency 0x%x,supervision_timeout 0x%x",
p_data->p_le_conn_update_ind->conn_id,
p_data->p_le_conn_update_ind->conn_interval _max,
p_data->p_le_conn_update_ind->conn_interval_min,
p_data->p_le_conn_update_ind->conn_latency,
p_data->p_le_conn_update_ind->supervision_timeout);
[* if reject the proposed connection parameter from peer device, use APP_RESULT REJECT. */
result = APP_RESULT_ACCEPT;
break;
}

3) GAP_MSG_LE CREATE_CONN_IND

%I EANGE T Peripheral #f1 (%, B APP #uiE J2 15 37 connection. 24 central £ &2 connection I,
B UL, GAP JZ A4y KL% B IF A% connection. #7 APP 7y A HiZ hfg, # 24
GAP_PARAM_HANDLE_CREATE_CONN_IND ¥4 true. 7<% 40 R s
void app_le_gap_init(void)

{
uint8_t handle_conn_ind = true;
le_set gap_param(GAP_PARAM_HANDLE CREATE_CONN_IND, sizeof(handle_conn_ind),
&handle_conn_ind);
¥

T _APP_RESULT app_gap_callback(uint8 t cb_type, void *p_cb_data)
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case GAP_MSG LE CREATE_CONN_IND:
[* if reject the connection from peer device, use APP_RESULT _REJECT. */
result = APP_RESULT_ACCEPT;
break;

}
4) GAP_MSG_LE_PHY_UPDATE_INFO

% B4R Controller LU V) EAEAE H A AL PHY BRELILHL PHY .
5) GAP_MSG_LE_REMOTE_FEATS_INFO
£t connection &7 TS, controller £ sl BN b 45 1) feature. 2HN 45 S 2l ik iy Bl 4045

application,

3. gap_bond_le.h H3&H A
% 2-5 gap_bond_le.h FCH R

Callback type(cb_type) Callback data (p_cb_data) Reference API

T_LE_BOND_MODIFY_INFO
GAP_MSG_LE_BOND_MODIFY_INFO o
*p_le_bond_modify_info;
1) GAP_MSG_LE BOND_MODIFY_INFO
ZHEH T APP AN E G RO, BE2EES N LE FHE,

4. gap_scan.h tHRH AR
# 2-6 gap_scan.h HI5<iH A

Callback type(cb_type) Callback data(p_cb_data) Reference API

T_LE_SCAN_INFO
GAP_MSG_LE_SCAN_INFO . le_scan_start
*p_le_scan_info;

1) GAP_MSG_LE_SCAN_INFO
Scan JR# A GAP_SCAN_STATE_SCANNING, 47 Wil 2 2] advertising 245 scan response %L
P, GAP H4 A% 1% B LAE %11 APP.

5. gap_adv.h HIRH B
2 2-7 gap_adv.h HHH A

Callback type(cb_type) Callback data(p_cb_data) Reference API

T _LE_ADV_UPDATE_PARAM_RSP
GAP_MSG_LE_ADV_UPDATE_PARAM le_adv_update_param
*p_le_adv_update_param_rsp;
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2.5 BLE GAP A
AT B UATE ] BLE GAP 10, LLUR y—db iR,
2.5.1 GAP Service Characteristic IR E B4

GAP service ff] Device Name characteristic 1 Device Appearance characteristic 215 W[ £l 5@, 1%
a5 JE M OB N Kk WM. APP W Lol o I M gaps_set parameter() # &
GAPS_PARAM_APPEARANCE_PROPERTY I GAPS PARAM DEVICE_NAME_PROPERTY KAt & r]'5
JEE

1. WERHENRE

void app_le_gap_init(void)

{
uint8 t appearance_prop = GAPS_PROPERTY_WRITE_ENABLE;
uint8_t device_name_prop = GAPS_PROPERTY_WRITE_ENABLE;
T _LOCAL_APPEARANCE appearance_local;
T _LOCAL_NAME local_device_name;
if (flash_load_local_appearance(&appearance_local) == 0)

{
gaps_set_parameter(GAPS_PARAM_APPEARANCE, sizeof(uint16_t),
&appearance_local.local_appearance);
}
if (flash_load_local _name(&local_device_name) == 0)
{
gaps_set_parameter(GAPS_PARAM_DEVICE_NAME, GAP_DEVICE_NAME_LEN,
local_device_name.local_name);
}

gaps_set_parameter(GAPS_PARAM_APPEARANCE_PROPERTY, sizeof(appearance_prop),
&appearance_prop);

gaps_set_parameter(GAPS_PARAM_DEVICE_NAME_PROPERTY, sizeof(device_name_prop),
&device_name_prop);

gatt_register_callback(gap_service_callback);

2. GAP Service [B17 R %0H B AL
APP T2 ] gatt_register_callback() LAy MR ek %k, 12 [F1H & £0H T4 2 GAP service 75 B -
T_APP_RESULT gap_service_callback(T_SERVER_ID service_id, void *p_para)

{
T _APP_RESULT result = APP_RESULT_SUCCESS;
T GAPS CALLBACK DATA *p_gap_data= (T_GAPS CALLBACK DATA *)p_para;
APP_PRINT_INFO2("gap_service_callback conn_id = %d msg_type = %d\n", p_gap_data->conn_id,
p_gap_data->msg_type);
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if (p_gap_data->msg_type == SERVICE_CALLBACK TYPE WRITE _CHAR_VALUE)
{

switch (p_gap_data->msg_data.opcode)

{
case GAPS WRITE_DEVICE_NAME:
{
T _LOCAL_NAME device_name;
memcpy(device_name.local_name, p_gap_data->msg_data.p_value,
p_gap_data->msg_data.len);
device_name.local_name[p_gap_data->msg_data.len] = 0;
flash_save local_name(&device_name);
}
break;
case GAPS_WRITE_APPEARANCE:
{
uint16_t appearance_val;
T_LOCAL_APPEARANCE appearance;
LE_ARRAY_TO_UINT16(appearance_val, p_gap_data->msg_data.p_value);
appearance.local_appearance = appearance_val;
flash_save_local_appearance(&appearance);
}
break;
default:
break;
}

}

return result;
APP T4 device name Fll device appearance {772 Flash , HAKN S WA H, b V615 E 777

2.5.2 A& &{E A Static Random Address

7E advertising. scanning £ connection I}, BRiA{EH] 11 local address type /& Public Address, nJ LR E A
Static Random Address.

1. Random address 4 A7 6%

APP 25— nl LLH ] le_gen_rand_addr()ZE % static random address. 4R J5 K5 AL i it bk A7 4% ) Flash.
w3 Flash 4 A7 fig i random Hb sk, W) nf DL E #4680 H o 2R )5 W A le_set_gap_param()
GAP_PARAM_RANDOM_ADDR k1% & random address.

2. HHE ldentity Address

Stack ZRiAf# 1] public address /E4 Identity Address. APP #5422 ] le_cfg local _identity address():#f

Identity Address & 54 static random address. A~ 1EAfi [ Identity Address 135 2 5 B0 5 Lk EiE.
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3. % & local address type
Peripheral 145k Broadcaster {41/ le_adv_set param()¥X & local address type LAfdiF A% £ 1
Static Random Address. Central ffi % 5% Observer i &1 4] le_scan_set_param() i local address type DA{#i ]

A HL % % 1 Static Random Address. 7R ACHS W1 R 7 «
void app_le_gap_init(void)

{
T _APP_STATIC_RANDOM_ADDR random_addr;
bool gen_addr = true;
uint8_t local_bd_type = GAP_LOCAL_ADDR_LE_RANDOM,;
if (app_load_static_random_address(&random_addr) == 0)
{
if (random_addr.is_exist == true)
{
gen_addr = false;
}
}
if (gen_addr)
{
if (le_gen_rand_addr(GAP_RAND_ADDR_STATIC, random_addr.bd addr) == GAP_CAUSE_SUCCESS)
{
random_addr.is_exist = true;
app_save_static_random_address(&random_addr);
}
}
le_cfg_local_identity address(random_addr.bd_addr, GAP_IDENT_ADDR_RAND);
le_set gap_param(GAP_PARAM_RANDOM_ADDR, 6, random_addr.bd_addr);
[lonly for peripheral,broadcaster
le_adv_set param(GAP_PARAM_ADV_LOCAL_ADDR_TYPE, sizeof(local_bd_type), &local_bd_type);
/lonly for central,observer
le_scan_set_param(GAP_PARAM_SCAN_LOCAL_ADDR_TYPE, sizeof(local_bd_type), &local_bd_type);
}

Central ffi % i F le_connect() % & local address type DA H AHh 13 % (1) Static Random Address. 7 fi4%
0 i
static T_USER_CMD_PARSE_RESULT cmd_condev(T_USER_CMD_PARSED_VALUE *p_parse_value)

cause = le_connect(GAP_PHYS_CONN_INIT_1M_BIT,
dev_list[dev_idx].bd_addr,
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(T_GAP_REMOTE_ADDR_TYPE)dev_list[dev_idx].bd_type,
local_addr_type,
1000);

2.5.3 Physical (PHY) &8

LE A2 SBLAF 533 % Ok 1 mega symbol per second (Msym/s), — > symbol 75— bit, 335 i LLF
4 1 megabit per second (Mb/s), Bl LE 1M PHY . 5 2 EFa[ 553 % 2 Msym/s, LLEER Ty 2 Mb/s, RJI
LE 2M PHY. 2 Msym/s £ 53 % HSCFF RS ()5, LE 1M PHY Hil LE 2M PHY 4iFk4 LE Uncoded
PHYs!,

1. & Default PHY

APP 1] LR € LRSI HL PHY R4 PHY ML AE, 1B 5 BT A 4 3745 LE transport I ) connection.
void app_le_gap_init(void)
{
uint8 t phys_prefer = GAP_PHYS_PREFER_ALL;
uint8_t tx_phys_prefer = GAP_PHYS_PREFER_1M_BIT | GAP_PHYS_PREFER_2M BIT;
uint8_t rx_phys_prefer = GAP_PHYS_PREFER_1IM_BIT | GAP_PHYS_PREFER_2M_BIT;
le_set_gap_param(GAP_PARAM_DEFAULT_PHYS_PREFER, sizeof(phys_prefer), &phys_prefer);
le_set_gap_param(GAP_PARAM_DEFAULT_TX_PHYS_PREFER, sizeof(tx_phys_prefer), &tx_phys_prefer);
le_set gap_param(GAP_PARAM_DEFAULT RX PHYS PREFER, sizeof(rx_phys_prefer), &rx_phys_prefer);

2. BEEL connection i) PHY 287

%I A7 connection J&, APP #] LU le_get_conn_param() AEEEX TX PHY A1 RX PHY 2874,
void app_handle_conn_state_evt(uint8_t conn_id, T_GAP_CONN_STATE new_state, uint16_t disc_cause)

switch (new_state)

{
case GAP_CONN_STATE_CONNECTED:

data_uart_print(*Connected success conn_id %d\r\n*, conn_id);

#if F_ BT LE 5 0 SET PHY_SUPPORT
uint8_t tx_phy;
uint8_t rx_phy;
le_get_conn_param(GAP_PARAM_CONN_RX PHY_TYPE, &rx_phy, conn_id);
le_get_conn_param(GAP_PARAM_CONN_TX_PHY_TYPE, &tx_phy, conn_id);
APP_PRINT_INFO2("GAP_CONN_STATE_CONNECTED: tx_phy %d, rx_phy %d", tx_phy,

rx_phy);
#tendif
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}

break;

3. MAEXIE AW Features

Ji By #£ 3L connection J& . M P PR R 4 B B S B % K Features . GAP JZE O il i
GAP_MSG_LE_REMOTE_FEATS_INFO [1] APP 3 1%} 3ifi X # 1) Features, APP T LUK 754 bt 1 8 2 15 ¢
¥ LE 2M PHY.

T_APP_RESULT app_gap_callback(uint8 t cb_type, void *p_cb_data)

{
T _APP_RESULT result = APP_RESULT SUCCESS;
T _LE CB_DATA *p_data= (T_LE_CB_DATA *)p_cb_data;
switch (cb_type)
{
#if F BT LE 5 0 SET PHY_SUPPORT
case GAP_MSG_LE_REMOTE_FEATS_INFO:

{
uint8 t remote_feats[8];
APP_PRINT _INFO3("GAP_MSG _LE REMOTE_FEATS_INFO: conn id %d, cause 0x%kx,
remote_feats %b",
p_data->p_le_remote feats_info->conn_id,
p_data->p_le _remote_feats info->cause,
TRACE_BINARY (8, p_data->p_le_remote_feats_info->remote_feats));
if (p_data->p_le_remote_feats_info->cause == GAP_SUCCESS)
{
memcpy(remote_feats, p_data->p_le_remote_feats_info->remote_feats, 8);
if (remote_feats|[LE_SUPPORT_FEATURES_MASK_ARRAY_INDEX1] &
LE SUPPORT FEATURES LE 2M_MASK BIT)
{
APP_PRINT_INFOO("GAP_MSG_LE_REMOTE_FEATS_INFO: support 2M");
}
}
}
break;
#endif
}
}
4. ¥ PHY

le_set_phy() H§ + % & connection (i conn_id #fi3€) Y PHY preferences, 1fii Controller 5 1] GEAN GE LN
DI PHY (191 il s ¥ £ AN SCRFIG SR 19 PHY) 8 AN 29115 PHY BE4F S
static T_USER_CMD_PARSE_RESULT cmd_setphy(T_USER_CMD_PARSED_VALUE *p_parse_value)
{
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uint8 t conn_id = p_parse_value->dw_param[0];

uint8_t all_phys;

uint8_t tx_phys;

uint8_t rx_phys;

T_GAP_PHYS_OPTIONS phy_options = GAP_PHYS_OPTIONS_CODED_PREFER_SS8;
T_GAP_CAUSE cause;

if (p_parse_value->dw_param[1] == 0)

{
all_phys = GAP_PHYS PREFER_ALL;
tx_phys = GAP_PHYS_PREFER_1M BIT;
rx_phys = GAP_PHYS PREFER_1M BIT;
}
else if (p_parse_value->dw_param[1] == 1)
{
all_phys = GAP_PHYS_PREFER_ALL;
tx_phys = GAP_PHYS_PREFER_2M BIT;
rx_phys = GAP_PHYS_PREFER_2M_BIT;
}

cause = le_set_phy(conn_id, all_phys, tx_phys, rx_phys, phy_options);
return (T_USER_CMD_PARSE_RESULT)cause;

PHY FRI5E 5t
GAP_MSG_LE_PHY_UPDATE_INFO Ji¥:[5 APP 40 Controller ff [ i) &SI HL PHY =i3cHl PHY

R EE B 4 2R
T_APP_RESULT app_gap_callback(uint8 t cb_type, void *p_cb_data)
{
T _APP_RESULT result = APP_RESULT SUCCESS;
T LE CB_DATA *p_data= (T_LE_CB_DATA *)p_cb_data;
switch (cb_type)
{
#if F_ BT LE 5 0 SET _PHY_SUPPORT
case GAP_MSG_LE _PHY_UPDATE_INFO:
APP_PRINT _INFO4("GAP_MSG_LE PHY_UPDATE_INFO:conn_id %d, cause 0x%X, rx_phy %d,
tx_phy %d",
p_data->p_le phy update_info->conn_id,
p_data->p_le_phy update_info->cause,
p_data->p_le_phy update_info->rx_phy,
p_data->p_le phy update_info->tx_phy);
break;
#endif
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2.6 GAP {5 2771

7 gap_storage_le.h HE SCH RN R B0 o ASHI B SURAR MR 5 B ORAFAE FTL o, 2R FTL
KIfs RS FTL @A

2.6.1 FTL f&4y

BT stack #1 user application i /] FTL £ 4 i 52 RAFEE flash w1 £l .

2.6.11FTLAi)R

FTL offset

Local stack info storage 0x0000
space
(T_LOCAL_NAME,T_LOCAL_AP
PEARANCE, T_LOCAL_IRK)

0x0050

LE key storage space
(max_le_paired_device
default value 1)

Offset_reserved
Reserved

APP storage space

K 2-9FTLAG SR

FTL LS BA T PUA B J

1.

3.

Local stack information storage space

1) HuhikyEH: 0x0000 - 0x004F

2) LI T AR AR PR (S B, 445 device name. device appearance 1A% 45 IRK. %
GRS WA REe 15 B -

LE key storage space

1) HuhksEH: 0x0050 - (Offset_reserved — 1)

2) ZXEH T LE HYMEE, H2EES W EFE 7.

APP storage space

1) APP u] LI A i X Sl A7 6ifi 5 R
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2.6.2 Kbk {E R 1EHE

2.6.2.1 Device Name 77

GAP )z HHif SCFF 1) device name <4 H3 I e KK & 40 771 CRLFRETRAT ).

flash_save_local_name() | T-{# 47 device name % FTL.

flash_load_local_name() -1\ FTL & A\ device name.

47 GAP service [1) Device Name characteristic &1 5 ¥, APP nJ UL H %R £ 47 device name. 7=fl
IG5 W, GAP Service Characteristic #7725 /g#£.

2.6.2.2 Device Appearance F#fi

Device Appearance H Tl B a5 A, filtnsddt . Wbs. W, Mot
flash_save_local_appearance() | T-{& 1+ device appearance %l FTL.
flash_load_local_appearance() 11T\ FTL & A device appearance.

4+ GAP service [f] Device Appearance characteristic ;& 7] 5 [¥], APP 1] LLiA ] 1 p% £k fx /7 device appearance .

IARAS 2 W GAP Service Characteristic £ 7 58 1.

2.6.3 BEERTEME
2.6.3.1 FEHLIMAEHRER

GAP JZ 52N e WA A S FRALH], Forp A e i R R gl R A AE FTL o LE W 20 25 0]l
B S s AR B

A Pz IR FE LT P J7»
bond_num: . RAFGEE W& N H
bond_idx $4l: CRAFGRE A& IMRE I 4L, GAP JZn] LRGSR 1 % R | & R FIHAE FTL
IR A o
PESE R AE PR HR T #84
1 wn—AgR e
GAP LE API: ANXFAhR A, AUt B
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Bond_num Bond_idx[]
0 1 2 3
3 0 1 2
Add deVice 3 4 0 1 2 3

& 2-10 Bin—/ N ERE

2. BR-AHERE

GAP LE API: le_bond_delete_by idx() B le_bond_delete by bd()

Bond_num Bond_idx[]
0 1 2
3 0|1 2
Remove device
1 2 0 2
K 2-11 BR—AHEk®
3. BERIEHERS
GAP LE API: le_hond_clear_all_keys()
Bond_num Bond_idx[]
0 1 2
3 0 il 2
Clear 0

B 2-12 EBRITEHERE

4. B—NHERERARHLER
GAP LE API: le_set_high_priority_bond()

Bond_num Bond_idx[]
0 1 2
3 0 1 2
Set device 0
high priority 3 1 2 0

B 2-13 F—HEREB A RAMER

5. REBmRMERRE

e 2% 454 bond_idx[bond_num - 1].
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GAP LE API: le_get_high_priority_bond()

Bond_num Bond_idx[]
0 1 2 3
o 0 1 2
Get high
priority device 3 0 1 2

E 2-14 FBEEMLR TS

6. FRPUBRM AL RH
I IRAR 56 25 % #% ok bond_idx[0].
GAP LE API: le_get_low_priority_bond()

Bond_num Bond_idx[]
0 1 2

3 0 1 2

Get low priority
device 3 0 1 2

B 2-15 KBBREM LR TA

A HR K 2-16 Fros.

Bond_num Bond_idx|[ ]
0 1 2 3
0
|
Add 0 1 o
|
e N B
|
Add 2
[ AR ES
| |
| |
Set O high
priority 3 1 2 o
| |
Add 3
4 1 2 (o] 3
| |
Delete low
priority dev 3 2 o 3
| |
Add 1
4 2 0 3 1
| |
LowI priority High| priority

K 2-16 HREREERH
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2.6.3.2 BLE Z4H12 0

BLE % 4{i; B A7 7 LE key storage space, LE FTL AiJsnld 2-17 fior.

FTL

(" |LE REMOTE BD

LE LOCAL LTK

LE REMOTE LTK

Index O < |[LE REMOTE IRK

offset LE LOCAL CSRK

0x0000 LE REMOTE CSRK

Local stack info storage

> LE CCCD DATA

Space LE REMOTE BD
(T_LOCAL_NAME,T_LOCAL_AP LE LOCAL LTK

PEARANCE, T_LOCAL_IRK) LE REMOTE LTK

Index 1 < [LE REMOTE IRK

0x0050 LE LOCAL CSRK

LE REMOTE CSRK

LE key storage space LE CCCD DATA

(max_le_paired_device >' LE REMOTE BD
default value 1) LE LOCAL LTK

£fs d LE REMOTE LTK

et_reserve Index 2 < [LE REMOTE IRK

Reserved LE LOCAL CSRK

LE REMOTE CSRK

\_|LE CCCD DATA

APP storage space

& 2-17 LEFTL #i )5

LE key storage space 1] LA4» Jg LR P4 -
1. LEBOND PRIORITY: LE fRAGHIEHIBLR, 252 W e A 167 52
2. Bonded device keys storage block: #4250, RG] 1454,

1) LE REMOTE BD: A7 % i3 4 ik

2) LE LOCAL LTK: fRf7 A% Long Term Key (LTK)

3) LE REMOTE LTK: fRA7X1u % % LTK

4) LE REMOTE IRK: f#77%}ufik #% IRK

5) LE LOCAL CSRK: frf7AH % 7% Connection Signature Resolving Key (CSRK)

6) LE REMOTE CSRK: fRf7%}ufi % % CSRK

7) LE CCCD DATA: f£f7 Client Characteristic Configuration declaration (CCCD)#i 4k

26321 EE%E

LE key storage space [ k/N5 L R AN S 5%
1. LE gpe W& H MR E

1) BAMEA 1
2. CCCD % H ¥ KA

1) BIAMHEN 16
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2.6.3.2.2 E Key Entry &3k

GAP J2 Ml &5 K 7k T_LE_KEY_ENTRY B4 5 B 4%

#define LE_ KEY_STORE_REMOTE BD BIT 0x01

#define LE_KEY_STORE_LOCAL LTK BIT 0x02

#define LE_KEY_STORE_REMOTE_LTK BIT 0x04

#define LE_ KEY_STORE_REMOTE_IRK BIT 0x08

#define LE_KEY_STORE_LOCAL_CSRK BIT 0x10

#define LE_KEY_STORE_REMOTE_CSRK_BIT 0x20

#define LE_KEY_STORE_CCCD_DATA BIT  0x40

#define LE_KEY_STORE_LOCAL_IRK BIT 0x80

[** @brief LE key entry */

typedef struct

{
bool is_used;
uint8_tidx;

uint16_t flags;
uint8_tlocal_bd_type;
uint8 t app_data;
uint8_t reserved[2];
T_LE REMOTE_BD remote_hd;
T _LE_REMOTE_BD resolved remote_hd;
}T_LE_KEY_ENTRY;
SRR
* is_used - J& 751l
«idx- WARG], GAP I idx Ak ghe 415 BAE FTL MIAfAg A &
+  flags - LE Key Storage Bits, &7~ 4& 15 A AE I o7 2k
« local_bd_type - Mg bid #5 b4 I ) local address type, T_GAP_LOCAL_ADDR_TYPE
«  remote_bd - X £ ik

*  resolved_remote_bd - X %15 7% 1) identity address
26323 LE BEHE

S IVN R SIS T VD ) NI R R O < | B R C7A\ o = A v.S
GAP_MSG_LE_AUTHEN_STATE_CHANGE 4 E.[7] APP ifi %/ authentication IR 25 1454k, «
void app_handle_authen_state_evt(uint8 t conn_id, uint8 t new_state, uint16 t
cause)

APP_PRINT_INFO2("app_handle_authen_state_evt:conn_id %d, cause 0x%x", conn_id, cause);
switch (new_state)
{

case GAP_AUTHEN_STATE_STARTED:

{
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APP_PRINT _INFOO("app_handle_authen_state evt: GAP_ AUTHEN_STATE_STARTED");

}

break;
case GAP_AUTHEN_STATE_COMPLETE:
{
if (cause == GAP_SUCCESYS)
{
APP_PRINT _INFOO("app_handle_authen_state evt: GAP_ AUTHEN_STATE _COMPLETE
pair success");

else

APP_PRINT_INFOO("app_handle_authen_state_evt: GAP_ AUTHEN_STATE_COMPLETE
pair failed");

GAP_MSG_LE_BOND_MODIFY_INFO - Ji] APP il 44 Efs BC AR H .
typedef struct

{
T_LE_BOND_MODIFY_TYPE type;

P_LE_KEY_ENTRY p_entry;
} T_LE_BOND_MODIFY_INFO;

T_APP_RESULT app_gap_callback(uint8 t cb_type, void *p_cb_data)
{
T _APP_RESULT result = APP_RESULT SUCCESS;
T LE_ CB_DATA *p_data = (T_LE_CB_DATA *)p_cb_data;
switch (cb_type)
{
case GAP_MSG_LE_BOND_MODIFY_INFO:
APP_PRINT_INFO1("GAP_MSG_LE_BOND_MODIFY_INFO: type 0x%x",
p_data->p_le_bond_modify_info->type);
break;

G52 A5 AR S SR ) 52 LR s
typedef enum {
LE_BOND_DELETE,
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LE_BOND_ADD,
LE_BOND_CLEAR,
LE_BOND_FULL,
LE_BOND_KEY_MISSING,
} T_LE_BOND_MODIFY_TYPE;

1. LE_BOND DELETE

LE_BOND_DELETE /g8 /5 B O MER, 243 2 LUT 451 I 23 R IR 1% & -

1) M le_bond_delete_by idx()

2) M le_bond_delete_by bd()

3) HERK N R

4) PRGN O, BRI e I PR 15 B R o
2. LE_BOND_ADD

LE_BOND_ADD X/ # 48 E B, ARS8 — U0 X S e 2 e 0 I A3 1% 6
3. LE_BOND_CLEAR

LE_BOND_CLEAR ZK/r g6 i B ks, 72 le_bond_clear_all_keys() f5 < Kiki%iH B -
4. LE_BOND_FULL

LE_BOND_FULL &/ EH 50 Ei, 425 GAP_PARAM_BOND_KEY_MANAGER ¥4 true
I RIE N R BEIF, GAP BEAS AZMIBRIEE 5 R A false B A RIB LI E, GAP KM bR ik
AL IBERR, AT EF 8, )5 KiX LE_BOND_DELETE Ji &.
5. LE_BOND_KEY_MISSING

LE_BOND_KEY_MISSING % 7~ B % W % & W H % ¥ K %% , X4 £
GAP_PARAM_BOND_KEY_MANAGER %A true Bf & IE1ZH B HE, GAP EAL AZMERGEEE
eh false N A KIXIZI R, GAP R MRS & K, AiX LE_BOND_DELETE W ..

2.6.3.2.4 GAP BB BLE g &R EE

1 SErR &R
1) B A A
(1) GAP 2T SE A B g e 5%, Ki% LE_BOND_ADD i 545 APP. i i 4 H
fattse R
2) LTGRO
(1) 4 GAP_PARAM_BOND_KEY_MANAGER 4 true I, GAP 2% 5 LE_BOND_FULL %;
APP,
(2) 4 GAP_PARAM_BOND_KEY_MANAGER Jj false It}, GAP JZ¥ WAL SG 4% A H A% [ e 1%
PESERIMGEE %, ik LE_BOND_DELETE Wit . GAP EAGAEML L= HI A ngh &
%, %1% LE_BOND_ADD 5.4 APP. %Wt & B it se .
2. HYRE v N )

W
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GAP %G8 E B BN B e K
3. Yk v N R
1) 4 GAP_PARAM_BOND_KEY_MANAGER 4 true Itf, GAP JZ¥ 3% LE_BOND_KEY_MISSING
25 APP,
2) 4 GAP_PARAM_BOND_KEY_MANAGER Jj false I, GAP 24 M4 iz IR H A IR %40
¥, &% LE_BOND _DELETE % APP.

2.6.3.2.5 APIs

[* gap_storage le.h */
P_LE_KEY_ENTRY le_find_key_entry(uint8_t *bd_addr, T_GAP_REMOTE_ADDR_TYPE bhd_type);
P_LE KEY_ENTRY le_find_key entry by idx(uint8 t idx);
uint8 tle_get bond_dev_num(void);
P _LE KEY_ENTRY le_get _low_priority _bond(void);
P_LE KEY_ENTRY le_get_high_priority _bond(void);
bool le_set_high_priority_bond(uint8 t *bd _addr, T_GAP_REMOTE_ADDR_TYPE bd_type);
bool le_resolve_random_address(uint8_t *unresolved_addr, uint8_t *resolved_addr,
T _GAP_IDENT_ADDR_TYPE *resolved_addr_type);
bool le_get cccd_data(T_LE_KEY_ENTRY *p_entry, T_LE CCCD *p_data);
/* gap_bond_le.h */
void le_bond_clear_all_keys(void);
T_GAP_CAUSE le_bond_delete_by idx(uint8 t idx);
T_GAP_CAUSE le_bond_delete_by bd(uint8_t *bd_addr, T_GAP_REMOTE_ADDR_TYPE bd_type);
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3 GATT Profile

7F SDK 2 flL 5L T GATT specification ] GATT Profile APls. %1 GATT [¥) Profile f{)SZEL4> b Py
KA. Profile-Server 1 Profile-Client.

Profile-Server /&% GATT i Profile 7E server ufi ) SEBLH A L3210, 8 245 L5 L BLE Profile Server.

Profile-Client J& 3T GATT (1) Profile 7t client 3if [ SCEL K 28 342 11, ¥ 245 .2 WL BLE Profile Client.

GATT Profile Layer .2 7F BT Lib 528, 7F SDK Hiii it Sk e 4k 145 APP il . GATT Profile
SLICPE 4% h component\common\bluetooth\realtek\sdk\board\amebad\inc\bluetooth\profile .

% client

& server

&) gatt.h

) gatt_builtin_services.h
i profile_client.h

& profile server.h

& 3-1 GATT Profile k304

3.1 BLE Profile Server

3.1.1 #bik

Server +2 A LERISCK H client ) command F1 request 3% response. indication £/ notification 43 client
(K14 . GATT Profile 5 XA & GATT server Fll GATT client () BLE ¥ # )48 1. /5 :{. Profile AJ fgtu & —A
%> GATT services, service s&—41 characteristics [4E5, 1M GATT server &/~ [#) 2 H: characteristics.

F 7 a] LLEE A Profile Server 5 Hi ) APIs SZB specific service. Profile server JZ4¢ inp 3-2 B . Profile
£1.55 profile server layer Fll specific service. /i - protocol stack 2 |- [f] profile server layer 24}t specific service
i) protocol stack f4% 1, A% %t specific service T R AN & protocol stack FI4HT, {5 T kAR 15 5 fij
PRIV BT . 3L T profile server layer [1) specific service +2 i1 application layer SZHL, specific service H attribute
value ZH e 42 it APP RIXE#

application layer

GAP layer specific service

profile server laver

protocol stack

K& 3-2 Profile Server 22
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3.1.2 ST ¥FHY Profile #A Service

SCFE Profile 2138 4038 3-1 o

Abbr.
GAP

PXP

ScPP

HTP

HRP

LNP

WSP

GLP

FMP

HOGP

RSCP

CSCP

IPSP

NOTE:

Definition

Generic Access Profile

Proximity Profile

Scan Parameters Profile

Health Thermometer Profile

Heart Rate Profile

Location and Navigation Profile

Weight Scale Profile

Glucose Profile

Fine Me Profile

HID over GATT Profile

Running Speed and Cadence

Profile

Cycling Speed and Cadence

Profile

Internet Protocol Support Profile

M: mandatory

O: optional

% 3-1 XEW Profile 5%

GATT server

Server role shall support GAS(M)

Proximity Reporter role shall support

LLS(M), IAS(O), TPS(O)

Scan Server role shall support ScPS(M)

Thermometer role shall support HTS(M),

DIS(M)

Heart Rate Sensor role shall support

HRS(M), DIS(M)

LN Sensor role shall support LNS(M),

DIS(0), BAS(O)

Weight Scale role shall support WSS(M),

DIS(M), BAS(O)

Glucose Sensor role shall

GLS(M), DIS(M)

support

Find Me Target role shall support IAS(M)

HID Device shall
BAS(M), DIS(O), ScPS(O)

support HIDS(M),

RSC Sensor role shall support RSCS(M),

DIS(M)

CSC Sensor role shall support CSCS(M),

DIS(M)

Node role shall support IPSS(M)

GATT client
client role has no claim

Proximity Monitor role has
no claim

Scan Client role has no
claim

Collector role has no claim

Collector role has no claim

Collector role has no claim

Weight Scale role shall
support WSS(M), DIS(M),
BAS(0)

Collector role has no claim

Find Me Locator role has
no claim

Boot Host has no claim

Collector role has no claim

Collector role has no claim

Router role has no claim
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SCFEIR service R WIER 3-2 TR
x 3-2 XFH service R

Abbr. Definition Files
GATTS Generic Attribute Service gatt_builtin_services.h
GAS Generic Access Service gatt_builtin_services.h
) bas.c, bas.h
BAS Battery Service .
bas_config.h
. . . dis.c, dis.h
DIS Device Information Service . .
dis_config.h
. . hids.c, hids.h
HIDS Human Interface Device Service

hids_kb.c, hids_kb.h

3.1.3 Profile Server % &K

Profile server layer &b3 55 protocol stack layer 142 ., H-4& At 1 H T 1 1T specific service . Profile Server
A H AL server s service. 2HX characteristic value. 5 A characteristic value. characteristic value

notification Fi characteristic value indication.

3.1.3.1 ¥ Service

Protocol stack 44733 profile server layer ZR IR JT A services MR E. 2%, i Bl server_init():
F1#)454% service attribute table [ A %0 H .
void app_le_profile_init(void)

{
server_init(2);
simp_srv_id = simp_ble_service_add_service(app_profile_callback);
bas srv_id =bas_add_service(app_profile_callback);
server_register_app_cb(app_profile_callback);

¥

Profile server layer $21it server_add_service()#2 H JH T profile server layer s il service.
T_SERVER_ID simp_ble_service_add_service(void *p_func)
{
if (false == server_add_service(&simp_service_id,
(uint8_t *)simple_ble_service_tbl,
sizeof(simple_ble_service_tbl),
simp_ble_service_cbs))

APP_PRINT_ERRORO("simp_ble_service_add_service: fail");
simp_service_id = 0xfT;
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return simp_service_id;

}
pfn_simp_ble_service_cb = (P_FUN_SERVER_GENERAL_CB)p_func;
return simp_service_id;

3-3 Fon—A> server HL75 £/ service tables, [1]i% server 7301 service [R5 L .

-
server
service table 1 service table 2 : service table N |
I
{ { I |
attribute element 1 attribute element 1 | attribute el ement 1 |
attribute element 2 attribute element 2 - | attribute element 2 |
e e l... |
. - . - | . -
attribute element N attribute element N I attribute element N :
} } 1} |
_____ (————
. ! /

add service

& 3-3 [ Server %3} Services

Y service s N £ profile server layer Ji7 , GAP #J4h A2 = iEM T AT services, — H 52 lF MHike, GAP
743 %% PROFILE_EVT_SRV_REG_COMPLETE 4 ..
A service AWK 3-4 FiR,

) server
< T T T T T T ~ ~ o, T ~ < T T T T TN
client ( protocol stack ( profile server layer (  specific service

-———server add service

-——service register request

——service register response—»>|
————— gatt_svc_ch- — — — |

B 3-4 ¥4t Service HIHE

7E GAP #Jf kit firhr, T8 id 1) protocol stack 3% service V1 JWHE K LAE 5 service HOVEMRAE, MRIGTHE
T Cs N services. #F server 38 I B BN 5 NULL, — HLig g — MRS B Thitt, profile server
layer 18 i yE W} 10] o pR 54 app_profile_callback() 7] APP i% PROFILE_EVT_SRV_REG_COMPLETE i} &,
T_APP_RESULT app_profile_callback(T_SERVER_ID service_id, void *p_data)
{

Copyright Realtek Semiconductor Corporation.

All Rights Reserved. 56



(M@ REALTEK AmebaD BLE Stack User Manual

T _APP_RESULT app_result = APP_RESULT SUCCESS;
if (service_id == SERVICE_PROFILE_GENERAL _ID)

{
T _SERVER_APP_CB_DATA *p_param = (T_SERVER_APP_CB_DATA *)p_data;
switch (p_param->eventid)
{
case PROFILE_EVT SRV_REG _COMPLETE:// srv register result event.
APP_PRINT_INFO1("PROFILE_EVT SRV_REG COMPLETE: result %d",
p_param->event_data.service _reg_result);
break;
}
3.1.3.2 Service F¥)[E]E R &
3.1.3.2.1 Server @A EFE&R

Server 18 H M1 B8 EOH T 17 APP &S, b f service yEM 58 B FIIE it characteristic value
notification =¥ indication % 3% ¥ s 5 W F 4. @i server_register_app_cb() ¥ 4f L 1% M pR L. AE
profile_server.h 115 S server i H [H] i R 4 .

3.1.3.2.2 Specific Service BB
Jyvi ) /i specific service $e It 1 attribute value, 5 227E specific service H SEIR A1 H &%, 11014 e £ H

T4 EEK H client (1) read/write attribute viaue F15 3§ CCCD HUEH Ui . J ik server_add_service() ¥l 4i1k 1%
[l % . 75 profile_serverh w1 5E S I0T i ek %5 (1) 45 b 44

/* service related callback functions struct */

typedef struct {
P_FUN_GATT READ_ ATTR_CB read_attr cb; /I Read callback function pointer
P_FUN_GATT WRITE_ATTR_CB write_attr_cb; /I Write callback function pointer
P_FUN_GATT _CCCD_UPDATE_CB cccd_update_cb; /I update cccd callback function pointer

}T_FUN_GATT_SERVICE_CBS;

read_attr_ch: it attribute [7]9 844, 4 client &% attribute read request B, 1[0 & ZH 13K I specific
service $2fiL 1 attribute value.

write_attr_cb: 5 attribute [M[UH &%, 4 client &i% attribute write request I, Z[FIHMEHTFEA
specific service #&fit [ attribute value.

cccd_update_ch: T CCCD i |1 %L, H-T18 %0 specific service, service H14HN CCCD #fH
#% client 5 N\,
const T FUN_GATT_SERVICE_CBS simp_ble_service _chs =
{

simp_ble_service_attr_read_cb, // Read callback function pointer
simp_ble_service_attr_write_cb, / Write callback function pointer
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simp_ble_service cccd_update cb // CCCD update callback function pointer

h3
3.1.3.2.3 Write Indication Post Procedure [2]38 && #§

Write indication post procedure [1] 1 p& Z0H T £E AL 2L client (1) write request 2 J&5 04T %% )5 LR FE o 1% 7]
PR BUETE write attribute [F1HBRECD PRI IR . #5T0 )5 SLFE 75 ZE40AT,  write attribute [FI3 R £l (1)
p_write_post_proc 5%t 2 NULL. 7E profile_server.h 152 3 Write indication post procedure 7] 1 p% %5 .

3.1.3.3 Characteristic Value Read

IR T M server 2H) characteristic value . 5 DY AN - fE nf BAF T-132HI characteristic value, £ 4% read
characteristic value. read using characteristic UUID. read long characteristic values 1 read multiple characteristic
values. — M 2 attribute DAZIACE AJ 52 permission. M4 AN[F [ attribute flag, R LLA service Bk APP i

Hy attribute value,
3.1.3.3.1 B Attribute Element 2t Attribute Value

flag &y ATTRIB_FLAG_VALUE_INCL [f] attribute £ A iZ R RE .

{
ATTRIB_FLAG_VALUE_INCL, I* flags */
{ /* type_value */
LO_WORD(0x2A04),
HI_WORD(0x2A04),
100,
200,
0,
LO_WORD(2000),
HI_WORD(2000)
j2
Sy /* bValuelLen */
NULL,
GATT_PERM_READ [* permissions */
by

ZI A & 2 2 [ I AE B AN 3-5 7, protocol stack layer #4 M attribute element H1is2HY attribute value,
I BHEAE read response H11i 3 i% attribute value.
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server
[ client ] E’ “protocol stack ) ( profile server layer ) ( specific service_ J

read request /
read by type request /
read blob request /
read multiple request

read response /
read by type response /
read blob response /
read multiple response

& 3-5 3 Characteristic Value - H Attribute Element 2t Attribute Value
3.1.3.3.2 1 APP 24t Attribute Value B4 R KkiEi#e

flag &y ATTRIB_FLAG_VALUE_APPL f{] attribute 239 K iZ i fe .

ATTRIB_FLAG_VALUE_APPL,

{
LO_WORD(GATT_UUID_CHAR_SIMPLE_V1_READ),
HI_WORD(GATT_UUID_CHAR_SIMPLE_V1_READ)

}l

O!

NULL,

GATT_PERM_READ

ZREER R EZ AT WA 3-6 iR, AR %13 read request I, protocol stack ¥4k i% read
indication #5 profile server layer, profile server layer ¥ H read attribute [F] 1 p& 253K specific service H1[1)

attribute value. #XJ5, profile server layer 1 read confirmation %4k 1414 45 protocol stack.

server
client E protocol stack (‘profile server layer ( specificservice\D

read request /
read by type request /
read blob request /
read multiple request

read indication———»>
e——read attribute callback—»|
read response /
read by type response /
read blob response /
read multiple response

e———read confirmation

B 3-6 it Characteristic Value - [ APP &4t Attribute Value H 4R R &2
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ANBIARAS AN R TR, app_profile_callback() iR [l 25 L2 4 APP_RESULT_SUCCESS.
T_APP_RESULT app_profile_callback(T_SERVER_ID service_id, void *p_data)

{
T_APP_RESULT app_result = APP_RESULT_SUCCESS;
else if (service_id == simp_srv_id)
{
TSIMP_CALLBACK _DATA *p_simp_cbh_data = (TSIMP_CALLBACK_DATA *)p_data;
switch (p_simp_cb_data->msg_type)
{
case SERVICE_CALLBACK_ TYPE_READ_CHAR_VALUE:
{
if (p_simp_ch_data->msg_data.read_value_index == SIMP_READ_V1)
{
uint8_t value[2] = {Ox01, 0x02};
APP_PRINT_INFOO("SIMP_READ_V1");
simp_ble_service_set parameter(
SIMPLE_BLE_SERVICE_PARAM_V1 READ_CHAR_VAL, 2, &value);
}
}
break;
}
return app_result;
}

3.1.3.3.3 H APP 124 Attribute Value B R ¥E#

flag &y ATTRIB_FLAG_VALUE_APPL [{] attribute <3 K iZ i F
T APP $24L11) attribute value ANHESZRIHLELHL, specific service 75511 )1] server_attr_read_confirm()
&3 attribute value. IR % = 2 A H AN 3-7 Fios.
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server
client | |, "o IT o ~ —_——————— ~ _———————
{ (
S L EECETE T - AT

read request /
read by type request /
read blob request /
read multiple request

read indication———»

read attribute callback—»
read response /

read by type response /
read blob response /
read multiple response

A

read confirmation

% 3-7 i Characteristic Value - H APP &t Attribute Value H 45328

NI A N TR, app_profile_callback() iR [l 45 420 4 APP_RESULT_PENDING.
T_APP_RESULT app_profile_callback(T_SERVER_ID service_id, void *p_data)

{
T_APP_RESULT app_result = APP_RESULT_PENDING;

else if (service_id == simp_srv_id)

{
TSIMP_CALLBACK_DATA *p_simp_cb_data = (TSIMP_CALLBACK_DATA *)p_data;
switch (p_simp_cb_data->msg_type)
{
case SERVICE_CALLBACK _TYPE_READ_CHAR_VALUE:
{
if (p_simp_ch_data->msg_data.read_value_index == SIMP_READ_V1)
{
uint8_t value[2] = {0x01, 0x02};
APP_PRINT_INFOO("SIMP_READ_V1");
simp_ble_service_set_parameter(
SIMPLE_BLE_SERVICE_PARAM_ V1 READ_CHAR_VAL, 2, &value);
}
}
break;
}
return app_result;
}

3.1.3.4 Characteristic Value Write

ZIFE R T H) server 5 N\ characteristic value. A PUANF i nl LUH TS5 AN characteristic value, fLF5

write without response. signed write without response . write characteristic value 1 write long characteristic values.
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3.1.3.4.1 Write Characteristic Value

1. H Attribute Element &4t Attribute Value

flag y ATTRIB_FLAG_VOID [{] attribute < M i F2
uint8_t cha_val_v8_011[1] = {0x08};
const T_ATTRIB_APPL gatt_dfindme_profile[] = {

/* handle = 0x000e Characteristic value -- Value V8 */

{
ATTRIB_FLAG_VOID, I* flags */

{ I* type_value */
LO_WORD(0xB008),
HI_WORD(0xB008),

}l

1, /* bValuelLen */

(void *)cha_val_v8 011,

GATT_PERM_READ | GATT_PERM_WRITE [* permissions */

ZIMAE RS2 Z A B K 3-8 fTan, write request A T-ii K server 5 attribute value, H7E5#1F
S JG H R % write response.

_ server
client (" protocol stack (“profile server layer (" specific service

write request———»

————write response

& 3-8 Write Characteristic Value - H Attribute Element $#2{t Attribute Value

2. H APP #4t Attribute Value H 45 R AR

flag ) ATTRIB_FLAG_VALUE_APPL [f] attribute 43 S iZ R RE

ZMAE TS ZZ M B 3-9 Fn, AR &I E] write request, protocol stack 14 i% write
request indication 25 profile server layer, profile server layer ¥4 F] write attribute callback 5 A specific service
HH1¥) attribute value. Profile server layer 418 i write request confirmation iz [F] 5 A 45 5,

F7 7 profile server layer i% [A] write confirmation 2 J5 server 5 ZE3hAT i SLiAE, [0 b8 BUiR £
write_ind_post_proc()/A~ 4 NULL i, ¥ i8 F % 003 p5 54
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server
(o ) (e G Cashei))

write request——»

——write request indication—>
~&—write attribute callback—»>|
~t—write request confirmation——
<————write response———— — — — write_ind_post_proc- —

B 3-9 Write Characteristic Value - B APP 24t Attribute Value H.45RRE:HAD

i1 server_add_service()73 M) srv_cbs [Fli R i@ %11 APP,  write_type & WRITE_REQUEST. /<4t
40~ iz, app_profile_callback() ik 1] 45 5L 42524 APP_RESULT_SUCCESS.
T_APP_RESULT app_profile_callback(T_SERVER_ID service_id, void *p_data)

{
T _APP_RESULT app_result = APP_RESULT_SUCCESS;
else if (service_id == simp_srv_id)
{
TSIMP_CALLBACK_DATA *p_simp_cb_data = (TSIMP_CALLBACK_DATA *)p_data;
switch (p_simp_cb_data->msg_type)
{
case SERVICE_CALLBACK TYPE_WRITE_CHAR_VALUE:
{
switch (p_simp_cb_data->msg_data.write.opcode)
{
case SIMP_WRITE_V2:
{
APP_PRINT_INFO2("SIMP_WRITE_V2: write type %d, len %d",
p_simp_cb_data->msg_data.write.write_type,
p_simp_ch_data->msg_data.write.len);
}
return app_result;
¥
3. H APP 4t Attribute Value H %5 R

flag y ATTRIB_FLAG_VALUE_APPL [{] attribute <9 M 1% F2
475 attribute value Wi FE ANBESTEN 455K, specific service $443 1 H] server_attr_write_confirm(). e
KR Z [BAE H AN 3-10 Fizs. Write indication post procedure 2 aJ G i fe .
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_ server
client (" protocol stack ) ("profile server layer ) (" specific service )

write request——»

write request indication—,

write attribute callback—
——  write request confirmation

-————write response -
— — — write_ind_post_proc- —

B 3-10 Write Characteristic Value - F APP ##4lt Attribute Value H 4 R EH#E

i1 server_add_service()73 M) srv_cbs [Fli R i@ %11 APP,  write_type & WRITE_REQUEST. /<4t
40~ 7w, app_profile_callback() ik [ 45 A 42524 APP_RESULT_ PENDING.
T_APP_RESULT app_profile_callback(T_SERVER_ID service_id, void *p_data)

{
T_APP_RESULT app_result = APP_RESULT PENDING;
else if (service_id == simp_srv_id)
{
TSIMP_CALLBACK_DATA *p_simp_cb_data = (TSIMP_CALLBACK_DATA *)p_data;
switch (p_simp_cb_data->msg_type)
{
case SERVICE_CALLBACK TYPE_WRITE_CHAR_VALUE:
{
switch (p_simp_cb_data->msg_data.write.opcode)
{
case SIMP_WRITE_V2:
{

APP_PRINT_INFO2("SIMP_WRITE_V2: write type %d, len %d",
p_simp_cb_data->msg_data.write.write_type,
p_simp_cb_data->msg_data.write.len);

}
return app_result;
¥
4. B CCCD{&

FrAH B %1 F) client [¥) write request LAS CCCD, protocol stack ¥ 557 CCCD f{i5 &, profile server layer
i 558 CCCD [1]if R % ) APP 41 CCCD 15 B CHEHr . I % = Z M A2 B an &l 3-11 s
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_ server
client (" protocol stack (“profile server layer (" specific service

write request——»
——update CCCD information—

-————write response update CCCD callback—»

B 3-11 Write Characteristic Value - 5 CCCD {&

void simp_ble_service_cccd_update_cb(uint8 t conn_id, T_SERVER _ID service_id, uint16_t index,

uintl6_t ccchits)

TSIMP_CALLBACK DATA callback_data;

bool is_handled = false;

callback data.conn_id = conn_id;

callback_data.msg_type = SERVICE_CALLBACK_TYPE_INDIFICATION_NOTIFICATION;
APP_PRINT_INFO2("simp_ble service _cccd_update cb: index = %d, cccbits 0x%x", index, ccchits);
switch (index)

{
case SIMPLE_BLE_SERVICE_CHAR_NOTIFY_CCCD_INDEX:
{
if (ccchits & GATT_CLIENT_CHAR_CONFIG_NOTIFY)
{
/[ Enable Notification
callback_data.msg_data.notification_indification_index = SIMP_NOTIFY_INDICATE_V3 ENABLE;
}
else
{
// Disable Notification
callback_data.msg_data.notification_indification_index = SIMP_NOTIFY_INDICATE_V3 DISABLE;
}
is_handled = true;
}
break;

case SIMPLE_BLE_SERVICE_CHAR_INDICATE_CCCD_INDEX:

{

if (ccchits & GATT_CLIENT_CHAR_CONFIG_INDICATE)
{

/I Enable Indication
callback_data.msg_data.notification_indification_index = SIMP_NOTIFY_INDICATE_V4_ENABLE;

}
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}

else

{

// Disable Indication
callback_data.msg_data.notification_indification_index = SIMP_NOTIFY_INDICATE_V4 DISABLE;

}

is_handled = true;

break;
default:

}

break;

/* Notify Application. */
if (pfn_simp_ble_service_cb && (is_handled == true))

{

H1

pfn_simp_ble_service_ch(service_id, (void *)&callback data);

server_add_service() ¥ M M srv.cbs [l W B % @ 41 APP msg_type K4

SERVICE_CALLBACK_TYPE_INDIFICATION_NOTIFICATION.
T_APP_RESULT app_profile_callback(T_SERVER_ID service_id, void *p_data)

{

T _APP_RESULT app_result = APP_RESULT SUCCESS;

else

{

if (service_id == simp_srv_id)

TSIMP_CALLBACK_DATA *p_simp_cbh_data = (TSIMP_CALLBACK_DATA *)p_data;
switch (p_simp_cb_data->msg_type)
{
switch (p_simp_cb_data->msg_type)
{
case SERVICE_CALLBACK_TYPE_INDIFICATION_NOTIFICATION:
{
switch (p_simp_ch_data->msg_data.notification_indification_index)
{
case SIMP_NOTIFY_INDICATE_V3_ENABLE:
{
APP_PRINT_INFOO("SIMP_NOTIFY_INDICATE_V3_ENABLE");
}
break;
case SIMP_NOTIFY_INDICATE_V3_DISABLE:

{
APP_PRINT_INFOO("SIMP_NOTIFY_INDICATE_V3_DISABLE");
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break;
case SIMP_NOTIFY_INDICATE_V4 ENABLE:
{
APP_PRINT_INFOO("SIMP_NOTIFY_INDICATE_V4 ENABLE");
}
break;
case SIMP_NOTIFY_INDICATE_V4 DISABLE:
{
APP_PRINT_INFOO("SIMP_NOTIFY_INDICATE_V4 DISABLE");
}
break;
default:
break;
}
}
break;
}

return app_result;

}
3.1.3.4.2 Write without Response

Write without Response #1 write characteristic value L2 X JII7E T server A2 K% S NG54 client.
1. B APP $#24t Attribute Value

flag y ATTRIB_FLAG_VALUE_APPL [{] attribute <9 M 1% F2

ZIRAE 22 A B K 3-12 fios. A% & W3 write command, FH server_add_service()iE:
JUE R TE] 3 6% % write_attr_cb() ¥ 23 p iR

i server_add_service() ¥ MF ) srv.cbs [0l i R % ¥ 4 i@ A APP write_type 4
WRITE_WITHOUT_RESPONSE.

. server
client (" protocol stack ("profile server layer ) (" “specific service

write command——»

——write command information—

write attribute callback—®

— — — write_ind_post_proc- — |

Bl 3-12 Write without Response - [ APP 324t Attribute Value
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1. Prepare Write
#7 characteristic value [ 8K T write request > #F11 characteristic value 15 K KFE(ATT_MTU - 3),
client #4181 Fi prepare write request. 7 £E4% 5 AN IE K SEA74f £ profile server layer, #AJ5 profile server layer

4B prepare write requeset indication, J£iR[0| prepare write confirmation. %R 5% 2 2 18] A L 40 P
3-13 ivr.

server
client (T Arataenl ofack N { Arnfile corvar laver N\ {'___-_-__-__\
(__ protocol stack _ (profile server layer ) (_specific service )

prepare write request—

—prepare write request indications!

l-¢—prepare write confirmation—
——prepare write response

B 3-13 Write Long Characteristic Value - Prepare Write {2
2. SEHRESR A Execute Write
fE R I% prepare write request < Jii, execute write quest T 585 N attribute value [RFE.
server_add_service()v1: /i) srv_cbs [F]1H p& 58 %1 APP, write_type 4 WRITE_LONG. Write indication post
procedure AR IEGIFE . ZMAETT &2 Z A B K 3-14 7R

server
client e e N e ~ SR ————
DS POIEEE NS, [ Cr U

execute write request—p»,

execute write indication—m|

-——write attribute callback—»
l-4—execute write confirmation—
-e——execute write response

— — — write_ind_post_proc- — |

% 3-14 Write Long Characteristic Values- %53 K& ) Execute Write

3. Z5HRER K Execute Write

rENEEEARE LRI 52/, specific service Kf i server_exec_write_confirm(). Write indication post
procedure A A LR . LR &2 Z M HAZ BN 3-15 Fros.

server
client e el N e T ~ SR ——
embigipodl dackeer) igllecepverlavery) miccificselvicer)

execute write request—p»,

execute write indication—m|

write attribute callback—»{
execute write confirmation

A

-a——execute write response

— — — write_ind_post_proc- — |
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B 3-15 Write Long Characteristic Values- %532 K Execute Write

3.1.3.5 Characteristic Value Notification

Server FiZ i Bl 41 client —~ characteristic value . Server 351 F server_send_data() &KX %#E, 75K
ERFETEZ G, & intk server il FH I s A8 %0 APP. ZIRAE T &2 2 M A Bl 3-16 s .

_ server
e ~ e T o T ~ RN
client \ protocol stack ) \ profile server layer \ specific service )

-t———server send data:

~<————update request
-t—nhandle value notification——|

update response———>|
————— gatt_svc_ch- — — — |

& 3-16 Characteristic Value Notification

bool simp_ble_service_send_v3 notify(uint8 t conn_id, T_SERVER_ID service_id, void *p_value,
uint16_t length)

{
APP_PRINT_INFOO("simp_ble_service_send_v3_notify");
/I send natification to client
return server_send_data(conn_id, service_id, SIMPLE_BLE_SERVICE_CHAR_V3 NOTIFY_INDEX, p_value,
length, GATT_PDU_TYPE_ANY);
}

3.1.3.6 Characteristic Value Indication

Server Hi% i Fe 4y client #5754 characteristic value. — ELIit £ indication, client 245 /H confirmation
MmN . £F server Y% handle value confirmation 2 J&, <xiliid server i JH 24 s& 0@ %0 APP. i Fi i &% 2
Z R H AN 3-17 s
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client

-t——handle value indication

——handle value confirmation—»|

server

specific service

~ ~ ~ " ~ ~
\ protocol stack \ profile server layer \

)

-<¢——server send data
~<———update request

update status indication—>|

Kl 3-17 Characteristic Value Indication

bool simp_ble_service_send_v4 indicate(uint8 t conn_id, T_SERVER_ID service_id, void *p_value,

uintl6_t length)

APP_PRINT_INFOO("simp_ble_service_send_v4 indicate");

/I send indication to client

————— gatt_svc_ch- — — — |

return server_send_data(conn_id, service_id, SIMPLE _BLE_SERVICE_CHAR V4 INDICATE_INDEX,

p_value, length, GATT_PDU_TYPE_ANY);

7EY8 E)] handle value confirmation Ji5, ¥4 1 H app_profile_callback().
T_APP_RESULT app_profile_callback(T_SERVER_ID service_id, void *p_data)

{

T_APP_RESULT app_result = APP_RESULT_SUCCESS;
if (service_id == SERVICE_PROFILE_GENERAL_ID)

{

T_SERVER_APP_CB_DATA *p_param = (T_SERVER_APP_CB_DATA *)p_data;
switch (p_param->eventld)

{

case PROFILE EVT SEND_DATA COMPLETE:
APP_PRINT_INFO5("PROFILE_EVT _SEND_DATA_COMPLETE: conn_id %d, cause 0x%kX,
service_id %d, attrib_idx 0x%x, credits %d",

p_param->event_data.send_data_result.conn_id,
p_param->event_data.send_data_result.cause,
p_param->event_data.send_data_result.service_id,
p_param->event data.send_data_result.attrib_idx,
p_param->event_data.send_data_result.credits);

if (p_param->event_data.send_data_result.cause == GAP_SUCCESS)

{

APP_PRINT_INFOO("PROFILE_EVT _SEND_DATA_COMPLETE success");

else
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APP_PRINT_ERRORO("PROFILE_EVT SEND_DATA_COMPLETE failed");
}

break;
default:
break;

}
3.1.4 Specific Service BJZLI

FSEPL—/NFB, A Profile f7 24L& —ANEZ A services, 1M service i characteristics 41j%, &4
characteristic fU35 3% [ characteristic value 1] L) characteristic descriptor. [T, service. characteristic
LM% characteristic 41 B2y (%140, i1 descriptors) f17 Profile ¥t#is, J474#% T server [ attributes .

PLR M FT K specific service [0 5 :

1. 3 X Service A1 Profile Spec
& X Service Attribute Table
5E X Service 5 APP 2 [a]ff) 4% 1]

5E X xxx_add_service(), xxx_set_parameter(), xxx_notify(), xxx_indicate() %5 API

ag M w DN

] T_FUN_GATT_SERVICE_CBS =Z3iLIn1JH £ % xxx_ble_service cbs
A5 AL simple BLE service &y 7, i 5% 4 24 Qi ] 52 B specific service . H A& 4 15 & W

simple_ble_service.c #1 simple_ble_service.h /1 [{JEACHS o
3.1.4.1 X Service ¥ Profile Spec

S350 specific service, 32 X Service Fll Profile Spec.
3.1.4.2 FEX Service Attribute Table

i attribute elements 41 11 service S&i@ ik service table 52 X[#1, —~> service table 7] LLH1 £/ services
2H o

3.1.4.2.1 Attribute Element

Attribute Element S service [F3EAHIT, Hghifyfke LAE gatt.h .

typedef struct {
uintle_t  flags; [**< Attribute flags @ref GATT_ATTRIBUTE_FLAG */
uint8_t type_value[2 + 14]; /**< 16 bit UUID + included value or 128 bit UUID */
uintl6 t value_len; [**< Length of value */
void *p_value_context;  /**< Pointer to value if @ref ATTRIB_FLAG_VALUE_INCL
and @ref ATTRIB_FLAG VALUE_APPL not set */
uint32_t permissions; [**< Attribute permission @ref GATT_ATTRIBUTE_PERMISSIONS */
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}T_ATTRIB_APPL;
1. Flags

Flags 1) &G A IR WK 3-3,

Option Values

ATTRIB_FLAG_LE

ATTRIB_FLAG_VOID

ATTRIB_FLAG_VALUE_INCL
ATTRIB_FLAG_VALUE_APPL
ATTRIB_FLAG_UUID_128BIT
ATTRIB_FLAG_ASCII_Z
ATTRIB_FLAG_CCCD_APPL

ATTRIB_FLAG_CCCD_NO _FILTER

i

& 3-3 Flags B RIHIR

Description

Used only for primary service declaration attributes if GATT over BLE is
supported

Attribute value is neither supplied by application nor included following
16bit UUID. Attribute value is pointed by p_value_context and value_len
shall be set to the length of attribute value.

Attribute value is included following 16 bit UUID
Application has to supply attribute value

Attribute uses 128 bit UUID

Attribute value is ASCII_Z string

Application will be informed if CCCD value is changed

Application will be informed about CCCD value when CCCD is written by
client, no matter it is changed or not

ATTRIB_FLAG_LE 1% H T type A primary service declaration [1] attribute, #7x primary service fiF

W LE 8RR .

ATTRIB_FLAG_VOID. ATTRIB_FLAG_VALUE_INCL fI ATTRIB_FLAG_VALUE APPL —#

2 —IMZIAE attribute element H i F .

ATTRIB_FLAG_VALUE_INCL #%7x attribute value # & T type_value 1457 14 7715 (type_value [P R

2 AT TORAF UUID), H. value_len J2 A5 Ja 14 45 X540 H o tHT type_value 24t attribute
value, p_value_context F&5%F 4 NULL.

ATTRIB_FLAG_VALUE_APPL %7~ APP $214it attribute value. R BEBMUkRH K %% attribute value
HEAE, PN 5 APP HEATAC T DA SE AR VAR BE i FE . 1T attribute value f& H1 APP $2££[1], type_value
I PRAF UUID, value_len 5 0, H p_value_context 5%l 4 NULL.

ATTRIB_FLAG_VOID #7x attribute value BEANJBUE T type_value (155 14 N1, A H APP 42
fit, LR, type_value {UfR4F UUID, p_value_context Fir%l#517) attribute value, value_len Z 7 attribute value
KR

# 3-4 £ flags value 55 read attribute i #2148 FH 1 actual value 2 [8] ) 1 .

2 3-4 Flags Value [{)3E R

APPL APPL|ASCII_Z INCL INCLIASCII_Z VOID VOIDI|ASCII_Z

If set value_len Any(NULL) Any(NULL) Strlen(value) Strlen(value) Strlen(value) Strlen(value)
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type_value+2 Any(NULL) Any(NULL) value value Any(NULL) Any(NULL)
p_value_context ~ Any(NULL) Any(NULL) Any(NULL) Any(NULL) value value
Actual Reply by Reply by
Actual length Strlen(value) Strlen(value)+1 Strlen(value) Strlen(value)+1
get by application application
read
. Reply by Reply by
attribute Actual value value Value + 0’ Value Value + \0?
application application

process

APPL: ATTRIB_FLAG_VALUE_APPL
VOID: ATTRIB_FLAG_VOID

INCL: ATTRIB_FLAG_VALUE_INCL
ASCII_Z: ATTRIB_FLAG_ASCII_Z

2. Permissions
Attribute [¥) Permissions 45 & read n{ write Vj ] 75 £ 1¥) 224, [FIA£A4E notification BY indication.
Permissions [I{H 3 7~1% attribute [) permission. Attribute permissions f& access permissions. encryption

permissions. authentication permissions 1 authorization permissions 214, Al HEWFE 3-5 Pir.
# 3-5 Permissions H A F{E

Types Permissions
GATT_PERM_READ
GATT PERM_READ AUTHEN REQ
GATT PERM_READ_AUTHEN_MITM_REQ
GATT_PERM_READ_AUTHOR_REQ
GATT_PERM_READ_ENCRYPTED REQ
GATT PERM_READ AUTHEN_SC_REQ

Read Permissions

GATT PERM_WRITE
GATT_PERM_WRITE_AUTHEN_REQ
GATT_PERM_WRITE_AUTHEN_MITM_REQ
GATT_PERM_WRITE_AUTHOR_REQ
GATT_PERM_WRITE_ENCRYPTED_REQ

GATT PERM_WRITE_AUTHEN_SC_REQ
GATT_PERM_NOTIF_IND
GATT_PERM_NOTIF_IND_AUTHEN_REQ
GATT_PERM_NOTIF_IND_AUTHEN_MITM_REQ
GATT PERM_NOTIF_IND_AUTHOR_REQ

Write Permissions

Notify/Indicate Permissions

GATT_PERM_NOTIF_IND_ENCRYPTED_REQ
GATT_PERM_NOTIF_IND_AUTHEN_SC_REQ
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3.1.4.2.2 Service Table

Service 7 —4 attributes, HAEFRZ K service table. — 7)™ service table 7 & F25 A1 1] attributes, 1

i1 service declaration. characteristic declaration. characteristic value Fl1 characteristic descriptor declaration.

Service table {751t % 3-6 A7, 7E ble_peripheral 7549 T F2 ) simple_ble_service.c #1528 .

Flags Attribute Type
INCL | LE <<primary service declaration>>
INCL <<characteristic declaration>>
APPL <<characteristic value>>
<<Characteristic User
VOID |ASCII_Z L
Description>>
INCL <<characteristic declaration>>
APPL <<characteristic value>>
INCL <<characteristic declaration>>
APPL <<characteristic value>>
<<client characteristic
CCCD_APPL i . .
- configuration descriptor>>
INCL <<characteristic declaration>>
APPL <<characteristic value>>
<<client characteristic
CCCD_APPL ) i )
- configuration descriptor>>
T

# 3-6 Service Table 7~

Attribute Value

<<simple profile UUID — 0xA00A>>
Property(read)

UUID(0xB001),Value not defined here

UUID(0x2901)
Value defined in p_value_context

Property(write | write without response)

UUID(0xB002),
Value not defined here

Property(notify)

UUID(0xB003),
Value not defined here

Default CCCD value

Property(indicate)

UUID(0xB004),
Value not defined here

Default CCCD value

SIS IZHCh VUID IME, HoE R 20 ia bl el - 3 e e
LE 4 ATTRIB_FLAG_LE %5 .
INCL } ATTRIB_FLAG_VALUE_INCL fI14i5 .
APPL i ATTRIB_FLAG_VALUE_APPL )45 .

Service table [F7xBIARRS U1 R BT 7R :

const T_ATTRIB_APPL simple_ble_service tbl[] =

{

[* <<Primary Service>>, .. */

{

(ATTRIB_FLAG_VALUE_INCL | ATTRIB_FLAG_LE),

{

/* flags */
I* type_value */

Permission
read
read

read
read
read
write
read

none

read | write

read

none

read | write
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2

LO_WORD(GATT_UUID_PRIMARY_SERVICE),
HI_WORD(GATT_UUID_PRIMARY_SERVICE),
LO_WORD(GATT_UUID_SIMPLE_PROFILE), /* service UUID */
HI_WORD(GATT_UUID_SIMPLE_PROFILE)

}l

UUID_16BIT_SIZE, /* bValuelLen */
NULL, /* p_value_context */
GATT_PERM_READ [* permissions  */

/* <<Characteristic>> demo for read */

{

2

ATTRIB_FLAG VALUE_INCL, I* flags */

{ /* type_value */
LO_WORD(GATT_UUID_CHARACTERISTIC),
HI_WORD(GATT_UUID_CHARACTERISTIC),

GATT_CHAR_PROP_READ /* characteristic properties */
[* characteristic UUID not needed here, is UUID of next attrib. */

j¢
1, /* bValuelLen */
NULL,
GATT_PERM_READ [* permissions */
ATTRIB_FLAG VALUE_APPL, [* flags */
{ [* type_value */
LO_WORD(GATT_UUID_CHAR_SIMPLE_V1 READ),
HI_. WORD(GATT_UUID_CHAR_SIMPLE_V1 READ)
2
0, /* bValueLen */
NULL,
GATT_PERM_READ [* permissions */

ATTRIB_FLAG_VOID | ATTRIB_FLAG_ASCII_Z, /* flags */

{ /* type_value */
LO_WORD(GATT_UUID_CHAR_USER_DESCR),
HI_WORD(GATT_UUID_CHAR_USER_DESCR),

2

(sizeof(vl_user_descr) - 1), [* bValueLen */

(void *)v1_user_descr,

GATT_PERM_READ /* permissions */

[* <<Characteristic>> demo for write */

{
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ATTRIB_FLAG_VALUE_INCL, [* flags */

{ [* type_value */
LO_WORD(GATT_UUID_CHARACTERISTIC),
HI_WORD(GATT_UUID_CHARACTERISTIC),
(GATT_CHAR_PROP_WRITE | GATT_CHAR_PROP_WRITE_NO_RSP) /* characteristic properties

*/
[* characteristic UUID not needed here, is UUID of next attrib. */

2

1, /* bValuelLen */

NULL,

GATT_PERM_READ /* permissions */

j2
{

ATTRIB_FLAG_VALUE_APPL, [* flags */

{ /* type_value */
LO_WORD(GATT_UUID_CHAR_SIMPLE_V2_WRITE),
HI_WORD(GATT_UUID_CHAR_SIMPLE_V2_WRITE)

j¢

0, /* bValuelLen */

NULL,

GATT_PERM_WRITE [* permissions */

2
[* <<Characteristic>>, demo for notify */
{
ATTRIB_FLAG VALUE_INCL, I* flags */
{ [* type_value */
LO_ WORD(GATT_UUID_CHARACTERISTIC),
HI_ WORD(GATT_UUID_CHARACTERISTIC),
(GATT_CHAR_PROP_NOTIFY) [* characteristic properties */
[* characteristic UUID not needed here, is UUID of next attrib. */

j2

1, /* bValueLen */

NULL,

GATT_PERM_READ [* permissions */

¢
{

ATTRIB_FLAG_VALUE_APPL, [* flags */

{ [* type_value */

LO WORD(GATT _UUID_CHAR_SIMPLE_V3 NOTIFY),
HI_WORD(GATT_UUID_CHAR_SIMPLE_V3_NOTIFY)

2

0, /* bValuelLen */

NULL,

GATT_PERM_NONE [* permissions */
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2

[* client characteristic configuration */

{

I8

ATTRIB_FLAG_VALUE_INCL | ATTRIB_FLAG_CCCD_APPL, [* flags */
{ [* type_value */
LO_WORD(GATT_UUID_CHAR_CLIENT_CONFIG),
HI_WORD(GATT_UUID_CHAR_CLIENT_CONFIG),
/* NOTE: this value has an instantiation for each client, a write to */
[* this attribute does not modify this default value: */
LO_WORD(GATT_CLIENT_CHAR_CONFIG_DEFAULT), /* client char. config. bit field */
HI_WORD(GATT_CLIENT_CHAR_CONFIG_DEFAULT)

}l

2, /* bValueLen */

NULL,

(GATT_PERM_READ | GATT_PERM_WRITE) /* permissions */

/* <<Characteristic>> demo for indicate */

{

2

ATTRIB_FLAG VALUE_INCL, I* flags */

{ [* type_value */
LO_WORD(GATT_UUID_CHARACTERISTIC),
HI_ WORD(GATT _UUID_CHARACTERISTIC),
(GATT_CHAR_PROP_INDICATE) [* characteristic properties */
/* characteristic UUID not needed here, is UUID of next attrib. */

j2

1, /* bValuelLen */

NULL,

GATT_PERM_READ [* permissions */

ATTRIB_FLAG_VALUE_APPL, [* flags */

{ [* type_value */
LO_WORD(GATT _UUID_CHAR_SIMPLE_V4_INDICATE),
HI_WORD(GATT_UUID_CHAR_SIMPLE_V4_INDICATE)

}

0, /* bValuelLen */

NULL,

GATT_PERM_NONE [* permissions */

[* client characteristic configuration */

{

ATTRIB_FLAG VALUE INCL | ATTRIB_FLAG CCCD_APPL, [* flags */
{ [* type_value */
LO_ WORD(GATT UUID_CHAR_CLIENT _CONFIG),
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HI_ WORD(GATT_UUID_CHAR_CLIENT_CONFIG),
/* NOTE: this value has an instantiation for each client, a write to */

/* this attribute does not modify this default value: */
LO_WORD(GATT_CLIENT_CHAR_CONFIG_DEFAULT), /* client char. config. bit field */
HI_ WORD(GATT_CLIENT_CHAR_CONFIG_DEFAULT)

}l

2, /* bValuelLen */

NULL,

(GATT_PERM_READ | GATT_PERM_WRITE) /* permissions */

+
3.1.4.3 EX Service 5 APP Z|alR93EO

™ service [ attribute value #E2HX B S NI, Kk APP yE M1 s 40 %n APP. LA simple BLE
service A fil, & XA TSIMP_CALLBACK _DATA [ #iHfs 4546 LU AR AF 75 B30 S0 1) 45 5
typedef struct {
uint8 t conn_id;
T_SERVICE_CALLBACK_TYPE msg_type;
TSIMP_UPSTREAM_MSG_DATA msg_data;
} TSIMP_CALLBACK_DATA,;
msg_type R niRAERAE EARAE . B ERAEEE BT CCCD #:4%.
typedef enum {
SERVICE_CALLBACK TYPE_INDIFICATION_NOTIFICATION =1,
SERVICE_CALLBACK TYPE_READ CHAR_VALUE =2,
SERVICE_CALLBACK _TYPE_WRITE_CHAR_VALUE = 3,
} T_SERVICE_CALLBACK_ TYPE;

msg_data fRArFEEERAE . HERAE BB CCCD #RAE 1A -

3.1.4.4 EX xxx_add_service(), xxx_set_parameter(), xxx_notify(), xxx_indicate()

2 AP

xxx_add_service() -1 profile server layer %3 Jill service table, VEMH4E %t attribute H3LHEAE . B #AEDR
BB CCCD A1 19 [mT i R 4o

xxx_set_parameter() i T-f}t APP ¥ & service <%k .

xxx_notify() FT- &% notification %4 .

xxx_indicate() H T- /3% indication %4 .
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3.1.45  T_FUN_GATT_SERVICE_CBS ¥ [ali8 & xxx_ble_service_cbs

xxx_ble_service_cbs FFALFE client F et /E . SHE4FE B B CCCD #f .
const T_FUN_GATT_SERVICE_CBS simp_ble_service chs ={
simp_ble_service_attr_read_cb, // Read callback function pointer
simp_ble_service_attr_write_cb, // Write callback function pointer
simp_ble_service_cccd_update_cb // CCCD update callback function pointer

1E xxx_ble_service_add_service() il /] server_add_service() LAV W% P11 pR 45
T_SERVER_ID simp_ble_service_add_service(void *p_func)
{

if (false == server_add_service(&simp_service_id,
(uint8_t *)simple_ble_service_tbl,
sizeof(simple_ble_service_tbl),
simp_ble_service_cbs))

APP_PRINT_ERRORO("simp_ble_service_add_service: fail");
simp_service_id = 0xff;
return simp_service_id;

}
pfn_simp_ble_service_cb = (P_FUN_SERVER_GENERAL_CB)p_func;
return simp_service_id;

}
3.2 BLE Profile Client

3.2.1 #Ei&

Profile [ client £ 125 JT & $4} discover services . 22 I5CF1 40 2 indication F1 notification 45 GATT Server
Ri% read/write request I fE .

< 3-18 i 755 Profile client JZ 2 . Profile f45 profile client layer F1 specific profile client./; - protocol stack
2 L1y profile client layer 241t specific client 5 [1] protocol stack P82 11, PAIIGER X specific client [T K& A
¥5 J protocol stack [F14 17, AT kAR 1 R BRI T . ST profile client layer ¥ specific client J&
application layer SZEL), FHSZEUAIE T specific server (K528 . profile client ANy % attribute table, #E ik
NGRS BRI ThRE, A IR service FIfE E
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application layer

GAP layer specific client

profile client layer

protocol stack

B 3-18 Profile Client Z£%

3.2.2 ¥ Clients

Y HH clients . 3-7 FioR.
R 3-7 Z¥H Clients

Terms Definitions Files
. . ) . gaps_client.c
GAP Client Attribute Service Client .
gaps_client.h
: . . bas_client.c
BAS Client Battery Service Client .
bas_client.h
. Apple Notification Center Service ancs_client.c
ANCS Client ) .
Client ancs_client.h

. . . . simple_ble_client.c
SIMP Client Simple BLE Service Client . .
simple_ble_client.h

3.2.3 Profile Client Layer

Profile Client Layer 435 protocol stack layer FIAZ T, FEAEFE TR T3 71 specific client. Client KX}
server 47 discover services F discover characteristics. BSEELFIE N attribute. FZULFIALPE notifications F
indications #H < #4E .

3.2.3.1 Client 38 [l {H BB %

Client 3 FJ 0] i p& %01 T 11 APP %% 3% client_all_primary_srv_discovery() i 45 %, client_id
CLIENT_PROFILE_GENERAL_ID. %1l p% i client_register_general_client_cb()#14A 1t

void app_le_profile_init(void)
{
client_init(3);

client_register_general_client_cb(app_client_callback);
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}

static T_USER_CMD_PARSE_RESULT cmd_srvdis(T_USER_CMD_PARSED_VALUE *p_parse_value)
{

uint8 t conn_id = p_parse_value->dw_param[0];

T_GAP_CAUSE cause;

cause = client_all_primary_srv_discovery(conn_id, CLIENT _PROFILE_GENERAL _ID);
return (T_USER_CMD_PARSE_RESULT)cause;

¥
T_APP_RESULT app_client_callback(T_CLIENT _ID client_id, uint8 _t conn_id, void *p_data)

{
T APP_RESULT result = APP_RESULT SUCCESS;
APP_PRINT_INFO2("app_client_callback: client_id %d, conn_id %d",
client_id, conn_id);
if (client_id == CLIENT_PROFILE_GENERAL_ID)

{
T CLIENT_APP_CB_DATA *p_client_app_cb_data= (T_CLIENT_APP_CB DATA *)p_data;

switch (p_client_app_cb_data->cb_type)

{
case CLIENT_APP_CB_TYPE_DISC_STATE:

27 APP AN [ client_id & CLIENT_PROFILE_GENERAL_ID [{] client_all_primary_srv_discovery(), APP
AN B W [R] 1 pR £

3.2.3.2 Specific Client [E] 78 &%

3.2.3.2.1 %A Client

Protocol client layer 4E4 BTG 75 Il (1) specific clients ({55 . 1956, WAL TT ZLR N client table F) &
¥ H, profile client layer #24t client_init()f% 1 T-#)44 1k client table % H .
Protocol client layer ¢4}t client_register_spec_client_ch()z 1 LAV /it specific client [A]i e 4. K] 3-19 i

7~ client layer 13, 2/ specific client tables, 731 specific client {1/, .
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Client

T_CLIENT_CB_INFO 1 T_CLIENT_CB_INFON
{ {

bool used: bool used;

T_CLIENT_ID client id: T_CLIENT_ID client id;

const T_FUN_CLIENT_CBS *p_cbs; const T_FUN_CLIENT_CBS *p_cbs;
} }

i A
add client

%l 3-19 [f Profile Client Layer %3l Specific Clients

APP i1 profile client layer %%/l specific client 2 J&i, APP Rfic s> SN specific client X v ik [1] )
clientid, PASEHLJSE S8 28 Btk

3.2.3.2.2 EEEE

BLAE specific client B2 specific client [H]if %5, 7E profile_client.h 52 X specific client [F] 1 e

O 451 o

typedef struct {
P_FUN_DISCOVER_STATE_CB
P_FUN_DISCOVER_RESULT _CB
P_FUN_READ_RESULT_CB
P_FUN_WRITE_RESULT_CB write_result_cb; /< Write result callback function pointer
P_FUN_NOTIFY_IND_RESULT_CB notify_ind_result_ch;//!< Notify Indication callback function pointer
P_FUN_DISCONNECT_CB

} T_FUN_CLIENT_CBS;

discover_state_cb: discovery JRZ[FIH A%, FHF 1 specific client #ieid % client_xxx_discovery [P

discover_state cb;
discover_result_cb;
read_result_cb;

/I'< Discovery state callback function pointer
/< Discovery reault callback function pointer
//'< Read response callback function pointer

disconnect_cb; /I'< Disconnection callback function pointer

discover JJRZ .
discover_result_cb: discovery & J[=lifi ek %, HT-1n) specific client BHeidi &1 client_xxx_discovery [
discover &5 L.
g5 IR 0l i R
client_attr_read_using_uuid() [t 52 B &5 1 .
iRl e g, T specific client A% client_attr_write() 5 A 45 R .
notify_ind_result_cb: notification &4 indication [H] i 5% %5, H T In) specific client B Huid & 2K [ server
[ notification B% indication %4k .
disconnect_ch: disconnection [F11fi p& %, HIT- 7] specific client A5 Hkid &1 —

read_result_cb: read , M T specific client %3 i@ %1 client_attr_read() 5%

write_result_cb: write

2% LE B S W .
3.2.3.3 Discovery &

A I B 5 ANRAT server (1) handle {5 &, 84 76 55 server #37 connection Ji7 ,  client 38 ¥ 23447 discovery

Copyright Realtek Semiconductor Corporation.

All Rights Reserved.

82



(M@ REALTEK AmebaD BLE Stack User Manual

JifE. Specific client #2214 ] client_xxx_discovery() 5 3 discovery Wife, #XJ5 specific client 772 4b 7 0] i
PR 24 discover_state_cb()H 1) discovery R 2 LA A [ 26 %% discover_result_cb()H 1) discovery 454 .
R A ] A EL K] 3-20 s o

client
server (" protocol stack ; ( profile client layer ( specific client

Read by group type request/
Find by type value request/

GATT discovery__——client_xxx_discovery:

— request
Read by type request/ GATT discovery
Find information request L7 esponse  —»>
Read by group type response/ (success)
| Find by type value response/
Read by type response/ | GATT discovery
Find information response indication discover result cb—
------------- discover_result_cb-------p»
Read by group type request/ GATT discovery | e
_Find by type value request/ | confirmation
Read by type request/ | | GATT discovery
Find information request indication

__GATT discovery
confirmation

discover_state_ch——»

B 3-20 GATT Discovery Ji 2
3.2.3.3.1 Discovery 7

% 3-8 Discovery R%&

Reference API T_DISCOVERY_STATE

DISC_STATE_SRV_DONE,
DISC_STATE_FAILED
DISC_STATE_SRV_DONE
DISC_STATE_FAILED
DISC_STATE_SRV_DONE
DISC_STATE_FAILED

DISC_STATE_CHAR_DONE
DISC_STATE_FAILED

client_all_primary_srv_discovery()

client_by uuid_srv_discovery()

client_by uuid128_srv_discovery()

client_all_char_discovery()

DISC_STATE_CHAR_DESCRIPTOR_DONE
DISC_STATE_FAILED

DISC_STATE_RELATION_DONE
DISC_STATE_FAILED

client_all_char_descriptor_discovery()

client_relationship_discovery()

DISC_STATE_CHAR_UUID16_DONE

client_by uuid_char_discovery() DISC STATE FAILED
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client_by uuid128 char_discovery()

3.2.3.3.2 Discovery &8

Reference API
client_all_primary_srv_discovery()

client_all_primary_srv_discovery()

client_by uuid_srv_discovery(),
client_by uuid128 srv_discovery()

client_all_char_discovery()
client_all_char_discovery()

client_all_char_descriptor_discovery()

client_all_char_descriptor_discovery()

client_relationship_discovery()
client_relationship_discovery()

client_by uuid_char_discovery()

client_by uuid_char_discovery()

DISC_STATE_CHAR_UUID128_DONE
DISC_STATE_FAILED

& 3-9 Discovery &5

T_DISCOVERY_RESULT_TY
PE

DISC_RESULT_ALL_SRV_UUI
D16

DISC_RESULT_ALL_SRV_UUI
D128

DISC_RESULT_SRV_DATA

DISC_RESULT_CHAR_UUID16

DISC_RESULT_CHAR_UUID12
8

DISC_RESULT_CHAR_DESC_
UUID16

DISC_RESULT_CHAR_DESC_
uuiD128

DISC_RESULT_RELATION_UU
ID16

DISC_RESULT_RELATION_UU
ID128

DISC_RESULT_BY_UUID16_C
HAR

DISC_RESULT_BY_UUID128_
CHAR

3.2.3.4 Characteristic Value Read

T_DISCOVERY_RESULT_DATA

T _GATT _SERVICE_ELEM16
*p_srv_uuid16_disc_data;

T _GATT_SERVICE_ELEM128
*p_srv_uuid128_disc_data;
T_GATT_SERVICE_BY_UUID_ELE
M *p_srv_disc_data;

T _GATT_CHARACT_ELEM16
*p_char_uuid16_disc_data;
T_GATT_CHARACT ELEM128
*p_char_uuid128_disc_data;

T _GATT_CHARACT DESC_ELEM
16 *p_char_desc_uuid16_disc_data;

T GATT_CHARACT DESC ELEM
128
*p_char_desc_uuid128 disc_data;

T GATT RELATION_ELEM16
*p_relation_uuid16_disc_data;

T _GATT_RELATION_ELEM128
*p_relation_uuid128_disc_data;

T GATT _CHARACT ELEM16
*p_char_uuid16_disc_data;

T_GATT_CHARACT_ELEM128
*p_char_uuid128_disc_data;

Z R BT 3 H server ff) characteristic value. 7f profile client layer 4 P41 f2 o] T2 HL

characteristic value: Read Characteristic Value by Handle /! Read Characteristic Value by UUID.

3.2.3.4.1 Read Characteristic Value by Handle

24 client %0 Characteristic Value Handle B, 1ZyifEr] 1320 server [ characteristic value. Read

Characteristic Value by Handle Ji F2 L& =AM BL, Phase 2 4y nf & [ Bt :
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1.
2.

Phase 1: A client_attr_read() LAizHX characteristic value.
Phase 2: WIEFBt. # characteristic value K& KT (ATT_MTU - 1)%17, Read Response &
characteristic value [WHj(ATT_MTU - 1)517, ZJ5W/fiiH Read Long Characteristic Value ¥iif#isit

characteristic value.

Phase 3: Profile client layer i ] read_result_cb() LA [FIi2H 45 5
ZIMAE T %)= 2 A2 B 3-21 Fis.

4 client I
S server C protocol stack \/ ( profile client Iayer\; O specific client \/ )
4 . ™
«—GATT read request—{ ¢ client_attr_read
<——read request:

Phase 1

read response———»
\_ ——GATT read response—1 )
4 -@—GATT read by offset—y )

<t~ — —read blob request — — — -
L dblb — Phase 2

rea 0D response I— —GATT read response—

K oo /
( read_result_cb——» Phase 3)

B 3-21 Read Characteristic Value by Handle &

3.2.3.4.2 Read Characteristic Value by UUID

1.
2.

Y client fX 241 UUID I, %32 ] T332 X server ) characteristic value. Read Characteristic Value by
UUID Ji e & =ANHrBe, Phase 2 A Akl Bt :

Phase 1: i client_attr_read_using_uuid() A2 HX characteristic value.
Phase 2: Ak, #7 characteristic value KT (ATT_MTU - 4)77, Read by Type Response f{
£ 7 characteristic value [ R (ATT_MTU - 4)547, ZJaU{# H] Read Long Characteristic Value Jiifi 1325

characteristic value.

Phase 3: Profile client layer i read_result_ch() LAiz [Fli52 B 25 R .
AT & ZZ A A B 3-22 Fis.
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. client )
o (_protocol stack ) { profile client ayer (_ specific lient )
( | @—GATT read by uuid—<¢client_attr_read_using_uuid— h
<t——read by type request
Phase 1
read by type response—»
\_ ——GATT read response—»- Y,
4 -—GATT read by offset- — )
<4 — —read blob request — — — -
_ _ _ _read blob . Phase 2
rea 0D response — —GATT read response—p»
\ cee /
( ————read_result cb——» Phase 3)
K 3-22 Read Characteristic Value by UUID Ji78
3.2.3.5 Characteristic Value Write
ZW A T 5 N server ff) characteristic value. 7t profile client layer G PUA 7L a] HHFH5 A
characteristic value: Write without Response. Signed Write without Response. Write Characteristic Value i1
Write Long Characteristic Values.
3.2.3.5.1 Write Characteristic Value
Y client U411 Characteristic Value Handle i, ZFEnI TS5 A server [¥] characteristic value. 4
characteristic value K RE/NT-805E T (ATT_MTU - 3)F47, FAF G &0, KA Write Long
Characteristic Values i fz .
ZIAE S R A AR T A 3-23 R
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Value length <= mtu_size -3

client
server (" protocol stack ) | profile client layer (_ specific client

_ client_attr_write .
-GATT write request— (GATT_WR'TE_TYPE_REQ)

[<————write request:

write response———»>| )
—GATT write response-»|

write_result_cb
(GATT_WRITE_TYPE_REQ)

Bl 3-23 Write Characteristic Value Jif2
3.2.3.5.2 Write Long Characteristic Values

4 client .40 Characteristic Value Handle, H. characteristic value (K& KT (ATT_MTU - 3) #7051,
Z R A 5 N server [¥) characteristic value .
ZMAE TS 22 M A B 3-24 FiR.

Value length > mtu_size -3
Value length <= 512

client
[ server ] E’ “protocol stack (" profile client layer (" specific client ) ]

) client_attr_write
«——prepare write request -GATT prepare writt— """ (GATT_WRITE_TYPE_REQ)
prepare write response—|  GATT prepare write

response
~4-GATT prepare write—

<——prepare write request
prepare write response—|  GATT prepare write
response

-GATT execute write—

-e——execute write request

execute write response—®»  GATT execute write
_ response

write_result_cb
(GATT_WRITE_TYPE_REQ)

B 3-24 Write Long Characteristic Value Jif2
3.2.3.5.3 Write Without Response

24 client .40 Characteristic Value Handle, . client AN75 %25 N$EAE I HAT IO N 25 15F, ke nl T
5 N server [f] characteristic value. characteristic value [ & /N F o2+ (ATT_MTU - 3) %75,
AR 5 2 2 [ I AZ BB 3-25 Fios e
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Value length <= mtu_size -3

client
[ SErver j [( “protocol stack  ( profile client layer | (specific client j

GATT write command__«t— client_attr_write —

e« write command— request (GATT_WRITE_TYPE_CMD)

| GATT write command

response .
P write_result_cb

(GATT_WRITE_TYPE_CMD)

B 3-25 Write Without Response {2

3.2.3.6 Characteristic VValue Notification

YR FSE T server TR AL E A1) client il %11 characteristic value, H AT T30 notification 1)

IO
IR A2 Z TR ) AE B 3-26 .
client
server \/ protocol stack \; \’profile client Iayer\; \/ specific client \;

——handle value notification—» o
GATT notification

information notify_ind_result_cb
(notify = true)

& 3-26 Characteristic Value Notification 2

profile client layer A f7fi# service handle 15 5., [FIt profile client layer J5i:Hf i€ & %1% notification [X)
specific client. profile client layer i Fi BT 7 ) specific clients [H1 p6 %, [A 0L specific client 77 24
JET T B FLZ notification.

N EAREY NNV

static T_APP_RESULT bas_client_notify_ind_cb(uint8_t conn_id, bool notify, uint16_t handle,
uintl6_t value_size, uint8_t *p_value)

T_APP_RESULT app_result = APP_RESULT_SUCCESS;
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T_BAS_CLIENT_CB_DATA cb_data;

uint16_t *hdl_cache;

hdl_cache = bas_table[conn_id].hdl_cache;
cb_data.ch_type = BAS_CLIENT_CB_TYPE_NOTIF_IND_RESULT;

if (handle == hdl_cache[HDL_BAS_BATTERY_LEVEL])

{

cb_data.cb_content.notify_data.battery level = *p_value;

return APP_RESULT_SUCCESS;

}
if (bas_client_ch)

{

app_result = (*bas_client_cb)(bas_client, conn_id, &cb_data);

}

return app_result;

3.2.3.7 Characteristic Value Indication

1.

2.

ZIFEIE T server CLREACE 1) client 18 %11 characteristic value, 75 aIh#% UK indication N 2
(R
25 BLREERZ /Y Characteristic Value Indication
B3 % %5 notify_ind_result_cb() (iR [A] 45 A APP_RESULT_PENDING. iZ¥itFEH £ 22 A8 H.
W 3-27 Fizs.

[ server j

B 3-27 &R K&K Characteristic Value Indication FifE

£ B IR Characteristic Value Indication

0] ¥ p% %% notify_ind_result_cb() 1) % [1] 45 2R i APP_RESULT_PENDING .

APP T E i
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client_attr_ind_confirm() LL %:3% confirmation. iZiiFe &2 2 [BIA8 B 3-28 fizw.

)

client
server ( protocol stack \, \/profile client Iayer\, ( specific client
handle value indication—> GATT attribut
attripute
indication ’

¢—handle value confirmation—

_(return result: APP_RESULT_PENDING)

~-¢———  client_attr_ind_confirm

notify_ind_result_cb

K 3-28 Z55E:#E K Characteristic Value Indication &

profile client layer AA7fi# service handle {55, Kt profile client layer JCykffi o & 1% % indication [
specific client. profile client layer i FH T 45 1 E M ¥ specific clients [P e 5L, X specific client 75 BL6 7

R FE L% indication.

BB R BTR -

static T_APP_RESULT simp_ble_client_notif_ind_result_cb(uint8_t conn_id, bool notify,

uint16_t handle, uint16 t value_size, uint8 t *p_value)

T_APP_RESULT app_result = APP_RESULT_SUCCESS;

T _SIMP_CLIENT_CB_DATA cb_data;

uint16_t *hdl_cache;

hdl_cache = simp_table[conn_id].hdl_cache;

cb_data.ch_type = SIMP_CLIENT_CB_TYPE_NOTIF_IND_RESULT;
if (handle == hdl_cache[HDL_SIMBLE_V3_NOTIFY])

{
cb_data.cb_content.notif_ind_data.type = SIMP_V3_NOTIFY;
cb_data.cb_content.notif ind_data.data.value_size = value_size;
cb_data.cb_content.notif_ind_data.data.p_value = p_value;

}

else if (handle == hdl_cache[HDL_SIMBLE V4 INDICATE])

{
cb_data.cb_content.notif_ind_data.type = SIMP_V4_INDICATE;

cb_data.cb_content.notif ind_data.data.value_size = value_size;
cb_data.cb_content.notif ind_data.data.p_value = p_value;

else

return app_result;
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[* Inform application the notif/ind result. */
if (simp_client_cb)

{

app_result = (*simp_client_cb)(simp_client, conn_id, &cb_data);

}

return app_result;

3.2.3.8 Sequential Protocol

3.2.3.8.1 Request-response protocol

¥F% ATT PDUs & sequential request-response protocol.— H. client [f] server 3% request, £E i 1% server
KL response 2 HI, client ANAE A% request. Server &% indication [F]FF /& sequential request-response
protocol .

DL RS2 sequential request-response protocol:

«  Discovery jift

»  Read Characteristic Value By Handle Jif&

»  Read Characteristic Value By UUID i &

e Write Characteristic Value Ji s

e Write Long Characteristic Values 2

TE IR TE T, APP ABER S B iRE . 0], Hemiees B3l R

437 connection &S N, W F P iJE AT RE4s K IX exchange MTU request. GAP )2 ¥4 K 1%
GAP_MSG_LE_CONN_MTU_INFO 74 & LA 1 %1 APP, exchange MTU i 2 C 5¢ i . 76 Y& 3
GAP_MSG_LE_CONN_MTU_INFO 8 )5, APP u] LU LA i e .

void app_handle_conn_mtu_info_ewt(uint8 t conn_id, uint16_t mtu_size)

{
APP_PRINT_INFO2("app_handle_conn_mtu_info_evt: conn_id %d, mtu_size %d", conn_id, mtu_size);
app_discov_services(conn_id, true);

}
3.2.3.8.2 Commands

76 ATT 1, ANESR response i) command %5 i da ML .

*  Write Without Response

*  Signed Write Without Response

HFEIEE R, W2 P2 % commands SR L

7E GAP JZrh 44 credits £ H SZHLXT Write Command il Signed Write Command (K345, £ W3 3 4 Bl
WZIm N 2 /i, feifF APP K 3% credits 28 command. 5 4 P32 BEWS 2247 credits 22 command [k -

* Y profile client layer ] {313z /&% command I, credits %k H #ik 1
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e 4 command Kix45 server I, BMNES KXW N4 profile client layer, credits %% H i 1

»  credits 5 H KT 0, A7 BL%i% command

] i p& % write_result_cb() 7 LA E 411 24 BT A credits %0 H o APP b ] LUK 2 B R A
GAP_PARAM_LE_REMAIN_CREDITS, 1§ le_get_gap_param() sk £ 351K credits 0 H -

void test(void)

{

uint8 t wds_credits;
le_get_gap_param(GAP_PARAM_LE_REMAIN_CREDITS, &wds_credits);
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4 BLE RfIT %=

{§ /| LE physical transport [#]i5 % 7] LA SCh DU GAP #i {1,
1. Broadcaster

1) &i% advertisement

2) ANHEHEAL connection
2. Observer

1) X advertisement #£4T scan

2) ANHEEAIE connection
3. Peripheral

1) &i% advertisement

2) 1EJ slave ffi gty —4% LE #Ei

3) srfl APP: BLE Peripheral Application
4. Central

1) X} advertisement #E47 scan

2) {F>h master ffi 42 connection

4.1 BLE Peripheral Application

4.1.1 &4y

A5 SE BLE peripheral application [ 4. BLE peripheral T 72528 {# #.f¢) BLE peripheral ¥4,
A LAE R IF 5L T peripheral £ (5 () APP FIHEZE
1. Peripheral £ fa F4S4E :

1) ki% advertising % U

2) {EN slave fta gl v LE BEik
2. VIBCAFE:

1) FFf GATT services

GAP Service Fil GATT Service (mandatory). Battery Service. Simple BLE Service

4.1.2 TIEHHA

ARATNENHE TR AR GER), MOS0 R PR
o [FEEACHY 4% 4 component\common\bluetooth\realtek\sdk\example\ble_peripheral
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4.1.3 R ABHA
DL R 245 4 4% APP [ T B4 R4«
4.1.3.1 WIHEtk

2 b EGS TR 5, ble_app_main (VBRECS WO, JEHUT LR VTGRS
int ble_app_main(void)
{
osif_signal_init();
trace_init();
bte_init();
board_init();
le_gap_init(APP_MAX_LINKS);
app_le_gap_init();
app_le_profile_init();
pwr_mgr_init();
task_init();
return O;

GAP FiI GATT Profiles HJ4a AL T 7«
1. le_gap_init() - ¥4tk GAP JF I E: link £ H
2. app_le_gap_init() - GAP 4 1I¥I4n 4L, F ) mr LURE & 2 L F S50 H & X application
1) Device Name /7 Device Appearance #7HAZ &
2) Advertising 2 E"
3) Bond Manager 24/ H &'
4 ResHHiE
3. app_le_profile_init() - #1451LEE T GATT I Profile
W2 LT GAP MMM S SR LIS B2 W GAP FI 2745 1471 577 2

4.1.3.2 GAP ¥4 B kb3

— H i3 GAP message, app_handle_gap_msg() ¥ <4 i H . 552 5T GAP message 1115 5.2 WL BLE
GAP JH.&.

203 GAP_INIT_STATE_STACK_READY 4 & I}, peripheral APP #4511 le_adv_start() J& ) advertising

F7 i BLE peripheral application 7£ evolution board 1247, BE45F & Al IEREH o« i B4 T LX) peripheral
W4 HEAT scan, Jffil g connection.

void app_handle_dev_state_evt(T_GAP_DEV_STATE new_state, uint16_t cause)
{
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if (gap_dev_state.gap_init_state != new_state.gap_init_state)

{
if (new_state.gap_init_state == GAP_INIT_STATE_STACK_READY)
{
APP_PRINT_INFOO("GAP stack ready");
[*stack ready*/
le_adv_start();
}
}

>4 peripheral APP i 3] GAP_CONN_STATE_DISCONNECTED 34 &1, APP ¥ /1] le_adv_start() 3 5h
advertising. 7EiEREWT T2 )5, peripheral APP Bk 5 4 Al EREIR A
void app_handle_conn_state_evt(uint8_t conn_id, T_GAP_CONN_STATE new_state, uint16_t disc_cause)
{

switch (new_state)

{
case GAP_CONN_STATE_DISCONNECTED:
{
if (disc_cause !'= (HCI_ERR | HCI_ERR_REMOTE_USER_TERMINATE))
&& (disc_cause !'= (HCI_ERR | HCI_ERR_LOCAL_HOST_TERMINATE)))
{
APP_PRINT_ERROR1("app_handle_conn_state_evt: connection lost cause 0x%x", disc_cause);
}
le_adv_start();
}
break;
}
4.1.3.3 GAP [E[{ R $hb 2

app_gap_callback()H T-4b 22 GAP [l s HH B, H 2 5T GAP [HIA R EN{5 52 W BLE GAP /77

4.1.3.4 Profile Y4 & B8 & 3k

4 APP 1 il xxx_add_service v/} specific service I, APP 58553 011 o % LL AL R specific service
M. APP 5 ZLUH FH server_register_app_ch v A1 8 2 LLAR . profile server layer [F115 B

APP H] LUEE 0T AN [ ) services 7 EAN IR [T pR 45, A9 mT LAY e HH (0] R £ A AL B speciific services
Al profile server layer (174 & -
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app_profile_callback() &3 F [0 s %, HR4f service id X 4» AN[F] [ services.
void app_le_profile_init(void)

{

server_init(2);

simp_srv_id = simp_ble_service_add_service(app_profile_callback);
bas srv_id =bas_add service(app_profile_callback);
server_register_app_cb(app_profile_callback);

1. JEH profile server [F]1 pA %L
SERVICE_PROFILE_GENERAL_ID #& profile server layer fi ] service id. profile server layer {i F 1]
MERSSENEA Y RN EP S SRty
1) PROFILE_EVT_SRV_REG_COMPLETE: 7£ GAP JishyifeH ¢ ik service VMR .
2) PROFILE_EVT SEND DATA COMPLETE: profile server layer fiiJi]iZ 4 & ] APP 38 41 & 3%
notification/indication 45 &,

T_APP_RESULT app_profile_callback(T_SERVER_ID service_id, void *p_data)

{
T_APP_RESULT app_result = APP_RESULT_SUCCESS;
if (service_id == SERVICE_PROFILE_GENERAL_ID)
{
T_SERVER_APP_CB_DATA *p_param = (T_SERVER_APP_CB_DATA *)p_data;
switch (p_param->eventid)

{
case PROFILE_EVT SRV_REG _COMPLETE:// srv register result event.
APP_PRINT_INFO1("PROFILE_EVT SRV_REG COMPLETE: result %d",
p_param->event_data.service _reg_result);
break;
case PROFILE_EVT SEND DATA COMPLETE:
break;
}

Battery Service

bas_srv_id /2 battery service [t] service id.
T_APP_RESULT app_profile_callback(T_SERVER_ID service_id, void *p_data)

{
T _APP_RESULT app_result = APP_RESULT_SUCCESS;

else if (service_id == bas_srv_id)

{
T BAS_CALLBACK DATA *p_bas_cb_data = (T_BAS_CALLBACK_DATA *)p_data;
switch (p_bas_cb_data->msg_type)

{
case SERVICE_CALLBACK_TYPE_INDIFICATION_NOTIFICATION:
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¥
3. Simple BLE Service

simp_srv_id /& simple BLE service [1J service id,
T_APP_RESULT app_profile_callback(T_SERVER_ID service_id, void *p_data)

{
T _APP_RESULT app_result = APP_RESULT SUCCESS;
else if (service_id == simp_srv_id)
{
TSIMP_CALLBACK_DATA *p_simp_cb_data = (TSIMP_CALLBACK_DATA *)p_data;
switch (p_simp_cb_data->msg_type)
{
case SERVICE_CALLBACK_TYPE_INDIFICATION_NOTIFICATION:
}
}

4.1.4 AT R

156, gniEIEk BLE Peripheral application 2% %] evolution board. BLE Peripheral application [/ AT
Aetn Lpnd, sl e R ARThae, AT L2 SDK SR A A6 T A A LR kAT T A

2 BLE Peripheral application 7f evolution board [IZATIN, W AR AL Al ERE . X6 6 % nl LG}
peripheral ¥ £ 1247 scan, Jf-81%E connection. fEEHWIH 2 i, peripheral APP ¥k & il IEHARES

4.1.4.1 5 iOS ¥ &R

SR e FETi0S i %5 BLE 3%, [MUknl Ll discover 247 BLE Peripheral Application 5 % .
47 App Store 2 BLE #HKC ) APP (40 LightBlue) LA AT scan 1 connection Ml .

MR 7 10S W% 217 LightBlue 34T scan, 15 BLE_PERIPHERAL % 4 f2]# connection, 1]
4-1 R
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seeco hEISE 4G 17:06 @ 2 77% ..

Sort LightBlue | Explorer Filter
Peripherals Nearby
94 2 services

Unnamed
78 NO services

Unnamed
95 No services

4l BLE_PERIPHERAL

-8 1 service

BT RCU

92 1 service

Unnamed
97 No services

=

-104 1 service

alibaba
94 1 service

MITA
93 No services

Virtual Peripherals

aBBSfGapTest

eecoo hEISH 4G 17:07 @ 3 77% -
< Back Peripheral Clone
BLE_PERIPHERAL

UUID: 3776A4B8-E39F-4867-AA3A-544140FAT747
Connected

ADVERTISEMENT DATA Show

UUID: AOOA

OxB001

Proge

OxB002

Prope:

Read

as: Write

OxB0C3

Propartias: Nolify

OxBOC4

Properties: Indicate

Battery Service

Battery Level

90%

B 4-1 5i0S &
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&% 30k

[1] Bluetooth SIG. Core_v5.0 [M]. 2016, 169.
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