SAREALTEK

ANO0400
Ameba-D Application Note

w R Realtek Semiconductor Corp.
L EALTEK No. 2, Innovation Road Il, Hsinchu Science Park, Hsinchu 300, Taiwan

Tel.: +886-3-578-0211. Fax: +886-3-577-6047

www.realtek.com



%/REALTEK Ameba-D

COPYRIGHT

©2020 Realtek Semiconductor Corp. All rights reserved. No part of this document may be reproduced, transmitted, transcribed, stored in a
retrieval system, or translated into any language in any form or by any means without the written permission of Realtek Semiconductor Corp.

DISCLAIMER
Please Read Carefully:

Realtek Semiconductor Corp., (Realtek) reserves the right to make corrections, enhancements, improvements and other changes to its
products and services. Buyers should obtain the latest relevant information before placing orders and should verify that such information is
current and complete.

Reproduction of significant portions in Realtek data sheets is permissible only if reproduction is without alteration and is accompanied by all
associated warranties, conditions, limitations, and notices. Realtek is not responsible or liable for such reproduced documentation. Information
of third parties may be subject to additional restrictions.

Buyers and others who are developing systems that incorporate Realtek products (collectively, “Customers”) understand and agree that
Customers remain responsible for using their independent analysis, evaluation and judgment in designing their applications and that
Customers have full and exclusive responsibility to assure the safety of Customers' applications and compliance of their applications (and of all
Realtek products used in or for Customers’ applications) with all applicable regulations, laws and other applicable requirements. Designer
represents that, with respect to their applications, Customer has all the necessary expertise to create and implement safeguards that (1)
anticipate dangerous consequences of failures, (2) monitor failures and their consequences, and (3) lessen the likelihood of failures that might
cause harm and take appropriate actions. Customer agrees that prior to using or distributing any applications that include Realtek products,
Customer will thoroughly test such applications and the functionality of such Realtek products as used in such applications.

Realtek’s provision of technical, application or other design advice, quality characterization, reliability data or other services or information,
including, but not limited to, reference designs and materials relating to evaluation kits, (collectively, “Resources”) are intended to assist
designers who are developing applications that incorporate Realtek products; by downloading, accessing or using Realtek’s Resources in any
way, Customer (individually or, if Customer is acting on behalf of a company, Customer’s company) agrees to use any particular Realtek
Resources solely for this purpose and subject to the terms of this Notice.

Realtek’s provision of Realtek Resources does not expand or otherwise alter Realtek’s applicable published warranties or warranty disclaimers
for Realtek’s products, and no additional obligations or liabilities arise from Realtek providing such Realtek Resources. Realtek reserves the
right to make corrections, enhancements, improvements and other changes to its Realtek Resources. Realtek has not conducted any testing
other than that specifically described in the published documentation for a particular Realtek Resource.

Customer is authorized to use, copy and modify any individual Realtek Resource only in connection with the development of applications that
include the Realtek product(s) identified in such Realtek Resource. No other license, express or implied, by estoppel or otherwise to any other
Realtek intellectual property right, and no license to any technology or intellectual property right of Realtek or any third party is granted
herein, including but not limited to any patent right, copyright, mask work right, or other intellectual property right relating to any
combination, machine, or process in which Realtek products or services are used. Information regarding or referencing third-party products or
services does not constitute a license to use such products or services, or a warranty or endorsement thereof. Use of Realtek Resources may
require a license from a third party under the patents or other intellectual property of the third party, or a license from Realtek under the
patents or other Realtek’s intellectual property.

Realtek’s Resources are provided “as is” and with all faults. Realtek disclaims all other warranties or representations, express or implied,
regarding resources or use thereof, including but not limited to accuracy or completeness, title, any epidemic failure warranty and any implied
warranties of merchantability, fitness for a particular purpose, and non-infringement of any third party intellectual property rights.

Realtek shall not be liable for and shall not defend or indemnify Customer against any claim, including but not limited to any infringement claim
that related to or is based on any combination of products even if described in Realtek Resources or otherwise. In no event shall Realtek be
liable for any actual, direct, special, collateral, indirect, punitive, incidental, consequential or exemplary damages in connection with or arising
out of Realtek’s Resources or use thereof, and regardless of whether Realtek has been advised of the possibility of such damages. Realtek is not
responsible for any failure to meet such industry standard requirements.

Where Realtek specifically promotes products as facilitating functional safety or as compliant with industry functional safety standards, such
products are intended to help enable customers to design and create their own applications that meet applicable functional safety standards
and requirements. Using products in an application does not by itself establish any safety features in the application. Customers must ensure
compliance with safety-related requirements and standards applicable to their applications. Designer may not use any Realtek products in life-
critical medical equipment unless authorized officers of the parties have executed a special contract specifically governing such use. Life-critical
medical equipment is medical equipment where failure of such equipment would cause serious bodily injury or death. Such equipment
includes, without limitation, all medical devices identified by the U.S.FDA as Class Ill devices and equivalent classifications outside the U.S.
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Customers agree that it has the necessary expertise to select the product with the appropriate qualification designation for their applications
and that proper product selection is at Customers’ own risk. Customers are solely responsible for compliance with all legal and regulatory
requirements in connection with such selection.

Customer will fully indemnify Realtek and its representatives against any damages, costs, losses, and/or liabilities arising out of Designer’s non-
compliance with the terms and provisions of this Notice.

TRADEMARKS

Realtek is a trademark of Realtek Semiconductor Corporation. Other names mentioned in this document are trademarks/registered trademarks
of their respective owners.

USING THIS DOCUMENT
Though every effort has been made to ensure that this document is current and accurate, more information may have become available
subsequent to the production of this guide.

Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.

3



%/REALTEK Ameba-D

Contents

(00071 =T | 43U 4
CONVENTION ...ceeeinciieirierieietiereeeeteereeseresssenseressesesesessssnsesessesssssessesssssenssssssssnsesassesnsssassesnssessssesnsesassesnsesassesnsssassesnsssansesnsssansennnsns 13
O TV e [T = T4 VAT oY Ty 11T | AN 14
R R 1Y 4 o Yo [¥ T £ o] s TR SRR TRUPURTRRRRRROY 14
1.2 Preparing GCC ENVIFONMENT ..ottt e e e e et et e e et et et et et et e e e e et et e e e e et eeeeeeeeeeeeeneseeenenenens 14
1.2.1 WWINOOWS ...t saasssssssssssssssssssssnsssssssssssssssnsssnsnsnnnnssnsnsnsnsnsnsnsnnnnnnnns 14
1.2.2 [ 17 G TS OUUUUPUUURN 15

1.3 BUIIAING COUR ..ttt et s e e et e s h e e s at e e s a bt e s ae e e su b e e bt e e sabeesab e e sabeeeae e e sas e e bt e e sabeeenbeesabeenbeeesaneesnteesaneenees 16
0 2 R Yo T 0 1o T o T 1o 1= U PP P O UPPP PPN 16
1.3.2 1YL [ Lo [ L= PSP SPPPPPPPOPOPPPRPRPPPIRE 18

O ] o= D 1= oYU T = =Y SRS 18
1.4.1 2o =2 ST 18
Ju4.2  J-LiNK oeeooeoeeeeeeeieeeeeeeeeeeeeeeeeeeeeeeeeeee ettt t—t—t——————————————————————————————————————————————————————————————————t1t1rrrrrrrrrr———— 23

1.5 Downloading IMage tO FIASK ......coiuiiiiiiiiieiee ettt ettt sttt e st e e sat e e s ab e e sat e e sabeesateesabeeeseeesabeeenteesaneenaeas 28
1.6 ENteriNg DEDUEG IMIOTE. ... .eiieiiiitiee ettt ettt st s et e s e esat e e s at e e e at e e s ab e e eae e e s ab e e bt e e sabe e bt e e sabeeeseeesabeennteesaneenees 28
1.7 CoMMANA LISt i 29
1.8 GDB DEDUEEEI BASIC USAEE .eccuuvieeeeiiiieciiee ettt e e ettt e eettte e e staeeeestteeeeeabaeeesabbeeeaastaeesasssaeesassasaeantseeeanssaseaansaseesnsseeeassaessansanas 30
1 O 1 - NN 30

b 0 1 Q7 Vol T3 =Y ot U= RNt 33
B0 R oo T oY o To T o T=1 o} (PP PPTPTPPPPPPRE 33
2.1.1 [l 111 ¢ o ¢ TSRS 33
2.1.2 D ettt ettt ee e et eeeeeetttt————eeeeetttt—.——eteeetttu—_——.teeetttt_.——.tttettta__—.tttttttt_.——atttttttn__—ttettttan.atatttttan—.aattttatr——aaaeerrrnnnn 34
2.1.3 o oS PPRN 34

D o [ Yo PPNt 34

B T Vo Lo ] PPN 34
D 10 O o o T=Tor i o ol 4|, TSRS RT 35
S T O a1 (o] I = (=TT [T ol o1 LY PPNt 35

N Y o ol 1Y/ 1= =1 1 =N 36
3.1 KM MAKETFIE ATCIITECTUIE ..ooee ittt ettt e e et e e e e e e s ebaaeeeeeee s e abaaaeeeeeesanassseaeeeesansssraeaeeeesenasssreneeeeeennsnrnes 36
3.2 HOW O BUIld COU@ INTO FIASN? .. ..eiiiieiiiee ettt ettt e e e e et e e e e e e e e tbaaaeeeeeeseabasseaeaeeeansssraeaeeeesensssreeeeeesennnsrnes 36
I T = (oY VYA ol = TV ] e M@oY LT (o I Y YAV, PPNt 37
I = (oY VYA o MUY I Y=Totd [o T I N (| U o< RPNt 38
IR T o (o XNV (o X = 10 ] o B ] o T =Y Y SRR PSPPI 39
I I o (o 1NV (o3 Vo o [ I o Y=Y oYX U UU PSPPI 40

4 C++ Standards SUPPOIrTEd iN GCC ......eeeeeiiiiiiiieieeiceeerreeeieeseeeesreeesnnsssssesseeennnssssssssesssnnssssssssesesnnssssssssseennnnssssssssesennnnssssnnnnnes 41
0 R 1 oY { Yo T [ o1 4 oY o VAU PU PR RPPR 41
L0y (o 1YY o N o o o T O Yo LS 41

5 GCC StaNdard LIDrary.......eeeeeeeeeeeeeeeeeeeeeeeeeemeemmeeeemmssessssmssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsnssnnnnnnnns 44
S0 R 1| e Yo [V o1 £ o] o F PP PRTRRPTPPPPRNE 44
5.2 Default Library FUNCEION USE iN SDK .....cciiiiiiiieiei ettt e ettt e e e s e sttt e e e e e e e e s eabbae e e e e e e ssasbaaaeeaeeesassbtaeeaeesseassssensaessennnsrnes 44
5.3  How to Use Configurable Function in GCC Standard LIDrary? ...ttt e et e e e e e e e ivare e e e e e s e nnnees 45
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.

4



W REALTEK Contents

6 IAR BUIld ENVIrONMENT SETUP.ccccuuumieiiiieiennnieieteeeeeeeeeeesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 47
L0 R (= To IO 114 =T 0 o =1 o | PP PTPPPPPTPPPTPPPPPIRE 47
(X0 O R V- V2 2 Y=t o [T V0 Tg o =1 ¢ Lol o B PP PPPP 47
6.1.2  J-LINK OF RLX PPODE. ..ottt ettt ettt ettt et sttt et e st e st e st e et e s abe e e bt e s bt e s staeabsaenstaenstessseenses 47
6.2 HArdwWare CoNFIGUIATION . ....uiii ettt e et e e e st e e e e st ta e e seaeteeesataeeeasstaeesansaaeesasseeeanstaeesansaaeesnsseeeanssseesnnsneas 47
6.2.1  CONNECLING WIth J-LiNK ....ccceeeeriiiieieieiiieee ettt ettt ettt sttt ettt e st e et e e bt e et e e st e ebeeenaeeeaees 48
6.2.2  CONNECLING With RLX PIODE.......ccueeeiiieeeeeeeee ettt ettt ettt et sttt e et e bt e et e e st e ebeeenaeeeaees 48
6.3 HOW T0 USE TAR SDK?....eiiiiiiieeeiiiee ettt e ettt e s ettt e sttt e e e et e e s bte e e saateee e s baee s aseeeesabaeeeeasbaeesaasteessabaeeeensbaeesnasaaessnseaessnssaeesnnneens 49
6.3.1  JAR PrOjECt INEIOGUCEION ......co.eeeeeeieeeeeeee ettt ettt ettt ettt ettt e st e et e st e et e e st e etseenaeeeaees 49
6.3.2  TAR BUIIG ..ottt ettt ettt ettt ettt b e et bt et e e bt e at e et e e at e e bae e at e e bteenateentes 50
(R R V2 0 Lo 1111 Lo o (PSPPSR 54
L VY L - 11 1o OSSP PPRP 58
6.3.5 AR MEMOIY CONFIGUIALION .......eoomeeiieeeeieeeee ettt ettt ettt ettt et s et e st e ettt e st e et eesseeetneenaeeeaees 63
6.4 HOW t0 BUIld SAMPIE COUEY ..coniiiiiiiiiieeie ettt et e bt e et e b et e bt e s bt s bt e s b et e bt e s be e e bee s beeeseesabeeeseesbeeenneesane 64
7 =T 11T 302 7 Y- T N 66
7.1 PCB LAYOUT OVEIVIEW ... ueeiiiiiiiieiiiiee ettt ettt s et e ettt e s ettt e st e e e s ab e e e s e ase et e sms et e e aa b e e e s eana e e e s maeeeeaareeesesneeesanneeesanneeesannns 66
/2% 2 1 1 11 OO PRI 66
2 T Lo 2o 1YL G U o] o] 1Y AU SURRRN 67
2 VY B N =T £ Yol @o] o} = (U =1 o [ SRR UUURRRN 68
2= T 101G U721 2 L OO RPRRRTI 68
72 ST 1A U PPPPPPN 69
2 A VA - 7 2 Y B L PP PPPPPN 69
8 IMAGET OO0 .. iiiiiiiiiisiiisiiissississssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnss 71
< 0 N [0 i o Yo [V o1 4 o] o F O T OO PO P PSP P PP PPOPPUPPPPRRR 71
I A = 0 V[ oY a T L= Y= (U] SO OTPON 71
8.2.1 L Lo 1o LT T =N Y =1 A7 < PP 71
F 32 B Vo) i 11 [0 [ 2 Y4 1| < OO USSR 72
L T o1 o Fo - o [T T PP TP PO PPPOPPPROTPN 72
F20C 0 I [ To To T=31 0 10XV V] 1 (o T To SRR 72
8.3.2  Flash Erase
PR TG T & [0 K ¢ I e [ 4V R O =] g [ 4 (o IR SUR 74
2 1= o T=T =) ST PSP PPPPPPPPTRN 77
84.1 LA LT T30 Lo o T TP PPPOPOPPPRPRPPPIRE 77
8.4.2  GENEIrAte ClOUA OTA IMAGE ...cooeeeeeeeee ettt ettt e e e e ettt e e e e e ettt et e e e e essstsaseaaaeeesssasbesaaasaassssssenasassensssssnees 77
TS T =1 Tl V] | SO OOTOTSROORPRORORPRPON 78
I ST =Tl U 4 | Y PSP PPTPPPPTRN 79
L T 1T/ =T 4 Vo oV I 1V oLV N 81
1o A = 1 o I o =4 =T o TN I 1Yo YU | SRS 81
9.1.1 g Lo To T3 2 [=To To L= PSP URUP 82
9.1.2  SYSLEIMN DALA (AK) ettt e ettt e ettt e e ettt e e et e e e et s e e ettt e e e aatb e e e aatb s e e e bt e e e e aataaeeaatbaaaattaaeeattnaeeartenaan 82
9.1.3 USEE DOTQ ...ttt ettt e+ ettt a4 e ettt e et e e e 2 e s sttt e e e e e st st e e e e e e e e atatteaeeeeeanbnnneeaeeeaaanans 82
L 1V I o 1o K g B U Ko To T (o [ 1 -2 SR 83
1 2 Y VAN 1V, I 1o TU | OSSOSO PRORORPRPON 85
9.2.1 KM SRAM LAYOUL ...ttt ettt ettt et s e st e s e st e st e sate e s ate e s e e s ateesaseesabeasaseesabeesasessaseasasesssaesseenas 85
9.2.2 KO SRAM LAYOUL ...ttt ettt ettt et s e e s et e st e sase e s ate e s ase e s ateesaseesabeasaseesabeesasessaseasaseessaasseanas 86
LS TR T oY 7NV 11V T U ) PN 86
9.4 RETENTION SRAIM ...ttt ettt e e e e ettt et e e e e e s s b ettt eee e e s a bbb et eeeeesaaa bbb et e e e e e s nbsbeeeeeeeaeannbeeeeeeeaeaannbeeeeeeesanann 87
9.4.1 RELENTION SRAM LOYOUL ......vvveeeeieieieiataiaiatttetatsattaeaaaaasatatatatatatttete s ssstses et e s e s e et s e st s et e e s 4 e s e e s s e ssse s st e sesetetesetetesetnsesnsnannnnnnnnnnnnn 87
9.4.2 USEI AT Q ...ttt ettt e ettt e e+ ettt e e e ettt et e e a2 ettt e e e e e e uets e et e e e eeaa bttt eaeeeeaantnnneaeeeeaaanans 87
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.

5



%/REALTEK Ameba-D

LS TR T O 1 17 AN I Yo T N 88
9.5.1 OTA PrOGEQIM LAYOUL ..ttt ettt sttt ettt sttt st 444t s 444444 e 444 s st e s st st st et et s b e s et et e saaeaebnsnannenannnnnnne 88
LY N O W I-To To [T gl Ko | Vo1 | SRS 89

L I N e VI w4 o Yo [= B Y/ =10 o T ] AV - 1Yo TV | OO POPROTORPPON 90

10 BOOT PrOCESS ..iivuuiiiiineiiiiieeiiiiiniiiinniiiineisiiesssiiessstmsssstresssstmssssstsssssstsssssstsssssstsssssstsssssstsssssstsssssstessssstesssssssnssssssnsssssannsss 92

10.1 LS E L A0 | =TSSP UPPPPPPPR 92

10.2 2 ToTo ) Yo [0 [T U PUUPRRRPRE 92

10.3 [ DT T o) [ I OO TP PRSP PPPRPPI 92

104 2 ToTo ) ol oY AU PUUPRRUPRE 92

10.5 (7o o A 10 o[- OO PP PP PPPPPPPPPTPPPRt 93

10.6 (TR Y= =Y D I=T Yol o) d o o PSSR 93
J0.6.1  KIMO ROM BOOL.....cccueesieeeieesieeeieesieeesiteesteeestte st e st e st e st a st eesste s bt s e st e s bae s st e s abeeeastesabeeeaseesabsaestaenbseessaessesnssaenses 93
O (1Y 3 {0 1Y I 1o Yo ) P PPPPPPRE 94

10.7 (2T Yo} a2 U=T= 1Yo T2 o £SO PPPPPPR 95

11 FIle SYSEEM c.ceuiiiiicccinininsisssisssssssssssss st sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 96

11.1 [[aYd oY [V Tot o] o NP PUUPRRUOPRE 96

11.2 [ T o o T - 1] ISR 96
O R Yo ) 1Yo 1 I Y1 1 < OSSPSR 96
O A o 1 N I (=B Y= T=d e L1 o] ¢ B S U SS 96

11.3 [ 1 o T T D I 6 o U PUUPPRE 97
J1.3.1  HOFAWAIE SCEUD....ccueeeieeeeeeee ettt ettt ettt ettt ettt ettt e bt e ettt et e sttt et e st e e st e et e e seeeabseensteebeeeneeeases 97
J3.3.2  SOFEWAIE SELUP .....ooeeeeieeeeeeee ettt ettt e ettt ettt e bt e ettt et e sttt et e st e e st e et e e st e eabt e e st e ebneenaeeeanes 97

12 Inter Processor COMMUNICALION (IPC) .......ccreerrerrrirrrisrrrsissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnne 99

12.1 g Nd oo [T Tot o] o TS U PUPPPNE 99

12.2 [ (o LV o T U I 1 U PPUPRRPRE 99

12.3 | O e fo =4 =10 o I 2 o £ PTPPPPRt 100
2 0 B | ol e ] (=3 | ][ S UUR PR 100
R B N | o ol T =d o 1o [ (=X XY o =2 SRR 100
2 T B | o Toll o (=3 a1 (1=K Yo o [OOSR U PP PPPPP 100

12.4 | O DT VT o 0 Yo PSRRI 100
B O 1V 6o ) o R UPUPURRPPN 100
A o O | 1 XY SRR 100
N B o O | ) G- SRR 101
J2.4.4  IPC_INTREQUEST ...ceeveveeeveeeieieeeeeteteteeetetetetetetet ettt ettt ettt ettt ettt 4ttt et ettt ettt et 44 et et et et e 44t e 4 a4t 4 et et e e et e teeese b e eebebebnbebebnnnnnnnnnnnnnn 101
J2.4.5  IPC_INTCIA ...ttt sttt s e st s e st e et e st e s st e st e s st e s bt e s aseesabeasaseesabeesaseesaseeaaseenas 101
J2.4.6  IPC_INTGEL oottt ettt ettt ettt et e et et e sttt et e et e et e st e e ase e s bt eeaseeeabeeeseeebaeeseeebneenseeens 101
J2.4.7  IPC_CPUID........coouieieeesieeee ettt ettt ettt s e st e st e st e st e st e s st e st e s st e st e s ase e s bt e e aseesabeesaseeeabeeeneeeas 101
J2.4.8  IPC_SEMGEL .....cc.ueeeeeeesteeeeeeee ettt ettt ettt skt e e st e et e st e et e st e e st e st e e bt e s bt e e bt e et e e bt e s bt e e beenbeeeneeea 102
R R o O 1Y | =T R TPURRRPRN 102
O | O AV I 1o T Vo = U UUR U PPTP 102
N R | O 1\ U LY=T 4 & (o Lo | =T (S UUR PR 102

13 OTA FIrmWare UPAate.......cooiieeeeeciiiiiiieiieicciesiieeicesseesssseesnnssssssssesesnmssssssssseesnmsssssssssessnnsssssssssssesnnssssssssssssnnnsssssssessnnnnns 103

13.1 a1 o o 11T [ o [ SSRIN 103

13.2 RSIP-IMIMU ...ttt ettt ettt sttt sttt et e bt e b e sttt e bt e ettt e bt e e abe e e st e e be e e s at e e bt e e sat e e abeesabeesabeesabeesaseesabeesabeesabeesaseesn 103

13.3 OTA UPZrade froOmM LOCAI SEIVET........vieieiieeeeiee sttt e ettt e e te e e st e e ettt e e e s ate e e snaeeeesataeeeaseeeeeanssaeesnsseeeanssaeesansneeesnnseeeans 104
20 2 A 1/ 11 Vo T =30 o ol Lo | PP PPPRPPRPPPPPPPIR 105
R O ) 1 o (o1 USRS 105
S 2 B = 1o To ) Al 0 1 4 (o s PP POPPPRRPPPPPPPIR 106
WIS RCR S Vo [0 [ €KXl 1= 0 a Lo | o] o [ 1o B UUR PR 107

Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. Al rights reserved.

6



W REALTEK Contents

13.3.5  HOW t0 USE OTA DEIMO? ..ottt et e et e e e e e sttt e e ettt e et e e e ettt e e s sta e s s st e e e s tteaeaasssaesauseaaenastessassnassssseneas 107
13.3.6 OTA FIFMWOIE SWOP ...ttt ettt e e ettt e e e ettt e e e e ettt e e e e ettt e e e e essssnneeeeeeenannnneeeeeenas 109
13.4 (6 LYY O] o = (U =Y o] o OO PO TPPTSRRPR 110
14 L= T U 112
14.1 [[aa e Yo [BT o1 o] o T SO TPPPRRTP 112
14.2 POWET REGUITEMENT ..ottt ettt s r e s s b et e s s b e et ab b e e e s b bt e e e ssbe e e sembae e e sanbeeessnaeeseanne 112
14.3 [ Rl AT} o (o - o [PPSR 113
144 [ 012 o= =Y U PRSPPI 113
14.5 LOBICAI EFUSE ..ttt ettt e s bt e bt e sh et e b et e s bt e e bt e e e h Rt e bt e e e h bt e he e e s abeeeht e e st e e eabeesbeeearee s beeearee s 113
N N o Yo [ ol | W= ol VLY =3 Mo | 1Y L SR 113
14.5.2  WI-Fi 2.4G POWET INUEX ..ccuveeieeeieeeiieete ettt ettt s e st s e st e st e st asaseesabe e s st s sabaesasessabaasaseesbnasaseesbnessseenas 114
J4.5.3  WI-Fi 5G POWEE INGAEX ....ooueeeiieeieeeieeete ettt sttt s e st s e st e st e st esabe e sabaeeaseesabtasasessabaasasaesbaasasessbaesseenas 115
N Y @ Lo T T T=T o] o T RSP PPRT 116
14.5.5  WI-Fi CryStal COlIDIGULION ......cc...eeeueeieiiieieeeeee ettt ettt st e e st e st e st e et e st e s st e sbeasseesseeeneenas 117
N IV B o I U o T=T o Lo 1 1V =1 = U UUUUUPPUP 118
N A Y YO Yo [ [ = SRR 118
R S 6 | o 1) Lol B S SS 118
J.5.9  BLE ettt e ettt e ettt e e ettt e e ubt et e bt e e e e te e e et te e e e b ae e e e bt e e e bt e e eabbeeeeateeeeirenenn 118
b (O - (6 U Y O T PSR PP TPPPUPPTPPI 119
14.6 EFUSE PG APIS ..ttt ettt ettt et e e e ettt e e e e e s b e e et et e e e s e R e a et et e e e sa e nnreee e et e ae e e reeeteeeae e rraeeeeeeeeaanrnraeeeens 119
J4.6. 1 LOW LEVEI APIS oottt ettt e e ettt e e e e e e et e e e e e e et a s e e e e eeaaaass s e e aaeeeasassssaaaeeeesasssssansseesessssssenasaenan 119
N 1V | oY=t Y PR 120
14.7 EFUSE PG COMMANG ..ottt e ee ettt e e e e e e tareeeeeeeseeabasaeeeeeesaaasaaeaeaeesaaassaaaeaeeeessssaaseeeeseanssssaaeaeeeeeannsnraeeeens 121
15 POWEE SQVE ...uuuiiiiiiiiiiiisss s s s s s s R b 0 122
15.1 Hardware POWET SAVE IMIOAE ....coouiiieiiiiie ettt ettt e e ettt e sttt e e sttt e e sab et e sabbeeesabeeesaabbeeseasseeessseeesanbaeeenanne 122
5.0, POWEE MOGE ...ttt ettt ettt e sttt e e ettt e ettt e e e ettt e e e aatt e e ettt e e e s att e e e s aste e e s st e e enatbesenssnaseaseneas 122
15.1.2  POWEIr CONSUMPLION SUMIMIQIY .cveveveveeireeeieieseseiesetesesesesesesssesesesesesesssesesesasesesssasesesasasesesasssssesesetesesesesesssnsesssnnnsnsnnnsnnnns 122
15.2 SOFtWAre POWET IMANAZEIMENT ....eiiieiiiieiitieeestieeeeitieeeeetteeeestteeesateeessaeeeessseeesasseeesssaeeeasteeesasseeessseeeennsaeesanssneesnssenenns 124
I R =TT O I od L= 124
I o | (=] o ol S 124
15.2.3  WI=Fi POWEE SAVE ...ttt ettt e ettt e e+ ettt e e e 2 et et e e e e e et et e e e e e s aasssaneeaeeesaassnneeaaeanas 124
15.2.4  SOFtWAre CONFIGUITLION ......ccccuvveeeeieieeeieeeeeee e ettt e et tae e e ettt e e ettt e e easaaaeetseaeasssaaeaassaaaassesasasssaeeaassaasanssesenasssasessssnans 125
I5.2.5  GPIO PUI CONEION ..ottt ettt ettt ettt et e ettt e e et e e et e e e st e e e s asta e e s useaeesatbesenssaeesaseneas 126
15.3 SUSPENT RESUME APIS ... eeiiiiiiiiie ettt e e e e e sttt e e e e e st e e e e e e eseabataeeeeaesaasssaaaaeeaesaassstaaeeeessansnstaasaessaeasstsaneeeseesnassasrneaens 126
15.3.1  PMU_IeqiSter_SICEP_COIDACK ............ooeeeeeeeeeieeeeet et e et e e e e e e ettt a e s et e e s et e e e sttt e e saaseaesansanasaastesesanseesssnsenans 126
15.3.2  pmuU_unregiSter_SIEeP_CAIIDACK ...............eeeeeeeeeeeeie ettt e e ettt e e st e e s sttt e e s sttt e e ssaeassasseaasssaeeesasseens 126
15.3.3  PIMU_GCQUITE_WAKEIOCK. .......c.c..eeeeeeieeeeeeeeeeee e ettt e e e e e ettt e e ettt e e et e e e sttt e e s asstaesanstaasasteaasasseaasansaaasassesenanseesssnsenens 127
15.3.4  PIMU_TEIEASE_WAKEIOCK ......ccc..veeeeeeieeeee ettt e ettt e ettt e e ettt e e s st e e s aasteeessteaesasstaasansanasssseaenanseesssnsenens 127
15.3.5  PMU_SEL _SYSACLIVE _TIME c..ceeveveveveviiiieiiiiieieeeteteeeteeet ettt ettt ettt ettt ettt ettt et s et et e st s et et et et et e tete s e teteteantetebnnnannnnnnnnnn 127
15.3.6  PMU_SEL_MAX_SICEP._LIME ...ttt e ettt e e e e e ettt a e e e e ettt aseaaaaeeas s tassaaaaeessasssssasaaaesesssssranaaaaaas 127
15.4 Power Consumption IMEASUIEMENT .....cciiiiiiiiiiiciceeeeeeee et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeeeeeeeseeeaanees 127
54,1 TSt COMMONA......oooieiiiiieieeeiteeee ettt ettt e e st e st e st e st e st e s bt e s bt e s aseesabeesaseesabeesabeesateasaseesabaasaseasbaenaseanas 127
WY & o o | Vo L=l =] o Yo I o 1 Lo ) s F S 128
16 Hardware Crypto ENGINE .......eeeeiiiiiiiiiiieieiiiiiiiiiineeeiiiiisisissssesssisssssssssesssissssssssssssssssssssssssssssssssssssssssesssssssssssnsssssssssssnns 129
16.1 [[a A geTe [UT o1 o] o IO PP TPR VPP TP 129
16.2 Hardware Crypto ENGINE APIS ......oeii it ee ettt e e eette et e e e e e sttt r e e e e e e e s abaaaeeaaeesasbaaaeaaeassaasssssasaaaesansssaensaessannsssnns 129
16.2.1  Crypto ENGiNe INItIQIZATION APl ......coeeeeeeeeeee ettt e e ettt e e e e e ettt e e e e e e e et aaaeesaatatsaaaaaeeaesstsassaaeeessssssnaaaaeas 129
J6.2.2  HOSH APIS .ottt ettt et ettt ettt e bt e ettt e ettt a e e ettt e e ettt e e et b e e e e bte e e e bt e e e aabt e e e e bteeeeanbaeeeaabeeeas 129
2 R 6110 o T=T g o KU SUU PR 134
16.3 Hardware Crypto ENGINE APIS USAEE ....uuuiiiiiieeiiiiieeeciie e eetee sttt e s ettt e seaetee e sttt e e esstaeessnsseeesasaeeeansseeesasseesanssneessnsseesannes 137
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. Al rights reserved.

7



%/REALTEK Ameba-D

16.3.1  Starting HArdWare Crypto ENQGINE...............uuueeieeeeeeeeeeee e eeeeeeteta e e e e ettt ae e e e e et tass e e e eeassatssseaaaeessssssssasaaeesassssssenaaaaaan 137
16.3.2  Starting Crypto ENGiNe CAICUIGLION ...........ccccuveeeeeieieeeeeeeeete e ettt e et a e ettt e e ettt e e et e e e s tte s eeassesessasssaeasseseesnssseessseeans 137
16.4 DEMO COUE PAth .ttt sttt et e bt e e s a b e e s bt e e s ate e s bt e e sh b e e bt e e sabeenbteesh b e e nabee s beenareesbaenabee s 138
17 USEE CONFIGUIALION ....ueviiiiiciiiicsiisssssssssssssssssssss s ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnssssnssnnnnes 139
17.1 (0o Yoy T =Y u Lo T TN o LT X1 USSP 139
17.2 DOOE _ErUSEZONECTG. ..eeeetee ettt et et e sa bt e e bt e e shb e e ae e e s et e e e bt e e sa b e e ab e e s beeeareesbeeearee s 139
17.3 LLE T a1 7= OO OO TP P PP PO PP PPTOPPUPPRTNt 140
17.3.1  FIGSPH CIASSIfICATION ...ttt ettt ettt e et e st e et e st e st e s bt e st e st e saseesbeeeseanas 140

WA 3 o L 0 [0 L3 Rl o [0 K 1161 Fo KX USSR 144
17.4 (o1 0T 00 =T oY 7 PSSRSO 147
17.5 L 1=T=T oot RSP 148
17.6 oo Yo} o1 PSRRI 148
17.7 [ ol 7= ST PP P PSP UPPO VPP PR 151
17.8 10T [ a1 51 = TP T TSP PSP TPR VPR 152
17.9 2o 110N {0 7= TP T TP U USRS UPP PR 152
18 FIash OPeratioN.......cccciiiiiiiiiiiiiiiiiiisiisiisisisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 153
18.1 (VT aYora oY Pl D LT o] o o o[RS SRRSOt 153
18.2 [ oy =Totd oY T 1V, F=1 4 s oo FOU O TSP 153
18.3 [ T T 1Y o USRS 154
3 T R - o PO UPUSPURRPPN 154
B2 2 A 4 PPNt 155

B 20 TC B = o LY PPN 155
18.3.4  ReCIVE/TIANSIMIE COMIMANG .....cceveeeeveeeeeeeeieeeeeeeteeeeeeette et e e tee et e et e etaes et aeate st sestssseeestssteaeatssasesessessesesesseenas 155
18.4 [ T AT\ Lo 1=t A o E OO USRS 156
18.5 (8 Y=Y 0] o = (U =Y o] o OSSPSR 156
19 Battery IMEasSUIreMENT ....cc.iiiiiiiiiieiiiiieiiiiieiiiieeieiieaeetteaestrenesetresssstrassssttasssstrssssstesssssttsssssssssssssssnssssssnssstsnssssssnssssssnns 157
19.1 Vot To] ¥ I D =TYol T o) o [o] o ST PSRPROt 157
19.2 (07 111 o =1 o o RSP 157
20 T 159
20.1 YR S D) - ) A U [ 0 =P PPPR SRR 159
20.2 A A 1Y o ST STUSTRR 159
20.2.1  SYSEEM I APIS . e enenenenenenenensnenenans 159
20.2.2 SCOAN APIS .ottt ettt ettt ettt e e ettt et e e et att e et e e e e aateeeeeeaaaateaeaeeee e bt teeaeeeenannreneas 160
20.2.3  CONNEBCLION APIS ...ttt ettt et ettt e e e e e ettt e e a2 e e a et e e e e e s suss et e e e e e saaassseeeaeesasasnseneas 161
D N 6 o a1 T=1 Yo L3R 163
20.2.5  POWEE APIS e e e e e ns 164
20.2.6 AP IMOAE APIS ..ottt ettt ettt ettt e at e a et a e e ut e e e at e e at e at e at e e bt e ettt e s e e ateenteenatees 165
20.2.7  CUSEOM TE APIS ..ottt ettt ettt et ettt e at e e at e e s st e et e st e e bt e e ate et e ateeateesteesteenaneenateenaseenates 167
20.2.8  WI-Fi SEELING APIS ...ttt e annnnnanans 167
20.2.9  WI=Fi INQICALION APIS.....cooeneeeeeeeeeeeeee ettt ettt et s e ettt e e st e e sttt e e ettt e s asta e s sttt e e eastaesenastaassasbenesnasteesaasees 171
20.2.10  @FUSE WIILING APIS ...ttt e aaanans 172
20.3 [ 1 A 00T =T o] o KOS PP P PR PPRPPPPRRPIN 172
D20 T A [ T ] =T =T o 1 SRS 172
20.3.2  APIS ettt a e u et h e bt ht e e ht e e e a e e a bt at e ettt e at e ettt e st e e e ute e st e ettt e s teenateenateenatees 173
204 WWPS APIS .ttt ettt ettt ettt e sh e sttt sh e e bt e s bt e e s bt e e s h b e e bt e e st e e bt e e bt e e bt e e e Rt e e bt e e eh b e e Rt e e eh e e e be e eh b e e eheeesabeenhbeesabeenateesareenntes 173
20.4. 1 WPS_SEAIT e e ans 173
20.4.2  WPS_SEOP vttt eseaeseneseeeaeasneannenanns 173

21 Liquid Crystal Display CONroller (LCDC) .....cccccerrrereeriiiisssssneesssssssssssnnsesssssssssssnnsesssssssssssnssssssssssssssnnsesssssssssssnssssssssssssnns 174
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. Al rights reserved.

8



W REALTEK Contents

211 101 =T =10l PR P R UPPPPPPRRINt 174
21.2 (20T (V14 o] o OO ST TTUTUPSRRPPN 175
213 o0 0 1 ) G PO PP PRRPPOPRY 176
21.4 LCDC APIS ettt etee st e et e sttt e rte e sttt st esabe e s baeebe e e btesabe e e bbe et e e e bte e bt e e ab e e bt e e e bt e e h e e e eh b e e Rbe e eabeenabeesRbeeeabee s baenabeesbaenabee s 176
21.4.1  MUCU FUNCLION ...ttt ettt ettt e e e et e e a2 ettt e e e e e s st e e e e e s sssn et e e e e e sansnneeeeeenenannneeeas 176
21.4.2  RGB FUNCLION ...ttt ettt ettt e ettt e e e e ettt e e e e e sttt e e a2 e s ts ittt e e e e e s e sastb e e e e e e eaaastseaeaaeeesaasssenes 177
21.4.3  LED FUNCEION ...ttt ettt et ettt e e e ettt e e e e e sttt e e a2 e s tb bt e e e e e e s saat st e e e e e eeaastteeeaeeeesaanssenes 178
21.4.4  COMMON FUNCLION. ..ottt et ettt e e e ettt e e e e e sttt e e e e e sttt e e e e e s asuat bt eaaeesaaaassbeaeaaseesaasssenes 178
215 HOW O USE LCDC ...ttt ettt et e e ettt e e e e e bttt e e e s e s aa b et e e e e e e e s aa bbbt e aeeee s s bebteeeeeesanbsbteeeeeesaassnaeaeaeesannnnnes 180
D T Y [0 W 1 1 =1 5 o ol -SSR 180

D T A 1 C 1 o [T (=T o Lol =3RS 181

D T B N ) O 1 =T o Lol -SSR 182
21.6 (] SR 183
D B Y Y0 1 4 ¢ Lo g {1 [o ) s DRSSPSR 183
21.6.2  @MWVIN SOFEWAIE. ...ttt ettt et ettt ettt e at e et at e e ae e e st e ettt e ste e at e e ste e st ensseenateesaneenanees 183
21.6.3  HOW tO AGGPL L0 LCM ...ttt ettt ettt ettt ettt e at e at e e sat e e s ate e nat e e s steenaseensneenaseesaneenanees 183
21.6.4  HOW tO AAGPL 0 TOUCKH PONE.....ccevveeeeeiiieeieeeit ettt ettt ettt ettt e s e sttt e s e ettt essteesatesssbeessseasssaenaseesasaenasens 185
21.6.5 HOW t0 USE EMWIN N SDK ....ccooieoiiiieeeeeeeeeee ettt ettt e e ettt e e e e e st e e e e e s e sssneeeaeesesasnneneas 185
22 PSRAIM ....ceiiiiiiiiiiineeettiniiisssssnseensssssssssnsssesssssssssssssessssssssssssssssssssssssssssssssssesssssssssssssssssssssnsssssssssssssssnseessssssssssnnsesssssssssnns 187
221 B Yo Y07 oY o1V USSR 187
22.2 POWEN MaNAZEIMENT ....oiiiiiiiie et e e st e e e s e s et e e e s e s aa et e e e s e s naaaeeeeeesaannnnee 188
22.3 HOW TO USE PSRAIM? ...ttt et ettt e e e e e ettt e e e e e e et etbaaeeeeeeesaaabasaeeeeeesassssaaaaeeesanssssaeeseeesaassssseaeeeesansssseneeessanasnrnes 188
D T R [ T4 o ][ 74 e I oY 27 Y USRI 188
22.3.2 Adding BSS/TEXT/DATA Section int0 PSRAM REGUON...........cccueeveeeieeeieeeireeeieeeiseesiseeeisesesssesissssssssessssessssessesssssssssens 188
22.3.3  AllocAting HEAP frOM PSRAM ......cooeeeeeeeeeeeeeeee e ettt ee e e ettt e e e et e e e st a e ettt e e e s atsa e e e sassaeatsesaeaatsaaeessssasasssasanasssesennsses 188
23 IMIPU QN CACRE.....uueeriiiiiiiiiineeeiiiiiiisssnnseesiiissssssssessssssssssssnsessssssssssssssesssssssssssnssssssssssssssnssesssssssssssnssesssssssssssnssssssssssssnns 190
23.1 T ot To] ¥ lo [=T-Yol o] d o o NS U PSRPRRE 190
23100 MPU oottt ettt ettt et at bt ettt bt e e ht e a e at e at e e ht e e ate e h e et e e e at e e st e ettt e s aneenateenaneenarees 190
DG T B 6o Tl 1 1= O PRSP PPPPPPPI 190
23.2 IMIPU APIS ...ttt ettt et e ettt s ettt s bttt e e bt e e bt e s bt e e bbe e bt e e beeeabe e e ae e e beeesab e e seeesat e e abeesabeesaseesabeeeabeesabeeenbeesabeennreens 191
23.2.0 MPU_INIT o e s ans 191
23.2.2  MPU_SEL_IMEIM_ QLI uuuveeieiiiiii e s nnnaannns 191
I I T TV I 41 [ Lo Iy (o RO SRS US 191
I B 1o TV I =10 11 4 A (=L OO USSR 191
D I 1o TU I =111 g A e || Lo oSSR 192
23.3 (07 1ol o T A o PR 192
DG e T A (0 ol o T 1T | o L= SR 192

D I I (0 ol L= D Ko o) =SSR 192
DI 3 TG T (0o Tol s T3 [ 1V o o [ 1 { =3RRI 192
ST B N 01 6e [ol s T Y = 0T ] o L= USSP 192
B B R D1 6e [ol s T 14 1o o) =SSR 192
DI T T I D 16 Tol o T= B Ko | o) =SSR 193
DG T T 0 10 ol o = 111V o 1 1o Lo | (=SSR 193
D TR T D 16 ol o L= O =T o B SR 193
D2 JC T 010 ol o T=B O [=3o 1 1 [ RV ] o o | -2 SR 193
234 How to Define @ Non-cacheable Data BUTFfEr.........ui ittt sttt e st e e s s bae e e saaee 193
24 Audio Codec CONrOlEr GUIAE .....ccceveeiiiiiiiiiiiiiiiiiiiieiieieieeeeereereeeeeeeeeeeeeesessetesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnns 194
241 JANE Lo o X @o o[- ol OO TS OTO U PRRRTPTRRR 194
D223 0 R D 1o [ 4 194
24.0.2  FEOTUIES .. e e e e as 195
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.

9



%/REALTEK Ameba-D

D B R YeT o) | Tole 11 o) ¢ I 1 [o o [T SUP 195
24.2 F XU Lo [fo J @foTe I=Tol @] o 4 o] | L=T cH OO PR PPUPPPRN 198
24.2.1  FOOTUIES ..ceeeeeeeeeeee ettt ettt e e e ettt e e e ettt e e e e ettt et e e e e n et et e e e e n et e e e ea it n e e e eeneennneeeas 198

D N B A 00 11 o I [ 1 =] o [ -SSR 198
24.3 F YT [ o N =] N OO PO PRRPPUPPPRNt 198
D T R D o[ [ s IR 199
24.3.2  OPCIALION MOUTE ...ttt ettt ettt ettt ettt e at e ettt e at e ettt et ettt et e e an e e e et e s e enane s 200
24.4 JANE T 1o I @o o 1= ol oY o [ PP 200
D S o I Y K3 200
24.4.2  SPORT APIS ettt ettt e s ettt et e st e st e s ate e st e s ate e st e e et e e et a e e e e e e a bt e e a e e bt e et e s be e e be e e baeebee s beenates 201
D N T I Y TSP 204

J B 60 To (Lol A o KRR 204
24.5 HOW £0 USE AC APIS? ...iieteeiieee ettt e eetie e e ettt e e e sttt e e s ate e e s abaeessabtee e s sbeeesaasaeeesabaaeesataeesnseeeesasaeeessbaeesansaeessnssaeesnnsanesnnnes 206
24.5. 0 AUGIO PlOY ...ttt ettt ettt et ha e h e at e ht e at e at e e et e an e s neenateesaneenanees 206
24.5.2  AUCIO RECOIU ...t ettt ettt e e e ettt e e e e e ettt e e e eeeatats s e e e e e e s e s asabaaaseeeeasaasseasseseeaaasssasasaseeesnsrarens 207
24.5.3  EXAIMPIE LiSt......eeoeeeeieieeeeee ettt et ettt ettt ettt ettt ettt e a e et at e e at e at e ettt e at e at e et e e an e e s teenateenateenate s 207
24.6 HardWare DESISN GUITE ..cceeiieeiiieiiee ettt e ettt e e e e e st e e e e e e e st e e e e e e e e e s aaseaaeeaeeesaansstseeaeessaasssssaeeeessansssnnnseessnsnnssnns 208
24.6.1  LIN@-OUL....cccoeneeeeeee ettt ettt e e ettt e e e e ettt e e e e ettt et e e e e a et et e e e e nn e et e e e eaantnteeaeeeeannreeeas 208
D V| Lo | BTSRRI 208
2.6.3  POWEK ...ttt ettt e e ettt e e+ ettt e e e e ettt et e e et ettt et e e e e aa et et e e e e e anr e et e e e ean s ntneeeeeeeennnreeeas 209
24.7 Performance of ENCOdING & DECOTING ....couviiiiuiiiiiiiiieeiie ettt sttt ettt sttt s it e sab e sabeesabeesabeesnreesabeesaseenn 209
D Y A O1C B o T ¢ o Lo [ USSP 209

D R A 0] U AN o 4 o 1o | APPSR 209
D R o Y Ol oY 4 Lo | USSR 210
D R .V Y Ol o Yo's Lo [ SO 210
0 Y | oY /s o | S PSSR 210
24.8 O 3R OO PPTSRR 211
25 CAP-TOUCK ... crerrceiee s eee s s e s e eras s e s s e s e e nnnssssssssssesnnssssssssssesnnssssssssesesnnssssssssseesnnnssssssssesnnnnssssssssesennanssssssnseennnnes 212
25.1 (o110 0 10 PP TSP PP RO PPRP PPN 212
25.2 AAPIS ettt ettt e bt sttt e bt a bt e et e e s a ke e e bt e s ket e bt e e b et e At e ea b e e e beeeabe e e bt e eab e e e nee e beeebee e beeenee e baeenreenare 212
I N 0o [ oY KoYV ol BN Y 1 4 (o114 ] SO USSP 212
I A 0o | oY KoY ol o BN L 1 USSR 212
STV N 00 | oY KoY Lol B 1 ¢ T BRSSP 212
25.2.4  COPTOUCH_INTCONSIG ..vvveeeeeeeeeeeeeeee ettt e ettt e e e e e e e e et e e e aase e e e tsa e e e sts e e e estssaaaaatasaeastsasenasssaseassssasaassesennssns 213
I 60 o o TV ol B €= 4 N 2 SR 213
25.2.6  COPTOUCH_INTCIEAIPENGINGBIL...........cveeeeeeeeeeeiieeeeiit e eetee s ete e ettt e e et e e s sttt e e et e e s asteaesassaaeesastsaeasseasssssanessstessanees 213
253 HOW 1O USE CTC ...ttt ettt e e s e s et e e e s e s a et e e e s e s b e e et e e e s e s b e a e teeesesenanaeeseeesennnnnee 213
25.3.1  CTCINTEANZOTION ...ttt ettt ettt ettt e at et e s st e e at e e ate ettt e steenat e e steeateenaneenaseenaneenaseas 213
25.3.2  CTC CAlIBIALION ...ttt ettt ettt e et ettt e e st e e ettt e e ettt e et a e e s atb e e estseesasbaaeeubaneenassesenasees 214
25.4 Cap-Touch Schematic Design and PCB Layout GUIEINES .........eveeiiiiiiiiiiiieie ettt e e siatree e e e e e e e antaee e e e e eeenes 214
PN B N 0o | o 5 oV lol g INYol =1 04 Lo 14 Lol B 1=1 [ | ¢ KOO USSP 214
25.4.2  PCB LAYOUL ...ttt ettt ettt et e s ot e st e st e s ate e s at e abe e s ate e s ase e s st e e s ase e s at e e s abe e s be e e abe e s beeeabe e s beenateas 215
26 DUBIOS....eeeiiiiiiiiiiinneeetiiisisisssseetsiessssssssessssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssnsssssssssssssas 218
26.1 DUEBIOS PIatfOrm ..ttt ettt sttt et b et e s bt e e bt e e sat e e s bt e e s st e e s bt e e sate e st e e sabeessbeesabeesabeesabeesabeesabeenareens 218
D B Y Vo o1 VA 4] Yo [ ot S SR 218
26.1.2  APPIY PLOSIlE ...ttt ettt e e e e ettt ——ae e e e et ————taeeaaa i —————taaetaa i ————attaeeaaait—artaaaeeaatrarees 220
26.2 HardWare REQUITEMENT ......ccciiiiiiiee ettt e ettt e e e e e sttt e e e e e e e e seabataeeeesesaabaaaeaaeeesaassasaeeaeessaasssssasaaessansssannsaessnnnsssnns 221
26.3 Y in Y T E o @] g Y o ToT 1 =T 1) PP PURR P 222
B N B Ao [V 1= o [ o] o B USSP USP 222
W I A oo (V11 o =2/ (ol PO PPOU PP 222
26.4 HOW O USE DUEBIOS ...ttt ettt et e e e s e s e et e e e s e s e e e e e e s e s b e e e e e e e e e s sreneteeesesennnneeeeeesannnnnee 222
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. Al rights reserved.

10



W REALTEK Contents

DL R =1V 11 [ o T Lo 0 10X Y ¢ Lo o o AR UPP 222
26.4.2  CONFIGUIE TNE INELWOIK ...c...eeeeeeeeeeeee et e ettt e et e e et e e e ettt e e et a e e tteaaeaatst e e e asssaeastesasassseaenasssasasssasansassesennnses 223
26.4.3  DUEIOS CONNECLION SUCCESS....cccceenieeeeeeeeeeeee ettt e e e ettt e e e e e st e e e e e st eeaeesannneeeaessesannneeees 224
LN g To T=T gl X =Toto o Mo 1o Lo IR Y o T=Le | S SR 224
26.5 (O N U= = Yo LS 224
26.5.1  GENErating OTA IMOQGE ........ceeovueiiiiiiiiitie ettt ettt sttt e ettt e sttt e s sttt e s e aats e e sttt e s s aaseessatneesaannes 224
26.5.2  OTA With DUEIOS PIAEFOIM ...ttt ettt ettt ettt e s e st e st e e s at e e s aneenateesaneenanes 225
26.6 HOW 10 DEIBUS ...ttt ettt ettt e s bt e e bt e s bt e e bt e e s bt e e bt e e s at e e bt e e sat e e st e e sabeeabbeesabeeeabeesabeesabeesabeesnseesn 227
DN T 1V 1 (o [ 4 o T O URUP PR 227

N A T I Y[ T Lo B PPTTUPPP 227
26.6.3  CANNOL RECOGNIZE LN RECOITEY ..ottt e e et e e ettt e ettt e e ettt e e e aatea e e ssesaeassesaesssssasssssasesssesannnnes 227
26.6.4  CRECKING tRE IMEIMOIY .....c.c..eveeeeeieeeeeeeeeeee e e tee e ettt e e ettt e e ettt a e e st e e essseaeaatsea e e stssaeassssaeassesaaassseaenasssasaassasananssesennses 228
26.6.5  CHECKING thE DEVICE SEALUS......c.eveeeeiiieeeiiieeesee et e et e et e e ettt e e sate e e sttt a e s atteesaasteesasteaessasteasaastsasssssanessassessasses 228

27 INFrared RAIAtioN (IR)......ccceerrrrrerrrrrerrrsrssrssrssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssnssssssssnsnsssnsnssssnsnnnes 229
27.1 [ 10T 0 01U Nt 229
27.2 (D) = T o ] o 1 0 - | PSP UPPPNS 229
D B | b G PSSR 229
D | o G PSSR 230
27.3 F 2 E OO URRPRUPPURRN 230
D B B | Y -1 o 1o I o KT TSRS 230

D B | O B¢ Y o K PSSP 232

D e T B | o 0 gy Y o KSR 233
27.4 IRIUSGEE ..ttt e e e s e e e e et a e e e s s et e e e s e s e et e e e e e s e aaa e e e e e e senanaee 235
D B -1 o | [T USSP 235
27.4.2  RECEIVING . e ans 235
27.5 D o] 0] o1 e E= Yo oIV =Tel o F= T 1] o USRS 236
DT R 101 o Yo [V Tor 1 [o s DO PSP P PP PIPPOTPPP 236
27.5.2  Tx Compensation MechANiSM APPIICALION ........coeeeuveeeeeeeeeeeieeeecteeeeee et e e e sttt e e s etta e s stteaesstaaessseaesssseaesssteeesnees 236
27.6 IR SChemMatic DESIZN GUIAEIINE.......uiiiieeiii et eceee ettt e et e e e et e e e s bt e e e esateee s aseeeesasseeeeasseeesansneeesnsseaesansenesannes 237
D T R - o | o 1o ISR 237
27.6.2  Carrier Problem in RX LEAINING ............euieeeeeeieeee e e eeeeetete e e e e ettt a e e e ettt e e e e e e aatsataaaaeesasassseasaassesssssasasassesssssnnees 238

28 BrownouUt DEtECOr (BOD) .......ccccceereerrrsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssnnsnnns 239
28.1 Recommended Threshold ParamEter ... ittt st e e st e e st e e s sabe e e sabeeessnbaeeesanee 239
28.2 21070 o L OSSPSR 240
28.2. 1 BOR_IMOGESEL ...ttt ettt et ettt ettt ettt e eat e et e at e e at e a e ettt e at e ettt e bt e et e s ane e ateenneenate s 240
LI B A - 10 S =X o T [o R Y =2 SR 240
28.2.3  BOR_CIAIINT ...ttt ettt ettt ettt ettt et ettt e at e e at e s at e et e at e et e st e et e st e e at e e steeateenaneenateenaneenatees 240

L N 210 s G 0 T Lok Y= SO OO PP PP PPPOPPPI 240

29 Flash Translation Layer (FTL) ....cccccccceiiiiriiisiiisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 242
29.1 OVEBIVIBW .ttt ettt et ettt e e e e e ettt et e e e e e aabe et e eee e e s asbe bt e eee e e s anbe e e e e e e e e s ansab et e eeeesanabebeteeeeesaannnbeeeeeeeseaannbaeeeaeesannnn 242
29.2 FATUIES <.ttt ettt e e e e e bttt e e e e e e e ettt et e e e e e an b e et e e e e e e e ahee et eeeeeaaabee et eeeeeaaaharbeeeeeeeaannbaeeeeeeeannnreee 243
29.3 FTL APIS ettt ettt ettt ettt ettt et s ettt e sttt s bt e e bt e e bt e s abe e e bt e e b et e bt e e b et e ae e e bt e e h b e e h b e e ehte e Rt e e sabeeeabeesabeeeabee s beeeabeesbeenaree s 243
D B R 1 B 11 O PP PPPPUPPI 243
LR i I (oo To I o) 1T () e o =SSR 243
DL T B Yo V=B (oY (e 4o o -SSR 244
29.4 HOW 0 USE FTL ettt ettt et e ettt e e e e e et e e et e e e e e s aa b e et e e e e e e s anbe et e eee e e s anbe e et eeeeesanbnbeeeeeeesaansbaeeeeeesannnnneee 244
29.4.1  PrECAULIONS ...ttt ettt e e ettt et e e e ettt et e e e e a s et e e e e e e e st et e e e e e e e austsbeeaaeeeastsbneeaeeeeaannnnneen 244

B B B A C 114 =] 4 | IR (=] o ST USRI 244

30 Audio Signal Generation and ANAlYSIS .......cceireeeeeiiiiiiiiieirceierrrereeereeesreeernasssseesseeesnnssssssssseesnnnssssssssessnnsssssssseesnnnnnssnnns 246
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.

11



%/REALTEK Ameba-D

30.1 18 dgoTe [N o1 4o o [P PP PRSPPIt 246
0 I A @0 Y 1o Lo 1 Lo SR 246
30.1.2 Generating a Signal Of G CErtain FIEQUEINCY .........ccuuveeeceeeeseiieeeseeieeetteaesstee e e ettt e eetsaaaastasasassaaesssssasesssasanssseseesses 246
30.1.3  Analyzing Signals CONECLEA DY DIMIC..........oeoeueeeeeeiie e et e e e tte e e eea e ettt e e e ettt e e e steaeasttaaaeassseaessssasesasasasssseseenees 246
O B 0. .Y 3 PRSPPI 246
L0 BT 60 o T T T T ORISR 247

31 L3 o 1 TN 248

311 [T 0T 0210 ) OO PP OTPPPPPPPROPRY 248

31.2 Y 2 PP PPPPPPPIN 248
2 R -3V Yolo T e Lo} <] (1 S SR 248
S B2 B {3V Yolo T e T3 e Lo 1 o 417 1o £ SR 248
B S -3V Yol 4 I - [ SR 248
31.2.4  K@YSCON_IMIt...neeioiiieieieeeeee ettt ettt ettt et ettt ettt ettt e eat e et et et e at e ettt e st e ettt e st e e an e e s aneenaneenaneenanees 249
N I R (-3 Tole [ =1 A B OO ST OR PP PUPPPPTI 249
31.2.6 KEYSCON_CIOAI I ettt ettt ettt et e e e at e e at e e st e ettt e steeaat e e st e ettt enaseenateesaneenatees 249
31.2.7  KEYSCON_GOL_IIG_SEOLUS ....ecueeeeeieeeieeeee ettt ettt ettt ettt et ettt e sat e e sat e ateesat e e s st e e sat e e s ateenaseensseenaneenaneenasees 249
31.2.8  KEYSCAN_SCL_QilQ _NANGICK ......coc..eeeeeeeeeeeee ettt ettt e et e ettt e e et e e ettt e e e ettt e e e ataaeaaatasaeaatseaensssasesssasassasseseannses 249
O I -3V Yolo T N1 112 o) (-2 SRS 249
02 O I {3V Yoo T B [ Ko | o) =3 OSSR 250
S 0720 3 R =3V Voo T Bl (=20 Iy ] {o e Lo | (o H USSR 250

313 KEY-SCAN USAZE ..ttt e e s e e e et e a e e e s e s a e e e e s s a et et e s s aaa e e e e e e s nnnaee 250
31.3.1  USing Default CONFIGUITLION .......ccuueveeieeiiieieeit ettt ettt et ettt et ettt et e st e s ate e st e s aneenaseesaneenanees 250
G B U L [T I Y = KT PUSPPR P 251

32 5 W= o o N 252

321 OVEBIVIBW ...ttt ettt e e ettt e e e s ettt e e e s e e b et e e eeeeeaan s b e e e e e e e e e s msb e e e e e e e e e s assas et e e e e e sanssese e e eeeesannnbaeeeeeesanannranneeeesannns 252

32.2 = I Oo TN, =T (ol PP UTP U OPPUPPPPPOPRY 252
XA 2 B 121 o Yo [V Tor 1 [o s DO OSSP PP UIPPOTPPPN 252
32.2.2  PTA MOUE ...ttt ettt ettt et ettt et e et e a e et e at e e at e at e ettt e e at e et e et e e at e e s ane e ateenneenare s 252
32.2.3  TDMA MOUE ...t ettt ettt ettt et et e at e st e sttt e s at e et e st e e at e e ate e st e st e e st e s ate e ateenaneenateenaneenatees 253
32.2.4  ReIQLEA PAIGIMELEIS ...ttt ettt ettt ettt ettt e at e ettt e s at e e at e e st e ettt e st e e at e e st e eateensneenateenaneenases 254
32.2.5 HOW t0 CONFIGUIE BT COBXISEEICE........ooccceveeeeiieeeeeieeeeetteaeaetteaeeets e estaseaesttsaaaeastseaeesssaasassesaeastsesessssasesssssaeassseseasses 255

323 2 I T o o] [T UUPPSRPRRY 256
0 F B C 1O Ol = o] - ot 256
0 T B VY B o o - o 257

324 2 I D= o TV - OO TP SO P ST VPR PPN 258
Y 3 N 1011 o o [V (o 1 (o HO OO PP PP PP PPPPPPTI 258
32.4.2  Hardware & SOftWAIe PrePOIGLION..........c.ueeeceeeeeetieeeeeieeeseteeeeettteeettteeesststaessttaasasteassassesasasssaasaasseasssssanessstesssnsses 258
32.4.3  Prerequisite — OPening the LOG SWILCR .........cccuveeeeeieeeeeee ettt e ettt e e ettt e e et e e sttt e e s sasta e s ssteaesassaaesssteeeenees 258
32.4.4  CAPLUIING LOG FIlES oottt et ettt e e e e e ettt e e e e e e et st e e e e e e e e tateeaaaaesassssseasaeesesssssensaaasesssssnnees 259
N O 3 WSS 262

LIS Of FIGUIES .eeieieeieiceiiiiieiiiesceee s ireeiene e s e s e e e eneasssessseeesnasssssssseeesnnssssssssesssnnsssssssseesennsssssssssesennnssssssseessnnnssssssssenennnnssssssnnennnnnns 264
T o 1= 1N 268
REVISION HiSTOIY . ciiiiuuiiiiiiiiiieinniiiiiiiiieiniiiiiiiiresnsssiietiiressssssssstiressssssssssstsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssnns 270
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.

12



W REALTEK Convention

Convention

Ameba-D consists of two MCUs:
® Real-M300: a high performance MCU (Armv8-M, Cortex-M33 instruction set compatible) called KM4 thereafter

® Real-M200: a low power MCU (Armv8-M, Cortex-M23 instruction set compatible) called KMO thereafter

All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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1 Building Environment

1.1 Introduction

This chapter illustrates how to build Realtek Wi-Fi SDK under GCC environment. It focuses on both Windows platform and Linux distribution.
The build and download procedure are quite similar between Windows and Linux operating system.

[ ] For Windows, Windows 7 64-bit is used as platform.

[ ] For Linux distribution, Ubuntu 18.04 64-bit is used as platform.

1.2  Preparing GCC Environment

1.2.1 Windows

On Windows, you can use Cygwin as the GCC environment. Cygwin is a large collection of GNU and open source tools which provide
functionality similar to a Linux distribution on Windows.

Click http://cygwin.com and download the Cygwin package-setup-x86.exe for your Windows platform.
Note:

®  Only 32-bit Cygwin is supported both for 32-bit Windows and 64-bit Windows.
® During the installation of Cygwin package, include ‘Devel -> make’ and ‘Math -> bc’ utilities on the Select Packages step, as Fig 1-1 and Fig

1-2 shows.
Select Packages =
Select packages to install E
Search make| Tikeep @ Cur O B Category
Category New Bin? Src? Size Package i H
= Al &% Diefault
Archive &% Default
Debug &¥ Default
El Devel & Default
&% Skip nfi s 3 automake: Wrapper scripts for automake and aclocal
&% Skip nfa nfa 714k automake1.10: (1.10) & tool for generating GNU-compliant
4 Skip nfa i 860k  automake1.11: (1.11) 2 tool for generating GNU-compliant
4 Skip nfa 733 automake1.12: (1.12) 2 tool for generating GNU-compliant
&% Skip i njer 780k automake1.13: (1.13) a tool for generating GNU-compliant
&% Skip nfi e 581k automakel.14: (1.14) & tool for generating GNU-compliant =
& Skip e e 781k automake1.15: (1.15) a tool for generating GNU-compliant
4 Skip nfa ni 248k automake1.4: (1.4) 3 tool for generating GMU-compliant I
&% Skip o njn 332 automake.5: {1.5) a tool for generating GMU-compliant M
&% Skip nfi e 365k automake1.6: (1.6) a tool for generating GMNU-compliant M;
&% Skip nfa nfa 426k automake1.7: (1.7) a tool for generating GMU-compliant M
4 Skip nfa i 45%  automake1.8: {1.8) a tool for generating GNU-compliant M
&% Skip o njn 557 automake1.9: {1.9) a tool for generating GMU-compliant M
&% Skip nfi s 3,675k cmake: Cross-platform makefile generation system
&% Skip nfa nfa 767 cmake-doc: Cross-platform makefile generation system (do|
4 Skip nfa i 1,156k cmake-gui: Cross-platform makefile generation system ({GU
4 Skip nfa 163k  extracmake-modules: Extra CMake Modules for KDE
&% Skip i njer 420k gcotools-epoch 1-automake: (goc-special) a tool for gener:
&% Skip nfi e 58% gccdools-epoch2-automake: (goc-special) a tool for gener
& Skip na  nfa Bk gocmakedep: X Makefile dependency toal for GCC
4 Skip nfa i 34k imake: X Imake legacy build system
| &d211 O 44%  make: The GNU version of the ‘make’ utility |
&% Skip na_ nia 2% makedepend: X Makefile dependency tool S
‘ 1 3
Hide obsolete packages
[ <Back |[ Mew> | [ cancal
Fig 1-1 ‘Devel’ setting during Cygwin installation
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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E Cygwin Setup - Select

Audio &¥ Default
Database & Default
Debug & Default
Devel 4¥ Default
Doc 4¥ Default
Graphics 4¥ Default
Libs &¥ Default
LXDE &¥ Default

Select Packages =
Select packages to install =
Search bel TKeep @Cur @ Bxp Category
Category Mew Bin? Src? Size Package i
B Al 4 Default

m

B4k be: Arbitrary precision calculator language |

Bl Math & Default
| 1082 B O
& Skip WA i
¥ Skip na s
¥ Skip na o
&£ Skip nfa i
& Skip WA nia
& Skip Wa nia
& Skip na  nja
¥ Skip na s
¥ Skip na o
&£ Skip nfa i
& Skip na o
& Skip Wa nia
& Skip na  nja
e
« T
Hide obsalete packages

252k libcamd-devel: SuteSparse CAMD: constrain
13  libcamd(: SuiteSparse CAMD: constrained sy
11k libcamd1: Suite Sparse CAMD: constrained sy
S libccolamd-devel: SuiteSparse CCOLAMD: o
15k libccolamd(: Suite Sparse CCOLAMD: constry
12 libccolamd1: Suite Sparse CCOLAMD: constry
516k libcholmod-devel: SuiteSparse CHOLMOD: g
251k libcholmod(: Suite Sparse CHOLMOD: sparse
195  libcholmod1: Suite Sparse CHOLMOD: sparse
& libcolamd-devel: SuteSparse COLAMD: colu
11k libcolamd0: SuiteSparse COLAMD: column 3|
S libcolamd1: SuiteSparse COLAMD: column g

13 liboxsparse-devel: SuiteSparss CXSparse: ex

L L TR I A B o WO o ol

r

[ <Back | Nea> | [ Cancel

Fig 1-2 ‘Math’ setting during Cygwin installation

1.2.2 Linux

On Linux, some packages must be installed for the GCC environment.

make
bc
gawk
ncurses

libc6-i386 (GNU C library for 64-bit platform. If you are using 32-bit platform, install libc6 instead)
lib32ncurses5 (32-bit terminal handling for 64-bit platform. If you are using 32-bit platform, install libncurses5 instead)

Some of these packages may have been pre-installed in your operating system. Use package manager to check and decide whether to install.
For the last three packages, you can also type the corresponding version command on terminal like the following figures to check whether it

exists. If not, make these packages installed.

® $make-v
If make isn’t installed, type apt-get install make to install make.

{i@realtek:~$ make -v
GNU Make 4.1
Built for x86_64-pc-1linux-gnu

Copyright (C) 1988-2014 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

® Shbhc-v
If bcisn’t installed, type apt-get install bc to install bc.

be 1.87.1

Copyright 1991-1994, 1997, 1998
Foundation, Inc.

® Sgawk--v
If gawk isn’t installed, type apt-get install gawk to install gawk.

Application Note All information provided in this document is subject to legal disclaimers.

© REALTEK 2020. All rights reserved.
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@realtek:~S gawk --v
GNU Awk 4.1.4, API: 1.1 (GNU MPFR 4.0.1, GNU MP 6.1.2)
Copyright (C) 1989, 1991-2016 Free Software Foundation.

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
h

®  ncurses
ncurses is needed if you want to use make menuconfig command. Type apt-get install ncurses-dev to install ncurses.

1.3 Building Code

This section illustrates how to build SDK. First, you need to switch to GCC project directory.

® For Windows, open Cygwin terminal and use $ cd command to change directory to KMO or KM4 project directory of Ameba-D SDK.
Note: You need to replace the {path} to your own SDK location, and add “cygdrive” prefix in front of the SDK location, so that Cygwin can
access your file system.
B Scd/cygdrive/{path}/project/realtek_amebaD_va0O_example/GCC-RELEASE/project_Ip
B S$cd/cygdrive/{path}/project/realtek_amebaD_va0O_example/GCC-RELEASE/project_hp

®  For Linux, open its own terminal and use $ cd command to change directory to KMO or KM4 project directory of Ameba-D SDK.
B $cd/{path}/project/realtek_amebaD_va0O_example/GCC-RELEASE/project_Ip
B $cd/{path}/project/realtek_amebaD_va0_example/GCC-RELEASE/project_hp

1.3.1 Normal Image

To build SDK for normal image, simply use $ make all command under the corresponding project directories on Cygwin (Windows) or terminal
(Linux).

1.3.1.1 KMO Project

For KMO project, if the terminal contains “km0_image2_all.bin” and “Image manipulating end” output message, it means that the image has
been built successfully, as Fig 1-3 shows.

tention. retention_entr func cygdrive/d/sdk-ame
t/realtek_amebaD_v ux(\n;ﬂe GCC-REL E/project_lp/asdk/imag nap
ve/d/sdk-amebad-beta_v6.0/pr ct/realtek_amebab. )_example/GCC-RE
1p/asdk/image/xip_image 1.bi g e/d/sdk-amebad-beta
v ct/realtek wobaD ¢ e/GC S t_lp/asdk/ima
prepend.bin > ) d/sdk-am d- : 0 mo]wr realtek_amebaD_v

\drph“ CC MLLx\L j e/km0_1 e 11.bin
dr 6 rea mebaD_va0_example/GCC
e/d/sdk-amebad-beta_v6.0/f
t_1p/asdk/image/km0_ima

Image manipulatir ==
aving directory gdriv k-amebad-beta_v6.0/project/realtek_a
va0. e\ﬁr"p\e GCC-RELEASE/project_1p/asdk’

Fig 1-3 KMO project make all

If somehow it is built failed, type $ make clean to clean and then redo the make procedure. After successfully built, the image file is located in
project/realtek_amebaD_va0_example/GCC-RELEASE/project_lp/asdk/image, as Fig 1-4 shows.

Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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GCC-RELEASE > project Ip > asdk > image v

# Quick access

code_size_flash.map

| This PC code_size_ram.map
m Desktop kmO_boot bin
2 Documents km0_image2_all.bin
& Downloads obj_list
& Music ram_1.bin
Pictures ram_1_prepend.bin
ram_2.bin
8 Videos
ram_2_prepend.bin
€. Local Disk (C)
ram_retention.bin
a Local DSk (D) ram_retention_prepend.bin
«- Local Disk (E) p—

1.3.1.2 KM4 Project

Fig 1-4 KMO project bin generation

For KM4 project, if the terminal contains “km4_image2_all.bin” and “Image manipulating end” output message, it means that the image has
been built successfully, as Fig 1-5 shows.

AD_va0_e
va0_examp1

.0/project/rez

Fig 1-5 KM4 project make all

If somehow it built failed, type $ make clean to clean and then redo the make procedure. After built successfully, the image file is located in

project/realtek_amebaD_va0_example/GCC-RELEASE/project_hp/asdk/image, as Fig 1-6 shows.

s | image
E. Home Share e

« A [« GCC-RELEASE > projecthp > asdk > image

A Quick access
cmse_implib.asm

= This PC cmse_implib.lib
m Desktop cmse_implib
Documents kmO0_km4_image2.bin
& Downloads kmd4 |
b Music km4_image2_all.bin
b Pictures km4_image3_all.bin
obj_list
&/ Videos
ram_1.in
% Local Disk (C)

ram_1_prepend.bin
Local Disk (D:)

~ ram_2.bin
«~ Local Disk (E:) ram_2_prepend.bin
& €D Drive (G:) autc ram_3_nsc.bin

Fig 1-6 KM4 project bin generation

All information provided in this document is subject to legal disclaimers.
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1.3.2 MP Image

Use make mp command under /project/realtek_amebaD_va0_example/GCC-RELEASE/project_hp to generate MP image. After successful
compilation, you will find the generated images under /project/realtek_amebaD_va0_example/GCC-RELEASE/project_hp/asdk/image, as

2 1 = |image - o X
Home Share View

« v « GCC-RELEASE > project hp > asdk > image v O

shown in Fig 1-7.

Name Date modified Type Size

s Quick access
| cmse_implib.asm

= This PC | cmse_impliblib
m Desktop | ecmse_implib
4 Documents | code_size_flashmap
& Downloads | code_size_ram.map

& Music ] km0_km4_image2_mp.bin
Pictures | km4_boot_all.bin

B Videos | km4_image3_all.oin
i

& Local Disk (C:)
« Local Disk (D:)

—| obj_list
L] ram_1.bin
_| ram_1_prepend.bin

«- Local Disk (E) | ram_2.bin 1
Q D Drive (G)aut¢ [ ram_2_prepend.bin 1
B Ntk ] ram_3_nsc.bin

] ram_3_nsc_prepend.bin

] ram_3_sbin

| ram_3_s_prepend.bin

| ram_size

| target_img2.asm

1 tarnat imad avf

39 items

Fig 1-7 MP image generation

1.4 Setting Debugger

This section illustrates how to enter GDB debugger mode.

Note: Considering KM4 is powered-on by KMO, make sure that KMO has boot up already before accessing KM4 by J-Link or Probe. Clicking
Reset button on demo board is a recommended way to boot up KMO.

1.4.1 Probe

1.4.1.1 Windows

Ameba-D Device Board supports Probe debugger. We can use Probe to download the software and enter GBD debugger mode under GCC
environment. Refer to Fig 1-8 to connect Probe debugger to the SWD of Ameba-D.

(1) Install Probe driver
Before using the Probe, its driver is required to be installed. Obtain the RLX_Probe_Driver_2.3.11p22_Setup.exe under tools/probe, then

install it correctly. Refer to Fig 1-8 to connect Probe debugger to the SWD of Ameba-D, which is connecting TCK pin of Probe to SWD CLK
pin of Ameba-D, and TMS pin of Probe to SWD DATA pin of Ameba-D. What’s more, a common ground is needed between Probe Board

and Ameba-D Device Board.

All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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RIS

GND 1833

Ameba-D SWD

Fig 1-8 Wiring diagram of connecting Probe to SWD

After the installation of the software pack, execute the cm0_RTL_Probe.bat under /project/realtek_amebaD_va0_example/GCC-

Note: The default path of Probe driver in cm0_RTL_Probe.bat file is C:\RLX\PROBE\rIx_probe_driver.exe, you may have to change the

The started Probe server looks like Fig 1-9. This window should NOT be closed if you want to download the image or enter debug mode.

C:\Windows\system32\cmd.exe = | & -y
system reset— halted DHCSR 8x©82830083
Cor ted by Realrek Semiconductor Corporati
und CPUID Bx721cd208, Reve rip@?
AxBRnABBAY ;
BxfaB52000;
Bx800088800 ;
BxBRBRBRAA ;
BxANBBRNGR0 ;
IxB000e0800 ;
FUNCTIONB 08x58000000;
MCU has has a Flash Patch Breakpoint version 2!
s MCU has 2 of code comparators and @ literal comparators
Remapping not supported!?
DWT_CTRL ©x1hB080080;
DUT_CYCCNT ©x00088000;
_COMPE  9xB0000000 ;
U has 1 comparators?
supports Irace sampling and cheptlon tracing?
does not include external match signals, CMPMATCHINI?
T U supports a cycle counter?
This MCU supports the profiling counters?
Pr gran flow prediction disabled?!Instruction caches disabled?!Data and unified ca
disabled?
is implemented at level 1,
infomation:

s Write-Throught
supports Urite-Back!?
supports Read-Allocation?

support Write-Al

I-cache number

I-cache number

I-cache numbe

I-cache
infomation:
supports Write-Throught

s Write-Back!?

little-endian;

>B_DCRSR
DCB_DCRDR
DUT _CYCCNT

DUT_MASK@
DUT

in FPB?

and is Separate Instrcution & Data Caches?

I-Cache

of ways
of lin
s 16 KB!

Read-Allocation?
Write-Allocation?

number of s
nunmber of \m)..

The proce D-cache
The processor D-cache is
The processor’s D-cache number of linesize is
The processor’s D-cache size is 4KB!?
/7 00000 D S
TAP 1 Core @ Initialize Over !
SUCCESS to Trigger this Core

DR R R R R R e g

8y

Fig 1-9 KMO Probe server connection under Windows

(2) Execute the cmO_RTL_Probe.bat
RELEASE/project_Ip/jlink_script.
path according to your own settings.
Level 1 I-Cache
(3) Setup Probe for KMO

On the Cygwin terminal, type $ make setup GDB_SERVER=probe command to select Probe debugger, as Fig 1-10 shows.

Application Note
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example/GCC-RELEASE/f

$ make setup GDB_SERVER=probe
make -C asdk setup

make[1]: Entering directory '/cygdrive/d/sdk- amebad beta_v6.0/project/realtek_
amebaD_va0_example/GCC-RELEASE/project_lp/asdk

Setup probe

cp -p /cygdrive/d/sdk-amebad-beta_v6.0/project/realtek_amebaD_va0_example/GCC-
RELEASE/project_lp/asdk/gnu_utility/gnu_script/rtl_gdb_debug_probe.txt /cygdri
ve/d/sdk-amebad-beta_v6.0/project/realtek_amebaD_va0_example/GCC-RELEASE/proje

ct_lp/asdk/gnu_utility/gnu_script/rtl_gdb_debug.txt

cp -p /cygdr1ve/d/sdk amebad-beta_v6.0/project/realtek_amebaD_vaO_example/GCC-
RELEASE/project_1p/asdk/gnu_utiTlity/gnu_script/rt1_gdb_flash_write_probe.txt /
cygdrive/d/sdk-amebad-beta_v6.0/project/realtek_amebab_va0_example/GCC-RELEASE

/project,?p/asdk/gnu,uti1ity/gnu,script/rt1,gdb,f1ash,write.txt

cp -p /cygdrive/d/sdk-amebad-beta_v6.0/project/realtek_amebaD_va0_example/GCC-
RELEASE/project_1lp/asdk/gnu_utility/gnu_script/rtl_gdb_jtag_boot_com_probe.txt
/cygdrwve/d/sdk amebad-beta_v6.0/project/realtek_amebaD_va0_example/GCC-RELEA

SE/project_lp/asdk/gnu_ ut111ty/gnu script/rtl_gdb_jtag_boot_com. txt

make[1]: Leaving directory /cygdr1v9/d/sdk ameb beta_v6.0/project/realtek_a

mebaD_va0_example/GCC-RELEASE/project_1p/asdk’

Fig 1-10 KMO Probe setup under Windows

(4) Execute the cm4_RTL_Probe.bat

k-amebad-beta_v6.0/project/realtek_amebaD_val_

Execute the cm4_RTL_Probe.bat under /project/realtek_amebaD_va0_example/GCC-RELEASE/project_hp/jlink_script the same as
executing the cmO_RTL_Probe.bat. The started Probe server looks like Fig 1-11. This window should NOT be closed if you want to enter

debug mode.

BN C\Windows\system32\cmd.exe (=12 S

Core is implemented by Realtek Semiconductor Corporation.
This is a KM4 proce »?EM4 found CPUID = 8x721fd2208, Reversion is plpB?
DCB_DHGSR 8xB81386883 ;
NUIC_DFSR ©xBB008nal1 ;
Bxfaf52@AA@; little—endian;
0x080000806 ;
DCGB RDR 86x88000068806 ;
DUT CYhLHT BxBBBRAEBH ;
DUI_MASKA BxBBB0Bnne;
DUT_FUNCTION® Bx58000000;
SAU dinformation:
sAl RTTH Hemor is marked as Secure and is not Mon—secure callahle?
The MPU is Enahle
MPU Rngun B: Bx100268c@ ™~ Ox1002c¢63f is marked as privileged access per
mitted only, Non—shareable, Read-/write by any priv level, Execution only pe
rmitted if read permitted. MNormal memory, Outer Non-— eable, Mormal memory, In
ner Non-cacheahle
Region 1: Bx1010a000 ™~ Ox1014001f marked as privileged access pew
mitted only, Mon—shareable, Read/write by any pr ege level, Execution only pe
rnitted if read permitted. Normal memory. Outer Non—cacheable, Normal memory, In
ner Non-cacheahle

Region 2: Bx181cBABB ~ Bx1@1d481f is marked as privileged access pew|

mitted only, Mon—sh :able, Readrsurite by any privilege level, Executien only pe
rnitted if read permitted. Normal memory. Outer Mon—cacheahbhle, Normal memory. In
ner Non-cacheahle

MPU Region 3: BxB08cBBB8 ~ @x000c@41f is marked as privileged a
mitted only. Non—shareahle. Read-/write by any privilege level., Execution unl
rmitted if read permitted, Normal memory, Outer Mon—cacheable, Mormal memory,

-heahle
CU has has a Flash Patch Breakpoint ve
1 MCU has 2 of code comparators and B literal comparators in FPB?

Remapping not supported?

DUT_CTRL Bx1hBB086H;

DWI_CYGCNT ©xBBBBBB6ea ;

DUI_COMPA ©xBB0000006 ;

Th CU has 1 comparators?

: MCU supports Trace sampling and exception tracing
not include external match signals., LHPHHTFH[N]'
cycle counter?
s the profiling counteps?

Progran fluv PEdlctlun disabledtInstruction caches enabled?*Data and unified cac
hes enabled'

~ this Core

Fig 1-11 KM4 Probe server connection under Windows

Note: When cm4_RTL_Probe.bat is running, the connection built by running cm0_RTL_Probe.bat will be closed. If you want to connect

the Probe to KMO and KM4 simultaneously, follow the steps below:

a)  Make a copy of rix_probe0.cfg under the folder /project/realtek_amebaD_va0_example/GCC-RELEASE/project_hp/jlink_script

and rename it as rix_probel.cfg.
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b)  Cut rix_probel.cfg and move it to /project/realtek_amebaD_va0_example/GCC-RELEASE/project_Ilp/jlink_script.
c)  Connect the Probe to both KMO and KM4 by executing cm0_RTL_Probe.bat under /project/realtek_amebaD_va0_example/GCC-
RELEASE/project_lp/jlink_script.

(5) Setup Probe for KM4
On the Cygwin terminal, type $ make setup GDB_SERVER=probe command to select Probe debugger, as Fig 1-12 shows.

I /cygdrive/d/sdk-amebad-beta_v6.0/project/realtek_amebaD_va0
$ make setup GDB_SERVER=probe
make -C asdk setup

i Entering directory '/cygdrive/d/sdk-amebad-beta_v6.0/project/realtek_

/cygdrive/d/sdk-amebad-beta_v6. O/pxoject/rea1tek amebaD_va0_example/GCC-
/rt1_gdb_debug_probe.txt /cygdrive/d/sdk-amebad-beta_v6.0/project/realte

hp asdk/gnu utility/gnu_script/rtl_gd ebug txt

cp -p /cygdrive/d/sdk ebad-beta_v6 project/realtek_amebaD_vaO_example/GCC-
script/rtl_gdb_ f1a51 write_probe.txt /cygdrive/d/sdk ebad-beta_v6.0/project/
roject_hp/asd nu_utility/gnu_scrip tl_gd Tash_write.txt

cp -p /cygdriv /sdk-amebad-beta_v6 project/realtek_amebaD_va0_example/GCC-
script/rtl_ gdb jtag_boot_com_probe.txt /cygdrive/d/sdk-amebad-beta_v6.0/projec
/project_hp/asdk/gnu_utilit _scr t1 _gdb_jtag_boot_com. txt
make[1]: Leaving directory '/cygdrive/d/sdk-amebad-beta_v6.0/project/realtek_a
/asdk’

Fig 1-12 KM4 Probe setup under Windows

1.4.1.2 Linux

Before using Probe, its driver is required to be installed. Obtain the RLX_Probe_Linux_Driver_v2.3.11p22 under tools/probe and install it
correctly. Then connect TCK pin of Probe to SWD CLK pin, and TMS pin of Probe to SWD DATA pin. What’s more, a common ground is needed
between Probe Board and Ameba-D Device Board.

After the installation of the software pack, use In —s command in both folder /project/realtek_amebaD_va0_example/GCC-
RELEASE/project_lp/jlink_script and /project/realtek_amebaD_va0_example/GCC-RELEASE/project_hp/jlink_script to create a soft link to
link the rix_probe_driver.elf.

lan5@RS-wlan5:~/sdk-amebad-beta_v6.0/project/realtek_amebaD_va®_example/GCC-RELEASE/project_lp/jlink_script
5 In -s /home/wlan5/RLX_Probe driver/RLX_Probe_ Linux Drlver[rl( probe_driver.elf fhomc}wlansfsdk amebad-beta
v6.0/project/realtek_amebaD_va@ example/GCC RELEASE/project_ 1p/]11nk script/

lan5@RS-wlan5:~/sdk-amebad-beta_v6.0/project/realtek_amebaD_va0_example/GCC-RELEASE /project_lp/jlink_script
5 ln -s /homc/wlan5[RLX_Probc_dr1vur[RLX_PrDb:_Llnux_Drlver/rlx_probc_drlver.clf /home fwlan5/sdk-amebad-beta
v6.08/project/realtek_amebaD_va®_example/GCC-RELEASE/project_hp/jlink_script/

Fig 1-13 Creating soft link to elf

Open a new terminal under the corresponding project folder and type the following command to start probe server. This terminal should NOT
be closed if you want to download the image or enter debug mode.

[ ] KMO project
For KMO, open a new terminal under/project/realtek_amebaD_va0_example/GCC-RELEASE/project_Ip/jlink_script, and type $
sudo ./rIx_probe_driver.elf. If connection is successful, the log is shown as Fig 1-14.
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Program flow

wlan5@RS-wlan5: ~/v03/V03_bak/project/realtek_amebab_cm0_gcc verification/jlink_script

e . h Terminal Help
RHSTATUS = ©x0000000T!
core does not support Secure Non-Invasive Debug !
Core does not support Secure Invasive Debug !
Core supperts Non-Secure Non-Invasive Debug !
Core supports Non-Secure Invasive Debug !

ecure state, concurrent write to CDS would be ignored!
ecure Request!

This Core is _implemented bv Realtek Semiconductor Corporation.
This is a KM@ processor!KM@ found CPUID = @x721cd200, Reversion is ripe!

UCB_URCSK  UXGUUSHEUS;
NVIC_DFSR ©x0800080

NVIC_AIRCR 0xfa052000; little-endian;

DCB_DCRSR  0x00000000

DCB_DCRDR  0xB8080800;

DWT_CYCCNT  6x80068000;

DWT_MASKG ©x08000800;

DWT_FUNCTION® ©x58000000;

This MCU has has a Flash Patch Breakpoint version 2!

This MCU has 2 of code comparators and @ literal comparators in FPB!
Remapping not supported!

DWT_CTRL ©x1b000000;

DWT_CYCCNT  6x80068000;

DWT_COMPB ©xB8000000;

This MCU has 1 comparators!

This MCU supports Trace sampling and exception tracing!

This MCU does not include external match signals, CMPMATCH[N]!

This MCU supports a cycle counter!

This MCU supports the profiling counters!

I-Cache supports Write-Through!
I-Cache supports Write-Back!

I-Cache supports Read-Allocation!

I-cache does not support Write-Allocation!

The processor's I-cache number of sets is 256!

The processor's I-cache number of ways is 2!

The processor's I-cache number of linesize is 8 Words
The processor's I-cache size is 16 KB!

D-Cache infomation:

D-Cache supports Write-Through!

D-Cache supports Write-Back!

D-Cache supports Read-Allocation!

D-Cache supports Write-Allocation!

The processor's D-cache number of sets is 64!

The processor's D-cache number of ways is 2!

The processor's D-cache number of linesize is 8Words
The processor's D-cache size is 4KB!

P e e

TAP 1 Core O Initialize Over !

UCCESS to Trigger this Core

Fig 1-14 KMO probe GDB server connection success under Linux

prediction disabled!Instruction caches enabled!pata and unified caches enabled!
Cache is implemented at level 1, and is Separate Instrcution & Data Caches!
Level 1 I-Cache infomation:

Open a new terminal under the same project folder (/project/realtek_amebaD_va0_example/GCC-RELEASE/project_Ip), type $ make setup
GDB_SERVER=probe command to select Probe debugger.

[ ] KM4 project

For KM4, open a new terminal under /project/realtek_amebaD_va0_example/GCC-RELEASE/project_hp/jlink_script, and type $
sudo./rlx_probe_driver.elf. If connection is successful, the log is shown as Fig 1-15.
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wlan5@RS-wlan5: ~/v03/V03_bak/project/realtek_amebaD_cm4_gcc_verification/jlink_script
File Edit View Search Terminal Help
This Core supports Non cure Non-Invasive Debug !
This Core supports Non-Secure Invasive Debug !
DHCSR = 0x00130003
This Core is in cure state, concurrent write to CDS would be ignored!
Now Access by Secure Request!
KM4 halted!
This Core is implemented bv Realtek Semiconducter Corporation.
This is a KM4 processor!KM4 found CPUID = 0x721fd220, Reversion is ri1p@!
OXOUT30663]
NVIC_DFSR @x00000009;
NVIC_AIRCR 0xfa050000; little-endian;
DCB_DCRSR ©x00000000
DCB_DCRDR 0x00000000
DWT_CYCCNT ©x00000000;
DWT_MASKE ©x00000000;
DWT_FUNCTION® 0x58000000;
SAU information:
SAU ATTR: Memory is marked as Secure and is not Non-secure callable!
The MPU is disabled!
This MCU has has a Flash Patch Breakpoint version 2!
This MCU has 2 of code comparators and @ literal comparators in FPB!
Remapping not supported!
DWT_CTRL ©x1b0eeeoee;
DWT_CYCCNT ©x00000000;
DWT_COMPE® ©x00000000;
This MCU has 1 comparators!

This MCU supports Trace sampling and exception tracing!
This MCU does not include external match signals, CMPMATCH[N]!
This MCU supports a cycle counter!
This MCU supports the profiling counters!
Program flow prediction disabled!Instruction caches disabled!Data and unified caches disabled!
Cache is implemented at level 1, and is Separate Instrcution & Data Caches!
e infomation:

e supports Write-Through!
e supports Write-Back!
e supports Read-Allocation!
e does not support Write-Allocation!
The processor's I-cache number of sets is 512!
The processor's I-cache number of ways is 2!
The processor's I-cache number of linesize is 8 Words
The processor's I-cache size is 32 KB!
D-Cache infomation:
D-Cache supports Write-Through!
D-Cache supports Write-Back!
D-Cache supports Read-Allocation!
D-Cache supports Write-Allocation!
The processor's D-cache number of sets is 64!
The processor's D-cache number of ways is 21
The processor's D-cache number of linesize is 8Words
The processor's D-cache size is 4KB!
R B e
TAP 1 Core @ Initialize Over !
SUCCESS to Trigger this Core

‘*******************************************************/

Fig 1-15 KM4 probe GDB server connection success under Linux

Open a new terminal under the same project folder (/project/realtek_amebaD_va0_example/GCC-RELEASE/project_hp), type $ make setup
GDB_SERVER=probe command to select Probe debugger.

1.4.2 J-Link

Ameba-D also supports J-Link debugger. You need to do some hardware configuration to use J-Link debugger. Refer to Fig 1-16 to connect J-
Link to the SWD of Ameba-D, which is connecting SWCLK pin of J-Link to SWD CLK pin of Ameba-D, and SWDIO pin of J-Link to SWD DATA pin of
Ameba-D. After finishing these configurations, connect it to PC.

N/C N/C RESET SWO N/U SWCLK SWDIC,

19 17 15 13 11 9 7
Ooooooh
Ooooooo

20 18 16 14 12 10 8
GND GND GND GND GND GND GND GND

/U N/U VCC

al

L]
[
6 DATA CLK

(optional)

J-Link Ameba-D SWD

Fig 1-16 Wiring diagram of connecting J-Link to SWD

Note: For Ameba-D CPU, the J-Link version must be v9 or higher. If Virtual Machine (VM) is used as your platform, make sure the USB
connection setting between VM host and client is correct, so that the VM host can detect the device.
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1.4.2.1 Windows

(1) Install J-Link GDB server

Besides the hardware configuration, J-Link GDB server is also required to install. For Windows, click
https://www.segger.com/downloads/jlink and download the software in “J-Link Software and Documentation Pack”, then install it

correctly.

Note: The version of J-Link GDB server displayed in the pictures below is just an example, you can select the latest version to download.

(2) Execute the cmO_jlink.bat
After the installation of the software pack, execute the cm0_jlink.bat under
/project/realtek_amebaD_va0_example/GCCRELEASE/project_Ip/jlink_script.
Note: The default path of J-Link driver in cm0_jlink.bat file is C:\Program Files (x86)\SEGGER\JLink_V634b\JLinkGDBServer.exe, you may
have to change the path according to your own settings.

The started J-Link GDB server looks like Fig 1-17. This window should NOT be closed if you want to download the image or enter debug

mode.

(3) Setup J-Link for KMO

0 [eleing for crmertin] | Clstes on v

J-Lizk [Connected || [svo | [a000 1z | A shew Log window

Device [Corterzd (alted)| | | [3.37% | [Little endian | (] Generate Logfile
O verity downlosd

Clear Log

Connecting to J-Link...

J-Link is connected.

Firmware: J-Link V9 compiled Oct 25 2018 11:46:07
Hardware: ¥3.20

Feature(s): RDI, GDB, FlashDL, FlashBP, JFlash, RDDI
Checking target voltage...

Target woltage: 3.37 V

Listening on TCE/IP[port 2331

Connecting to target...

Connected to target

Waiting for GDB connection...

0 bytes downloaded Connected to target

Fig 1-17 KMO J-Link GDB server connection under Windows

On the Cygwin terminal, type $ make setup GDB_SERVER=jlink command before to select J-Link debugger, as Fig 1-18 shows.

Application Note

/cygdrive/d/sdk-amebad-beta_v6.0/project/realtek_amebaD_\
examp | e/GCC-RELEAS r ct_1p
$ make setup GDB_SERVER=jlink
ake -C asdk setup
ake[1]: Entering directory '/cygdrive/d/sdk- amebadfbetagvﬁ.O/project/rea1tek,
amebaD_va0_ examp1e GCC-RELEASE/project_lp/asdk’

Setup jlink

cp -p /cygdr ve/d/sdk-amebad-beta_ vb 0/project/realtek_amebaD_va0_example/GCC-
RELEASE/project_ 1p/asdk nu_utility/gnu_script/rtl_gdb_debug_jlink.txt /cygdr1
ve/d/sdk-amebad-beta_v6.0/project/ reaWtek amebaD_va0_example/GCC-RELEASE/proje
ct 1p/asdk/gnu utility/gnu_script/rtl_gdb_debug. txt
cp -p /cygdrive/d/sdk-amebad-beta_v6.0/project/realtek_amebabD_va0_example/GCC-
RELEASE/project_ Tp/asdk/gnu_utility/gnu_script/rtl_gdb_flash_write_jlink.txt /
cygdr1ve/d ’sdk-amebad-beta_v6.0/project/realtek_amebaD_va0_example/GCC-RELEASE
/project_1p/asdk/gnu_utility/gnu_script/rtl_gdb_flash \r1te txt
cp -p /cygdrive/d/sdk-amebad-beta_v6.0/project/realtek_amebaD_va0_example/GCC-
RELEA%E,prOJeCt 1p/asdk/gnu_utility/gnu_script/rtl_gdb_jtag_boot_co Tink.txt
/cygdr1ve/d sdk-amebad-beta_v6. /project/realtek_amebaD_va0 _example/GCC-RELEA
SE/project_Tp/asdk/gnu_utility/gnu_ scrwpt rt1_gdb_jtag_boot_com. txt

ake[1l]: Leaving directory ' Jcygdrive/d/sdk-amebad-beta_v6.0/project/realtek_a
ebaD_va0_example/GCC-RELEASE/project_ 1p/asdk

Fig 1-18 KMO J-Link setup under Windows

All information provided in this document is subject to legal disclaimers.

© REALTEK 2020. All rights reserved.

24


https://www.segger.com/downloads/jlink

H4REALTEK Building Environment

(4) Execute the cm4_jlink.bat
Execute the cm4_jlink.bat under /project/realtek_amebaD_va0_example/GCCRELEASE/project_hp/jlink_script the same as executing
the cmO_jlink.bat. The started J-Link GDB server looks like Fig 1-19. This window should NOT be closed if you want to download the
image or enter debug mode.

ﬂ SEGGER J-Link GDB Server V6.40b - X
File Help
I Dlsta ot
T-Link [Conmectsd | I El | [4000 w2 | &2 Shew Loz window
Device [Cortex iz (nalted)] | ] [237v | [Little endian | O emerats Logkile

[ verify download

Clear Loz

Connecting to J-Link...

J-Link is connected.

Firmware: J-Link V9 compiled Oct 25 2018 11:46:07
Hardware: V9.20

Feature(s): RDI, GDB, FlashDL, FlashBP, JFlash, RDDI
Checking target voltage...

Target voltage: 3.37 V

Listening on ICPKIF

Connecting to target...

Connected to target

Waiting for GDB connection...

0 bytes downloaded Connected to target

Fig 1-19 KM4 J-Link GDB server connection under Windows

(5) Setup J-Link for KM4
On the Cygwin terminal, type $ make setup GDB_SERVER=jlink command to select J-Link debugger, as Fig 1-20 shows.

- cygdrive/d/sdk-amebad-beta_v6.0/project/realtek_.
o /GCC-RELEASE/proje
5 make setup GDB_SERVER=j1link
make -C asdk setup
Er1t4r1ng d1vectov / ~ive/d/sdk-amebad-beta_v6.0/project/real

altek_amebaD_
_debug_jTink. txt :
1tck C-RELEASE/project_hp/asdk/gnu_uti

C a
1 qdb debug.. txt
sdk-amebac a_v6.0/project/realtek_amebaD_va0. oxamplc GCC-RELEAS]
gnu_ utﬂlty u_script/rtl_gdb_ ﬂ(\gh W o s
/pr altek amebaD_va0_exampTe, )
‘H qdh flash tx

/gnu ut1ht) gy1L17J<r1[)t rtl db jtag bOot com. txt
mdlrell] Leaving directory /gd 'sdk-amebad-beta_v6.0/project/realtek_amebaD_|
va0_example/GCC-RELEA

Fig 1-20 KM4 J-Link setup under Windows

1.4.2.2 Linux

For J-Link GDB server, click https://www.segger.com/downloads/jlink and download the software in “J-Link Software and Documentation
Pack”. We suggest using Debian package manager to install the Debian version.
®  Sdpkg—ijlink_6.0.7_x86_64.deb

After the installation of the software pack, there is a tool named “JLinkGDBServer” under JLink directory. Take Ubuntu 18.04 as an example, the
JLinkGDBServer can be found at /opt/SEGGER/JLink. Open a new terminal under the corresponding project folder and type the following
command to start GDB server. This terminal should NOT be closed if you want to download the iamge or enter debug mode.
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14.2.2.1 KMO Project

For KMO, open a new terminal under /project/realtek_amebaD_va0_example/GCC-RELEASE/project_lp/jlink_script, and type $
/opt/SEGGER/ILink/JLinkGDBServer —device cortex-m23 -if SWD -scriptfile AP1_KMO.JLinkScript port 2331, as Fig 1-21 shows. If connection is
successful, the log is shown as Fig 1-22.

t/r P REL
j pt$ /opt/SEGGE ink/JLinkGDBServer -device cortex-m2
-scriptfile AP1_KMO.JLInkScript -port 2331
SEGGER J-Link GDB Server V6.46b Command Line Version

JLinkARM.d11l V6.46b (DLL compiled May 31 2019 17:41:22)

-device cortex-m23 -if SWD -scriptfile AP1_KMO.JLInkScript

GDB Server start settings
GDBInit file:
GDB Server Listening port:
SWO raw output listening p
Terminal I/0O port:
Accept remote connection:
Generate logfile:
Verify download:
Init regs on start:
Silent mode:
Single run mode:
Target connection timeout:

Fig 1-21 KMO J-Link GDB server connection setting under Linux

File Edit View Search Terminal Help
silent mode: off
Single run mode: off
Target connection timeout:
- -J-Link related settings
-Link Host interface:
Link script: AP1_KMO.JLinkScript
Link settings file: none
- Target related settings-
Target device: cortex-m23
Target interface: SWD
Target interface speed: 4000kHz
Target endian: little

Connecting to J-Link...
J-Link is connected.
Firmware: J-Link V9 compiled Apr 20 2018 16:47:26
Hardware: V9.40
: 59425868

): RDI, GDB, FlashDL, FlashBP, JFlash, RDDI
Checking target voltage...
Target voltage: 3.38 V
Listening on TCP/IP port 2331

ting to target...Connected to target
for GDB connection...

Fig 1-22 KMO J-Link GDB server connection success under Linux

Open a new terminal under the same project folder, type $ make setup GDB_SERVER=jlink command to select J-Link debugger, as Fig 1-23
shows.
wlan5@RS-wlan5: ad- 0 / amebaD E ELEASE/project_1p$ make setup GDB_SERVER=jlink
make -C asdk setup
Entering directory '/home/wlan5/sdk-amebad-beta_v6.0/project/realtek_amebaD_va®_example/GCC-RELEASE/project_lp/asdk’

Setup j

cp -p /home/wlan5/sdk-amebad-beta_v6.0/project/realtek_amebaD_va0_example/GCC-RELEASE/project_lp/asdk/gnu_utility/gnu_script/rtl_gdb_debug_jlink.txt /hol
e/wlan5/sdk-amebad-beta_v6.0/project/realtek_amebaD_va0_example/GCC-RELEASE/project_lp/asdk/gnu_utility/gnu_script/rtl_gdb_debug.txt
cp -p /home/wlan5/sdk-amebad-beta_v6.0/project/realtek_amebaD_va0_example/GCC-RELEASE/project_lp/asdk/gnu_utility/gnu_script/rtl_gdb_flash_write_jlink.t|
t /home/wlan5/sdk-amebad-beta_v6.0/project/realtek_amebaD_va0_example/GCC-RELEASE/project_lp/asdk/gnu_utility/gnu_script/rtl_gdb_flash_write.txt
cp -p /home/wlan5/sdk-amebad-beta_v6.0/project/realtek_amebaD_va0_example/GCC-RELEASE/project_lp/asdk/gnu_utility/gnu_script/rtl_gdb_jtag_boot_com_jlink
txt /home/wlan5/sdk-amebad-beta_v6.0/project/realtek_amebaD_va0_example/GCC-RELEASE/project_lp/asdk/gnu_utility/gnu_script/rtl_gdb_jtag_boot_com. txt

1]: directory '/home/wlan5/sdk-amebad-beta v6.0/project/realtek amebaD _va®_example/GCC-RELEASE/project 1lp/asdk'

Fig 1-23 KMO J-Link terminal setup under Linux
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1.4.2.2.2 KM4 Project

For KM4, open a new terminal under /project/realtek_amebaD_va0_example/GCC-RELEASE/project_hp/jlink_script, and type $
/opt/SEGGER/ILink/JLinkGDBServer —device cortex-m33 -if SWD -scriptfile AP2_KM4.JLinkScript —port 2335, as Fig 1-24 shows. If connection
is successful, the log is shown as Fig 1-25.

ta_v6.0/project/ 2k_ameb xample
- t$ /opt/SEGGER/ILink/ILinkGDBServer vice cortex-m3

e AP2_KM4.JLInkScript -port 2335

J-Link GDB Server V6.46b Command Line Version

DLinkARM.d11l V6.46b (DLL compiled May 31 2019 17:41:22)

-device cortex-m33 -if SWD -scriptfile AP2_KM4.JLInkScript -port 2

GDB Server start settings
DBInit file:
DB Server Listening port: 2335
WO raw output listening port: 2332
erminal I/O port: 2333
ccept remote connection: yes
enerate logfile: of f
erify download:
Init regs on start:
ilent mode:
ingle run mode:
arget connection timeout:

J-Link related settings

Fig 1-24 KM4 J-Link GDB server connection setting under Linux

File Edit View Search Terminal Help
Silent mode: of f
Single run mode: of f
Target connection timeout: 6 ms
J-Link related settings-
J-Link Host interface: B
J-Link script: AP2_KM4.JLinkScript
J-Link settings file:
Target related settings
Target device: cortex-m33
Target interface: SWD
Target interface speed: 4008kHz
Target endian: little

Connecting to J-Link...
J-Link is connected.
ink V9 compiled Apr 20 2018 16:47:26
: V9.48

Feature(s): RDI, GDB, FlashDL, FlashBP, JFlash, RDDI
Checking target voltage...
Target voltage: 3.37 V
Listening on TCP/IP port 2335
Connecting to target...Connected to target
ng E conp i

Fig 1-25 KM4 J-Link GDB server connection success under Linux

Open a new terminal under the same project folder, type $ make setup GDB_SERVER=jlink command to select J-Link debugger, as Fig 1-26
shows.

vlan5@RS-wlan5:~/sdk-amebad-beta_v6.0/p c 83 a € C-RE /project_hp$ make setup GDB_SERVER=jlink
make -C asdk setup
make[1]: Entering directory '/home/wlan5/sdk-amebad-beta_v6.0/project/realtek_amebaD_va®_example/GCC-RELEASE/project_hp/asdk'

cp -p /home/wlan5/sdk-amebad-beta_v6.0/project/realtek_amebaD_va®_example/GCC-RELEASE/project_hp/asdk/gnu_utility/gnu_script/rtl_gdb_debug_jlink.txt /hol
le/wlan5/sdk-amebad-beta_v6.0/project/realtek_amebaD_va@_example/GCC-RELEASE/project_hp/asdk/gnu_utility/gnu_script/rtl_gdb_debug. txt

cp -p /home/wlan5/sdk-amebad-beta_v6.0/project/realtek_amebaD_va®_example/GCC-RELEASE/project_hp/asdk/gnu_utility/gnu_script/rtl_gdb_flash_write_jlink.t
t /home/wlan5/sdk-amebad-beta_v6.0/project/realtek_amebaD_va®_example/GCC-RELEASE/project_hp/asdk/gnu_utility/gnu_script/rtl_gdb_flash_write.txt

cp -p /home/wlan5/sdk-amebad-beta_v6.0/project/realtek_amebaD_va®_example/GCC-RELEASE/project_hp/asdk/gnu_utility/gnu_script/rtl_gdb_jtag_boot_com_jlink
txt /home/wlan5/sdk-amebad-beta_v6.0/project/realtek_amebaD_va®_example/GCC-RELEASE/project_hp/asdk/gnu_utility/gnu_script/rtl_gdb_jtag_boot_com.txt
make[1]: Leaving directory '/home/wlan5/sdk-amebad-beta v6.0/project/realtek amebaD va® example/GCC-RELEASE/project hp/asdk

Fig 1-26 KM4 J-Link terminal setup under Linux
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1.5 Downloading Image to Flash

This section illustrates how to download image to Flash.

To download software into Ameba-D Device Board, make sure steps mentioned in section 1.3 to 1.4 are done and then type $ make flash
command on Cygwin (Windows) or terminal (Linux).

Both KMO and KM4 download codes by this command. This command downloads the software into Flash and it will take several seconds to
finish, as shown in Fig 1-27.

ashloader/rtl_f1

Tashloader/rtl1_f1

17:05:21.123  #ROM: [V1.2]
17:85:21.183 FLASHRATE:1
17:85:21.194
17:05:21.259 Flash Downloader Build Time: 2019/07/05-16:54:02
17:05:21.276
17:85:21.291 Flash init start

17:85:21.309 Flash init done

17:05:21.322 Flash download start | — |
17:85:21.712 Flash download done 0g in trace too

Fig 1-27 Download codes success log
After downloaded successfully, press the Reset button and you can see the device is booted with new image.

Note: For Probe downloading,

®  Make chip enter download mode before downloading code to Flash

[ ] Download KM4 project code also through cm0_RTL_Probe.bat

(] Probe uses USB 1.0 interface, so its download rate is limited by the USB 1.0 protocol.

1.6 Entering Debug Mode

To enter GDB debugger mode, make sure steps mentioned in section 1.3 to 1.5 are finished and then reset the device first. After resetting the
chip, type $ make debug command on Cygwin (Windows) or terminal (Linux).

(] For Windows, a popup window will display, as shown in Fig 1-28.

®  For Linux, the log is shown in Fig 1-29.

Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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are Foundation, Inc
10 ] " "

Fig 1-28 Debug window under Windows

File Edit View Search Terminal Help
tion/asdk/../toolchain/linux/asdk-6.4.1/1inux/newlib/bin/arm-none-eabi-gdb -x /h
ome /derek /work/sdk_gcc_release_wjy/v03/project/realtek_amebaD_cm0_gcc_verificati
on/asdk/gnu_utility/gnu_script/rtl_gdb_debug. txt

GNU gdb (Realtek ASDK-6.4.1 Build 2773) 7.12.50.20170111-git

Copyright (C) 2017 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying”
and "show warranty" for details.

This GDB was configured as "--host=1686-pc-linux --target=arm-none-eabi".
Type "show configuration” for configuration details.

For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".
Type "apropos word" to search for commands related to "word".

arning: No executable has been specified and target does not support
determining executable automatically. Try using the "file" command.
0x0008215e in 2?2 ()

Notification of completion for asynchronous execution commands is off.

Resets the core only, not peripherals.

Sleep 20ms

(gdb)

Fig 1-29 Debug window under Linux

1.7 Command List

The commands used above are listed in Table 1-1.

Table 1-1 Command list

Usage Command Description

all $ make all Compile project to generate ram_all.bin
setup $ make setup GDB_SERVER= jlink Select GDB_SERVER

flash $ make flash Download ram_all.bin to Flash

clean S make clean Remove compile file (*.bin, *.0, ...)
clean_all $ make clean_all Remove compile result and toolchains
debug $ make debug Enter debug mode

Application Note

All information provided in this document is subject to legal disclaimers.
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1.8 GDB Debugger Basic Usage

GDB, the GNU project debugger, allows you to examine the program while it executes, and it is helpful for catching bugs. Section 1.6 has
described how to enter GDB debugger mode, this section illustrates some basic usage of GDB commands. For further information about GDB
debugger and its commands, click https://www.gnu.org/software/gdb/ and https://sourceware.org/gdb/current/onlinedocs/gdb/.

Table 1-2 GDB debugger command list

Usage

Command

Description

Breakpoint

S break

Breakpoints are set with the break command (abbreviated b).
The usage can be found at https://sourceware.org/gdb/current/onlinedocs/gdb/Set-Breaks.html

Watchpoint

S watch

You can use a watchpoint to stop execution whenever the value of an expression changes. The related
commands include watch, rwatch, and awatch.

The usage of these commands can be found at https://sourceware.org/gdb/current/onlinedocs/gdb/Set-
Watchpoints.html

Note: Keep the range of watchpoints less than 20 bytes.

Print breakpoints
& watchpoints

S info

To print a table of all breakpoints, watchpoints set and not deleted, use the info command. You can
simply type info to know its usage.

Delete
breakpoints

S delete

To eliminate the breakpoints, use the delete command (abbreviated d).
The usage can be found at https://sourceware.org/gdb/current/onlinedocs/gdb/Delete-Breaks.html.

Continue

S continue

To resume program execution, use the continue command (abbreviated c).
The usage can be found at https://sourceware.org/gdb/current/onlinedocs/gdb/Continuing-and-
Stepping.html.

Step

S step

To step into a function call, use the step command (abbreviated s). It will continue running your program
until control reaches a different source line.

The usage can be found at https://sourceware.org/gdb/current/onlinedocs/gdb/Continuing-and-
Stepping.html.

Next

S next

To step through the program, use the next command (abbreviated n). The execution will stop when
control reaches a different line of code at the original stack level.

The usage can be found at https://sourceware.org/gdb/current/onlinedocs/gdb/Continuing-and-
Stepping.html.

Quit

S quit

To exit GDB debugger, use the quit command (abbreviated g), or type an end-of-file character (usually
Ctrl-d). The usage can be found at https://sourceware.org/gdb/current/onlinedocs/gdb/Quitting-
GDB.html.

Backtrace

$

backtrace

A backtrace is a summary of how your program got where it is. You can use backtrace command
(abbreviated bt) to print a backtrace of the entire stack.
The usage can be found at https://sourceware.org/gdb/current/onlinedocs/gdb/Backtrace.html.

Print source lines

S list

To print lines from a source file, use the list command (abbreviated /).
The usage can be found at https://sourceware.org/gdb/current/onlinedocs/gdb/List.html.

Examine data

S print

To examine data in your program, you can use print command (abbreviated p). It evaluates and prints the
value of an expression.
The usage can be found at https://sourceware.org/gdb/current/onlinedocs/gdb/Data.html.

1.9 Q&A

1.9.1

“Error 127” for Building Code

If you use $ make all command to build code but encounter “Error 127” error message like Fig 1-30, it’s caused by incorrect Cygwin package.

Both 32-bit and 64-bit operating system need to install 32-bit installation Cygwin Package - setup-x86.exe.

Application Note All information provided in this document is subject to legal disclaimers.
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. -/component/commonsapplication/appleshomekit/cryptospolyl3Bs —I/cygdrivesf/vB3
project-realtek_amebal_cmB_gcc_wverificationsasdks..~..~.. /component/common/appl|
lication/apple homekit/crypto-sed2551? —-I/cygdrive-f vB3/project realtek_amehal_cn|
A_gcc_verificationsasdks..~/../../component/common/application/appleshomekit/cryp|
o0-ed2551% core —I/cygdrivesf vB3- projectrsrealtek_amebaD_cmB_gcc_verificationsas
k/. /.. /. _ Jcomponent /common/application/apple shomekit/cryptosshab12 —DCONFIG_PL|
ATFORM_8721D /cygdrivesf uB3 project-realtek_amebaDl_cmB_gcc_verificationrasdk-f
ashloadersrtl_flash_download.c -0 »tl_flash_download.o
nake [2]1: =0ex [rcygdrivesf /vB3/projectsrealtek_amebal_cnB_gcc_verificationsasdk~h
akefile.include.gen:351: »tl flash _download.ol Error 127
ake[2]1: Leaving directory ’/cygdrive-f vB3/project-realtek_amebal_cmB_gcc_verif
lication/asdk/make/f lashloader’
: =% [Makefile:87: make_subdirs_flashloader] Error 2
: Leaving directory ‘scygdrivef /vB3/projects/realtek_amebal_cmnB_gcc_verif
fication/asdk’
#%% [Makefile:15: alll Error 2

Fig 1-30 “Error 127” error message

1.9.2 “Permission denied” Error under Linux

If you use $ make all command to compile project but encounter “Permission denied” error message like Fig 1-31, it’s caused by file access
permission. You can enter chmod -R 777 $SDK_FILENAME under the path of SDK first to change the permission of files in SDK, and then

continue compile operation.

Image manipulating start
/home/jesse/sdk-amebad-beta_v4_20180914/project/realtek_amebaD_cm®_gcc
_verification/asdk/gnu_utility/prepend_header.sh /home/jesse/sdk-ameba
d-beta_v4_20180914/project/realtek_amebaD_cm®_gcc_verification/asdk/im
age/ram_1.bin __ram_start_table_start__ /home/jesse/sdk-amebad-beta_
v4 20180914 /project/realtek_amebaD_cm0_gcc_verification/asdk/image/tar
get_loader.map
make|[1]: execvp: /home/jesse/sdk-amebad-beta_v4_20180914/project/realt
ck_amebaD_cm0_gcc_verification/asdk/gnu_utility/prepend_header.sh: Per
nission denied
Makefile:163: recipe for target 'linker_loader' failed

: *** [1linker_loader] Error 127
Leaving directory '/home/jesse/sdk-amebad-beta_v4 20180914/pr
oject/realtek_amebaD_cm0_gcc_verification/asdk'
Makefile:15: recipe for target 'all' failed
Error 2

Fig 1-31 “Permission denied” error message under Linux

1.9.3 How to Reset KM0/KM4 under Debug Mode?

Steps to reset KMO and KM4 are different.
®  For KMO, you need to use the “monitor reset” instruction in corresponding rtl_gdb_debug.txt to reset it under debug. The default path of

this file is under \project\realtek_amebaD_va0_example\GCC-RELEASE\project_Ip\asdk\gnu_utility\gnu_script\rtl_gdb_debug.txt. Please
change the default setting which is “#monitor reset 1” to “monitor reset”.
® For KM4, you need to use the “monitor reset” instruction in corresponding rtl_gdb_debug.txt first (this process is similar to the process
of KMO). Then, set the bit[25] of memory address 0x4800_03f8 to 1 because the boot process of KM4 is controlled by the KMO. Without
this operation, the KM4 can't jump out of the boot function. Details of this operation are as follows: After executing “make debug”
instruction, a debug window pops up. In this window. Set bit[25] to 1, then type “c”, the KM4 is reset. refer to Fig 1-32 for more

information.

Note: Only resetting KMO may cause KM4 to work in an abnormal way because KMO reboot will change some settings of KM4. If you find KM4
doesn’t work after KMO reboot, you should reset KM4.

All information provided in this document is subject to legal disclaimers.
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[] D:\Prn_iect\Ameba_D\Task\release\sdk—amebad—beta_viE\Sdk—amebad-beta_vs‘2\prcject\r‘.,Liﬂlg

IGNU gdb (Realtek ASDK-6.4.1 Build 2778> 7.12.50.20170111-git

[Copyright (C> 2017 Free Software Foundation. Inc.

License GPLw3+: GNU GPL version 3 or later <http://gnu.org/licenses /gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANIY,. to the extent permitted by law. Type “show copying"
land “show warranty' for details.

This GDB was configured as host=1i686—-pc—cyguwin ——target=arm—none—eabhi".
Type "show configuration" for configuration details.

[For bug reporting in uctions, please see:

Khttp://uww.gnu.org/sof tware/gdh/bugs/ > .

[Find the GDB manual and other documentation resources online at:
Khttp://www.gnu.org/sof tuaresgdh/documentation/>.

For help. type “help'

Type "apropos word"” to search for commands related to "word'.

lwarning: No executabhle has heen specified and target does not support
ldetermining executahle automatically. Try using the “file' command.
0xB8eBB7564 in 77 (O

Notification of completion for asynchronous execution commands is off.
Resetting target

Cadh) x, X 4300038

(gdh> set {unsigned>Bx48PAA3f8=-AxB20 A1
{gdbh> b main

[Breakpoint 1: file main.c,. line 211.
{gdh) ¢

[Continuing.

Breakpoint 1, main () at main.c:211
211 {
Cgdh? n

212 if (uwifi_config.wifi ultra_low_power &&

(gdh) n
216

InterruptRegister(IPC_INTHandlew,. IPC_IRQ, IPCM@_DEU, 1
InterruptEn<{IPC_IRQ, 18)>;

Fig 1-32 KM4 “monitor reset” setting

Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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2 SDK Architecture

The architecture of SDK is shown in Fig 1-1.

component s AD|/0S/Soc code
doc = Document
project <= Al| projects

tools

Fig 2-1 SDK architecture

2.1 component

2.1.1 common

Items Description
api ® AT command
®  Platform_stdlib.h: standard library header
®  Wi-Fidriver interface
®  Wi-Fi promisc mode interface
®  Wi-Fi simple configuration
application [ ) DuerOS
(] MQTT
audio Audio related
bluetooth Internal BT driver
drivers [ alc5616/ alc5640/ alc5651/ alc5660/ alc5679/ alc5680/ sgtl5000 drivers
® IR NEC driver
®  SDIO host driver
®  Ameba-D internal codec rl6548 driver
® USB host and device drivers
®  WLAN driver
example Utility examples: wlan_fast_connect/ssl_download/ fatfs/mdns/media_geo_mp4 ...
file_system File system
grahpic JPEG decoder
mbed mbed API source code
media Multi-media framework
network ® coap
® dhcp
® hitp
[ Iwip
(] mDNS
L] rtsp
® sntp
® s/ (MBEDTLS)
® tftp
®  websocket
test ®  WLAN test file
ui ® emWin
) littlevGL
utilities ® cJSON
® http_client
® ssl_client
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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®  tcpecho
® udpecho
®  webserver/xml

video Video related
2.1.2 os
Items Description
freertos FreeRTOS source code
os_dep ® osdep_service.c: Realtek encapsulating interface for FreeRTOS
® osdep_service.h: Realtek encapsulating interface header
2.1.3 soc
Items Description
app monitor and shell
bootloader Bootloader
cmsis ARM headers, include ARM CPU registers and operations
cmsis-dsp ARM CMSIS-DSP source code
fwlib Low level drivers like: UART/12C/SPI/Timer/PWM ...
fwlib/usrcfg User configuration files, maintained by user: bootcfg/trustzonecfg/sleepcfg/flashcfg/pinmapcfg ...
img3 Files for image3
imgtool_floader Flash loader for image tool
misc misc file like ota/pmu...
swlib Standard software library supported by ROM code, like: _memcpy/_memcmp ...

2.2 doc

Items Description

ANO004 Realtek low power Wi-Fi MP user guide

ANO011 Realtek WLAN simple configuration

ANO0012 Realtek secure socket layer (SSL)

ANO0025 Realtek AT command

ANO0075 Realtek Ameba-all at command v2.0

AN0096 Realtek Ameba-all xmodem uart update firmware
UMO0150 Realtek Ameba CoAP User Guide.pdf

2.3 tools

Items Description

ImageTool tools\AmebaD\Image_Tool: image tool for Ameba-D
autopatch Automatically patched script

bluetooth Tools for BT

DownloadServer

Used to send image to device based on socket by OTA function.

DownloadServer(HTTP)

Used to send image to device based on socket by OTA function.

file_check_sum

File used to check sum for Flash

probe

Tools for RLX Probe debug

serial_to_usb

Driver for serial to usb

simple_config_wizard

Tools for Wi-Fi simple configuration

simple_config_wizard_3.4b

Tools for Wi-Fi simple configuration

iperf.exe

iperf for Wi-Fi performance test

Application Note
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2.4 GCCProject for KM4

The architecture of KM4 project is shown in Fig 2-2.

asdk
example_sources
jlink_script
toolchain

| Makefile

Fig 2-2 Architecture of KM4

Items

Description

asdk

® Menuconfig

® Link script

®  Library: lib_wlan.a/lib_wps.a/rom_symbol ...
®  Makefile

example_sources

Peripherals driver demo code: ADC/Audio/LCD/UART/I2C ...

jlink_script J-Link script for KM4
toolchain GCC & Cygwin toolchain
Makefile Top Makefile

2.5 Critical Header Files

Items

Description

basic_types.h

SUCCESS/FAIL/TRUE/FALSE/NULL/u8/u16/u32/BOOL/BIT(X) ...

platform_stdlib.h

Standard library APl: memcmp/strcpy/atoll/strpbrk/sscanf/printf/sprint/snprintf/vsnprintf ...

section_config.h

Section definition used in link script: IMAGE2_RAM_TEXT_SECTION ...

mbed api headers

component/common/mbed/ ...
® Peripheral header files for mbed APIs

If you want to use mbed APIs, related headers must be included.

ameba_soc.h

Peripheral header files for raw APIs

If you want to use raw APIs, this header must be included.

Raw APIs have more features that mbed APIs, mbed APIs just have basic features.
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3 GCC Makefile

3.1 KM4 Makefile Architecture

The architecture of KM4 makefile is shown in Fig 3-1.

project_hp\Makefile-->
project_hp\asdk\Makefile-->
project_hp\asdk\make\Makefile-->

project_hp\asdk\make\api\Makefile

project_hp\asdk\make\app\Makefile

project_hp\asdk\make\application\Makefile

project_hp\asdk\make\audio\Makefile

project_hp\asdk\make\bootloader\Makefile

project_hp\asdk\make\cmsis\Makefile

project_hp\asdk\make\customer\Makefile=>
project_hp\asdk\make\project\sram\Makefile: how to build code into ram
project_hp\asdk\make\project\xip\Makefile: how to build code into flash
project_hp\asdk\make\project\library\Makefile: how to build library

project_hp\asdk\make\drivers\Makefile

project_hp\asdk\make\example\Makefile

project_hp\asdk\make\file_system\Makefile

project_hp\asdk\make\mbed\Makefile

project_hp\asdk\make\mbedtls\Makefile

project_hp\asdk\make\network\Makefile

project_hp\asdk\make\os\Makefile

project_hp\asdk\make\rtl_bluetooth\Makefile

project_hp\asdk\make\ssl\Makefile

project_hp\asdk\make\tartget\Makefile

project_hp\asdk\make\utilities\Makefile

project_hp\asdk\make\utilities_example\Makefile

project_hp\asdk\make\wlan\Makefile

project_hp\asdk\make\wps\Makefile

project_hp\asdk\make\utilities_example\Makefile

Fig 3-1 KM4 Makefile architecture

3.2 How to Build Code into Flash?

Makefile in project/xip is an example for how to build code into Flash.
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include ${MAKE_INCLUDE_GEN)

-PHONY: all clean

UARIABLES

make/project/xip

component/common/network/coap/include

Source FILE LIST

add your source code herel

$(CUSTOMER DIR)/xip_test.oy

# Include Dependency
H

-include $(0BJS:.0=.d)

RULES TO GEMERATE TARGETS

11: CORE_TARGETS COPY_RAM_DBJS

GENERATE DBJECT FILE

-

CORE_TARGETS: $({0BJS)

it

# CLEAN GENERATED FILES
i

clean: CLEAN_DBJS
$(REHOVE) =*.0
$(REHOVE) =.i
$(REHOVE) =.s
$(REHOVE) =.d

-include $(DEPS)

=

=

3.3 How to Build Code into SRAM?

Makefile in project/SRAM is an example for how to build code into SRAM.

Application Note All information provided in this document is subject to legal disclaimers.

© REALTEK 2020. All rights reserved.

37



54REALTEK

Ameba-D

include $(MAKE_INCLUDE_GEN)

-PHONY: all clean

i UARIABLES

= o=

our include

make/projectssram

#-13(BASEDIR) /component/common/network/coap/include

Source FILE LIST

E_ ]

OBJS += %
S{CUSTOHER_DIR)/ram_test .o

# #
L Include Dependency #
i #
-include ${0BJS:.o=.d}
i #
L RULES TO GEMERATE TARGETS i
# #
all: CORE_TARGETS COPY_RAM_OB.JS
# #
i GENERATE OBJECT FILE
i #
CORE_TARGETS: ${0BJS)
[%-0:%.c

$(cc) $(GLOBAL_CFLAGS) $(MODULE_IFLAGS) %< -o $@
# #
i CLEAN GENERATED FILES #
i #
clean: CLEAN_DBJS

$(REMOVE) =.0

S(REMOUE) =.i

$(REHOUE) *.s5

$(REMOVE) =.d

-include ${DEPS)

3.4 How to Use Section Attribute?

Because SRAM space is limited, we suggest you build critical code/data into SRAM and let other code/data left in Flash. You should use section
attribute “IMAGE2_RAM_TEXT_SECTION” to locate some of your functions into SRAM.
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Note:
®  You should include “section_config.h”

finclude <basic types_h>
include <section_config.h

= const is read only, it will build into flash =
const u32 xip_test_read_only_data = §;

E} ﬂgn read only data will build into SRgﬁ %]

u32 xip_test_data = 6;

* code 1n 1n SRAM =/

void test critical code{wvoid)

{
H
* code in in Flash =/
vold test_non_critical_code(void)

{
¥

const/read-only data will build into Flash
Non read-only data will build into SRAM (If you need read only data build into SRAM to run faster, you should not use “const”)
Functions limited by IMAGE2_RAM_TEXT_SECTION will build into SRAM

Functions not limited by IMAGE2_RAM_TEXT_SECTION will build into Flash

3.5 How to Build Library?

Makefile in project/library is an example for build user library.

Application Note
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include $(MAKE_INCLUDE_GEN)
_PHONY: all clean

it
it UARIABLES
it
tadd your include path here

IFLAGS += #-I$({BASEDIR)/component/conmon/network/coap/include

Lo ]

fiset your source code path here
CUSTOMER_DIR = $(ROOTDIR)/make/project/library

i
i Source FILE LIST
it
tadd your source code here
OBJS += 1\

Lo ]

$(CUSTOMER_DIR)/lib_user_test.o\

i
it Dependency
i
-include ${0BJS:.o=.d)

L ]

RULES TO GEMERATE TARGETS

Lo ]

i
i
it
t Define the Rules to build the core targets
11: CORE_TARGETS COPY_RAM_ODBJS
$(AR) rus lib user.a ${0BJS) ${0BJS_SRAM)
$(MOVE)} -f 1lib user.a $(ROOTDIR)/1lib/application

it
it GEMERATE OBJECT FILE
it
CORE_TARGETS:  $(0DBJS)

=

£

it
it RULES TO CLEAN TARGETS
it
clean: CLEAN_OBJS
$(REMOVE) *.0
$(REMOVE) =.i
$(REMOUE) x.s
$(REMOUE) x.d

o R

3.6 How to Add Library?

Open project_hp\asdk\Makefile, and add lib_user.a into LINK_APP_LIB.

LINK_APP_LIB += S(ROOTDIR)/lib/application/lib_user.a
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4 C++ Standards Supported in GCC

4.1

Introduction

This chapter mainly introduces how to build C++ codes in Ameba-D GCC project.

“iostream” is not available currently, and would be supported later.

4.2

How to Compile C++ Codes?

The following steps are necessary to support C++ in current GCC project.

(1)  Modify Link script: rIx8721d_img2_ns.Id.

.xip_imageZ2.text :

{
_ flash_text_start_ = .;

*{.img2_custom_signatures=)

*#{ .text=x)
*{ .rodata=)

/% pdd This for C++ support =/
. = ALIGH(ME

__ preinit_array_start = .;
KEEP({={ .preinit_array)})
__preinit_array_end = _;

. = ALIGH(®):
__init_array_start = .;
KEEP{={SORT{ .init_array.=)})
KEEP{={_.init_array})
__init_array_end = .;

. = ALIGH(4);

_ fini_array_start = .;
KEEP(=({SORT{ .fini_array.=)))
KEEP(=({.fini_array})

_ fini_array_end = .;

. = ALIGH (4};

_ cmd_table_start__ = .;
KEEP(*{ _.cnd._table._data»)})
_ cmd_table_end__ = .;

_ flash_text_end_ = _;

. = ALIGH {16});
} » Knha_IMG2

/% pdd This for C++ support =/
-ARM.extab :
{
*( _ARH.extab* _gnu.linkonce.armextab.x)

¥} > KHu_IMG2

-ARH.exidx :
{
_ exidx_start = _;
*( .ARH.exidx* .gnu.linkonce.armexidx.=)
_ exidx_end = .;
end = .;
} » KH4_IHGZ

__wrap_printf = 0x1010a3f5;
_wrap_sprintf = 0x1818a471;
__wrap_strcat = 8x18111635;
_ wrap_strchr = 8xz18111675;
_ wrap_strcmp = 8x18111745;
_ wrap_strncmp = 8x181118F9;
_ wrap_strlen = 8x18111839;
__wrap_strnlen = Bx18111a65;
__wrap_strncat = 8x1811189d;
_ wrap_strpbrk = 8x18111a39;
_ wrap_strstr = 8x18111d25;
_ wrap_strtok = 8x1811201d;
_ wrap_strsep = B8x18111a65;
__wrap_strtoll = 6x10111FFd;
_wrap_strtoul = 8x181122e9;
_ wrap_strtoull = 8x16111Ff3d;
_ wrap_atoi = 8x181115%e1;

_ wrap_strcpy = 8x181117b9;
_ wrap_strncpy = 8x1811199d;
__wrap_memset = 8x16116eal;
__wrap_memcpy = Bx18118d2d;
_ wrap_memcnp = B8x18118cc?;
__wrap_memmove = Gx181108dd?;
__wrap_snprintf = 6x1010a49d[j
__wrap_malloc = puPortHMalloc;
__wrap_realloc = puPortReAlloc;
__wrap_free = uPortFree;

(2) Modify startup code: rtI8721dhp_app_start.c.
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(3)

(4)

Application Note

ffif defined (_ GHUC_ )

void _init{void){}
@gndiF

/= ddd This for C++ support to aveid conmpile error =/

// The Main App entry point
void app_start{void)
{

SOCPS_InitSYSIRO_HP();

#if defined { __ ICCARM__ )

ftendif

__dar_cstart_call_ctors(NULL);

ftif defined ¢ GHUC_ )

__ libc_init_array{);

F* Add This for C++ support =/

\tendif
__asm{
“mov r@, spin™
“bic v8, v8, #7\n"
“mov sp, rB\R™
I
main(};

simulation_stage_set(SIMULATION_KH4_CPUID, BIT_KM4s_APP_ENTER);

_ WUIC_SetUector({SUCall_IRQn, (UOID=)uPortSUCHandler);
__NUICG_SetUector (PendSU_IRQn, (UOID=*)xPortPendSUHandler);
__ NUIC SetUector({SysTick_IRQn, (U0DID=)xPortSysTickHandler);

/# Fforce SP align to 8 byte not 4 byte (initial SP is 4 hyte align)

Modify makefile.

B project\realtek_amebaD_va0_example\GCC-RELEASE\project_hp\asdk\Makefile

linker_image2_ns:
@echo “========= linker img2_ns start ========="

-1m -1c -1lnosys -lgcc

$(LD) $(LD_ARE) target_img2_axf $(RAM_OBJS_LIST) $({LINK_ROM LIB_MS) $(LINK_APP_LIB) $(IMAGE_TARGET FOLDER)/cmse_inmplib.lib

| project\realtek_amebaD_va0_example\GCC-RELEASE\project_hp\asdk\Makefile.include.gen

HGLOBAL_CFLAGS += -specs nosys.specs
HGLOBAL_CFLAGS += -fno-short-enums
GLOBAL_CFLAGS += -Wextra

GLOBAL_CFLAGS += $({IFLAGS)

GLOBAL_CFLAGS += -DCOMFIG_PLATFORM_8721D
GLOBAL_CFLAGS += —-DCONFIG_USE_MBEDTLS_ROM_RALG
GLOBAL_CFLAGS += -DCONMFIG_FUNCIONW 08_OPTIMIZE
GLOBAL_CFLAGS += -DDM_ODHM_SUPPORT_TYPE=32

CFLAGS = ${GLOBAL_CFLAGS)

LD_ARG
LD_ARG
LD_ARG
LD_ARG
LD_ARG
LD_ARG
LD_ARG
LD_ARG

+= -nostartfiles
-Specs Nosys.specs
-Wl,--gc-sections
-Wl,--warn-section
-Wl,-Map=text.map
-WL,--cref
—-W1,--build-id=non
-save-temps

-align

e

(Lb_aRe

LD_ARG
LD_ARG
LD_ARG
LD_ARG
LD_ARG
LD_ARG
LD_ARG
LD_ARG

*

-Wl,-wrap,strcat
-Wl,-wrap,strncmp
-Wl,-wrap,strncpy
-Wl,-wrap,strnlen
-Wl,-wrap,strstr
-Wl,-wrap,strsep
-W1,-wrap,strtoll
+= -Wl,-wrap,strtoul
+= #-Wl,-wrap,atoui

*

+

- -

-
L T A T

*

-W1,-wrap,strchr
-W1,-wrap,strcpy
-Wl,-wrap,strlen
-Wl,-uwrap,strncat
-W1,-wrap,strtok
#-W1,-wrap,strxfrm
#-Wl,-wrap,strtof
-1 ,-wrap,strtoull
-Wl,-wrap,atol

-W1,-wrap,strcmp N
#-Ul,-wrap,strnicnp
#-Ul,-wrap,strlcpy
-W1,-wrap,strpbrk
#-U1,-wrap,strspn
-Wl,-wrap,strtod
-W1,-wrap,strtold
-W1,-wrap,atoi
-Wl,-wrap,atoul

CFLAGS += —WStrict—prututypES LD ARG += #-Wl,-wrap,atoull -Wl,-wrap,atof
LD_ARG += -Wl,-wrap,malloc  -W1,-wrap,free -Wl,-wap,realloc
= LD_ARG += -Wl,-wrap,memcmp -Wl,-urap,mencpy
CPPFLAGS = $(GLDBHL_EFLHGS) LD_ARG += -Wl1,-wrap,menmove -W1,-wrap,menset
- _ - _ _ _ _ s LD_ARG += -Wl,-wrap,printf -Wl,-wrap,sprintf
CPPFLAGS + std=c++11 fno-use-cxa-atexit \I:D_RRG += -W1,-wrap,snprintf #-Ul,-wrap,vsnprintf y,
RULES TO GEMERATE OBJECT FILE FROM .CPP FILE i
W

f_a@\a =

.0:%.cpp
$(cc) S(CPPFLAGS) $< -0 %@

Add C++ files into protect.

We have tested a small program and provide it as an example, which can be found in main.cpp.
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(5) Use command make in console to compile project with C++ files.
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5 GCC Standard Library

5.1 Introduction

This chapter mainly introduces how to use GCC standard library in Ameba-D.

To save flash memory and improve efficiency, ROM code has implemented a standard software library, like _memcpy and_memcmp, and some

functions are simplified version in ROM software library, such as printf and sprintf.

There are two methods when using standard library functions such as printf and sprintf in GCC:
(1) Using ROM software library.
(2) Using GCC standard library.

5.2 Default Library Function Use in SDK

In current SDK, the default library function use is illustrated in Fig 5-1 and Table 5-1

STD LIB Functions
ROM Software LIB GCC Standard LIB
» memchr »  strcat »  fprintf
» memcmp »  strchr » puts
> memcpy > strncat LIB CONFIGURABLE >
» memset »  strstr > printf
» memmove » atol . anf
> strcmp > atoi > sprintf
»  strcpy >  strpbr > snprintf
> strlen k »  vsnprintf
»  strncmp »  strtoul
»>  strncpy >  strtol
» strsep » rand
>  strtok » srand
Fig 5-1 Library function guide
Table 5-1 Library function default use
Items Functions

/strchr/strncat/strstr/atoll/atoi/strpbrk/strtoul/strtol/rand/srand

Using ROM software library | memchr/memcmp/memcpy/memset/memmove/strcmp/strcpy/strlen/strncmp/strncpy/strsep/strtok/strcat

Using GCC standard library | fprintf/puts/...

Use library is configurable printf/sprintf/snprintf/vsnprintf/sscanf

macro STD_PRINTF.

Note: The default is to use ROM software library; you can switch to use GCC standard library by defining

Because printf/sprintf/snprintf/vsnprintf/sscanf in ROM software library are a simplified version compared with these in GCC standard library,
they only support a few formats. In order to remind users that unsupported format occurs when using these functions in ROM library, SDK

wraps up these functions.

Table 5-2 Wrapper functions

Items Wrapper functions
printf _rtl_printf
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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sprintf _rtl_sprintf
snprintf _rtl_snprintf
vsnprintf _rtl_vsnprintf
sscanf _rtl_sscanf

When using printf/sprintf/snprintf/vsnprintf/sscanf in GCC standard library, the memory size will increase 40KB compared with using these

functions in ROM software library.

5.3 How to Use Configurable Function in GCC Standard Library?

Compared to printf/sprintf/snprintf/vsnprintf/sscanf functions in GCC library, which only support a few formats in ROM library. The following

content takes printf as an example.

Table 5-3 Printf supported format

Library Printf Supported Format
ROM software lib %s, %x, %X, %p, %P, %d, %c
GCC standard lib %s, %X, %X, %p, %P, %d, %c, %f, %L, %I, %u, %U, %e, %E, ...

For printf/sprint/snprintf/vsnprintf/sscanf, ROM library is linked by default. If “format not support!” log dumps out in trace tool, it means that
unsupported format occurs, you should link these functions to GCC standard library.

To use printf/sprint/snprintf/vsnprintf/sscanf in GCC standard library, follow these steps:

(1) Add #define STD_PRINTF in the front.

There are two cases:

Items Description

case 1: add #define STD_PRINTF in the Change printf/sprint/snprintf/vsnprintf/sscanf of some files link to GCC standard library.
front of c files, and need to include Example:

“platform_stdlib.h” [/ main.c

Ie‘—.‘d efine STD_PRINTF I

#include "main.h”
|#include "platform_stdlib.h" |

int main(void)
I

printf("%f\n", 1.2);
printf("%u\n", z0);

case 2: add #define STD_PRINTF in the
front of “platform_stdlib_rti8721d.h”

Change printf/sprint/snprintf/vsnprintf/sscanf of all SDK link to GCC standard library.

(2) Modify “platform_stdlib_rtl8721d.h” file if you don’t want to switch to use all the five functions in GCC standard library.

In SDK, macro STD_PRINTF controls printf/sprintf/snprintf/vsnprintf/sscanf at the same time. If you only want to configure some but not all, for
example, if you only want to use printf in GCC standard library, and other four functions sprintf/snprintf/vsnprintf/sscanf maintain the default
state, you need to modify “platform_stdlib_rtI8721d.h” file.
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Tips:

- |#ifndef STD_PRINTF

#undef printf

#undef vanprintf

#undef sprintf

#undef snprintf

#undef sscanf
#endif

modify

#undel memchr
#undef memcmp
#undef memcpy
#undef memset
#undef memmove
#undef strcmp
#undef strcpy
#undef strlen
#undef strncmp
#undef strncpy
#undef strsep
#undef strtok
#undef strcat
#undef strchr
#undef strncat
#undef strstr
#undef atol
#undef atoi
#undef strpbrk
#undef strtoul
#undef strtol
#undef rand

#ifndef STD_PRINTF
#undef printf
#endif
#undef vsnprintf
#undef sprintf
#undef snprintf
#undef sscanf

#rindet STD_PRINTF
#define printf
#endif
#define sprintf
#define snprintf
#define vsnprintf
#define sscanf

_rtl_printf

_rtl_sprintf
_rtl_snprintf
_rtl_vsnprintf
_rtl_sscanf

modify

#ifndef STD_PRINTF
#define printf
#define sprintf
#define snprintf
#define vsnprintf
#define sscanf

| #endif

_rtl_printf
_rtl_sprintf

_rtl_snprintf // NULL function

_rtl_wvsnprintf

_rtl_sscanf //if use sscanf in std libc.a, please delete _striol

® If you want to use GCC standard library, we recommend only link some user specified c files to GCC standard library instead of link all SDK
to GCC standard library, because printf/sprint/snprintf/vsnprintf/sscanf in our SDK should link to ROM standard library.

(] If using printf in GCC standard library libc.a, and there is no "\n" in the end, use fflush(stdout) after printf to dump log in cache. For
example:

printf("hello");
fflush(stdout);

®  Incurrent GCC project, KMO does not support floating-point temporarily, so printf cannot dump %f in KMO in default setting.

®  [f using sscanf in GCC standard library libc.a, delete _strtol_r and _strtoul_r symbols in rIx8721d_rom_symbol_acut.ld.
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6 IAR Build Environment Setup

This chapter illustrates how to setup IAR development environment for Realtek Ameba-D SDK, including building projects, downloading images
and debugging.

6.1 Requirement

6.1.1 IAR Embedded Workbench

IAR provides an IDE environment for code building, downloading, and debugging. Check “IAR Embedded Workbench” on http://www.iar.com/,
and a trail version is available for 30 days.

Note: To support ARMv8-M with Security Extension (Ameba-D HS CPU, also called KM4), IAR version must be 8.30 or higher.

6.1.2 J-Link or RLX Probe

If you need to download images or debug code for Ameba-D with IAR, then a J-Link adapter or a RLX Probe is necessary.

Note: For Ameba-D CPU, the J-Link version must be v9 or higher.

6.2 Hardware Configuration

The hardware block diagram of Ameba-D demo board is shown in Fig 6-1.

®  USB TO UART: supply power and print logs, baud rate is 115200 bps.

® SWD: SWD interface, used for image downloading and debugging with IAR.

®  Reset button: reset Ameba-D to run firmware after IAR completes downloading.

-—-—I
£ VD
1833 GH)
1
DAP update button : 3] ﬂ
USB Interface == |J)
Configuration RiGRI2 - ﬁ %
& | RTL-AMEBAD_MB_IVO
DAP + Serial port
USE OTG 3 71.3“““
C3
o) J;! %
E = oy
USE TO UART (-3
c57 .
= | pes3are o6
WRmERS0 (06 UART 59 P
DAP reset button L]
= 5 = = &
— UART DOWNLOAD
q é [T RSE RS9
==
uuuuu 4 . £ E Em ﬂm s
Reset button | Download image button
Fig 6-1 Ameba-D demo board
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6.2.1 Connecting with J-Link

Refer to Fig 6-2 and Fig 6-3 to connect Ameba-D SWD interface with J-Link.

|

»{vec | O Ol2 vee optionsy
we 3l 0 D[ _ow]e—
Ny s 0 e cono

—>{swoo 7] [] [ s owo
swetk 9] [ [ 10 oNo

WY 11, [ [ 12 on0

sWo 13| [] [ |14 ono

RESET 18| ] [ |16 om0

we 17| (] [ | ono

Ne 19| [ [ |20 oo

J-Link

Fig 6-2 J-Link and SWD connection diagram

Fig 6-3 J-Link and Ameba-D SWD connection

6.2.2 Connecting with RLX Probe

Refer to Fig 6-4 and Fig 6-5 to connect Ameba-D SWD interface with RLX Probe.

SWD
f;,gl"'ﬂ 13 D D 14
1 D D 12 JRST
o] 0 O
O O
3 .—. 5 D D 6 TDO
D D 4 DI
1 D D 2 TRST

RLX Probe

Fig 6-4 RLX Probe and SWD connection diagram
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Fig 6-5 RLX Probe and Ameba-D SWD connection

6.3 How to Use IAR SDK?

6.3.1 IAR Project Introduction

Because Ameba-D is a dual-core CPU platform, two workspaces are provided to build for each core in
project\realtek_amebaD_va0_example\EWARM-RELEASE.
(] Project_Ip_release.eww (KMO workspace) contains the following projects:
B kmO_bootloader
B kmO_application
(] Project_hp_release.eww (KM4 workspace) contains the following projects:
| km4_bootloader
| km4_application
| km4_secure

Each project in KM4 workspace has different build configurations, as Table 6-1 shows.

Table 6-1 Build configurations for KM4 project

Project Build Configuration Configure TrustZone

Enable MP

km4_bootloader km4_bootloader - ist

km4_bootloader - tz2

km4_application km4_application - is

km4_application - tz

km4_application - is (mp3)

km4_application - tz (mp)

km4_secure km4_secure - tz

<|<|=<|z|<|z]|<]|=z

km4_secure - tz (mp)

<|Z|<|<[zZ]|Z2|Z2|2

Note:

1.  The configuration items with “-is” are ignore secure configuration, which are designed for applications that do not use TrustZone.
2. The configuration items with “-tz” are TrustZone configuration, which are designed for applications that use TrustZone.
3. The configuration items with “mp” are mass production configuration, which are designed for generating MP image.

®  For applications that do not use TrustZone, users should apply ignore secure configurations as Table 6-2 shows. The km4_secure project

which contains Trustzone-protected code, is not used.

(] For applications that use TrustZone, users should apply TrustZone configurations as Table 6-2 shows.

Table 6-2 Configurations for project with/without TrustZone

Project TrustZone Normal Image MP Image
km4_bootloader N km4_bootloader - is km4_bootloader - is
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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Y km4_bootloader - tz km4_bootloader - tz
km4_application N km4_application - is km4_application - is (mp)
Y km4_application - tz km4_application - tz (mp)
km4_secure Y km4_secure - tz km4_secure - tz (mp)
At the top of the Workspace window, there is a drop-down list where you can choose a build configuration for a specific project.
Conﬁguration Workspace x Workspace x Workspace X
drop-down menu kmd_application - iz (’D - kmd_application - i - kmd_application - tz hd
. kmd_application - is
Files & - kmd_application - is [mp Files o -
B [ Project_hp releass kmd applic lz B M Project_hp release ®
km4_application -is) + tmi_gggltllgaa%?e?:itsz (] km4_application-tz)
@ kmd_bootlioader-is b kmd_boctioader - tz ® kmd_bootloader-is +
@ kmnd_secure -tz < kmd_securs - t2 ®kmd_secure -tz v
# kmd_secure - tz [mp) -
Overview km4_apphc:ation| kmd_bootload| 4 |+ | Overview  kmd_application | kmd_bootload| 4 | Overview kmd_application | kmd_bootload/ § |,

Fig 6-6 How to choose a build configuration

6.3.2 IAR Build

When building SDK for the first time, you should build both KMO project and KM4 project. Other times, you only need to rebuild the modified
project.

6.3.2.1 Building KMO Project

The following steps show how to build KMO project:

(1) Open project\realtek_amebaD_va0_example\EWARM-RELEASE\Project_Ip_release.eww.

(2) Make sure kmO_bootloader and kmO_application are in Workspace. Click Project > Options, General Options > Target > Processor
Variant > Core, verify the CPU configurations according to Fig 6-7.

Right click the project and choose “Rebuild All”, as Fig 6-8 shows. The km0_bootloader and kmO_application should compile in order.

(3)

Application Note All information provided in this document is subject to legal disclaimers.
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Note

r - -
e Project_lp_release - IAR Embedded Workbench IDE - Arm 8.30.1

|l @] 8 )

File Edit View Project J-link Tools Window Help

Workspace

km0_application - Debug

Files
B MProject_lp_relsase

m
® km0_bootloader - Debug

Catagony

Static Analysis

Runtime Chedking
C/C++ Compiler
Assembler
Output Converter
Custom Build
Build Actions.
Linker

CMSIS DAP

GDB Server
T4et/TTAGjet
IHink/1-Trace

TI Stellaris.
Nu-Link

PE micro

ST-LINK
Third-Party Driver
TIMSPFET
TIXDS

IDverwaw kml_spplication | kmi_bootloader

Debug Log

Log

sed Apr 03, 2019 16:08:57: 1AR Embed |

Library Options 2 | MISRA-C:2004 |  MISRA-C:1988 |
Terget | Output | Library Cenfiguration | Library Options 1 |

Fracessor wvariant

@ Core

@ Device
© OISTSPaci

Endian mode

Floating peint settings

OBig
BE32 ! )

@ BES

TrustZone

[1D2F Extension

[JAdvanced SIMD (WEOH) - 3 x

< m

Build | DebugLog

Ready

Fig 6-7 KMO processor options

.
@ Project_lp_release - AR Embedded Workbench IDE - Arm 8.30.1

™ T e )

File Edit View Project J-link Tools Window Help

‘A E - £ = BeE = - =0
leml_application - Debug - (|
Files - i
B HProject_lp_release
[ Jkm0_application - D
@ km0_bootloader- Deh Options...
Make
Compile
| Rebuild All
Clean
C-STAT Static Analysis 3
Stop Build
Add 3
Remave
| Overview kmU_app\icat\onl k| Rename...
Debug Log Version Contral System 2 - O X |I
i
Log Open Containing Folder...
Thu Sep 05, 2019 13:48:02 File Properties... ogram Files (xBE)NAR Systems\Embedded Workbench . 1harmibinarmp
Set as Active
< m o
Build | Debug Log
I Clean and make the selected project Errors 0, Warnings 3 N

Fig 6-8 Building KMO project
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Note: After building each project, IAR will pop up a command prompt window to execute post-build action to generate images from executable
files. This may takes several seconds. Don’t stop it while it is in progress. After post-build action is completed, the window would disappear

automatically.

'de lim:

B> 1

zi in C'emd Ac

EN C\Windows\System32\cmd.exe

[

ug “Exe~kmB_image “kmB_application.map Debug“Exe“kmB_image“kmH_application.asm Dehjig
jug “Exe “\kmB_image“knB_application.dhg.axf

D: ~Code~Amebal wB3_B8983 “project realtek _amebal_vaB_example ~EWARM-RELEASE>cmd ~c
'D: “GCode “\AmehaD wB3_A283 project wrealtek_amehal_vaB_example \EWARM-RELEASE'~. .~
.M .Scomponent Sssocrealteksamebadsmischsiar_utilityscommon®toolssnm Debug~Exe/knB|
|_image-kmB_application.axf | "D:“Code“-AmebaD“wB3_B?83“project realtek_amebaD_uva)
|_example “EWARM-RELEASE". .. .%..“component “socrealtek~amebad\misc~iar_utilitysg

jommon~toolsssort > Debugs/Exe-kmd_image kmB_application.map"

Code“AmebaD“wB3_HB?83 “projectrealtek_amebaD_vaB_example \EWARM-RELEASE>cmd ~c
D:“Code“AmebaD w@3_0703“project wrealtek_amebaD_vaB_exanple \EWARM-RELEASE". ..
S .Scomponent Ssocsrealteksamebadsmiscsiar_utilityscommonStools sobhjdump —d Debug]

l“ExeknB_image ~kmB_application.axf > Debug~sExe-kmB_image - kmB_application.asm"

D:“Code “AmebaDwB3_A?03 \projectwrealtek_amebaD_vaf_example \EWARM-RELEASE>for ~F
“Code “AmehaD B3 _A?83 “projectrealtek_anehal_val_ex]
lample “\EWARM-RELEASE" . .. .. .“component“soc “realtek“amehadn
lon~tools~grep IMAGEZ Debug Exe-kmB_image-kmB_application.map |
B3 _A983project~realtek_amehaDl_vaB_example ~\EWARM-RELEASE". ... . .“conponent\soc
“realteksamebadwmiscsiar_utilityscommon“tools>grep Base ! "D:“Code“AmehaD“wB3_@A%|
B3 “projectrealtek_amebaD_vaB_example “\EWARM—RELEASE"*._.
itek~amebadmischiar_utilityscommonstoolsSgawk *{print 513’ > do set ram2_start=|

siar_utilityscomnm|
'D:Code “\AmehaDw

. - So L ScomponentSsocsreal

m

(4) After compile, the images kmO_boot_all.bin and kmO_image2_all.bin can be seen in project\realtek_amebaD_va0_example\EWARM-
RELEASE\Debug\Exe\kmO0_image.

6.3.2.2

Building KM4 Project

The following steps show how to build KM4 project:
(1) Open project\realtek_amebaD_va0_example\EWARM-RELEASE\Project_hp_release.eww.

(2) Referto 6.3.1 and choose the build configurations for each project according to your application.

(3) Click Project > Options, General Options > Target > Processor Variant > Core, verify the CPU configurations according to Fig 6-9.

Application Note

Cancel

@ Praject_hp_release - IAR Embedded Workbench IDE - Arm 8.30.1 == ES
File Edit View Project J-link Tools Window Help
NoeEa o W O < = BRERN N - s ;
Workspace r
Options for node "km4_application” —ti
[km4_application - is
Files
B O Project_hp_release Category:
[ lkm4_applicatio|
by tmjfhnntlnader Static Analysis
®hkimd_secure -tz Runtime Checking
€/C-++ Compiler Library Options 2 WISRA-C: 2004 MISRA-C: 1898
Assembler Target | Qutput | Library Configuration | Library Options 1
Qutput Converter Processor variant
Custom Buid
Build Actions @ Core
Linker Device Hone B
Debugger
Simulator MSIS-Fack %%
CADI
CMSIS DAP Endian mode Flozting peint settings
| GDB Server @ Little FEU i
_V'FPVS -
Owerview  kmd_application I-jet/ITAGjet Big | sincle precisi
I-dink/3-Trace 16
Debug Log ) T Stelaris :EZ § R
Mu-Link
Log PE micro 7| TrustZone
i N
Thu Sep 05, 2018 16 STINK DSE Btension P o—— ch 8 1\ambinsamp
Third-Party Driver Advanced SIMD (NEON) E—
TIMSP-FET
TIXDS

4
Build | Debug Log

Ready

Errors 0, Warnings 96

Fig 6-9 KM4 processor options
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(4) Right click the project and choose “Rebuild All”, as Fig 6-10 shows. The km4_bootloader, km4_secure and km4_application should
compile in order.

e Project_hp_release - IAR Embedded Workbench IDE - Arm 8.30.1 | | (5] | )
File Edit View Project Jlink Tools Window Help
D0 B ) = @ =0 r dh,
Workspace - 3 x
‘ kmd_application - is - |
Files & .
B OProject_hp_releasse
® .
@ kmd_bhootoader - Options...
@ kmd_secure-tz Make
Compile
[ Rebuild Al | f
Clean
C-STAT Static Analysis 3
Stop Build
Add »
Overview kmé_application | | Remove
= Rename...
Debug Log ‘ v ax
Version Contral System b F
Log
Thu Sep 05, 2019 16:0] Open Containing Folder... DhProgram Files (xBEINAR Systems\Embedded Workbench 8.1varm\ainkarmp
File Properties...
S e
« i B
Build | Debug Log
Clean and make the selected project Errors 0, Warnings 96

Fig 6-10 Building KM4 project

Note:

®  When TrustZone is enable, the km4_secure project must be built before the km4_application project. When TrustZone is not used, there
is no need to compile the km4_secure project.

®  After building each project, IAR will pop up a command prompt window to execute post-build action to generate images from executable
files. This may takes several seconds. Don’t stop it while it is in progress. After post-build action is completed, the window would
disappear automatically.

BER C\Windows\System32\cmd.exe |££Iih]

is_law = 1
start = 2000008, end = 2000BAB. base = 200RAEA

= 189A8ABA

start = ed@AB28,. end = eB4fB44. hase = eHBAAOA
Input file size: 323628
e 323620
2000000, end = 20000808, hase = 2000008
Input file size: B
jcopy size B
[Debug“Exe “\knd_inage‘axip_image2 . p_hin
[Debug“Exe “Jnd_inage>ran_2_.p._hin
[Debug “Exe “knd_inage“psran_2_p._hin
& 1
pad _exe, ing_len: 63318, pad_len: cef
[Debug “Exe “knB_inage “knB_inage2_all_hin
])e]Lug\Exe skmd_image Sknd_
EEH 4

IAR ELF Linker U8.38.1.114-432 for ARM
Copyright 2087-2018 IAR Systems AB.

(5) After compile, the images km4_boot_all.bin and km0O_km4_image2.bin can be seen in project\realtek_amebaD_va0_example\EWARM-
RELEASE\Debug\Exe\km4_image. For MP configurations, the km0_km4_image2_mp.bin would be generated instead.

Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.

53




34 REALTEK Ameba-D

6.3.3 IAR Download

The generated images can be downloaded in two ways:
®  |AR J-Link or RLX Probe SWD (introduced in the next section)
®  Ameba-D ImageTool, refer to ImageTool for more information.

Ameba-D demo board supports using J-Link and RLX Probe SWD to download and debug. Image of each project can be download individually.
Note: Considering KM4 is powered-on by KMO, you should make sure that KMO has boot up already before downloading images to KM4.

Otherwise, for J-Link, J-Link can’t connect to KM4 and show the error message as Fig 6-11 shows. For RLX probe, RLX Probe driver can’t be
opened under KM4.,

)
e Project_hp_release - IAR Embedded Workbench IDE - Arm 8.30.1 =]
File Edit View Project J-link Tools Window Help

NARS & XBNlocl < QrsrE<cBo>RR Be-=0 0

Workspace v ax

is -

Files & - -
B Jkin1_sppiication—is - |}
— = @PSRAM v

i @SRAM v
Happ

B bluetaoth

B cmgis-dsp

H drivers

i frliby

ik

B mhed @ Could not find core in Coresight setup
W misc Abort debug session?

M user
W utilities i

i wifi

m

J-Link Driver

o
Overview || kmd_application _km4_bootloader |/ [ |

Log
Thu Sep 05, 2019 16:03:34 IAR Embedded \Workbench &.30.1 (DAFrogram Files (xBEAR Systems\Embedded \Workbench 8. 1%armibintarmp | |
|

< m ] b

Build | Debug Log \

Ready

Fig 6-11 J-Link cannot find KM4

As a result, if the Flash memory is empty, the sequence to download images is:
(1) Download for km0O_bootloader and kmO_application projects

(2) Click Reset button on demo board to make KMO boots up

(3) Download for km4_bootloader and km4_application projects

During development, if Flash memory is not empty and KMO can boot up successfully, then you can download updated images to KM4 directly,
and there is no need to re-download for KMO.

The following steps show how to download image for the target project with IAR. If there is an error like Fig 6-24 displayed in IAR window, refer
t0 6.3.4.3.
(1) Choose the target project display in Workspace window, for example, km4_bootloader as Fig 6-12 shows.
(2)  If using J-link debugger, check whether the J-link debugger setting is correct.
a)  Click Project > Options > Debugger > Setup > Driver, and choose “J-Link/J-Trace”, as Fig 6-13 shows.
b)  Click Debugger > J-Link/J-Trace > Connection > Interface, and choose “SWD”, as Fig 6-14 shows.
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Project J-link Tools Window Help

kmé_application | kmd_bootloader

Debug Log > x
Log
Wed Apr03, 2019 19:39:05: AR Embededed Workbench 8301 (DAProgram Files (xBENAR Systems\Embedded Warkbench 8 1\armibinlarmproc dil)
I Build | Debug Log
|LReaay B

Fig 6-12 Switching to the target project view

File Edit View Project J-link Tools Window Help

km4_application - Diebug

Files
B CIFroject_hp_release

Categony: Factory Settings

General Options
Static Analysis
Runtme Checking
C/C++ Compler Setup |Download | Inages | Extra Options |Multicore | Plugins|
Assembler
Output Converter
Custom Build

T

b

Setup macros
[VUse macro filals)
SPROT_DIRSY. . L. \. . \eomponentisocireal tekhanebadin [

&

T

® km4_bootloader - De.. Liet/mAGiet Device description file

@ kmd_secure - Debug Iink/I-Trace Override default

T1 Stellaris SPROT_DIRS'. . \.. % . \componentisocirealtekbancbadin E]
Nu-Link

PE micro

STLINK
Third-Party Driver
TIMSP-FET
TIXDS

Build | Debug Log

Ready

Errars 0, Warnings 0

Fig 6-13 J-Link debugger setup
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File Edit View Project Jlink Tools Window Help

it E@ = ABE ocl - <Q>%s==< 00 B@=0 " _id

[
Workspace
Files
B CIProject_hp_release
- Categary,
=L Jkm4_application - ... || Factory Settings
i app General Options
B blustooth Static Analysis
B cmsis-dsp Runtime Checking
W drivers CfC++ Compiler Cormection |Breskpoints
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W user ougeer Tnterface JTAG scen chain
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— CADI e
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Build | ST-LINK
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| Builg | Debug Log
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Fig 6-14 J-Link interface setup

(3) If using RLX Probe, check whether the RLX Probe setting is correct.
a)

Click Project > Options > Debugger > Setup > Driver, choose “GDB Server” and don not choose “Run to”, as Fig 6-15 shows.
b)

Click GDB Server > GDB Server, and put correct value in “TCP/IP address or hostname”, as Fig 6-16 shows. The value should be
localhost, port number.

€ KM4: The default port numbers is 3333, which is set in project\realtek_amebaD_va0_example\EWARM-

RELEASE\probe\cm4\rlx_probe0.cfg.

KMO: The default port numbers is 2331, which is set in project\realtek_amebaD_va0_example\EWARM-
RELEASE\probe\cmO\rIx_probe0.cfg.

c)  Open RLX Probe in project\realtek_amebaD_va0_example\EWARM-RELEASE\probe\cm4\cm4_RTL_Probe, as Fig 6-17 shows.
Note: The board must be reset before opening the RLX Probe, otherwise the connection may fail.

L 4

(3 ect_hp DI = [
File Edit View Project GDBServer Tools Window Help
N E@ =2 XEE 2cC < Q>%E< B> BO-E O > il
Workspace PR ) | — v
kmd.epplizaion=DaflpoPoons for node g cRRlicalicn N - f
Files I
B O Project_hp_reles)
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 app
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[ i crisis-dsp Static Analysis
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1@ i fwii CJC++ Compiler
b
i mbed Aasembier Driver | Run te
i misc Output Conerter [oDB Server - [nain ]
'—E Hos Custom Build
i user Buid Actions Setup macros
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=g‘t'1‘\put §PROJ_DIRYY. . \.. \.. \conpenent\soc\real tekiancbadin [ |
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Fig 6-15 RLX Probe setup
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Fig 6-16 RLX Probe interface setup

This MCU supports the profiling counters!

Program flow prediction disabled!Instruction caches enabled!Data and unified cac
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I-Cache supports Write-Back?
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Fig 6-17 RLX Probe window

(4) Click Project > Download > Download active application, image downloading starts.
When downloading, Ameba-D prints the log, as Fig 6-18 shows. You can check the log to see if download is successful.
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FlashInit] image_size:f48, link_address:8000000, flags:®@
FlashErase] block_start:@, block_size:1000

FlashWrite] block_start:@, offset_into_block:@, count:f48
FlashInit] image_size:82000, link_address:80060e8, flags:®

FlashErase
FlashErase
FlashErase
FlashErase
FlashErase
FlashErase
FlashErase
FlashErase
FlashErase
FlashErase
FlashErase
FlashErase
FlashWrite
FlashErase
FlashErase
FlashErase
FlashErase
FlashErase
FlashErase
FlashErase
FlashErase
FlashErase
FlashErase
FlashErase
FlashErase
FlashuWrite
FlashErase
FlashErase
FlashErase
FlashErase
FlashErase
FlashErase
l[FlashErase

block_start:6000, block_size:1000
block_start:7000, block_size:1000
block_start:86@0, block size:1eee
block_start:9e@0, block_size:10e@
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block_start:6000, offset_into_block:®, count:ceee
block_start:12000, block_size:1000
block_start:13000, block_size:100
block_start:14000, block_size:1000
block_start:15000, block_size:1000
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block_start:17000, block_size:1000
block_start:18000, block_size:1000
block start:1906@, block size:1000
block_start:1a000, block_size:1000
block_start:1b@ee, block_size:1000
block_start:1ceee, block_size:1800
block_start:1deee, block_size:1000
block_start:12000, offset_into_block:®, count:ceee
block_start:1e000, block_size:1000
block_start:1f@ee, block_size:1000
block_start:20000, block_size:100@
block_start:21000, block_size:1000
block_start:22000, block_size:1000
block_start:23000, block_size:1000
block start:24000, block size:1000

|
-
|

I
~

Fig 6-18 Downloading log

(5) You can also erase all parts of the Flash memory if necessary.
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Build | Debug Log

£l CMSIS-Manager
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Aran Pavira Racrrintinm Fils

6.3.4 IAR Debug

Download file...

Erase memory

Fig 6-19 Erasing Flash memory

You can debug or trace KMO and KM4 system individually with J-Link or RLX Probe SWD.

Note: Considering KM4 is power-on by KMO, you should make sure that KMO has already boot up before debug KM4. For KMO, there is no such
requirement because KMO is power-on immediately after reset.

Application Note All

information provided in this nt is subject to legal di

© REALTEK 2020. All rights reserved.

58



W REALTEK IAR Build Environment Setup

6.3.4.1 J-Link Debug

Follow the steps to debug and trace code of target project with IAR by J-Link:

(1) Set the target project as active project and verify the debugger configurations as step (1) and (2).

(2) Click Project > Download and Debug or Project > Debug without Downloading.
| Download and Debug: downloads the application and debug the project object file. If necessary, a make will be performed before

download to ensure the project is up to date.

n Debug without Downloading: debug the project object file

(3) When starting IAR C-SPY to debug, it will firstly reset the target CPU and run to the main function, as Fig 6-20 shows.

(4) Toggles a breakpoint at the statement or instruction that contains or is located near the cursor in the source window. The “Toggle
Breakpoint” button is on the debug toolbar, as Fig 6-21 shows.

@ Project_hp_release - IAR Embedded Workbench IDE - Arm 8.30.1 =NEC X

-

File Edit View Project Debug Disassembly J-link FreeRTOS -OpenRTOS Tools Window Help

NNR@ =& LE0 9C < Q> &ECD >N BB @O Ir i ¥

EX Jkm4_application-De | v | | }

temp &= ~BIT_HSYS SHARE BT MEM;

InterruptEn (IBC_IRQ, 10);

[m

Oze0467%e:

Workspace ~ & X |[mainc x = | Disassembly v ax
Debug -] main) ol Gow [ r—

1 -
Files &% . }oetee Disassembly o

Oxf7bc Oxfck
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i blustooth HAT,_WRITE32 (SYSTEM_CTRL_BASE_HF, REG_HS_PLATF: Oxe0467a2: 0x2000 M
@ B cmsis-dsp 1 Oze0467a4: O0xf7bc Oxfde
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//default main Oxel467aa: Oxf7bc Dzfeld
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i utilifies ) (CLK R4 _100H) 7 main
i W wif InterruptRegister(IPC_INTHendler, IBC IRQ, (w . : .
i Output if (wifi config.wifi ul

wifi config. wifi_ap

#ifdef CONFIG_MBED_TLS_ENABLED 0x=0467b2: Ox4941
app_mbedtls_rom init{): 0xe0467bd: O0x6848
$endif 0xe0467b6: 0x2800
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Debug Log —vs
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Thu Apr 04, 201910:33:48: Loaded extraimage: DACodelwl3_111 fprojectrealtek_amebaD_val_sxample\EWWARM-RELEASE\Debu\Exetkmd_image,
km4_application.dby.exd, image 1D 2 3

oy 0 v

Euild | Debug Log

System FE §

Ready Ln 212, Col 15

Fig 6-20 Running to main() when debug
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Huilties , SystemSetCpuClk (CLE_KM&_100M) ; o
i InterruptRegister (IFC_INTHandler, IFC_IRG, (w ?
= Output ® T - E if (wifi config wifi_ul
‘7‘ wifi config. wifi ap
#ifdef CONFIG_MBED_TLS_ENABLED Ox=0467b2: 04941
app_bedtls_rom_init(); 0xe0467hd: Dx6645
#endif OxeD467h6 : 0=2800
kmd_application  kmd_bootloadsr | kmd_{ 4 el I T col | NweNdA7hE - Nwdnns -
Debug Log v ax
Log e
Thu Apr04, 2019 10:33:36: Target reset
Thu Apr04, 2013 10:33:36: User Reset.
Thu Apr 04, 2013 10:33:48: 0 bytes downloaded (0,00 Koytes/sec) |
ThuApr 04, 2019 10:33:48: Loaded extra image: DA\Codeiw03_111Mprojectreakek_amebal_val_sxampleEWARM-RELEASE\DebugExaikmd_imagel, a
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< I r
Build | Debug Log
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Fig 6-21 Toggle breakpoint

(5) You can trace code step by step with “Step Into” or “Go” until triggering a breakpoint. These function buttons are available on toolbar.

6.3.4.2

RLX Probe Debug

Follow the steps to debug and trace code of target project with IAR by RLX Probe:

(1) Set the target project as active project and verify the debugger configurations as step (1) and step (3).
(2)  Click Project > Attach to Running Target.

(3) Setthe target address.

When starting debug with RLX Probe, it will firstly reset the target CPU. If you want to run to a target address at first, you can set the PC
address in project\realtek_amebaD_va0_example\EWARM-RELEASE\probe\cm4\rix_probe0.cfg. The method is that uncomment
“ew .pc = Oxxxxxxxxx” and change the address to the appointed value, as Fig 6-22 and Fig 6-23 shows.

Application Note

LSS SRS eSSttt s s st sttt sttt S S
Set PC address
description:

When starting debug, the code will run to the address
ki*t*t*k*k*****ki*i*t*k*k*t***k*ki*t*k*k*t*****ki*i/

/ew .pc 0xe03£048;

Fig 6-22 Setting the target address
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& Proj lease - IAR Em = Arm 8.30.

‘Workspace

v ax

File Edit View Project Debug Disassembly GDB Server
M R@ =B XEBN DcC

| 5

FreeRTOS - OpenRTOS  Tools Window Help
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v

fin

Disassembly

v ax

Files
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@ km4_bootloader
@ kmd_secure-De.

-2

T

LSRN

LT—J_ if (NewStatus == ENABLE) |
temp |= BIT_HSYS_SHARE_BT_MEM;

} else [
temp &= ~BIT_HSYS_SHARE_BT MEM;
¥

HAL_WRTTE32 (SYSTEM_CTRL_BASE_HP, REG_HS_PLAT

//default main

int main(void)

if (wifi_config.wifi_ultra low_power &
wifi_config.wifi_spp ctrl tdma == I
SystemSetCpuClk (CLK KM4_100M);

}

InterruptRegister (TPC_INTHandler, IEC_IRQ,

InterruptEn (IBC_IRQ, 5):
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0xs03£046: Oxbd0l FOP {RO. EC}

int main(void)

{

main

if {wifi_config.wifi_ultra_low_pover ik
wifi_config.wifi_app_ctrl_tdma -- FALSE) {

v [Memary - @

fifdef CONFIG MEEN TLS ENARLED 0x=03£042: 0x463b 1DR.N RO, [PC, #
__ @pp_mbedtls rom init(): Nxe03f04c: Dx6B41 1DR RLl. [RO. #
Fendif N i fxe03f04e: ub121 Bz R, D=e03f
//&pp_1nit debug(); ‘_ 0x=03£050: 026800 1DR RO, [RO]
= 0x=03£052: OxbIL0 CBNZ RO, D=eD3f
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shell_recv_all_data_cnetime = 1; L SystenSetCpuClk(CLE_KH4_100);
shell init romis, 87 0xeD3E054. 0x2001 HOVS RO. #1
shell inic ram{)s 0xe03£056: 0xf000 Dzfacd EL SystenSetC
ipe_table_init{): InterruptRegister(IPC_INTHandler, IPC_IRQ, (u3
0x=03£05a; 0x2305 HOVS R3, #5
i+ Damictan Tan . Uxs03£05c. Oxtad? LDR.N RZ. TEC. # 7
Owverview kmd_application || « [ » < 11 [ Ad [ ] 3
Build vax
Messages Fila =

<

[

Debug Log | Buid |

Ready

(4)

Errors 0, Warnings 0 Ln 212, Col 1

System AE EF 35 EE=

Fig 6-23 Running to the target address when debug

Breakpoint” button is on the debug toolbar, as Fig 6-21 shows.

(5)

6.3.4.3

IAR Debug or Download Error

Toggles a breakpoint at the statement or instruction that contains or is located near the cursor in the source window. The “Toggle

You can trace code step by step with “Step Into”, or “Go” until triggering a breakpoint. These function buttons are available on toolbar.

Because Ameba-D has two CPU cores, and a post-build script will be run after make, sometimes the debug or download thread cannot get the
correct AXF file for debug or download, the error like Fig 6-24 happens.

Application Note
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; — _ — :
€D Projotl hp_release - IAR EDeuct WorDench 1DE T 5 20 1 S S S ————— o=

Fi Edit View Project J-link Tools Window Help

ihnER@ = XBEloc Je Qo K=< 00 AR RO 0 Ci8T
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Files L L = #ifdef CONFIG_FIL ENAELED
app_frl_init();
#endif

#1f defined (CONFIG_WIFI_NORMAL) s: defined (CONFIG_NETWORK)
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/% pre-processor of application example +/
pre_example_entry();

[ = ]

larldePm L

@ There were warnings while generating flash loader input.
See the Debug Log window for details.

IT #1f defi H

#endif

#endif
app_start_autoicg();
//app _skhared btmem (ENABLE) ;
IDVErviEw kmd_appl\cationl kmd_bootlog| « |« < m ol =
Debug Log v o x
Log
|
4 . 3
Build | Debug Log
Ready Errors 0, Warnings 0 Ln 190, Col 45 system A #i= oE B
= =

Fig 6-24 IAR debug or download error

To avoid this error, you should build manually before debug or download, and disable auto-build from Tools > Options > Project > Make before

debugging, as Fig 6-25 shows.
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Fig 6-25 IDE options

6.3.5 IAR Memory Configuration

6.3.5.1 Configuring Memory from IAR IDE

In order to allow users to manage memory flexibly, there are some configurations to put some code into certain memory region.
In 1AR workspace, there are “@PSRAM” and “@SRAM” group. The code in “@PSRAM” group would be linked and loaded into PSRAM, and the
code in “@SRAM” group would be linked and loaded into SRAM. The rest of code will be placed on Flash and execute in place.

Note: Considering only SRAM and PSRAM contains secure regions, the code in km4_secure project should be placed either in “@PSRAM” or in
“@SRAM”. It can’t be placed outside these two groups.
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6.3.5.2 Configuring Memory from ICF File

IAR uses ICF (IAR Configuration File) to configure memory allocation, so users can configure memory allocation by ICF file.

ICF file of Ameba-D location:

(] “project\realtek_amebaD_va0_example\EWARM-RELEASE\ rtI8721dhp_image2_is.icf” for ignore secure project
(] “project\realtek_amebaD_va0_example\EWARM-RELEASE\ rtI8721dhp_image2_tz.icf” for TrustZone project

If having a good understand of the format of ICF, users can modify the section location in ICF file.

‘Workspace

lmd_application - iz -

Files & .

M nisc

B user

B utilitiers

B wifi

B Output

@ kmd_hootiosder - is <

L5 @ kmd_secure-tz
B BPSRAM
(@ SRANM

4 %

| Ouerview kmd_applicatinn| kmd_hnntlﬂadel| a[

Fig 6-26 Memory location configuration

6.4 How to Build Sample Code?

The example source code is located in project\realtek_amebaD_va0_example\example_sources. To build sample code, you should copy the

“main.c” file in the target example to project\realtek_amebaD_va0_example\src\src_hp and replace the original one.

For example, you can copy “main.c” from project\realtek_amebaD_va0_example\example_sources\I2C\mbed\i2c_int_mode\src to use

i2c_int_mode example code, as Fig 6-27 shows.
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). sdk-amebad-beta_v6.0 - 4 | sdk-amebad-beta_v6.0
| component : ) co! t
L doc bzl I dorc“pm
I projec + ). project b
). realtek_amebaD_va0_example 4 | realtek_amebaD_va0_example
}. EWARM-RELEASE | EWARM-RELEASE
| example_sources | example_sources
J. ADC J. GCC-RELEASE
| Audio I inc =)
). BOD “ ) src
}. CRYPTO ). src_hp
). DSLP J osrclp =
I FLASH ~ -
I gdma ’
J. GPIO z
) 12C
| mbed
1 i2¢_dual_master
b 12¢_dual_slave
). i2¢c_int_mode
| src =
) raw
Jo12s
Fig 6-27 Building sample code
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7

7.1

The PCB layout overview is shown in Fig 7-1.

Demo Board

PCB Layout Overview

=<l 78.0mm B
228 BEEFEC2L 553355 E (G55 A
B 5 I BB ®ES 225 EEFEER i
I E N E NN N ENENNNNENENNENNNENNI] I
M X XX XXX XXX XXX XN N R E X4
ooooom|l loeeeececee e em: | [
Fme L F @ ¢ [=2E SEEE B B & B =
T 5, v R~ B = - T 1 .
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USB Interface == L -?h
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DAP reset button

SR BAT MEASURE
=

8721D
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(X X X | L X X XK Jl |
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(A X X | 00009 (&
m m =] =) =] o = =] =] =] = =
REEsz2sEERE S
E 2EgE5=z=3505=5+3%z¢8 -

Reset button

J4

Download image button

v

7.2

Pin Out

The pin out board is shown in Fig 7-2.

Blue Box is for Arduino REF
Red Box is all the GPIO pins

Application Note

Fig 7-1 Demo board - PCB layout overview
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Fig 7-2 Demo board - pin out

7.3 DC Power Supply

The 3.3V/1.8V power supply board is shown in Fig 7-3.
®  JumpJP1is used to select 3.3V or 1.8V power supply
®  JumpJ38is for current test. You can test the current power after taking off the R43.

M

(¥ 5]

Fig 7-3 Demo board - 3.3V/1.8V power supply

When you select power supply, please refer to Table 7-1.
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Table 7-1 3.3V/1.8V power supply selection

Power Supply Select JP1
3.3V 1-2 connected
1.8V 2-3 connected

7.4 USB Interface Configuration

The USB interface configuration board is shown in Fig 7-4 and Fig 7-5. For normal GPIO usage by default, R72/R75/R77 on mother board will
part on with 0 Ohm resistors, R5 on module board needs to take off. For USB usage, you need to take off R77, part on R73&R74 with 0 Ohm
resistors on mother board and part on R5 on module board with a 12K Ohm 1% precision resistor.

c40) [6£0
5 Bl
T2) B A
R6 R8 =1C
R7 | (C16 gsj (CiB.
[R5 [|[c22
[(es]] cr i
| < |
Us C15 -
(C14 )
C12
c7 - R4
T0 4 R3
@
-+
i =
[ 1

Fig 7-5 Module board - USB interface configuration

7.5 LOGUART

The LOGUART board is shown in Fig 7-6. When you select LOGUART, please refer to Table 7-2.

JP1 UART_SELJ28

7
3

]
9

lc
1. 2. u Z%

AYAE)

Fig 7-6 Demo board — LOGUART
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Table 7-2 LOGUART selection

LOGUART Select JP1
FT232 1-2 connected
DAP 2-3 connected

The SWD board is shown in Fig 7-7.

SWD
1833 GND
DATA CLK

1

y35
3

Fig 7-7 Demo board — SWD

Note: For 1VO0 board, there is a bug, you should use CLK as DATA, and use DATA as CLK.

7.7 VBAT ADC

The VBAT ADC board is shown in Fig 7-8. J1 is used to test VBAT ADC.

—
—

VBAT MEASURE
|

Fig 7-8 Demo board — VBAT ADC
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8 ImageTool

8.1 Introduction

This chapter introduces how to use ImageTool to encrypt, generate and download images. As show in Fig 8-1, ImageTool has four tabpages.
L] Download: used as image download server to transmit images to Ameba through UART.

Generate: contact individual images and generate a composite image.
Encrypt: encrypt images which are used for firmware protection.

Security: generate key pair and signature for secure bootloader and save as new image.

,H ImageTool_v2.3.2_AmebaD(8721d) — O
Chip Select
Dowrload Generate Encrypt Security
Serial
cow: [@IEWRO (comt) v|  Baudrate: [1500000
Flash Erasze
Flash Dowrload
Image Fath Address -
D:\W03\project\realtek_amebaD_val_exa... Browse | 0x08000000
[ Browse
DAVO03\project\realtek_amebaD_val_exa... Browse | 0x08004000
D:\WV03\project\realtek_amebaD_val_exa... Browse | 0x08006000
[ Browse
D Browse
I:‘ Browse
D Browse
I:‘ Browse
I:‘ Browse v
Frogress:
Dowrload 00:00. 000

Fig 8-1 ImageTool Ul

8.2 Environment Setup

8.2.1 Hardware Setup

The hardware setup is shown in Fig 8-2.

Note: If using external UART to download images, FT232 USB to UART dongle must be used.

Application Note All information provided in this document is subject to legal disclaimers.
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8.2.

8.3

8.3.

UART DOWNLOAD  RESET

Micro USB cable

UART < USB (FT232)

Ameba

Fig 8-2 Hardware setup

2 Software Setup

Environment Requirements: EX. WinXP, Win 7 Above, Microsoft .NET Framework 3.5
ImageTool.exe Location: \tools\AmebaD\Image_Tool\ImageTool.exe

Name Date modified Type Size
|j Changelog.tet 01911:32 AM  Text Document 4 KB
{:j Download.ini 11 9544 PM Configuration sett... 2KB

{:j Encrypt.ini 44 P Configuration sett... TKB
5!{ ImageTool.exe 7/29/201911:532 AM  Application 282 KB
|j ImageTool.pdb 019 11:32 AM  VisualStudio.pdb.... 178 KB

[] ImageTool.vshost.exe 8 1:41 PM Application 14 KB
|j ImageTool.vshost.exe. manifest MANMIFEST File TKE
|j imgtoel_flashleader amebad.bin BIM File 5KB
|j imgtoel_flashloader_amebaz.bin BIM File 6KB
[8:] 5B.exe Application 189 KB
[ system.bin BIN File 4KB
|j TestListView.dll Application extens... 5KE
|J TestListView.pdb VisualStudio.pdb.... 14 KB

Download

1 Image Download

Assuming that the ImageTool on PC is a server, it sends images files to Ameba (client) through UART. There are two ways to download images
to board.

8.3.1.1 Based on Hardware Reset

The way based on hardware reset is a manual method to download images, and it is the primary and recommended method.

(1)

(2)
3)
(4)

Enter into UART_DOWNLOAD mode.

a)  Push the UART DOWNLOAD button and keep it pressed.

b)  Re-power on the board or press the Reset button.

c)  Release the UART DOWNLOAD button.

Now, Ameba board gets into UART_DOWNLOAD mode and is ready to receive data.

Click Chip Select (in red) on Ul and select chip (AmebaD or AmebaZ).

Select the corresponding serial port and transmission baud rate. The default baud rate is 1.5Mbps (recommended).

Click the Browse button to select the images (km0_boot_all.bin/km4_boot_all.bin/km0_km4_image2.bin) to be programmed and input

addresses.

B Theimage path is located in {path}\project\realtek_amebaD_va0_example\GCC-RELEASE\project_hp\asdk\image and
{path}\project\realtek_amebaD_va0_example\GCC-RELEASE\project_hp\asdk\image, where {path} is the location of the project
on your own computer.

B The default target address is the SDK default image address, you can use it directly.
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(5) Click Download button to start. The progress bar will show the transmit progress of each image. You can also get the message of operation
successfully or errors from the log window.

Chip Select (2}
Dowrload  Generate Encrypt Security

Serial

con: [BISTWO (com s v|  Bawdrate: [t500DDD | [(3)

Flash Erase
Addr:  [0x03000000 Size: |:| KB Erase

Flash Dowrload

Imaze Path address ~
D:\V03\project\realtek_amebaD_val_exa... Browse | Ox08000000
| O Browse
D:\V03\project\realtek_amebaD_val_exa... Browse | Ox08004000
D:\W03\project\realtek_amebaD_va0_exa... Browse | (x08006000
O Erowse
O Erowse
O Erowse
O Erowse
D Erowse
O Erowse v
Frogress:

(5 00:00. 000

Fig 8-3 ImageTool ‘Download’ tabpage setting
8.3.1.2 Based on Command

The way based on command is the auto-download and alternate method to download images. We suggest you adopt the method “Based on
Hardware Reset” because the auto-download method is dependent on the command in SDK.

Steps: Execute step (2) ~ (5) mentioned in section “Based on Hardware Reset”.

After that, Ameba board will enter into UART_DOWNLOAD mode, and automatically response to the command “reboot uartburn” if this
command is not removed from SDK and KM4 is running normally.

Note: The command “reboot uartburn” in SDK must not be removed anyhow if you want to download images in this way. Otherwise, download
images according to the steps listed in section “Based on Hardware Reset”.

8.3.2 Flash Erase

Steps to erase Flash are as follows:
(1) Ameba enters into UART_DOWNLOAD mode as introduced in section 8.3.1.
(2) Select the corresponding serial port and baud rate.
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(3) Input erase start address which has to be 4-byte aligned.
(4) Input erase size which would be cast to a multiple of 4KB.

(5) Click Erase button, and erase operation begins. You would get the operation result from the log window.

.H ImageTool_v2.3.2_AmebaD{8721d) — O
Chip Select
Download Generate Enorypt Security
Serial
con: [BIZRE (com) v|  Baudrate: 1500000
Flaszh Erasze
| Addr:  |0x08000000  [{3) Size: D EE (4) Erase
Flazh Download
Image Path hddress -
D:\V03\project\realtek_amebaD_va0_exa... Browse | 0x08000000
D Browse
D:\V03\project\realtek_amebaD_va0_exa... Browse | 0x08004000
D:\W03\project\realtek_amebaD_val_exa... Browse | Ox0B006000
D Browse
D Browse
D Browse
I:l Browse
|:| EBrowsze
D Browse v
Progress:
Download 00:00. 000

*

2

(5

Fig 8-4 Flash erase operation

Note: Users don’t need to erase Flash manually before download images into Flash. Image Download operation would erase Flash

automatically according to the image and address to be programmed.

8.3.3 Flash Status Operation

After some abnormal operations such as power lost when Flash is programming, the Flash would enter into Write Protection (WP) to protect

some area against program and erase.

To release Flash from WP state, the BPs in status register should be cleared. ImageTool provides the function of setting and getting Flash status

register value. To use it, the following steps are necessary.

(1) Check the Read/Write Status Register Command and Sequence according to the Flash datasheet. Notice that different Flash IC would have

different sequence.
(2) Get Ameba into UART_DOWNLOAD mode as introduced in section 8.3.1.
(3) Select the corresponding serial port and baud rate.

(4) Click Advanced Settings button in Fig 8-5, and the Advanced Settings window shown in Fig 8-6 popups.
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Chip Select
Download Generate Encrypt Security
Serial
com: [BigiRE (comt) v|  Baudrate: [1500000 || (3)
Flash Erase
Addr: size: [t | Erase
Flash Dowrload
Image Path Address ~
DAV03\projectyrealtek_amebaD_val_exa... Browse | Ox08000000
O Browse
DAV03\projectyrealtek_amebaD_val_exa... Browse | Ox08004000
DAV03\project\realtek_amebaD_val_exa... Browse | (x0B006000
O Browse
O Browse
O Browse
O Browse
O Browse
O Browse v
Frogress:
Download 00:00. 00a

@

Fig 8-5 ‘Advanced Settings’ window

(5) Select Read/Write Command and Length according to Flash datasheet. If writing status to Flash, remember to input value.
(6) Click Read button to read status register value, or Write button to write status value to Flash.
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85! Advanced Settings

BE CAUTIOUS!!!

Any operations on this page should refer to DATASHEET
corresponding to the Flash used ! Otherwise it may cause

irreversible damage to Flash !

Fead Status Register

Read Command: 0x05 (Read Status Register—1)
Bead Length: 1 Byte w
Return Valne: 000

Write Statusz Register

Write Command: 0x01 (Hrite Status Rezister—1/2) «~

Write Length: 1 Bwte ~

Register—1 ¥alue:

Register—2 Value: |0x00

Register—3 Value: Ox00

LV

Fig 8-6 Flash status operation

In case of MXIC Flash chip, the status register is shown in Table 8-1.
®  To clear BP bits, read status register configuration is as below:

Read Command: 0x05
Read Length: 1 Byte

®  Write status register configuration is as below:

Write Command: 0x01
Write Length: 1 Byte
Register-1 Value: 0x40

Table 8-1 MXIC Flash status register

Bit Name Description Volatile Bit
7 SRWD Status register write protect. No
®  1:Status register write disable
®  0: Status register write enable
6 QE Quad enable. No
®  1:Quad enable
®  0: Not Quad enable
5 BP3 Level of protected block. No
4 BP2 Level of protected block. No
3 BP1 Level of protected block. No
2 BPO Level of protected block. No
1 WEL Write enable latch. Yes
[ ) 1: Write enable
®  0: Not write enable
0 WIP Write in progress bit. Yes
L] 1: In write operation
®  0: Notin write operation

Note: For other Flash IC, please refer to corresponding datasheet. Otherwise, wrong operation would cause irreversible damage to Flash.
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8.4 Generate

The ‘Generate’ tabpage has two functions:
® Merge individual images and generate a composite image named Image_All.bin
®  Generate Cloud OTA image named OTA_All.bin

8.4.1 Merge Images

Steps to generate a composite image are as follows:
(1) Select Image_All as Generate Target type (in red).

(2) Click Browse button to select images to be contacted and input corresponding relative address. The Memory Layout bar will show the
relative positions of the selected images. If the contiguous images overlap, the overlapped area is in red color for warning.
(3) Click Generate button. Specify the output file name and path yourself in the popup ‘Save As’ window, the final image (Image_All.bin) is

generated.
34 ImageTool_v2.3.2_AmebaD(8721d) — O e
Chip Select
Download Generate Enorypt Seourity
Generate Target : | &)
System Data
OTAL
Oz030:30000 GPIO_& 1] Law
100MHz Oz0000
ME 0xFFFF Quad Addr/Dats Read
Ox0S0FFO00 Ox05000000 Q05000000
4050 1] 1]
Load Existing System. bin: Load Edit Save
Image Layout
Bin 1: [kn0_boot_sll. bin | [ Browse Offsetl
Bin 2 [lt_boot_all. bin | [ Browse Dffsets: (2
Bin 3 |]<"|D_k'“4_i"‘3§92-bin | Erowse Offzets:
Bin 4 O | | Browse Offzetd:
Bin & - O | | Browse Offseth: I:I
Bin &: O | | Browse Offzets: I:l
Memory Layout:
®
Fig 8-7 Image_All.bin generation
8.4.2 Generate Cloud OTA Image
Steps to generate a Cloud OTA image are as follows:
(1) Select OTA_AIll as Generate Target type (in red).
(2) Input Image Version, the default value is OXFFFFFFFF.
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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(3) Click Browse button to select images. The address can be ignored. The Memory Layout bar will show the relative positions of the two
images. If they overlap, the overlapped area is in red color for warning.
(4) Click Generate button to specify the name and path of the output file. After the operation is done, the cloud image (OTA_All.bin) is

generated.

8.5 Encrypt

Chip Select

Download Generate Enerypt Security

|Generate Target: [oTa_sll - |(1)

0T4 Header

Verszion: 0xFFFFFFFF |(2)

Image Layout

Bin 3: |km0_km4_image2. bin | Browse ||L3)  Addr3:
Bin 4: O | [ Browse Addrd:
Bin &: O | | Browse Addrs:

Memory Layout:

Oz 0E00E000

iy

@

Fig 8-8 OTA_AIll generation

The ‘Encrypt’ tabpage is for encrypting images which is used in firmware protection. Steps to encrypt images are as follows:

(1) Select Encryption Type.
(2) Input Key (16 bytes).

(3) Select Images that need to be encrypted and input corresponding address.
(4) Click Encrypt button. You will get the message of encryption from the log window. The encrypted images are named with “-en” after the
original file, which located in the same directory.
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8.6 Security

The ‘Security’ tabpage is used to generate secure boot image. Steps to generate Secure Boot Image are as follows:

.H ImageTool_v2.3.2_AmebaD(8721d)

Chip Select

Download Generate Enerypt Security

Encrypt Options

Eneryption Type: EDFP w

Key: |00000000000000000000000000000000 |

Iv: 00000000000000000000000000000000

(o

N

Imagel: [] | | [ Browse
a2 0 | | [ Browse
@ Inaged: [ | | [ Browse

Inaged: [ | | [ Browse

Insges: [ | | [ Browse

Addrt (hes) [Dx0000000 |
AddrZ (hex) : |:|
Mdbathes: [ ]
Mirathe) [ ]
Mista: [

Fig 8-9 ImageTool ‘Encrypt’ tabpage setting

(1) Input Seed (32 bytes), which is used to generate key pair.

(2) Click Gen Keypair button to generate Public Key and Private Key.
(3) Click Browse button to select the bootloader image, and input the Flash address of this image.
(4) Click Gen Signature button to calculate signature for the image.

(5) Click Save Image button to generate the new image which contains Secure Boot information and signature.

Application Note

All information provided in this document is subject to legal disclaimers.

© REALTEK 2020. All rights reserved.

79



#4REALTEK

Ameba-D

Application Note

.H ImageTool_v2.3.2_AmebaD(8721d)

- O b
Chip Select
Dowrload Generate Enerypt Seowrity
Keypalr
Seed: {10
Frivate Key
Fublic Eey :
2 Load Eeypair Save Keypair
Ms
JLILSN |
Cal MI5
Signature
Image Path: |boot_all. bin Browse
(3
Image dddress:  Ox 03004000
Start Offset: 0Ox 20 Length: 0Ox 0
Signature

4 | Gen Signature

| Save Image | (5

Fig 8-10 ImageTool ‘Security’ tabpage setting
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9 Memory Layout

9.1

Flash Program Layout

The default Flash layout used in SDK is illustrated in Fig 9-1 and Table 9-1. Because bootloader will be called by ROM code, the address of
bootloader cannot be changed. Other addresses except bootloader can all be changed by users, but before changing these addresses, users

must make sure that they are familiar with Ameba-D system and SDK.

0x0800_0000
0x0800_2000
0x0800_3000
0x0800_4000

0x0800_6000

0x0810_0000-1

(0->1MB)

KMO Boot (8K)

Backup (4K)

System Data (4K)

KIM4 Boot (8K)

KMO IMG2 OTA1

KM4 IMG2 OTA1

KM4 IMG3 OTA1

0x0810_0000

0x0810_6000

0x0820_0000-1

(1MB -> 2MB)

User Data (24K)

KMO IMG2 OTA2

KM4 IMG2 OTA2

KM4 IMG3 OTA2

Fig 9-1 1M/2M Flash program layout

Table 9-1 IM/2M Flash program layout

Items Start Address Limited Address Size Description Mandatory
KMO Boot 0x0800_0000 0x0800_2000-1 8K KMO bootloader code/data Yes
Backup 0x0800_2000 0x0800_3000-1 4K Backup Flash area, reserved for system use. | Yes
When program system data, this area will
be used as backup area.
System Data 0x0800_3000 0x0800_4000-1 4K System Data, user should program this area | Yes
carefully.
KM4 Boot 0x0800_4000 0x0800_6000-1 8K KM4 bootloader code/data Yes
KMO IMG2 OTA1 0x0800_6000 0x0810_0000-1 1000K | KMO image2 OTA1 code/data No
KM4 IMG2 OTA1 KM4 image2 OTA1 code/data No
KM4 IMG3 OTA1 RDP image OTA1 code/data No
User Data 0x0810_0000 0x0810_2000-1 8K Reserved for user data No
0x0810_2000 0x0810_5000-1 12K BT FTL physical map No
0x0810_5000 0x0810_6000-1 4K WIFI Fast Connect profile No
KMO IMG2 OTA2 | 0x0810_6000 0x0820_0000-1 1000K | KMO image2 OTA2 code/data No
KM4 IMG2 OTA2 KM4 image2 OTA2 code/data No
KM4 IMG3 OTA2 RDP image OTA2 code/data No
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There is an image header for every image; it helps the bootloader to load code or data to the correct destination address, or it’s used to realize

ECC secure boot.

9.1.1 Image Header

Normal bootloader doesn’t include secure boot signature. It’s just used for loading code or data to the correct destination, as shown in see Fig

9-2 and Table 9-2.

0x00 0x04 0x08 0x0C
0x00
Signature Size Address
0x10
RSVD RSVD RSVD RSVD
0x20

~

Firmware Image

Table 9-2 Image header without secure boot

Fig 9-2 Normal image header

Items

Comment

Signature (8 bytes)

Bootloader Signature for Flash calibration

Size (4 bytes)

The size of Firmware Image

Address (4 bytes)

Code executes start address after boot

Image header with secure includes secure boot signature. It is used to realize ECC secure boot. For more information, refer to AN0410.

9.1.2 System Data (4K)

The System data layout is illustrated in Fig 9-3 and Table 9-3.

0x00 0x04 0x08 0x0C

0x00 RSVD

0x10 RSVD

0x20 RSVD BT_FW_DBG RSVD

0x30

RSVD
0xff0
Fig 9-3 System data layout
Table 9-3 System Data Layout

Items Default Description
BT_FW_DBG OxFFFFFFFF Reserved for FW debug.

9.1.3 User Data

There are totally 24KB for user data. Parts of this region are defined by default SDK.
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Table 9-4 User data layout

The start address is defined by ftl_phy_page_start_addr variable

Items Range Description
Reserved 0x0810_0000~0x0810_2000-1 | Reserved for user data
BT FTL 0x0810_2000~0x0810_5000-1 | Bluetooth FTL physical map.

(rtI8721dhp_intfcfg.c).

If Bluetooth is not enabled in your system, this can be used by users.

Wi-Fi Fast Connect Profile

0x0810_5000~0x0810_6000-1

Used to store Wi-Fi fast connect profile. Defined by
FAST_RECONNECT_DATA macro (platform_opts.h).

If Wi-Fi fast connect function is not enabled in your system, this area can be
used by users.

Warning: If Flash memory layout is modified and the 0x0800_2000~0x0800_5FFF is covered, it is important to modify the FTL physical map or
Wi-Fi fast connect area address.

9.1.4 4M Flash Usage Example

For 4M Flash, an example of Flash layout is illustrated in Fig 9-4. In this example, 2024K Flash size can be used for KM0 & KM2 image, and you
can modify the layout according to your actual conditions. Because bootloader will be called by ROM code, the address of bootloader cannot
be changed. Other addresses except bootloader can all be changed by user, but before you change these addresses, make sure that you are

familiar with Ameba-D system and SDK.

0x0800_0000
0x0800_2000
0x0800_3000

0x0800_4000

0x0800_6000

0x0820_0000-1

0->2MB

KMO Boot (8K)

Backup (4K)

System Data (4K)

KM4 Boot (8K)

KMO IMG2 OTA1

KM4 IMG2 OTA1

KM4 IMG3 OTA1

0x0820_0000

0x0820_6000

0x0840_0000-1

2MB ->4MB

User Data (24K)

KMO IMG2 OTA2

KM4 IMG2 OTA2

KM4 IMG3 OTA2

Fig 9-4 4M Flash program layout example

Table 9-5 4M Flash program layout example

Items Start Address Limited Address Size Description Mandatory
KMO Boot 0x0800_0000 0x0800_2000-1 8K KMO bootloader code/data Yes
Backup 0x0800_2000 0x0800_3000-1 4K Backup Flash area, reserved for system use. | Yes
When program system data, this area will
be used as backup area.
System Data 0x0800_3000 0x0800_4000-1 4K System Data, user should program this area | Yes
carefully.
KM4 Boot 0x0800_4000 0x0800_6000-1 8K KM4 bootloader code/data Yes
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KMO IMG2 OTA1 | 0x0800_6000 0x0820_0000-1 2024K | KMO image2 OTA1 code/data No
KM4 IMG2 OTA1 KM4 image2 OTA1 code/data No
KM4 IMG3 OTA1 RDP image OTA1 code/data No
User Data 0x0820_0000 0x0820_2000-1 8K Reserved for user data No

0x0820_2000 0x0820_5000-1 12K BT FTL physical map No

0x0820_5000 0x0820_6000-1 4K Wi-Fi Fast Connect profile No
KMO IMG2 OTA2 0x0820_6000 0x0840_0000-1 2024K | KMO image2 OTA2 code/data No
KM4 IMG2 OTA2 KM4 image2 OTA2 code/data No
KM4 IMG3 OTA2 RDP image OTA2 code/data No

For 4M Flash, some configurations need to be modified in default SDK.

® OTA start address

The default OTA start address in SDK is set for 2M Flash, thus OTA address in rtI8721d_bootcfg.h and rtl8721d_ota.h needs to be modified

when using 4M Flash.

(1) Modify OTA_Region in rtl8721d_bootcfg.h, change OTA2 region start address according to your actual Flash layout. When using 4M Flash
program layout example as shown in Fig 9-4, OTA region should be modified as below:

J

i)

* @brif OTA start address. Because KMO & KM4 IMG2 are combined, users only need to set the start address

* of KMOD IMG2Z.

#

BOOT_RAM_DATA_SECTION

u32 OTA_Region[2] = {
0 /* OTA1 region start address */

/* OTA2 region start address */

(2) Modify OTA address definition in rtl8721d_ota.h, redefine LS_IMG2_OTA2_ADDR macro according to your actual Flash layout. When
using 4M Flash program layout example as shown in Fig 9-4, OTA address should be modified as below:

#define LS_IMG2_OTA1_ADDR 0Ox!
#define LS_IMG2_OTA2_ADDR 0Ox!

/¥ KMO OTA1 start address™/
J ¥ KMO OTAZ2 start address™/

® User data Flash address

In default SDK, 24KB user data is defined in Flash address 0x0800_2000~0x0800_5FFF, which is now used for BT FTL and Wi-Fi fast connect

profile. For 4M Flash, if Bluetooth and Wi-Fi fast connect function are enabled in your system, and Flash address 0x0800_2000~0x0800_5FFF is

covered, you need to modify BT FTL address and Wi-Fi fast connect profile address according to your actual Flash layout.

(1) For BT FTL start address, re-define ftI_phy_page_start_addr variable in rtI8721dhp_intfcfg.c, note that SPI FLASH address base
0x0800_0000 is subtracted when calculating ftl_phy_page_start_addr variable, and ftl_phy_page will consume 3*4=12KB Flash starting
from ftl_phy_page_start_addr. When using 4M Flash program layout example as shown in Fig 9-4, BT FTL start address should be
modified as below:

| const u3Z ftl_phy_page_start_addr = cxoczozooo; |

(2) For Wi-Fi fast connect profile address, redefine FAST_RECONNECT_DATA macro in platform_opts.h, and SPI FLASH address base
0x0800_0000 is subtracted when calculating FAST_RECONNECT_DATA macro. Note that Wi-Fi fast connect profile address should not
recover the 12KB Flash starting from ftl_phy_page_start_addr, as this region is reserved for BT FTL. When using 4M Flash program
layout example as shown in Fig 9-4, Wi-Fi fast connect profile address should be set to 0x202000+0x3000=0x205000.

[ #define FAST_RECONNECT_DATA  0x205000 |

After the above modification, rebuild KMO project and KM4 project, then download km0_boot_all.bin, km4_boot_all.bin and
kmO_km4_image2.bin.
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9.2

9.2.1 KMA4 SRAM Layout

SRAM Layout

The start address of KM4 SRAM is 0x1000_0000. The size is 512KB. The memory layout is illustrated in Fig 9-5 and Table 9-6.

KIM4 SRAM (512KB)

0x1000_0000
0x1000_1000

ROM_BSS_COMMON (4K)

ROM_BSS_NS (4K)

0x1000_2000

0x1000_4000

RSVD (8K)

MSP_NS (4K)

0x1000_5000

IMG2_RAM_NS (CODE+DATA+BSS+HEAP, 456K)

0x1007_7000

IMG3_RAM_S (CODE+DATA+BSS+HEAP, 16K)

0x1007_B0O0O
0x1007_C000

NSC (4K)

ROM_BSS_S (4K)

0x1007_D000

0x1007_F000

BOOT_RAM_S (CODE_DATA, 8K)

0x1008_0000 B
Fig 9-5 KM4 RAM program layout
Table 9-6 KM4 RAM program layout

Items Start Address End Address Size Description Mandatory
ROM_BSS_COMMON | 0x1000_0000 0x1000_1000-1 | 4K ROM Secure and Non-secure common .bss Yes
ROM_BSS_NS 0x1000_1000 0x1000_2000-1 | 4K ROM Non-secure common .bss Yes
RSVD 0x1000_2000 0x1000_4000-1 | 8K Reserved for Non-secure MSP & Non-secure ROM .bss | No
MSP_NS 0x1000_4000 0x1000_5000-1 | 4K Non-secure Main Stack Pointer Yes
IMG2_RAM_NS 0x1000_5000 0x1007_7000-1 | 456K | Image2 Non-secure RAM includes CODE, DATA, BSS No

and HEAP
IMG3_RAM_S 0x1007_7000 0x1007_B000-1 | 16K Image3 Secure RAM includes CODE, DATA, BSS and No

HEAP
NSC 0x1007_B000 0x1007_C000-1 | 4K Images Secure function call entries No
ROM_BSS_S 0x1007_C000 0x1007_D000-1 | 4K ROM Secure only .bss Yes
BOOT_RAM_S 0x1007_D000 0x1007_F000-1 | 8K KM4 Secure bootloader, includes CODE and DATA Yes
MSP_S 0x1007_F000 0x1008_0000-1 | 4K Secure Main Stack Pointer Yes

Note: If RDP is not enabled, the IMG3_RAM_S and NSC are non-secure and would be merged into IMG2_RAM_NS. So the IMG2_RAM_NS
region would [0x1000_5000, 0x1007_C000-1].
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9.2.2 KMO SRAM Layout
The start address of KMO SRAM is 0x0008_0000. The size is 64KB. The memory layout is illustrated in Fig 9-6 and Table 9-7.
KMO RAM (64K)
0x0008_0000
ROM_BSS (8K)
0x0008_2000
IMG1_RAM (CODE + DATA, 4K)
0x0008_3000 —
IMG2_CODE (CODE+DATA)
IMG2_BSS Loask
IMG2_HEAP (HEAP)
0x0008_F000 —
MSP (4K)
0x0008_FFFF
Fig 9-6 KMO RAM program layout
Table 9-7 KMO RAM program layout
Items Start Address | End Address Size Description Mandatory
ROM_BSS 0x0008_0000 [ 0x0008_2000-1 8K ROM .bss Yes
IMG1_RAM 0x0008_2000 | 0x0008_3000-1 4K KMO bootloader SRAM, including CODE and DATA Yes
IMG2_RAM 0x0008_3000 | 0x0008_F000-1 48K KMO image2 SRAM, including CODE, DATA, BSS and HEAP No
MSP 0x0008_F000 | 0x0009_0000-1 4K Main Stack Pointer Yes
9.3 PSRAM Layout

The start address of KM4 PSRAM is 0x0200_0000. The total size is 4MB. The memory layout is illustrated in Fig 9-7 and Table 9-8.
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KM4 PSRAM (4MB)

0x0200_0000
IMG2_PSRAM_NS
(CODE+DATA+BSS+HEAP, 3MB)
0x0230_0000
IMG3_PSRAM_S
(CODE+DATA+BSS+HEAP, 1MB)
0x0240_0000

Fig 9-7 KM4 PSRAM program layout

Table 9-8 KM4 PSRAM program layout

Items Start Address End Address Size Description Mandatory
IMG2_PSRAM_NS | 0x0200_0000 0x0230_0000-1 3MB | Image2 Non-secure PSRAM includes CODE, DATA, BSS No

and HEAP
IMG3_PSRAM_S 0x0230_0000 0x0240_0000-1 1MB | Image3 Secure PSRAM includes CODE, DATA, BSS and No

HEAP

Note: If Trust-Zone is not enabled, the whole PSRAM would be non-secure. So the IMG2_PSRAM_NS region would be [0x0200_0000,
0x0240_0000-1].

9.4 Retention SRAM

Retention SRAM would not be power off even when system enters into deepsleep mode. As a result, it is designed to retain data or code which
would be lost in SRAM for some cases, such as deepsleep.

9.4.1 Retention SRAM Layout

The start address of Retention SRAM is 0x000C_0000. The size is 1KB. The memory layout is illustrated in Table 9-9.

Table 9-9 Retention SRAM layout

Items Start Address End Address Size Description Mandatory

System Area | 0x000C_0000 0x000C_0080-1 128B Used by Realtek. The size is indicated by the second dword | Yes
(0x000C_0004).

User Area 0x000C_0080 0x000C_0130-1 176B Refer to RRAM_TypeDef, and RRAM_USER_RSVD No
[user_size] is reserved for customer use.

Wi-Fi Area 0x000C_0130 0x000C_0400-1 7208 Realtek Wi-Fi FW use Yes

9.4.2 User Area

RRAM_USER_RSVD is reserved for customer use. The size for user area is 124B now, it may be changed latter.
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B T T T
* gdefgroup AMEBAD REAM
b 1|

edef struct |
uintd RRAM_WIFI_STATUS; /* RETENTIOH_RAM_SYS_OFFSET 0xBO */
RRAM_WIFI_F_SECURTY;
RRAM WIFI_G_SECURTY:

RRAM RSVDL;

RAAM NET_IP;
RAAM_NET GW;
RRAM_NET CW_MASK:

oo

o

FLASH_IDZ; feoffset Qxd0=/
cuzr_cmd;

o

FLASH_QuadEn_bit; feoffset OwA0*/
FLASH_StructInit;

o oo

FL;'-SH_ph-sc_:h:. ft._xdx,'
FLASH rd_sample_phase_cal;
FLASH_class;
mﬂ_tut_hjlmﬂ.-

FLASH ClockDiw;

FLASH ReadMode;

FLASH peeude_prm en;
FLASH addr_phase len;

FLASH cmd wr_statusi; feoffset QxBO=/
FLASH zd dummy cylel;
FLASH rd_dusmy cylel:
t FLASH rd_dummy cyl

uintd_t RRAM_USER_RSVDI124

F*usz can allec from this REVD space*/

} RRAM TypeDef;
T

9.5 OTA Layout

9.5.1 OTA Program Layout

The OTA program layout is shown in Fig 9-8.
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(0> 1MB)

0x0800_0000

KMO Boot (8K)
0x0800_2000
0x0800_3000
0x0800_4000

KM4 Boot (8K)
0x0800_6000

KMO IMG2 OTA1

KM4 IMG2 OTA1

KM4 IMG3 OTA1

0x0810_0000

0x0810_6000

(1MB > 2MB)

User Data (24K)

KMO IMG2 OTA2

KM4 IMG2 OTA2

KM4 IMG3 OTA2

9.5.2

- 0x0820_0000-1
0x0810_0000-1 I~ E -
OTA Selection
(\
% ¥
B &
KM4 RAM (512KB)
OTA Server 0x1000_0000
OTA Header \
Load to 0x1000_5000
RAM
IMG2_RAM (CODE+DATA)
OTA-TEXT IMG2_RAM (BSS)
IMG2_RAM (HEAP)
0x1007_A00O
0x1007_FFFF
Fig 9-8 OTA program layout
OTA Header Layout

The OTA header layout is given in Fig 9-9 and Table 9-10.
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0x00 |€—4 Bytes——p|€———4 Bytes———»
o0 Version Header Number 4 Bytes 4 Bytes 4 Bytes 4 Bytes
X
Signature Header Length Checksum Image Length Offset RSVD
0x20
Fig 9-9 OTA header layout
Table 9-10 OTA header layout

Items Address Offset Size Description

Version 0x00 4 bytes The version of OTA Header, default OxFFFFFFFF

Header Number 0x04 4 bytes The number of OTA Header. For Ameba-D, this value is 0x01

Signature 0x08 4 bytes OTA Signature is string. For Ameba-D, this value is “OTA”

Header Length 0x0C 4 bytes The length of OTA header. For Ameba-D, this value is 0x18

Checksum 0x10 4 bytes The checksum of OTA image

Image Length 0x14 4 bytes The size of OTA image

Offset 0x18 4 bytes The start position of OTA image in current image

RSVD 0x1C 4 bytes Reserved

9.6

TrustZone Memory Layout

All addresses are Secure when boot. Some areas are set to Non-secure using SAU & IDAU in bootloader.
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Note

PSRAM/Flash/SRAM/Ext. SRAM

0x0200 0000
IMG2_PSRAM_NS (CODE+DATA+BSS+HEAP, 3MB) IDAU3_NS
0x0230 0000
0x023F FFFF _
0x0800 0000
Flash
OXOFFF FFFF
0x1000 0000
0x1000 1000 ROM_BSS_COMMON (4K)
0x1000 2000 ROM_BSS_NS (4K)
RSVD (8K)
0x1000 4000
0x1000 5000 MSP_NS (4K)
IDAU4_NS
IMG2_RAM_NS (CODE+DATA+BSS+HEAP, 456K)
0x1007 7000
0x1007 BOOO
} SAUS_NSC
0x1007 CO00
0x1007 DOOO
0x1007 FOOO
0x1008 0000
Ext. SRAM
0x100E_0000
Ext. SRAM IDAU2_NS
0x1010_0000

All information provided in this docum

1/D ROM

0x1010 0000

0x1010 ACOO

0x1014 0000

0x101C 0000

0x101D 4000

0x101D 8000

ITCM_ROM_NS (216K)

IDAU1_NS

DTCM_ROM_NS (80K)

Peripherals

0x4000 0000

0x5000 0000

0x6000 0000

IDAUO_NS
by default

Peripherals

Fig 9-10 TrustZone layout
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10 Boot Process

10.1 Features

On-chip boot ROM

Containing the bootloader with In-System Programming (ISP) facility
Secure boot process using Elliptic Curve Cryptography (ECC)

Suspend resume process

10.2 Boot Address

After reset, CPU will boot from vector table start address, this address is fixed by hardware.

Table 10-1 lists.

Table 10-1 Boot ROM address

KMO and KM4 boot from different addresses as

CPU Address Type
Km4 0x1010_0000 KM4 ITCM ROM
KMO 0x0000_0000 KMO ITCM ROM

10.3 Pin Description

The parts support ISP via LOGUART (PA[7] & PA[8]). The ISP mode, given in Table 10-2, is determined by the state of the PA7 pin at boot time.

Table 10-2 ISP mode

Boot Mode PA[7] (UART_DOWNLOAD) Description
No ISP HIGH ISP bypassed. Part attempts to boot from flash.
ISP LOW Part enters ISP via LOGUART.

10.4 Boot Flow

The boot flow of Ameba-D is shown in Fig 10-1. After a power-up or hardware reset, hardware will boot KMO at clock 26MHz or 20MHz based
on XTAL clock set in eFuse. The boot process is handled by the on-chip boot ROM (0x0000_0000) and is always executed by the KMO core. After
the KMO bootloader code, the KMO will set up the environment for the KM4.

Power on PLL

Flash calibration @100MHz

Power on KM4

After that the KM4 can be taken out of reset by the KMO.
KM4 will boot from ROM code 0x1010_0000.
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. KM4
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Fig 10-1 Boot flow

10.5 Boot Time

Boot time was tested when this document was written, the result may be changed as the changing of SDK.

Table 10-3 Boot Time

CPU Normal BOOT (ms) Deepsleep WAKEUP (ms) Comment
KMO BOOT 30 18
KM4 BOOT 6+x 3+x x=image2 size/flash rate
If image2 size = 100KB, Flash rate = 80Mbps & 2bit mode:
x=100*1024*8/160=5.1ms (100KB is SDK current image2 size)
WIFI ON 40 40

10.6 General Description

The bootloader controls initial operation after reset or powered on and also provides the means to program the flash memory. This could be
initial programming of a blank device, erasure and re-programming of a previously programmed device.

Assuming that power supply pins are at their nominal levels when the rising edge on RESET pin is generated, then boot pins are sampled and
the decision whether to continue with user code or ISP handler is made. If the boot pins are sampled LOW, the external hardware request to
start the ISP command handler is ignored. If there is no request for the ISP command handler execution, a search is made for a valid user
program. If a valid user program is found, then the execution control is transferred to it. If a valid user program is not found, the dead loop is
invoked.

10.6.1 KMO ROM Boot

The KMO ROM boot process is shown in Fig 10-2.
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BOOT_ROM_ResetVsr |

KMO ROM boot process

WAKE_FROM_PS? Y—>|

Wakeup handler

Reset ROM BSS |

Y
Initialize LOGUART/Flash |

ISP handler (Flash download)

Set RSIP-AES

Copy Bootloader to RAM <€

Y
BOOT to SRAM/Flash

Fig 10-2 KMO ROM boot process

10.6.2 KM4 ROM Boot

The KM4 ROM boot process is shown in Fig 10-3.

) BOOT_ROM_ResetVsr

TrustZone

KM4 ROM boot process

Wakeup handler ‘

LOOP

A

Fail
|

ECC Check ‘

Boot Loader (SRAM)

Main

Fig 10-3 KM4 ROM boot process

Pass

SAU/IDAU
Configured
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10.7 Boot Reason APIs

Source code: rtl8721d_backup_reg.c

API Introduction
< BOOT_Reason > Get boot reason

Table 10-4 Boot reason definition
Bit Comment
BIT_BOOT_BOD_RESET_HAPPEN BOD Reset
BIT_BOOT_DSLP_RESET_HAPPEN Wakeup form deep sleep
BIT_BOOT_KM4WDG_RESET_HAPPEN KM4 watchdog reset
BIT_BOOT_KM4SYS_RESET_HAPPEN KM4 system reset
BIT_BOOT_WDG_RESET_HAPPEN KMO watchdog reset
BIT_BOOT_SYS_RESET_HAPPEN KMO system reset
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11 File System

11.1 Introduction

This chapter introduces how to run FAT file system (FatFs) example on Ameba-D, including FatFs examples of Flash and SD card. The example
source code of FatFs is located in component\common\example\fatfs.

11.2 FatFs on Flash

11.2.1 Software Setup

(1) Change some configurations in project\realtek_amebaD_cm4_gcc_verification\inc\platform_opts.h as follows:
a)  Setthe parameter CONFIG_EXAMPLE_FATFS to 1.
b)  Set FATFS_DISK_FLASH to 1 while FATFS_DISK_USB and FATFS_DISK_SD both to 0.

/* For FATFS example™/
#define CONFIG_EXAMPLE_FATFS 1
#if CONFIG_EXAMPLE_FATFS
#define CONFIG_FATFS_EN
#if CONFIG_FATFS_EN

/1 fatfs version

#define FATFS_R_10C

/1 fatfs disk interface

#define FATFS_DISK_USB 0
#define FATFS_DISK_SD 0
#define FATFS_DISK_FLASH
#endif

#endif

(2) Change some parameters in component\common\file_system\fatfs\r0.10c\include\ffconf.h as follows:
a)  Set _MAX_SS to 4096 to define the maximum sector size supported.
b)  Set _USE_MKEFS to 1 to enable f_mkfs() function which creates FatFs volume on Flash.

#define _MIN_SS 512
#define _MAX_SS 4096//512

| #define _USE_MKFS 1 /* 0Disable or 1-Enable */

(3) Change Flash memory base in component\common\file_system\fatfs\disk_if\src\flash_fatfs.c according to user’s requirements.

|#deﬂne FLASH_APP_BASE 0x100000// Ox440000|

(4) Check the stack size that needs to be at least 4096 in component\common\example\fatfs\example_fatfs.c.

[#define STACK_SIZE 4026 |

(5) Rebuild the project and download image files to Ameba-D.

11.2.2 FatFs Bin File Generation

The commands to generate FatFs bin file are as follows:

(1) root@ubuntu # dd if=/dev/zero of=test.bin count=64 bs=1KB
(2) root@ubuntu # fdisk test.bin

(3) root@ubuntu # mkfs.msdos -S 4096 -F 12 test.bin

(4) root@ubuntu # mcopy -i test.bin ./fs/hello.txt ::hello.txt

(5) root@ubuntu # sudo mount test.bin ./fs

(6) sudoumount./fs

L] In step (1), test.bin is created which has 64 blocks and each block is 1KB.
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In step (2), test.bin is partitioned. Some additional options have to be chosen in this step in order to create a new partition table.
In step (3), a MS-DOS file system is built.

In step (4), files that users want to store are copied into test.bin. In this step, hello.txt is stored in test.bin.

In step (5), test.bin is mounted to file folder fs.

In step (6), after unmounting test.bin, the FatFs file is generated.

Users should find other related information from the internet, and copy test.bin into user data area of Flash finally.

11.3 FatFs on SD Card

11.3.1 Hardware Setup

Connect your Ameba-D EVB board to PC with micro-USB cable, and then plug in a compatible SD card to the card connector. Note that the
terminal of the middle of J24 need to be connected to ground. Connection of J29-J33 is shown as Fig 11-1.

Fig 11-1 Hardware setup

11.3.2 Software Setup

(1) Change some configurations in project\realtek_amebaD_cm4_gcc_verification\inc\platform_opts.h as follows:
a)  Set the parameter CONFIG_EXAMPLE_FATFS to 1.
b) Set FATFS_DISK_SD to 1 while FATFS_DISK_USB and FATFS_DISK_FLASH both to 0.

/* For FATFS example™/

#define CONFIG_EXAMPLE_FATFS 1
#f CONFIG_EXAMPLE_FATFS
#define CONFIG_FATFS_EN 1
#if CONFIG_FATFS_EN

I/ fatfs version

#define FATFS_R_10C

I/ fatfs disk interface

#define FATFS_DISK_USB 0
#define FATFS_DISK_SD 1
#define FATFS_DISK_FLASH 0
#endif

#endif

(2) Change some parameters in component\common\file_system\fatfs\r0.10c\include\ffconf.h as follows:
a)  Set _MAX_SS to 512 to define the maximum sector size supported.
b)  Set USE_MKFS to 1.

#define _MIN_SS 512
#define  _MAX_SS 512 | [ #define _USE_MKFS 1 /* 0:Disable or 1:Enable */ |

(3) Change some parameters in component\soc\realtek\amebad\fwlib\usrcfg\rtI8721dhp_intfcfg.c as follows:
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SDIOHCFG_TypeDef sdioh_config = {
.sdioh_bus_speed = SD_SPEED_HS,
.sdioh_bus_width = SDIOH_BUS_WIDTH_4BIT,
.sdioh_cd_pin = _PA_s8,

.sdioh_wp_pin = _PNC,

¥

(4) Rebuild the project and download image files to Ameba-D. FAT file of SD card can be generated and copied directly by PC.
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12 Inter Processor Communication (IPC)

12.1 Introduction

Inter-Processor Communication (IPC) hardware is designed for the purpose of making two CPUs communicate with each other. The system

architecture is shown in Fig 12-1.
RAM RAM
:"\/ AXI
—

BRG ——
BRG K—— AXI ] T
Km4 ‘ KMO
APB APB
NVIC1 ‘ IPC1 ‘ ‘ IPCO ‘ NVICO

Fig 12-1 IPC system architecture

If you want KMO to execute its IPC handler, IPC interrupt of KM4 should be enable and the status should be set, vice versa.

12.2 How to Use IPC?

It is complex because both KMO and KM4 should be set to realize IPC. SDK has provided APl and configuration file to simplify the procedure.

Take KM4 requests an interrupt into direction KMO for example.

(1) Add new item in KMO core section of ipc_init_config[] which is in rtl8721d_ipccfg.c for selected channel. IRQ handler and data should be
set and defined. If message exchange is needed, you should specify the message type: data or point.
Note that the message type for a specific channel should be the same on both ARM_CORE_CM4 side and ARM_CORE_CMO side. In the
following figure, although IRQFUNC of channel 3 on ARM_CORE_CM4 side is not used, its message type matches the type on
ARM_CORE_CMO side.

const [PC_INIT TABLE ipc_init_config[] =
#if defined (ARM_CORE_CM4)
//USER_MSG_TYPE IRQFUNC IRQDATA
{IPC_USER_DATA, (vOID*) shell_switch_ipc_int, (VOID*) NULLY,// channel 0: IPC_INT_CHAN_SHELL_SWITCH
{IPC_USER_DATA, (VOID*) NULL, (VOID*) NULLY,// channel 1: IPC_INT_CHAN_WIFI_FW
{IPC_USER_DATA, (VOID*) FLASH_Write_IPC_Int, (VOID*) NULL},// channel 2: IPC_INT_CHAN_FLASHPG_REQ
{IPC_USER_POINT, (VOID*) NULL, (VOID*) NULLY,// channel 2: IPC_INT_KM4_TICKIESS_INDICATION
#else
//USER_MSG_TYPE IRQFUNC IRQDATA
{IPC_USER_DATA, (vOID*) shell_switch_ipc_int, (VOID*) NULL},// channel 0: IPC_INT_CHAN_SHELL SWITCH
{IPC_USER_DATA, (VOID*) driver_fw_flow_ipc_int, (VOID*) IPCM4_DEV},//channel 1: IPC_INT_CHAN_WIFL_FW
{IPC USER DATA, (VOID*) FLASH Write IPC Int, (VOID*) NULLY,//channel 2: IPC INT CHAN FLASHPG REQ
[{IPC_USER_POINT, (voID*) km4_tickless_ipc_int, (VOID*) NULLY},//channel 3: IPC_INT_KM4_TICKLESS INDICATION|
#endif
{0xFFFEFFFF, OFF, OFF}, / * Table end */|

(2) SDK will enable the IPC interrupt of KM4 for the channel according to ipc_init_config[], and register the corresponding KMO IRQ handler
and data for the channel.

(3) When KM4 wants to request an interrupt into direction KMO, it should call ipc_send_message() and specify the channel number and
message.

(4) Corresponding KMO IRQ handler will be executed, call ipc_get_message() to get message if need.

Note: Use IPC channel 16~31 and IPC semaphore index 8~15, Channel 0~15 and semaphore index 0~7 are reserved for Realtek use.
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12.3 IPC Program APIs

12.3.1 ipc_table_init

Items Description

Introduction Initialize IPC channels according to ipc_init_config[]
Parameters N/A

Return N/A

12.3.2 ipc_send_message

Items

Description

Introduction

Request interrupt to target CPU by specified channel and exchange messages between KMO and KM4

Parameters ® IPC_ChNum: the IPC channel number
[ J Message: the message to be exchanged, and should not be stored in stack
Return N/A
Note:

®  The message supports two types: data or point. The point is used to point to complex message structure.

® The message is shared between two CPUs, so the point can't be stored in stack.

12.3.3 ipc_get_message

Items Description

Introduction Get IPC message from specified channel.
Parameters IPC_ChNum: the IPC channel number
Return Message: the message to be exchanged

Note: Cache in the system is write-through type, so the corresponding data cache must be invalidated before data fetch.

12.4 IPC Driver Code

12.4.1 IPC_INTConfig

Items Description
Introduction Enable or disable the specified IPC channel interrupts.
Parameters [ ] IPCx:
[ | IPCMO_DEV for KMO
[ | IPCM4_DEV for KM4
L] IPC_ChNum: the channel that want to be set. This parameter must be set to a value of 0 ~ 31.
L] NewsState:
|
|
Return N/A
12.4.2 IPC_IERSet
Items Description

Introduction

Set IER of specified IPC channel interrupts
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Parameters [ ] IPCx:
[ | IPCMO_DEV for KMO
| IPCM4_DEV for KM4
[ J IPC_Ch: the channel that want to be enable

Return N/A

12.4.3 IPC_IERGet

Items Description
Introduction Get IER of specified IPCx
Parameters IPCx:

® IPCMO_DEV for KMO
® IPCM4_DEV for KM4

Return The IER of specified IPCx

12.4.4 IPC_INTRequest

Items Description
Introduction Request a core-to-core interrupt
Parameters [ ] IPCx:

u IPCMO_DEV for KMO
u IPCM4_DEV for KM4

[ J IPC_ChNum: the channel that want to request interrupt. This parameter must be set to a value of 0 ~ 31.

Return N/A

12.4.5 IPC_INTClear

Items Description
Introduction Clear a core-to-core interrupt
Parameters [ ] IPCx:

B [PCMO_DEV for KMO
B [PCM4_DEV for KM4

[ J IPC_ChNum: the channel that want to clear interrupt. This parameter must be set to a value of 0 ~ 31.

Return N/A

12.4.6 IPC_INTGet

Items Description
Introduction Get a core-to-core interrupt status
Parameters IPCx:

® IPCMO_DEV for KMO
® IPCM4_DEV for KM4

Return The ISR of specified IPCx

12.4.7 IPC_CPUID

Items Description
Introduction Get the current CPU ID
Parameters N/A
Return CPU ID:
[ ] 0: KMO
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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12.4.8 IPC_SEMGet

Items Description
Introduction Get a core-to-core hardware semaphore
Parameters SEM_Idx: the semaphore index that want to get. This parameter must be set to a value of 0 ~ 15.

® 0 ~ 7: Reserved for Realtek use
[ J 8 ~ 15: Reserved for Customer use

Return Result:
® TRUE
® FALSE

12.4.9 IPC_SEMFree

Items Description
Introduction Free a core-to-core hardware semaphore
Parameters SEM_ldx: the semaphore index that want to free. This parameter must be set to a value of 0 ~ 15.

® 0 ~ 7: Reserved for Realtek use
[} 8 ~ 15: Reserved for Customer use

Return Result:
[ TRUE
[ FALSE

12.4.10 IPC_INTHandler

Items Description

Introduction The common IPC interrupt handler
Parameters Data: the data passed to the IRQ Handler
Return 0

Note: Before entering the specified IRQ handler, the common IPC interrupt handler clears the pending interrupt first. There is no need to clear
the pending interrupt in user defined IRQ handler.

12.4.11 IPC_INTUserHandler

Items Description
Introduction Rregister a user interrupt handler for a specified IPC channel
Parameters ®  |PC_ChNum: the channel that want to register IRQ handler. This parameter must be set to a value of 0 ~ 31.

(] IrqgHandler: the IRQ handler to be assigned to the specified IPC channel
[ J IrgData: the pointer will be passed to the IRQ handler
Return N/A

Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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13 OTA Firmware Update

13.1

Introduction

Over-the-air (OTA) programming provides a methodology of updating device firmware remotely via TCP/IP network.

RTL8721d provides solutions to implement OTA firmware upgrade from local server or cloud. Next we will introduce the design principles and
usage of OTA from local server. It has well-transportability to porting to OTA applications from cloud.

13.2

RSIP-MMU

The Flash MMU diagram is shown in Fig 13-1.

CPU/Cache

<€—APB—p>

RSIP

I

— — — — SPI Hash Controller

(SPIC)

Fig 13-1 Flash MMU

<:: Flash

The RSIP-MMU can perform virtual-to-physical memory address translation. This can be used to map an external Flash memory to a certain
virtual memory area. For example, If you want to access physical page 4 ~ 7 through virtual page 0 ~ 3, you can use a MMU entry to map virtual
page 0 ~ 3 to physical page 4 ~ 7 like Fig 13-2.

Application Note

CPU

Virtual
Address

MMU

PAGE_O

SPIC

PAGE_1

PAGE_2

PAGE_3

Flash
Physical Address

PAGE_O
PAGE_1

PAGE_2

PAGE_3

— — — — P  PAGE_4
— — — —P» PAGES
— — — — P» PAGE6
— — — —» PAGE_7

Fig 13-2 MMU virtual address to physical address
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Ameba-D provides 8 MMU Entries. If virtual address is not included in the MMU entry, use virtual address as physical address. If virtual address
is included in the MMU entry, physical address should be VAddress +/- MMU_ENTRYx_OFFSET.

MMU is implemented to facilitate OTA update procedure as Fig 13-3 shows. Fig 13-3 is an example for 2M Flash OTA, we need 2 MMU entries
in this example.

] 2M Hash . 2M Hash
virtual address physical address virtual address physical address
0x0C000000 0x0C000000
BOOT BOOT
0x08006000 0x08006000
KMO_IMG2 KMO_IMG2
KM4_IMG2 KM4_IMG2
0xOEO00000 0xOEO00000
User Data User Data
0x08106000 0x08106000
KMO_IMG2 KMO_IMG2
KM4_IMG2 KM4_IMG2
OTA1l OTA2
Fig 13-3 2M Flash OTA MMU
MMU entry should be set as Table 13-1.
Table 13-1 OTA under MMU
Register Register OTA1 OTA2
Type
MMU Entry0 | MMU_ENTRYO_STRADDR | 0x0CO0_0000 0x0C00_0000
MMU_ENTRYO_ENDADDR | 0x0C00_0000 + KMO IMG2 size 0x0C00_0000 + KMO IMG2 size
MMU_ENTRYO_OFFSET 0x0C00_0000 — 0x0800_6000 0x0C00_0000 — 0x0810_6000
+/- - -
MMU Entryl | MMU_ENTRY1_STRADDR | OxOE00_0000 0x0E00_0000
MMU_ENTRY1_ENDADDR | OxOE00_0000 + KM4 IMG2 size 0xOE00_0000 + KM4 IMG2 size
MMU_ENTRY1_OFFSET 0xOE00_0000 — KM4 start physical address 0xOE00_0000 — KM4 start physical address
+/- - -

Note: Considering KM4 IMG2 is appended to the tail of KMO IMG2, the KM4 start physical address is determined by KMO start physical address
and KMO IMG2 size.

13.3 OTA Upgrade from Local Server

The OTA from local server shows how device updates image from a local download server. The local download server sends image to device
based on network socket, as Fig 13-4 shows.

Make sure both device and PC are connecting to the same local network.

Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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]

~N
s ~
P Local Area Network N N N
/ \ \
/ \ \
/ \ \
'/ OTA firmware file format \ N
| r--r———"—7777 |
\ | | |
\ ‘ ' |
receive Firmware file header OTA.bin send | Server |
AN / 4 I % |
N 7 | |
S P L __ .

13.3.1 Firmware Format

The firmware format is illustrated in Fig 13-5.

Fig 13-4 OTA update diagram

plaintext

plaintext or encrypted

¥

W

Firmware file .
header OTA.bin
T OTA_ALLbin ~~=~____
€ 4 Bytes—»l€—— 4 Bytes—»| \\\‘*\~\\\\
0x00 Version ST A [ «——4 Bytes——P»«——4 Bytes——P<€«——4 Bytes—pi«—4 Bytesg
0x08 Signature Header Length Checksum Image Length Offset RSVD
Fig 13-5 Firmware format
Table 13-2 Firmware header

Items Address Offset Size Description
Version 0x00 4 bytes The version of OTA Header, default OxFFFFFFFF
Header Number 0x04 4 bytes The number of OTA Header. For Ameba-D, this value is 0x01
Signature 0x08 4 bytes OTA Signature is string. For Ameba-D, this value is “OTA”
Header Length 0x0C 4 bytes The length of OTA header. For Ameba-D, this value is 0x18
Checksum 0x10 4 bytes The checksum of OTA image
Image Length 0x14 4 bytes The size of OTA image
Offset 0x18 4 bytes The start position of OTA image in current image
RSVD 0x1C 4 bytes Reserved

13.3.2 OTA Flow

The OTA demo is provided in rtl8721d_ota.c. The image upgrading is implemented in the following steps:

(1)
(2)

Connect to local server with socket. The IP address and port are needed.
Acquire the older firmware address to be upgraded according to MMU setting. If address is re-mapping to OTA1 space by MMU, the OTA2

address would be selected to upgrade. Otherwise OTA1 address would be selected.

(3)
(4)

Application Note

All

Receive firmware file header to get the target OTA image information, such as image length and destination address.
Erase Flash space for new firmware
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(5)
(6)
(7)

(8)

Download new firmware from server and write it to Flash
Verify checksum. If checksum error, OTA fail.

If checksum is ok, write signature to the upgraded firmware region and change another signature to all zero to indicate boot from new

firmware next time.
OTA finish and reset the device. Then it would boot from new firmware.

Client

OTA1
OTA1l is running
OTA2

@ Connect

NEIAE

!

Flash

@Transmit FW file header

@ Erase upgrade

region
OTA2

—

Transmit OTAfile

Flash

® Receive OTA file and ‘51'
write into flash except
Signature

OTA2

@® Verify Checksum

!

Flash
XXXX8711"

OTA1
@ Write Signature and clear
another signature to zero

‘81958711’
OTA2

LL

Disconnect

Flash

“XXXX8711"

OTA1

‘81958711"

OTA2

Reset device,
boot from OTA2

Fig 13-6 OTA operation flow

13.3.3 Boot Option

Wait for Client

Wait for another Client

When reboot after OTA finished, device would check firmware to determine to boot from OTA1 or OTA2. The following items must be checked
for each firmware:

Signature. If it is “81958711”, the signature is valid. Otherwise, the signature is invalid.
Hash/checksum if needed. Users can define FwCheckCallback in rtl8721d_bootcfg.

The boot flow is as follows:

(1) Check Signature and hash (if need) of OTA1 and OTA2 firmware.

(2) If both images are invalid, boot fail

(3) If only one image is valid, boot from this image

Application Note All information provided in this document is subject to legal disclaimers.
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(4) If both images are valid, boot from OTA2

‘81958711
OTA1

EXXXX XXX
‘ 0TA2 ‘

OTAL

‘81958711’
OTA2

OTAL

‘81958711’
OTA2

OTAL

OTA2

13.3.4 Address Remapping

Fig 13-7 OTA select diagram

In bootloader, MMU entry0 and entryl would be set as Table 13-1 to remap memory. Here, the OTA space includes these images: KM0 IMG2,
KM4 IMG2, KM4 IMG3 if need. These images all boot from OTA1 or OTA2.

As Fig 13-3 illustrates, when boot from OTA, CPU may access different physical address.
®  When boot from OTA1, MMU entry0 and entryl would be set to remap virtual memory to OTA1 address space. That is, if CPU wants to
read code or data from address 0xOC00_0000, it actually accesses physical address 0x0800_6000.
®  When boot from OTA2, MMU entry0 and entryl would be set to remap virtual memory to OTA2 address space. That is, if CPU wants to
read code or data from address 0xOC00_0000, it actually accesses physical address 0x0810_6000.

13.3.5 How to Use OTA Demo?

These steps can be followed to run the OTA demo:

(1) Define CONFIG_OTA_UPDATE macro to 1 in platform_opts.h to enable OTA function. Rebuild the project.
(2) Download images to device.

(3) Generate OTA upgrade image file, named OTA_AIl.bin, with Image Tool and new firmware. This operation perpends firmware header
information to new firmware, which is necessary for OTA.

Application Note
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p. 1 ImageTool_v2.3.2_AmebaD(8721d) — O b4
Chip Select
Download Generate Enorypt Security
|Generate Target: |0Ta_all - |(1)
0TA Header
@
Image Layout
Bin 3: |k"‘0_k"‘4_i"‘3592- bin | Erowse (3) Addr3:
Bin 4: [ | | Browse Addrd: I:I
Bin 6: O | | Erowse Added: I:l
Memory Layout:
|
@
(4) Copy OTA_AIlLbin into the DownloadServer folder.
Tool path in SDK: tools\DownloadServer
[#"] DownloadServer.exe 2016/11/7 16:12 34 KB
|| OTA_All.bin 2016/11/7 15:21 657 KB
[E] start.bat 2016/11/6 11:43 1 KB
(5) Edit tools\DownloadServer\start.bat.
[ ] Port = 8082
®  File name =OTA_All.bin
lecho off
DownloadServer 8082 |OTA All.bin
set /p DUMMY=Press Enter to Continue ...
(6) Click the start.bat, start to download server program.
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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BN C:\Windows\system32\cmd.exe

Listening on port (8882)

laiting for client ...

(7) Reboot the DUT and connect the device to the AP which the OTA Server in.
(8) Enter command: ATWO=I/P[PORT].

® IP: IP of the OTA Server.

[ ] Port: 8082, the same with start.bat

[MEM] After do cmd, available heap 284060

#
[ota_update local task] Update task start

OTA upgrade procedure is started between DUT and server. Here is the local download server success message

istening on port (8882>

Waiting for client ...

iccept client connection from 192.168.1.185
sending | 0TA_A1l.bin now. ..
Sending file...

otal send 672824 hytes

(9) Reboot DUT to execute the new firmware after finishing image download.
13.3.6 OTA Firmware Swap

Fig 13-8 shows the firmware swap procedure after OTA upgrade.

Application Note All information provided in this document is subject to legal disclaimers.
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OTA Firmware Swap Diagram

@ Client

@ Client

@ Client

OTAL &— _Firmware file header ||

B R Wﬁrmwa\'e

Down\oad'\“g ne

} send
€— Firmware file header ! | OTA.bin ] ‘
B ””e’\"\,}-\}}\;{ware SeVen
Down\oad\“% n
——teboot-—— -
4
] send
€&— Firmware file header || OTA.bin ]
OTAl server
- ing new firmware
Do\l\l\"\cad‘ng
., send
OTA.bin !
R 3 server

13.4 User Configuration

Fig 13-8 OTA firmware swap procedure

Users can find the following configure items in rtI8721d_bootcfg.c.

(] OTA start address

/=

= of KMB IMGZ.
=/
BOOT_RAH_DATA_SECTION
ud2 0Tha_Region[2] = {
Bx 08066608,
0x 88106008,

/= 0TA1 region start address =/
/% OTAZ region start address =/

= Bbrif OTA start address. Because KHO & KM4% IMG2 are combined, users only need to set the start address

®  User-defined MMU configure

Application Note
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FE3

* @brif HHU Configuration.

* There are 8 HHMU entries totally. Entry 8 & Entry 1 are already used by O0Th, Entry 2™7 can be used by Users.
*/

BOOT_RAM_DATA_SECTION
HMHU_ConfDef Flash_MHMU_Config[] = {

F=Uaddrstart, VAaddrEnd, Paddrstart, PAddrEnd=/
{ 8xFFFFFFFF, @xFFFFFFFF, 8xFFFFFFFF, 8xFFFFFFFF}, //Entry 2
{ 02FFFFFFFF, 8xFFFFFFFF, 82FFFFFFFF, 8xFFFFFFFF}, //Entry 3
{8xFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF}, //Entry 4
{ 8xFFFFFFFF, @xFFFFFFFF, 8xFFFFFFFF, BxFFFFFFFF}, //Entry 5
{ 02FFFFFFFF, 8xFFFFFFFF, 82FFFFFFFF, 8xFFFFFFFF}, //Entry 6
{8xFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF}, //Entry 7
{ 8xFFFFFFFF, @xFFFFFFFF, 8xFFFFFFFF, 8xFFFFFFFF},
¥
L] Firmware check handler configure
FEx
* @brif Firmware verify callback handler.
* If users need to verify checksum/hash for image2, implement the function and assign the address
* to this function pointer.
=/
BOOT_RAM_DATA_SECTION
FuCheckFunc FwCheckGCallback = HULL;
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.

111



%/REALTEK Ameba-D

14 eFuse

14.1 Introduction

eFuse belongs to One Time Programmable (OTP) technology, its default value is '1’, and can only be changed from ‘1’ to ‘0’. eFuse can be used
to hold the individual and stable data such as key, calibration data, MAC address and specific setting.

The total size of physical eFuse is 512 bytes, and divided into two parts by software. As Fig 14-1 shows, the first 288 bytes of physical eFuse are
used for logical mapping, which can be mapped to logical eFuse by some algorithm and can be programed multi-times. The left 224 bytes of
physical eFuse are defined by Realtek.

Logical eFuse program will program header and package, and the package is in word, so it takes at least three bytes a time. Software reserves
one byte for isolation, so when the space of eFuse for logical mapping is less than four bytes, it cannot be programmed in any mode.

‘ .............
0x000~0x01F (32B) — System Data
0x020~0xO0CF (176B) — Wi-Fi Calibration
0x000~0x11F — For Logical Mapping
0xODO~0x15F (144B) 0x11A (6B)
Wi-Fi MAC
OxFF
0x160~0x17F (32B) — User MTP 4
/
./'
‘/
7 0x120~0x1FF — Physical eFuse defined by RTK
/
0x180~0x3FF (640B) — Reserved for RTK ya
./.
'/
14
Logical eFuse Physical eFuse

Fig 14-1 eFuse diagram

14.2 Power Requirement

The power requirement of eFuse operation is listed in Table 14-1.

Table 14-1 Operation under different voltage

Supply Voltage (V) Operation
1.8 Only read operation is allowed.
3.3 Read & Write

Note: If you want to program eFuse, you must switch the power supply to 3.3V.

Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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14.3 eFuse Auto-load

eFuse can auto-load part of setting to control the circuit. eFuse auto-load is changed in word (two bytes). Under default condition, value of all
the System Data bytes is OxFF, and the System Configure Registers have its default values.

The way to change the value of System Configure Registers is as follows:
® Make sure that the first two bytes of System Data area are written to 0x21, 0x87 correctly.
L] Program the corresponding bytes in word. If just programming in byte, another byte will load the eFuse default value OxFF, which may

make mistakes.
® Reboot the chip, and the System Configure Registers will load the new values.

14.4 Physical eFuse

For detailed information about physical eFuse of Ameba-D, refer to AN0411.

14.5 Logical eFuse

14.5.1 Logical eFuse Layout

There are 1024 bytes logical eFuse in Ameba-D, as Table 14-2 shows. Most of the logical eFuse space are reserved for extension, so the 1024
bytes of logical eFuse can be easily mapped to 287 bytes of physical eFuse.

Table 14-2 Logical eFuse layout

Start Address End Address Description
0x000 0x01F System Data to be auto-loaded
0x020 Ox15F Wi-Fi calibration data
0x160 Ox17F User MTP
0x180 0x183 Cap-Touch
0x184 0x18F Reserved
0x190 0x1A4 BT parameters
0x1A5 O0x1BF Reserved
0x1C0 Ox1CF HCI USB
0x1D0 Ox2FF Reserved
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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240G CCK Index

For Wi-Fi:

Users only need to fill on these
eFuse locations for MP (Mass
Production) calibration.
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14.5.2 Wi-Fi 2.4G Power Index

Fig 14-2 Wi-Fi eFuse data

The address and specification of 2.4G power index is shown in Fig 14-3 and Fig 14-4.

hPFPFPFPFPFPF_FPFPFPFP

Application Note

Fig 14-3 2.4G Wi-Fi power index address
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2.4G CCK Index

Path A CCK Power Index for Ch 1,2, Range 0~127,0.25dbm/step.
Path A CCK Power Index for Ch 3, 4, 5, Range 0~127,0.25dbm/step.
Path A CCK Power Index for Ch 6, 7,8, Range 0~127,0.25dbm/step.
Path A CCK Power Index for Ch 9, 10, 11, Range 0~127,0.25dbm/step.
Path A CCK Power Index for Ch 12, 13, Range 0~127,0.25dbm/step.
Path A CCK Power Index for Ch 14, Range 0~127,0.25dbm/step.

Fig 14-4 2.4G Wi-Fi power index specification

14.5.3 Wi-Fi 5G Power Index

The address and specification of 5G power index is shown in Fig 14-5 and Fig 14-6.

ion Note

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

Fig 14-5 5G Wi-Fi power index address

Fig 14-6 5G Wi-Fi power index specification
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14.5.4 Wi-Fi Channel Plan

The address of Wi-Fi channel plan is shown in Fig 14-7.

071727374756 789 A B
OCOFF FF FF FF FF FF FF FF FFFF FF FF

Fig 14-7 Channel plan address

C D E F
FF FF FF FF

eFuse

Name Bit Default Comment

c8

Channel Plan [7] Oh Software configure mode

®  Oh: Enable software configure (refer to Channel Plane Domain Code)
[ J 1h: Disable software configure (can't change Channel Plan Setting)

[6:0] 7Fh Channel Plan

®  Ox7F:

®  0x20: 2G Worldwide 13, Active scan Chl ~ Ch11, Passive scan Ch12, Ch13

| 2G Worldwide 13, Active scan Ch1 ~ Ch11, Passive scan Ch12, Ch13
| 5G Worldwide, all bands are Passive scan.

You can program eFuse channel plan based on Table 14-3.

Table 14-3 eFuse channel plan in driver

Channel Plan in Driver

//===== new channel plan mapping, (2GDOMAIN_5GDOMAIN) =====//
RT_CHANNEL_DOMAIN_WORLD_NULL = 0x20,
RT_CHANNEL_DOMAIN_ETSI1_NULL = 0x21,
RT_CHANNEL_DOMAIN_FCC1_NULL = 0x22,
RT_CHANNEL_DOMAIN_MKK1_NULL = 0x23,
RT_CHANNEL_DOMAIN_ETSI2_NULL = 0x24,
RT_CHANNEL_DOMAIN_FCC1_FCC1 = Ox25,
RT_CHANNEL_DOMAIN_WORLD_ETSI1 = 0x26,
RT_CHANNEL_DOMAIN_MKK1_MKK1 = 0x27,
RT_CHANNEL_DOMAIN_WORLD_KCC1 = 0x28,
RT_CHANNEL_DOMAIN_WORLD_FCC2 = 0x29,
RT_CHANNEL_DOMAIN_FCC2_NULL = 0x2A,
RT_CHANNEL_DOMAIN_IC1_IC2 = Ox2B,
RT_CHANNEL_DOMAIN_MKK2_NULL = 0x2C,
RT_CHANNEL_DOMAIN_WORLD_CHILE1 = 0x2D,
RT_CHANNEL_DOMAIN_WORLD1_WORLD1 = Ox2E,
RT_CHANNEL_DOMAIN_WORLD_CHILE2 = Ox2F,
RT_CHANNEL_DOMAIN_WORLD_FCC3 = 0x30,
RT_CHANNEL_DOMAIN_WORLD_FCC4 = 0x31,
RT_CHANNEL_DOMAIN_WORLD_FCC5 = 0x32,
RT_CHANNEL_DOMAIN_WORLD_FCC6 = 0x33,
RT_CHANNEL_DOMAIN_FCC1_FCC7 = 0x34,
RT_CHANNEL_DOMAIN_WORLD_ETSI2 = 0x35,
RT_CHANNEL_DOMAIN_WORLD_ETSI3 = 0x36,
RT_CHANNEL_DOMAIN_MKK1_MKK2 = 0x37,
RT_CHANNEL_DOMAIN_MKK1_MKK3 = 0x38,
RT_CHANNEL_DOMAIN_FCC1_NCC1 = 0x39,
RT_CHANNEL_DOMAIN_FCC1_NCC2 = 0x40,
RT_CHANNEL_DOMAIN_GLOBAL_NULL = 0x41,
RT_CHANNEL_DOMAIN_ETSI1_ETSI4 = 0x42,
RT_CHANNEL_DOMAIN_FCC1_FCC2 = 0x43,
RT_CHANNEL_DOMAIN_FCC1_NCC3 = 0x44,
RT_CHANNEL_DOMAIN_WORLD_ACMA1 = 0x45,

Application Note
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RT_CHANNEL_DOMAIN_FCC1_FCCS8 = 0x46,
RT_CHANNEL_DOMAIN_WORLD_ETSI6 = 0x47,
RT_CHANNEL_DOMAIN_WORLD_ETSI7 = 0x48,
RT_CHANNEL_DOMAIN_WORLD_ETSI8 = 0x49,
RT_CHANNEL_DOMAIN_WORLD_ETSI9 = 0x50,
RT_CHANNEL_DOMAIN_WORLD_ETSI10 = 0x51,
RT_CHANNEL_DOMAIN_WORLD_ETSI11 = 0x52,
RT_CHANNEL_DOMAIN_FCC1_NCC4 = 0x53,
RT_CHANNEL_DOMAIN_WORLD_ETSI12 = 0x54,
RT_CHANNEL_DOMAIN_FCC1_FCC9 = 0x55,
RT_CHANNEL_DOMAIN_WORLD_ETSI13 = 0x56,
RT_CHANNEL_DOMAIN_FCC1_FCC10 = 0x57,
RT_CHANNEL_DOMAIN_MKK2_MKK4 = 0x58,
RT_CHANNEL_DOMAIN_WORLD_ETSI14 = 0x59,
RT_CHANNEL_DOMAIN_FCC1_FCC5 = 0x60,
RT_CHANNEL_DOMAIN_FCC2_FCC7 = 0x61,
RT_CHANNEL_DOMAIN_FCC2_FCC1 = 0x62,
RT_CHANNEL_DOMAIN_WORLD_ETSI15 = 0x63,
RT_CHANNEL_DOMAIN_MKK2_MKK5 = 0x64,
RT_CHANNEL_DOMAIN_ETSI1_ETSI16 = 0x65,
RT_CHANNEL_DOMAIN_FCC1_FCC14 = 0x66,
RT_CHANNEL_DOMAIN_FCC1_FCC12 = 0x67,
RT_CHANNEL_DOMAIN_FCC2_FCC14 = 0x68,
RT_CHANNEL_DOMAIN_FCC2_FCC12 = 0x69,
RT_CHANNEL_DOMAIN_ETSI1_ETSI17 = Ox6A,
RT_CHANNEL_DOMAIN_WORLD_FCC16 = Ox6B,
RT_CHANNEL_DOMAIN_WORLD_FCC13 = 0x6C,
RT_CHANNEL_DOMAIN_FCC2_FCC15 = 0x6D,
RT_CHANNEL_DOMAIN_WORLD_FCC12 = Ox6E,
RT_CHANNEL_DOMAIN_NULL_ETSI8 = Ox6F,
RT_CHANNEL_DOMAIN_NULL_ETSI18 = 0x70,
RT_CHANNEL_DOMAIN_NULL_ETSI17 = Ox71,
RT_CHANNEL_DOMAIN_NULL_ETSI19 = 0x72,
RT_CHANNEL_DOMAIN_WORLD_FCC7 = 0x73,
RT_CHANNEL_DOMAIN_FCC2_FCC17 = 0x74,
RT_CHANNEL_DOMAIN_WORLD_ETSI20 = 0x75,
RT_CHANNEL_DOMAIN_FCC2_FCC11 = 0x76,
RT_CHANNEL_DOMAIN_WORLD_ETSI21 = 0x77,
RT_CHANNEL_DOMAIN_FCC1_FCC18 = 0x78,
RT_CHANNEL_DOMAIN_MKK2_MKK1 = 0x79,

RT_CHANNEL_DOMAIN_MAX,
RT_CHANNEL_DOMAIN_REALTEK_DEFINE = Ox7F

//===== Add new channel plan above this line===============//

14.5.5 Wi-Fi Crystal Calibration

The address of Wi-Fi crystal calibration is shown in Fig 14-8.

70'17273'475
0CO FF FF FF FF FF FF

6778 9 A
rF i rF e

eal

Fig 14-8 Crystal Calibration address

el

g

A

]

eFuse | Name Bit Default

Comment

Cc9 Crystal Calibration [7] Oh

Reserved
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[6:0] 40h XTAL_K Value
Xi=Xo, range: 0~7Fh
FFh = 00h
14.5.6 Wi-Fi Thermal Meter
The address of Wi-Fi thermal meter is shown in Fig 14-9.
o g e e

0CO FF FF FF FF FF FF FF FF FF FF

ABCDTETF
BB T IF FF FFOIF

Fig 14-9 Thermal Meter address
eFuse | Name Bit Default Comment
CA Thermal Meter [7:0]: 16h Thermal Meter Value

System maker will calibrate a value and save it in EEPROM.
OxFF: Disable Tx power tracking function

14.5.7 Wi-Fi MAC Address

The Wi-Fi MAC address is shown in Fig 14-10.

071723 4"
"110 | FF FF FF FF FF

r r r

5'6"7"8"9 A B CDEF

FF P FE FF PP [

Fig 14-10 MAC Address

Address Offset Bit Default Comment
11A-11F [47:0] | O0E04C872101 After the auto-load command or hardware reset, Ameba-D loads MAC addresses to MACID
of the I/0 registers.
14.5.8 Cap-Touch
Address Offset Bit Default Description
180h [7:0] OxFF Touch key channel 0 threshold[7:0]
181h [6:0] OxFF Touch key channel 1 threshold diff[6:0]
[7] OxFF Touch key channel 0 threshold[8]
182h [6:0] OxFF Touch key channel 2 threshold diff[6:0]
[7] OxFF Touch key channel 0 threshold[9]
183h [6:0] OxFF Touch key channel 3 threshold diff[6:0]
[7] OxFF Touch key channel 0 threshold[10]
14.5.9 BLE
Address Offset Bit Default Description
190 ~ 195h [47:0] OxFFFFFFFFFFFF | BT address
196h [7:0] 0x08 [ ] Bit[0]: Fixed to O
[ J Bit[1]: Tx gain K valid bit
[ J Bit[2]: Flatness K valid bit
[ J Bit[3]: Fixed to 1
[ ) Bit[7:4]: Fixed to O
Note: After Tx gain K flow, remember to enable Tx gain K valid bit, then 0x196 will be 0x0A.
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197h [7:0] OXFF Tx gain K
Note: Users need to write Tx gain K value if Tx gain K valid bit is enabled.
198 ~ 199h [15:0] | OxFFFF Flatness K
19A ~ 19Bh [15:0] | OxFFFF Reserved for Realtek
19Ch [7:0] 0x23 Max. Tx gain LEIM
igm_max_txgain_LE1M
19Dh [7:0] 0x23 Max. Tx gain LE2ZM
igm_max_txgain_LE2M
19E ~ 19Fh [15:0] | OxFFFF Reserved for Realtek
1A0h [7:0] OxFF BT thermal meter
tmeterx4_txgaink_module
1A1h [7:0] OxFF Logic map 1QK/KOK valid bit
®  OxFF: Disable logic map IQK/KOK values
®  OxFE: Enable logic map IQK/KOK values
1A6h ~ 1A9h [31:0] OxXFFFFFFFF Logic map 1QK values
1AAh ~ 1ABh [15:0] OxFFFF Logic map KOK values
14.5.10 HCI USB
Address Offset Bit Name
1COh [7:0] VID[7:0]
1C1h [7:0] VID[15:8]
1C2h [7:0] PID[7:0]
1C3h [7:0] PID[15:8]
1C4h [7:0] USB device type
1C5~ 1CFh RSVD
14.6 eFuse PG APIs
Items API Comment
Low Level API EFUSE_PMAP_WRITE8 Physical map writes one byte
EFUSE_PMAP_READS8 Physical map reads one byte
EFUSE_LMAP_WRITE Write eFuse logical address by length
EFUSE_LMAP_READ Read total eFuse logical map
mbed API efuse_otp_write Write content to OTP eFuse by length
efuse_otp_read Read eFuse OTP content by length
efuse_mtp_write Write user's content to USER MTP Space (0x160~0x17F)
efuse_mtp_read Read eFuse content from address (0x160 ~ 0x17F)
14.6.1 Low Level APIs
14.6.1.1 EFUSE_PMAP_WRITES
Items Description
Introduction Physical map writes one byte.
Parameters ®  CtrlSetting: eFuse control setting read from REG_LP_EFUSE_CTRL1 (suggest 0)
®  Addr: eFuse physical address
® Data: 1 byte data to write
[ ] L250utVoltage: L25EOUTVOLTAGE.
Return Status value:
®  TRUE: Write is ok.
®  FALSE: Write is failed.
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14.6.1.2 EFUSE_PMAP_READS

Items

Description

Introduction

Physical map reads one byte.

Parameters ®  CtriSetting: eFuse control setting read from REG_LP_EFUSE_CTRL1 (suggest 0)
®  Addr: eFuse physical address
®  Data: 1 byte data buffer for eFuse data read
[ ] L250utVoltage: L25EOUTVOLTAGE.

Return Status value:

®  TRUE: Read is ok.
®  FALSE: Read is failed.

14.6.1.3 EFUSE_LMAP_WRITE

Items

Description

Introduction

Write eFuse logical address by length

Parameters ®  addr: logical address, should be word-aligned
[ ] cnts: byte number, should be even
®  data: data buffer to be write

Return Status value:

®  SUCCESS: Write is ok.
®  FAIL: Write is failed.

14.6.1.4 EFUSE_LMAP_READ

Items

Description

Introduction

Read total eFuse logical map

Parameters

pbuf: 1024 bytes length buffer used for eFuse Logical map

Return

Status value:
®  SUCCESS: Read is ok.
®  FALSE: Read is failed.

14.6.2 Mbed APIs

14.6.2.1 efuse_otp_write

Items

Description

Introduction

Write content to OTP eFuse by length (mbed API)

Parameters ®  address: Specifies the offset of the programmed OTP.
[} len: Specifies the data length of programmed data.
[ J buf: Specified the data to be programmed.

Return Status value:

[ ] 0: Success
° -1: Failure

14.6.2.2 efuse_otp_read

Items

Description

Introduction

Read eFuse OTP content by length (mbed API)

Parameters ®  address: Specifies the offset of the OTP.

®  |en: Specifies the length of readback data.

®  buf: Specified the address to save the readback data.
Return Status value:
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[ ] 0: Success
® -1: Failure
14.6.2.3 efuse_mtp_write
Items Description
Introduction Write user's content to USER MTP Space (0x160~0x17F)
Parameters ®  data: Specified the data to write
[ J len: Specified the data length to write
Return Status value:
[ ] 0 ~ 32: Success
® 0 or -1: Failure
14.6.2.4 efuse_mtp_read
Items Description
Introduction Read eFuse content from address (0x160 ~ Ox17F)
Parameters Data: Specified the address to save the read back data
Return N/A
14.7 eFuse PG Command
Items Offset Command
Tx Power Index 0x20~0x2B iwpriv config_set wmap, 020, 202020202020202020202002
Channel plan, XTAL & Thermal & RTK reserved 0xC8~0xCF iwpriv config_set wmap, 0C8, 20201A05000000FF1!
MAC Address 0x11A~0x11F iwpriv config_set wmap, 11a, 00e04c870102
Realtek RSVD 0x130~0x139 iwpriv config_set wmap, 130, FFO01001000FFOOFF1000
Get all eFuse map iwpriv config_get realmap
1.  Channel plan does not affect the results of RF verification, so you can choose whether to write the correct channel plan here.
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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15 Power Save

15.1 Hardware Power Save Mode

15.1.1 Power Mode

Ameba-D supports two low power modes which are deepsleep mode and sleep mode. Deepsleep mode turns off more power domain than
sleep mode. RTC/AON Timer/AON Pin (low power pin)/Key-Scan/Cap-Touch can be used to wake up from both sleep and deepsleep mode
(refer to 15.2.4).

Depending on QFN package, there are at most 12 AON_Wakepin, refer to UM0402 pinmux table (sheet: aon pinmux) for more information. All
AON_Wakepin can wake up system from deepsleep, as shown in Table 15-1.

Table 15-1 AON_Wakepin

Item PINMUX_SO PINMUX_S1 PINMUX_S2
wakepin 0 PA[12] PA[16] PA[20]
wakepin 1 PA[13] PA[17] PA[21]
wakepin 2 PA[14] PA[18] PA[25]
wakepin 3 PA[15] PA[19] PAJ26]

15.1.2 Power Consumption Summary

Table 15-2 ~ Table 15-4 list the power consumption under 3.3V/1.8V power supply.

Table 15-2 Power consumption under 3.3V/1.8V

Operation Mode Condition Current Unit
Power Mode | Scenario 3.3V 1.8V
Deepsleep Deepsleep RTC timer 78 7-8 uA
1KB retention RAM
Deepsleep with Key-Scan RTC timer 12~13 12~13 uA
1KB retention RAM
Key-Scan
Deepsleep with Cap-Touch RTC timer 20 16 uA
(average current) 1KB retention RAM
Cap-Touch
Sleep WOoWLAN sleep power KM4 power gating 30~50 30~50 uA

KMO clock gating
All RAM retained
Wi-Fi retained
LPS Wi-Fi connected (idle) KMO, KM4 in active mode 20 30 mA
Wi-Fi set LPS mode
Active Wi-Fi Rx Idle HT20 MCS0~7 normal mode 52 81 mA
KM4 in active mode
Rx idle

WoWLAN WoWLAN Rx Beacon Rx beacon mode @ normal mode 28 45 mA
KM4 in sleep mode
WoWLAN DTIM=1 (Average) KM4 in sleep mode 700~800 1100~1200 uA
All SRAM retained
Wi-Fi retained
Shielding room
KM4 in sleep mode 1~2 1.1~2 mA
All SRAM retained
Wi-Fi retained
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I | Open space | I
Table 15-3 WoWLAN power under 3.3V/1.8V with different DTIM
Condition DTIM Current Unit
3.3V 1.8V
KM4 in sleep mode 1 942 1360 uA
All SRAM retained 2 473 671
Wi-Fi retained 3 316 486
Shielding room 5 184 299
10 92 152
Note: Test condition:
° AP: WS 5100 in 802.11g mode
® Image version: 6.2b
® Demo board: Ameba-D QFN68 board
Table 15-4 Tx power consumption under 3.3V/1.8V
Channel Power Operation Mode Current Unit
2.4G 5G
2442MHz@2.4G 1.8V 1T-MCS7/BW40M (9dBm@2.4G, 8dBm@5G) 181 216 mA
5500MHz@5G 20M 1T-MCS7/BW40M (12dBm@2.4G, 11dBm@5G) 195 237
5510MHz@5G 40M 1T-MCS7/BW20M (9dBm@2.4G, 8dBm@5G) 180 214
1T-MCS7/BW20M (12dBm@2.4G, 11dBm@5G) 193 234
1T-Legacy_OFDM54M (10dBm@2.4G, 9dBm@5G) 184 219
1T-Legacy OFDM54M (13dBm@2.4G, 12dBm@5G) 214 245
1T_CCK11M (12dBm) 203 -
1T_CCK11M (15dBm) 224 -
1R-ldle/BW40 89 90
1R-MCS7/BW40M (Pin=-60dBm) 98 103
1R-MCS7/BW20M (Pin= -60dBm) 102 106
1R-Legacy_OFDM54M (Pin=-60dBm) 98 103
1R-CCK11M (Pin= -60dBm) 81 -
RF Standby 58 55
RF Disable 43 42
3.3V 1T-MCS7/BW40M (15dBm) 206 286
1T-MCS7/BW40M (18dBm@2.4G, 17dBm@5G) 247 310
1T-MCS7/BW20M (15dBm) 204 286
1T-MCS7/BW20M (18dBm) 248 308
1T-Legacy_OFDM54M (16dBm) 214 296
1T-Legacy OFDM54M (19dBm@2.4 18dBm@5G) 262 323
1T_CCK11M (18dBm) 257 -
1T_CCK11M (21dBm) 312 -
1R-ldle/BW40 52 53
1R-MCS7/BW40M (Pin= -60dBm) 61 64
1R-MCS7/BW20M (Pin= -60dBm) 62 63
1R-Legacy_ OFDM54M (Pin=-60dBm) 61 62
1R-CCK11M (Pin=-60dBm) 52 -
RF Standby 24 23
RF Disable 24 23
Note:

®  The values above are tested with the Ameba-D QFN68 board.
Tx: Continue Tx DPK on
Rx: Set Rx Packets idle interval as short as possible

Load W11N_11MO Idle Waveform (8us idle interval) for 1R-CCK11M test.
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15.2 Software Power Management

15.2.1 FreeRTOS Tickless

FreeRTOS supports a low power feature called tickless. It is implemented in an idle task which has the lowest priority. That is, it is invoked
when there is no other task under running.

FreeRTOS places the microcontroller into a low power state, if it expects that there will be no event in near future. It calculates expected idle
time by looking timer task list, then performs suspend action by using ARM instruction “WFI” (Wait for Interrupt) which makes the processor
suspend execution (Clock is stopped) until interrupt happens.

The interrupts include timer set by FreeRTOS with value equaling to the expected idle time. So when an idle task is invoked each time,
FreeRTOS calculates the expected idle time, sets timer, and puts process into suspend.

portTASK_FUNCTION

\ 4

Calculate

idletime

h 4

A 4

Check wakelock ==

traceLOW_POWER_IDLE_BEGIN()

[€SaA—]

’ Power Gate/Clock Gate ‘ ’

L
v

FI

traceLOW_POWER_IDLE_END()

Y //
\ 4 \ 4
N
AN
\ 4 h N N \ 4
’ Restore system tick ‘

15.2.2 Wakelock

Fig 15-1 FreeRTOS tickless in an idle task
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In some situations, system needs to keep awake to receive certain events. Otherwise event may be missed when system is under sleep. An idea
of wakelock is introduced that system cannot sleep if some module is holding wakelock.

A wakelock bit map is used to store the wakelock status. Each module has its own bit in wakelock bit map (see enum. PMU_DEVICE). If the
wakelock bit map equals to zero, it means that there is no module holding wakelock. If the wakelock bit map is larger than zero, it means that
there is some module holding wakelock.

If there is no one holding wakelock, then system is permit to enter sleep. If there are one or more modules holding wakelock, then we abort

sleep.

15.2.3 Wi-Fi Power Save

In IEEE 802.11 power save management, it allows station to enter its own sleep state. It defines that station needs to keep awake in certain
timestamp and enters sleep state otherwise.

WLAN driver acquires wakelock to avoid system entering sleep mode when WLAN needs to keep awake. And it releases wakelock when it is
permitted to enter sleep state.
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IEEE 802.11 power management allows station entering power saving mode. Station cannot receive any frame during power saving. Thus AP
needs to buffer these frames and requires station periodically wakeup to check beacon which has the information of buffered frames.

Add STS’s AID
Frames for STA  in TIM field of beacon

AP
%)
(]
c c g
illks S 8 59 5 £
v © @ of L <« 3
al < ] 1} o & 3]
Qo o o X
o
3
active active active active
—————————— I 7 71 T T
: Power Saving: : Power Saving : : Power Saving :
station

Fig 15-2 Timeline of power saving
In SDK IEEE 802.11 power management is called LPS, and if KM4 enters power save mode when Wi-Fi is in LPS mode, we call it WoWLAN mode.

Except LPS and WoWLAN we also have IPS, which can be used when Wi-Fi is not connected. Table 15-5 lists all three power save mode for Wi-
Fi.

Table 15-5 Wi-Fi power save mode

Items Wi-Fi Status Comment
IPS Not associated Driver automatically turns off Wi-Fi to save power.
LPS Associated LPS is used to implement IEEE 802.11 power management.
KMO will control RF ON/OFF based on TSF and TIM IE in beacon.
WoWLAN Associated LPS + Tickless
KMO will wakeup KM4 when receiving data packet.

15.2.4 Software Configuration

Type Items User Configuration

Sleep (WoWLAN) kmO_pwrmgt_config KMO power management control: system use
sleep_wevent_config BIT_LP_WEVT_HS_MSK: KM4 peripheral wakeup open
BIT_LP_WEVT_AON_MSK: AON wake event wakeup sleep mode
BIT_LP_WEVT_SGPIO_MSK: SGPIO wakeup event
BIT_LP_WEVT_COMP_MSK: ADC comparator wakeup event
BIT_LP_WEVT_ADC_MSK: ADC wakeup event
BIT_LP_WEVT_I2C_MSK: I2C slave wakeup event
BIT_LP_WEVT_UART_MSK: LP UART wakeup event
BIT_LP_WEVT_WLAN_MSK: WLAN wake up event
BIT_LP_WEVT_GPIO_MSK: GPIO wakeup event
BIT_LP_WEVT_TIMER_MSK: LP TIMO~5 wakeup event
sleep_hsram_config System use

sleep_Isram_config System use

sleep_aon_wevent_config ®  BIT_CAPTOUCH_WAKE_STS: Cap-Touch wake event
BIT_KEYSCAN_WAKE_STS1: Key-Scan wake event
BIT_RTC_WAKE_STS1: RTC wake event
BIT_AON_WAKE_TIMO_STS1: AON timer wake event
BIT_GPIO_WAKE_STS1: AON GPIO wake, see aon_wakepin &
dsleep_wakepin_config

BIT_CAPTOUCH_WAKE_STS: Cap-Touch wake event
BIT_KEYSCAN_WAKE_STS1: Key-Scan wake event

Deepsleep dsleep_aon_wevent_config
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®  BIT_RTC_WAKE_STS1: RTC wake event

®  BIT_AON_WAKE_TIMO_STS1: AON timer wake event

[ J BIT_GPIO_WAKE_STS1: AON GPIO wake, see aon_wakepin &
dsleep_wakepin_config

dsleep_Isram_config System use
Sleep or deepsleep sleep_wakepin_config Configure AON wake pin pinmux and enable
ps_config System use

15.2.5 GPIO Pull Control

When entering sleep and deepsleep mode, I/0 pull control is needed. Otherwise, it results in power leakage. For more information, refer to
ANO0400 (section: User Configuration=> pinmapcfg).

15.3 Suspend Resume APIs

API Introduction

<pmu_register_sleep_callback> Register suspend/resume call back function for one module
<pmu_unregister_sleep_callback> Unregister suspend/resume call back function
<pmu_acquire_wakelock> Acquire wakelock for one module

<pmu_release_wakelock> Release wakelock

<pmu_set_sysactive_time> Acquire wakelock, and release wakelock automatically after timeout
<pmu_set_max_sleep_time> Set max. sleep time

15.3.1 pmu_register_sleep_callback

Register suspend/resume call back function for <nDeviceld>. Suspend callback function will be called by PMU before system enters sleep
mode, and resume callback function will be called after system resumes.

Note:
[ ] Yield OS is not permitted in suspend/resume callback function like taskYIELD, vTaskDelay, mutex, sema and so on.
®  pmu_set_sysactive_time is not permitted in suspend callback function, while permitted in resume call back function.

Parameter Type Introduction
<nDeviceld> uint32_t Device ID need suspend/resume callback
typedef enum {
PMU_OS =0,
PMU_MAX = 31
} PMU_DEVICE;
<sleep_hook_fun> PSM_HOOK_FUN Suspend call back function
<sleep_param_ptr> void* Suspend call back function parameter
<wakeup_hook_fun> PSM_HOOK_FUN Resume call back function
<wakeup_param_ptr> void* Resume call back function parameter

15.3.2 pmu_unregister_sleep_callback

Unregister suspend/resume call back function for <nDeviceld>.

Parameter Type Introduction
<nDeviceld> uint32_t The same as pmu_register_sleep_callback
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15.3.3 pmu_acquire_wakelock

Wakelock is a 32-bit map. Each module owns 1 bit in this bit map. FreeRTOS tickless references the wakelock and decides that whether it can
enter sleep state.

If any module acquires and holds a bit in wakelock, then the whole system won't enter sleep state.

Parameter Type Introduction
<nDeviceld> uint32_t The same as pmu_register_sleep_callback

15.3.4 pmu_release_wakelock

Release bit[nDeviceld] of wakelock bit map. If wakelock equals to 0, then the system may enter sleep state after system idle.

Parameter Type Introduction
<nDeviceld> uint32_t The same as pmu_register_sleep_callback

15.3.5 pmu_set_sysactive_time

Set system active time. System cannot sleep before timeout.

Note: pmu_set_sysactive_time is not permitted in suspend callback function as it is ineffective, while permitted in resume call back function.

Parameter Type Introduction
<timeout> uint32_t System cannot sleep before timeout. Unit is ms.

15.3.6 pmu_set_max_sleep_time

Set system max. sleep time.

Note:
®  System may be waked by other wake events before this timer is timeout.
®  This setting only works once. The timer will be cleared after system wakeup.

Parameter Type Introduction
<timeout> uint32_t System max. sleep timeout. Unit is ms.

15.4 Power Consumption Measurement

15.4.1 Test Command

We provide command in KM4 for tickless testing. Below is the description.

Items Comment
tickps r debug Release OS wakelock to open tickles function, KM4 will enter sleep mode when idle.
In program you can use pmu_release wakelock (PMU_QOS) to open tickless function.
tickps a Get OS wakelock to close tickless function.
tickps get Get current wakelock. It prints current wakelock bit map. You can use this command to debug why system doesn’t
enter sleep.
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15.4.2 Hardware Preparation

In Ameba-D reference board, there are other components that consume power. For example, DAP, LEDs, FT232, and capacitances. To measure

power consumptions only for Ameba-D, you need to remove resistance at R43 as Fig 15-3.

You can use micro-USB to supply power for the board, and link current meter use J38 as Fig 15-4.
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Fig 15-3 Power consumption measurement
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Fig 15-4 Measuring power consumption from micro-USB
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16 Hardware Crypto Engine

16.1 Introduction

Hardware Crypto Engine is used to authenticate, encrypt and decrypt packets. It can support the following Hash and Cipher functions:

® Hash (include HMAC): MD5/SHA1/SHA2 (224, 256), Poly1305

®  Cipher: AES (ECB/CBC/CFB/OFB/CTR/GMAC/GHASH/GCM), 3DES (ECB/CBC/CFB/OFB/CTR), DES(ECB/CBC/CFB/OFB/CTR), ChaCha20,

Chacha20_poly1305
Hardware Crypto Engine also support sequential hash for long plaintext length.

The following sections illustrate the Hardware Crypto Engine APIs and how to use these APlIs.

16.2 Hardware Crypto Engine APIs

16.2.1 Crypto Engine Initialization API

16.2.1.1 rtl_cryptoEngine_init

Items Description
Introduction Hardware crypto engine initialization
Parameters N/A
Return Status value:
d SUCCESS: initialization is ok.

16.2.2 Hash APIs

16.2.2.1 rtl_crypto_md5

Items Description
Introduction MD?5 calculation digest
Parameters L] message: Plaintext

[} msglen: Plaintext length
®  pDigest: Result of MD5 function

Return Status value:
[ SUCCESS: MDS5 is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.2 rtl_crypto_md5_init

Items Description

Introduction MD?5 initialization (used for sequential hash)
Parameters N/A

Return Status value:

(] SUCCESS: MDS5 initialization is ok.
[ ] Others: fail, refer to ERRNO.
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16.2.2.3 rtl_crypto_md5_update

Items

Description

Introduction

MDS5 block calculation (used for sequential hash)

Parameters [ ] message: Plaintext
[ J msglen: Plaintext length
Return Status value:

®  SUCCESS: MD5 update is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.4 rtl_crypto_md5_final

Items Description

Introduction MD?5 last block calculation (used for sequential hash)
Parameters pDigest: Result of MD5 function

Return Status value:

) SUCCESS: MDS5 final is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.5 rtl_crypto_shal

Items Description
Introduction SHA1 calculation digest
Parameters L] message: Plaintext
[} msglen: Plaintext length
[ J pDigest: Result of SHA1 function
Return Status value:

[ SUCCESS: SHA1 is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.6 rtl_crypto_shal_init

Items Description

Introduction SHA1 initialization (used for sequential hash)
Parameters N/A

Return Status value:

(] SUCCESS: SHA1 initialization is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.7 rtl_crypto_shal_update

Items

Description

Introduction

SHA1 block calculation (used for sequential hash)

Parameters L] message: Plaintext
[ J msglen: Plaintext length
Return Status value:

®  SUCCESS: SHA1 update is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.8 rtl_crypto_shal_final

I Items

| Description

Application Note

All information provided in this document is subject to legal disclaimers.

© REALTEK 2020. All rights reserved.

130



54REALTEK

Hardware Crypto Engine

Introduction

SHA1 last block calculation (used for sequential hash)

Parameters

pDigest: Result of SHA1 function

Return

Status value:
[ SUCCESS: SHA1 final is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.9 rtl_crypto_sha2

Items

Description

Introduction

SHAZ2 calculation digest

Parameters [ ] sha2type: SHA2 type, SHA2_ 224 or SHA2_256
L] message: Plaintext
L] msglen: Plaintext length
[ J pDigest: Result of SHA2 function

Return Status value:

[ SUCCESS: SHA2 is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.10 rtl_crypto_sha2_init

Items Description

Introduction SHAZ2 initialization (used for sequential hash)
Parameters sha2type: SHA2 type, SHA2_224 or SHA2_256
Return Status value:

® SUCCESS: SHA2 initialization is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.11 rtl_crypto_sha2_update

Items

Description

Introduction

SHAZ2 block calculation (used for sequential hash)

Parameters L] message: Plaintext
[} msglen: Plaintext length
Return Status value:

®  SUCCESS: SHA2 update is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.12 rtl_crypto_sha2_final

Items

Description

Introduction

SHAZ2 last block calculation (used for sequential hash)

Parameters

pDigest: Result of SHA2 function

Return

Status value:
[ SUCCESS: SHAZ2 final is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.13 rtl_crypto_hmac_md5

Items

Description

Introduction

HMAC-MDS5 calculation digest

Parameters

(] key: HMAC-MDS5 key, need to be 4-byte aligned
L] keylen: Key length
®  message: Plaintext
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L] msglen: Plaintext length
®  pDigest: Result of HMAC-MD5 function

Return

Status value:
[ SUCCESS: HMAC-MDS5 is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.14 rtl_crypto_hamc_md>5_init

Items

Description

Introduction

HMAC-MDS5 initialization (used for sequential hash)

Parameters L] key: HMAC-MDS5 key, need to be 4-byte aligned
[ J keylen: Key length
Return Status value:

® SUCCESS: HMAC-MDS5 initialization ok
[ ] Others: fail, refer to ERRNO

16.2.2.15 rtl_crypto_hmac_md5_update

Items

Description

Introduction

HMAC-MDS5 block calculation (used for sequential hash)

Parameters [ ] message: Plaintext
[} msglen: Plaintext length
Return retval status value:

®  SUCCESS: HMAC-MD5 update is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.16 rtl_crypto_hmac_md5_final

Items

Description

Introduction

HMAC-MDS5 last block calculation (used for sequential hash)

Parameters

pDigest: Result of HMAC-MD5 function

Return

Status value:
[ ] SUCCESS: HMAC-MDS5 final is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.17 rtl_crypto_hmac_shal

Items

Description

Introduction

HMAC-SHA1 calculation digest

Parameters L] key: HMAC-SHA1 key, need to be 4-byte aligned
(] keylen: key length
®  message: Plaintext
®  msglen: Plaintext length
[} pDigest: Result of HMAC-SHA1 function
Return Status value:

[ SUCCESS: HMAC-SHA1 is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.18 rtl_crypto_hmac_shal_init

Items

Description

Introduction

HMAC-SHAL initialization (used for sequential hash)

Parameters

®  key: HMAC-SHA1 key, need to be 4-byte aligned
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[ J keylen: key length

Return

Status value:
® SUCCESS: HMAC-SHA1 initialization is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.19 rtl_crypto_hmac_shal_update

Items

Description

Introduction

HMAC-SHA1 block calculation (used for sequential hash)

Parameters [ ] message: Plaintext
[ J msglen: Plaintext length
Return Status value:

[ SUCCESS: HMAC-SHA1 update is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.20 rtl_crypto_hmac_shal_final

Items

Description

Introduction

HMAC-SHA1 last block calculation (used for sequential hash)

Parameters

pDigest: Result of HMAC-SHA1 function

Return

Status value:
[ SUCCESS: HMAC-SHAT1 final is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.21 rtl_crypto_hmac_sha2

Items

Description

Introduction

HMAC-SHA2 calculation digest

Parameters

®  sha2type: SHA2 type, SHA2_224 or SHA2_256
key: HMAC-SHA2 key, need to be 4-byte aligned
keylen: Key length

message: Plaintext

msglen: Plaintext length

pDigest: Result of HMAC-SHA2 function

Return

Status value:
[ SUCCESS: HMAC-SHA2? is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.22 rtl_crypto_hmac_sha2_init

Items

Description

Introduction

HMAC-SHA2 initialization (used for sequential hash)

Parameters L] sha2type: SHA2 type, SHA2_224 or SHA2_256
(] key: HMAC-SHA2 key, need to be 4-byte aligned
[ J keylen: Key length

Return Status value:

[ ] SUCCESS: HMAC-SHA? initialization is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.23 rtl_crypto_hmac_sha2_update

Items

Description

Introduction

HMAC-SHA?2 block calculation (used for sequential hash)
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Parameters [ ] message: Plaintext
[ J msglen: Plaintext length
Return Status value:

®  SUCCESS: HMAC-SHA?2 update is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.24 rtl_crypto_hmac_sha2_final

Items

Description

Introduction

HMAC-SHA?2 last block calculation (used for sequential hash)

Parameters

pDigest: Result of HMAC-SHA2 function

Return

Status value:
[ SUCCESS: HMAC-SHA2 final is ok.
[ ] Others: fail, refer to ERRNO.

16.2.2.25 rtl_crypto_poly1305

Items

Description

Introduction

poly1305 calculation digest

Parameters ® key: poly1305 key, need to be 4-byte aligned
® keylen: Key length
®  message: Plaintext
[} msglen: Plaintext length
[ J pDigest: Result of poly1305 function
Return Status value:

®  SUCCESS: poly1305 is ok.

[ ] Others: fail, refer to ERRNO.

16.2.3 Cipher APIs

16.2.3.1 rtl_crypto_xxx_xxx_init

Items

Description

Introduction

XxX initialization
Xxx can be aes_cbc/aes_ecb/aes_ctr/aes_cfb/aes_ofb/aes_gcm/3des_cbc/3des_ecb/3des_ctr/3des_cfb/3des_ofb/
des_cbc/des_ecb/des_ctr/des_cfb/des_ofb

Parameters ® key: Cipher key.
(] keylen: Key length
Return status value:

(] SUCCESS: initialization is ok.
[ ] Others: fail, refer to ERRNO.

16.2.3.2 rtl_crypto_xxx_xxx_encrypt

Items

Description

Introduction

XXX encryption
xxx can be aes_cbc/aes_ecb/aes_ctr/aes_cfb/aes_ofb/aes_gcm/3des_cbc/3des_ecb/3des_ctr/3des_cfb/3des_ofb/
des_cbc/des_ecb/des_ctr/des_cfb/des_ofb

Parameters

[ ] message: Point to source message
msglen: Message length

iv: Initial vector

ivlen: iv length

pResult: Point to cipher result
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Return

Status value:
®  SUCCESS: encryption is ok.
[ ] Others: fail, refer to ERRNO.

16.2.3.3 rtl_crypto_xxx_xxx_decrypt

Items

Description

Introduction

xxx decryption

Xxx can be aes_cbc/aes_ecb/aes_ctr/aes_cfb/aes_ofb/aes_gcm/3des_cbc/3des_ecb/3des_ctr/3des_cfb/3des_ofb/

des_cbc/ des_ecb/des_ctr/des_cfb/des_ofb

Parameters

message: Point to source message
msglen: Message length

iv: Initial vector

ivlen: IV (initialization vector) length
pResult: Point to cipher result

Return

Status value:
®  SUCCESS: decryption is ok.
[ ] Others: fail, refer to ERRNO.

16.2.3.4 rtl_crypto_aes_gcm_init

Items

Description

Introduction

AES-GCM initialization

Parameters ® key: Cipher key
[ J keylen: Key length
Return Status value:

[ ] SUCCESS: initialization is ok.

[ ] Others: fail, refer to ERRNO.

16.2.3.5 rtl_crypto_aes_gcm_encrypt

Items Description
Introduction AES-GCM encryption
Parameters [ ] message: Point to source message
®  msglen: Message length
® iv: Initial vector
®  aad: Point to AAD (additional authentication data)
®  aadlen: AAD length
(] pResult: Point to cipher result
[ J pTag: Point to MAC (Message Authentication Code)
Return Status value:
®  SUCCESS: encryption is ok.
[ ] Others: fail, refer to ERRNO.

16.2.3.6 rtl_crypto_aes_gcm_decrypt

Items

Description

Introduction

AES-GCM decryption

Parameters

message: Point to source message

msglen: Message length

iv: Initial vector

aad: Point to AAD (additional authentication data)
aadlen: AAD length

pResult: Point to cipher result
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®  pTag: Point to MAC (Message Authentication Code)

Return

Status value:
®  SUCCESS: decryption is ok.
[ ] Others: fail, refer to ERRNO.

16.2.3.7 rtl_crypto_chacha_init

Items

Description

Introduction

ChaCha20 initialization

Parameters

key: Cipher key.

Return

Status value:
[ ] SUCCESS: initialization OK
[ ] Others: fail, refer to ERRNO

16.2.3.8 rtl_crypto_chacha_encrypt

Items Description
Introduction ChaCha20 encryption
Parameters ®  message: Point to source message
® msglen: Message length
® iv: Point to IV (initialization vector)
®  count: Counter value.
®  pResult: Point to cipher result
Return Status value:
®  SUCCESS: encryption is ok.
[ ] Others: fail, refer to ERRNO.

16.2.3.9 rtl_crypto_chacha_decrypt

Items Description
Introduction ChaCha20 decryption
Parameters ®  message: Point to source message
) msglen: Message length
®  iv: Point to IV (initialization vector)
®  count: Counter value
[ J pResult: Point to cipher result
Return Status value:

®  SUCCESS: decryption is ok.
[ ] Others: fail, refer to ERRNO.

16.2.3.10 rtl_crypto_chacha_poly1305_init

Items

Description

Introduction

ChaCha Poly1305 initialization

Parameters

key: Cipher key

Return

Status value:
[ J SUCCESS: initialization is ok.
[ ] Others: fail, refer to ERRNO.

16.2.3.11 rtl_crypto_chacha_poly1305_encrypt

Items

Description

Introduction

ChaCha Poly1305 encryption
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Parameters message: Point to source message

msglen: Message length

nonce: Random value

aad: Point to AAD (additional authentication data)
aadlen: AAD length

pResult: Point to cipher result

pTag: Point to MAC (Message Authentication Code)
Return Status value:

®  SUCCESS: encryption is ok.

[ ] Others: fail, refer to ERRNO.

16.2.3.12 rtl_crypto_chacha_poly1305_decrypt

Items Description
Introduction ChaCha Poly1305 decryption
Parameters ®  message: Point to source message
° msglen: Message length
® nonce: Random value
®  aad: Point to AAD (additional authentication data)
®  aadlen: AAD length
®  pResult: Point to cipher result
[ J pTag: Point to MAC (Message Authentication Code)
Return Status value:
®  SUCCESS: decryption is ok.
[ ] Others: fail, refer to ERRNO.

16.3 Hardware Crypto Engine APIs Usage

16.3.1 Starting Hardware Crypto Engine

Before using hardware crypto engine, you need to initialize it first. You can use Crypto Engine Initialization API to do this.

16.3.2 Starting Crypto Engine Calculation
Choose a hash or cipher algorithm, and call the following APIs to calculate hash digest or ciphertext.
16.3.2.1 Hash Algorithm

If a hash algorithm is selected, then Hash APIs (rt/_crypto_xxx) can be used to calculate digest.

Sequential hash is needed when source message length beyond hardware support. Sequential hash breaks a whole long message into several
piece of message payload, then calculate the payload in sequence, until the last message payload.

When use sequential hash, you can follow the steps below:

(1) Initialize sequential hash: use Hash APIs (rt/_crypto_xxx_init) to initialize.

(2) Handle each piece of message payload: call Hash APIs (rt/_crypto_xxx_update) once when one piece message payload.
(3) Handle the last piece of message payload: call Hash APIs (rt/_crypto_xxx_final) once when one piece message payload.

Note: Considering that the Crypto Engine moves data through DMA and bypasses the D-Cache, if the destination array is placed in stack and
the start address is not 32-byte aligned, the cache line would be dirty during function call in some cases. To avoid reading wrong digest back,
users should choose one of the following methods:

® Thedigest array is a global variable.

®  Orthe start address of digest array should be 32-byte aligned if it’s a local variable.

®  Or call the following line to restore data from memory before reading digest when calculation is finished if it’s a local variable.
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DCache_lInvalidate(((u32)digest & CACHE_LINE_ADDR_MSK), (sizeof(digest) + CACHE_LINE_SIZE));

16.3.2.2 Cipher Algorithm

Steps to encrypt or decrypt message are as following:

(1) Initialize
Use Cipher APIs (rtl_crypto_xxx_xxx_init) to initialize.

(2) Encrypt or decrypt message
Call Cipher APIs (rtl_crypto_xxx_xxx_encrypt) to encrypt source message.
Call Cipher APIs (rtl_crypto_xxx_xxx_decrypt) to decrypt source message.

16.4 Demo Code Path

Hardware Crypto Engine demo code locates in folder: project/realtek_amebaD_va0_example/example_sources/CRYPTO
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17 User Configuration

Some functions have complex parameters, it’s hard for SDK to give standard API. For Example, different users have different parameters for
BOOT. So we give some user configuration files which will be called by SDK, and SDK will have different activities based on user configurations.

These configuration files should be maintained by users.

17.1 Configuration File List

The user configuration files are listed in Table 17-1.

Table 17-1 User configuration file

Configuration file

Configuration items

Image

rtI8721dhp_boot_trustzonecfg.c

Used to configure KM4 TrustZone Non-secure areas.

KM4 bootloader

rtl8721dlp_flashcfg.c

Used to configure Flash settings:

[} Flash_Speed

® Flash_ReadMode

) Flash_AVL

You can also configure your Flash use flash_init_userdef, if your Flash is not in
Flash_AVL.

KMO image2

Rtl8721dIp_pinmapcfg.c

Used to reduce I/O power leakage:

® Per pin function configuration

Per pin function pull up & pull down
Per pin sleep pull up & pull down

KMO image2

RtI8721dIp_sleepcfg.c

Sleep/deepsleep power management
Sleep/deepsleep wakeup event
Sleep/deepsleep wake pin

KMO image2

rtl8721d_bootcfg.c

Used to configure boot loader:
®  Flash_MMU_Config

[ J RSIP_Mask_Config

®  Force_OTA1_GPIO

® Boot_Log En

KMO & KM4 bootloader

rtl8721d_ipccfg.c

Used to define your IPC channels

KMO & KM4 image2

rtl8721dlp_intfcfg.c

Enable/Enable low power Rx

KMO image2

rtl8721dhp_intfcfg.c

®  PSRAM configuration:
] Enable PSRAM
B Enable PSRAM calibration function
B Enable PSRAM retention
®  SDIO host configuration:
B SDIO Host bus speed
B SDIO Host bus width
B Card Detect pin
B Write Protection pin
L] FTL parameter configuration:
B The number of physical map pages
B The offset of Flash sectors which is allocated to FTL physical map

KM4 image2

17.2 boot_trustzonecfg

The whole address space will be secure when boot up, SAU is used to configure Non-secure area for some special address space. SAU should be
configured in secure bootloader, and it can’t be changed again after setting, it is protected by hardware.

There are 8x SAU entries in Ameba-D, entry0 to entry4 has been used by system, and entry5 to entry7 are left for user use. You can configure
your own TrustZone Non-secure area.
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17.3 flashcfg

The user Flash configuration items are listed in Table 17-2.

Table 17-2 User Flash configuration
Items Comment Default
Flash_Speed Indicates the Flash baud rate. It can be one of the following value: OxFFFF
[ ] OxFFFF: 80MHz
[ ] Ox7FFF: 100MHz
[ ] Ox3FFF: 67MHz
[ ] Ox1FFF: 57MHz
[ ) OxOFFF: 50MHz
ndicates the Flash read 1/0 mode. It can be one of the following value: OXFFFF
OxFFFF: Read quad 1/0, Address & Data 4 bits mode
O0x7FFF: Read quad O, just data 4 bits mode
0x3FFF: Read dual /0, Address & Data 2 bits mode
Ox1FFF: Read dual O, just data 2 bits mode
®  OxOFFF: 1 bit mode
If the configured read mode is not supported, other modes would be searched until find the appropriate

Flash_ReadMode

mode.
Flash_AVL Maintains the Flash IC supported by SDK, refer to Fig 17-1 for detailed information.
flash_init_userdef Initializes the parameters in this function in order to adopt user-defined Flash on Ameba-D.

17.3.1 Flash Classification

Ameba-D support Flash chips of multi-vendor, such Winbond, MXIC, Gigadevice, ESMT etc. The Flash chips which have been verified on Ameba
platform can be found in UM0400 Ameba Flash AVL.pdf. We divide the supported Flash into 6 species as Table 17-3 shows according to their
characteristics, and they can be used on Ameba-D directly.

Table 17-3 Flash species

Flash Classification Manufacture Flash ID
FlashClass1 Winbond OxEF
FM OxAl
XTX 0x0B
XTX (FT) OxOE
FlashClass2 GD (GD normal) 0xC8
FlashClass3 MXIC (MXIC normal) 0xC2
Hua Hong 0x68
GD (GD MD serial) 0x51
FlashClass4 ESMT 0x1C
FlashClass5 Micron 0x20
FlashClass6 MXIC (MXIC wide-range VCC) 0x28C2

For a new Flash chip that is not available in AVL, users should follow these steps to check if it can be supported by Ameba-D.
(1) Review Flash datasheet to collect essential information
B FlashID
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| Number of Flash status register and the definition (QE, BUSY, WEL, BP etc.)

| Flash Commands (Write/Read status register, Read, Read Dual/Quad Output/IO, Page Program, Sector/Block/Chip Erase,
Enter/Release from Power-down etc.)

B Dummy cycle number of Read Dual/Quad Output/IO mode

(2) Check if these parameters match with those of the existing species

a)  If the Flash belongs to one of the Realtek defined classes, it is already supported by SDK and you can use it directly.

b)  If all the parameters except Flash ID match with those of one species, user should add the Flash ID into Flash_AVL table in SDK
before using it, as Fig 17-1 shows.

c)  If both the Flash parameters and Flash ID mismatch with the existing species, user should define the parameters in function
flash_init_userdef.

const FlashInfo TypeDef Flash AVL([] = {

/"‘lash id, flash_id mask, f£flash class, status_mask, FlashInitHandler */
Realt.ek defined class, any modification is not allched '
Z~ FlashClkssl, 0x000043 NULL}, /* Winbond: MANUFACTURER_ID WINBOND */

I-'l shClassl, NULL}, /* Fudan Micro: MANUFACTURER ID FM */
FlashClassl, NULL}, /* XTIX %/
FlashClassl, NULL}, /* XIX(FT) */
Fl shClass2, NULL}, /* GD normal: MANUFACTURER ID GD */
FlashClassé, NULL}, /* MXIC wide-range VCC: MANUFACTURER ID MXIC */
F lass3, NULL}, /* MXIC normal: MANUFACTURER ID BOHONG */
?l sn:las;&, NULL}, /* Hua Hong */
FlashClass3, NULL}, /* GD MD serial ¥/
FlashClass4, NULL}, /* ESMT: MANUFACTURER ID EON */
FlashClassS, NULL}, /* Microm: MANUFACTURER ID MICRON */

flash, ID is not included in casel list, but specification is compatible with FlashClassl~FlashClassé */
0x0000XXXX, FlashClassX, 0x0000XXXX, NULL},

new »”lash I’\ 15 not included in casel list, and specification is not compatible with FlashClassl~FlashClassé */

{0x00, FlashClassUser, OxFF &flash_init_userdef},
/* End %/
{OxFF, FlashClassNone, ( NULL},

Fig 17-1 Flash_AVL
17.3.1.1 Dummy Cycles

When reading Flash, host sends command and address to Flash. After that host needs to send dummy cycles to Flash before it sends data back.
The number of dummy cycles is various for different read modes.

The following section shows you how to find dummy cycles from Flash datasheet.
Taking Winbond W25Q16JV for an example:

®  There are 6 dummy cycles in Read Quad I/O mode, as Fig 17-2 shows.
®  There are 4 dummy cycles in Read Dual I/0 mode, as Fig 17-3 shows.

The number of dummy clock between Addr

s\ and Data phase H

. Moded 0 1 2 3 4 &5 & T & 8 W 11 12 1 14 15 16 17 18 g 20 2 2 21

fe—— mnsiruction (E8h) ——»| Azsts | aise | are | wra | ounmy | Dummy ::);.m:mﬁum

TTTTTTTT 1

Fig 17-2 Fast read quad I/O instruction sequence
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Fig 17-3 Fast read dual I/O instruction sequence
Users can find the dummy cycle of Read Quad Output and Read Dual Output mode in the same way.
17.3.1.2 Other Parameters
The parameters comparison of these species are listed in Table 17-4.
Table 17-4 Parameters comparison of different Flash species
Items Parameters FlashClass 1 | FlashClass 2 | FlashClass 3 | FlashClass 4 | FlashClass 5 | FlashClass 6
Status Register | Status Register Number 2 2o0r3 1 1 1 1
QE bit Bit[9] Bit[9] Bit[6] No exist No exist Bit[6]
BUSY bit Bit[0]
WEL bit Bit[1]
Dummy Cycle READ 0 0 0 0 0 0
DREAD (11/20 Read) 8 8 8 8 3 8
2READ (2*1/0 Read) 4 4 4 4 5 4
QREAD (11/40 Read) 8 8 8 8 5 8
4READ (4*1/0 Read) 6 6 6 6 9 6
Command Write Enable 0x06 0x06 0x06 0x06 0x06 0x06
Read JEDEC ID Ox9F Ox9F Ox9F Ox9F Ox9F Ox9F
Read Status Register 1 0x05 0x05 0x05 0x05 0x05 0x05
Read Status Register 2 0x35 0x35 - - - -
Write Status Register 1 0x01 0x01 0x01 0x01 0x01 0x01
Write Status Register 21 - -/0x31 - - - -
Chip Erase 0x60 0x60 0x60 0x60 0xC7 0x60
Block Erase 0xD8 0xD8 0xD8 0xD8 0xD8 0xD8
Sector Erase 0x20 0x20 0x20 0x20 0x20 0x20
Power-down 0xB9 0xB9 0xB9 0xB9 0xB9 0xB9
Release from Power-down O0xAB OxAB 0xAB 0xAB O0xAB O0xAB
READ 0x03 0x03 0x03 0x03 0x03 0x03
DREAD (11/20 Read) 0x3B 0x3B 0x3B 0x3B 0x3B 0x3B
2READ (2*1/0 Read) 0xBB 0xBB OxBB 0xBB 0OxBB 0xBB
QREAD (11/40 Read) 0x6B 0x6B 0x6B 0x6B 0x6B 0x6B
4READ (4*1/0 Read) OxEB OxEB OxEB OxEB OxEB OxEB
Read Configuration Register? | - - - - - 0x15
Write Configuration - - - - - -
Register3
Note 1:

®  For FlashClassl, the Write Status Register 2 is written together with the Write Status Register 1 using 0x01, as Fig 17-4 shows.
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®  For FlashClass2, when GD density is less than 2MB, the Write Status Register 2 is written together with the Write Status Register 1 using
0x01, as Fig 17-4 shows. When GD density is larger than 2MB, the Write Status Register 2 is written individually using 0x31, as Fig 17-5

shows.
Note 2: For MXIC wide-range VCC, the Read Configuration Register would be checked whether the chip is in high performance mode by default

once power-on, as Fig 17-6 shows. If not, we would switch it to high performance mode.
Note 3: For MXIC wide-range VCC, the Write Configuration Register is written together with Write Status Register using 0x01, as Fig 17-7

shows.

|-— Instruction (01h) ——i—-— Status Register 1 in —+— Status Register 2 in —-|
109 —X N\ 9.0.0.0.60.60.0.0.0.0.000.0.0.08
* *

High Impedance

Fig 17-4 Write Status Register 1 & 2 sequence (FlashClass1, FlashClass2 when density < 2M)

oo\ /

SCLK 0123 4567 8 910112131415
le—— Command —

st 777 01H/31H/11H

Status Register in
0@60900 L111711171717 77777

SB High-Z

SO

Fig 17-5 Write Status Register 1/2 sequence (FlashClass2 when density > 2MB)

Mode3 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

S——

s [ "
Configuration register-1 Out | Configuration register-2 Out

© High-Z 7XeXsX4X3Y2X1Xo @66690@

MSB MSB

—

Fig 17-6 Read Configuration Register sequence (FlashClass6)
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Mode3 0 1 2 3 45 6 7 B 91011121314 151617 18 19 2021 22 23 24 2526 27 2829 30 31

Status
Register In

~+—— Configuration ——
Register -1 In

|~+—— Configuration
Register -2 In

s I o

High-Z M38

S0

Fig 17-7 Write Status Register and Write Configuration Register sequence (FlashClass6)

17.3.2 FlashClass1 ~ FlashClass6

Table 17-5 lists the parameters for FlashClass1 to FlashClass6 which cannot be modified by users.

Table 17-5 Parameters of different Flash classification (FlashClass1 ~ FlashClass6)
Flash classification Command list Note
FlashClass1 FLASH_InitStruct->FLASH_Id = FLASH_ID_WINBOND;

/*1.1 status bit define */
FLASH_InitStruct->FLASH_QuadEn_bit = BIT(9);
FLASH_InitStruct->FLASH_Busy_bit = BIT(0);
FLASH_InitStruct->FLASH_WLE_bit = BIT(1);
FLASH_InitStruct->FLASH_Status2_exist = 1;

/*1.2 dummy cycle */
FLASH_InitStruct->FLASH_rd_dummy_cyle[0] = 0;
FLASH_InitStruct->FLASH_rd_dummy_cyle[1] = 0x04;
FLASH_InitStruct->FLASH_rd_dummy_cyle[2] = 0x06;

/*1.3 set 2 bits mode command */
FLASH_InitStruct->FLASH_rd_dual_io = OxBB;
FLASH_InitStruct->FLASH_rd_dual_o = 0x3B;

/*1.4 set 4 bits mode command */
FLASH_InitStruct->FLASH_rd_quad_io = OXEB;
FLASH_InitStruct->FLASH_rd_quad_o = Ox6B;

/*1.5 other Flash command set */
FLASH_InitStruct->FLASH_cmd_wr_en = 0x06;
FLASH_InitStruct->FLASH_cmd_rd_id = 0x9F;
FLASH_InitStruct->FLASH_cmd_rd_status = 0x05;
FLASH_InitStruct->FLASH_cmd_rd_status2 = 0x35; //FLASH_CMD_RDSR2;
FLASH_InitStruct->FLASH_cmd_wr_status = 0x01;
FLASH_InitStruct->FLASH_cmd_wr_status2 = 0;
FLASH_InitStruct->FLASH_cmd_chip_e = 0x60;
FLASH_InitStruct->FLASH_cmd_block_e = 0xDS;
FLASH_InitStruct->FLASH_cmd_sector_e = 0x20;
FLASH_InitStruct->FLASH_cmd_pwdn_release = OxAB;
FLASH_InitStruct->FLASH_cmd_pwdn = 0xB9;

FlashClass2 FLASH_InitStruct->FLASH_Id = FLASH_ID_GD; FLASH_cmd_wr_status2
would be set when density
/*1.1 status bit define */ is larger than 2MB in SDK.
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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FLASH_InitStruct->FLASH_QuadEn_bit = BIT(9);
FLASH_InitStruct->FLASH_Busy_bit = BIT(0); //WIP
FLASH_InitStruct->FLASH_WLE_bit = BIT(1); //WLE
FLASH_InitStruct->FLASH_Status2_exist = 1;

/*1.2 dummy cycle */
FLASH_InitStruct->FLASH_rd_dummy_cyle[0] = 0;

FLASH_InitStruct->FLASH_rd_dummy_cyle[1] = 0x04; //(M7-4)2 + 2 dummy
FLASH_InitStruct->FLASH_rd_dummy_cyle[2] = 0x06; //(M7-0)2 + 4 dummy

/*1.3 set 2 bits mode command */
FLASH_InitStruct->FLASH_rd_dual_io = 0xBB;
FLASH_InitStruct->FLASH_rd_dual_o = 0x3B;

/*1.4 set 4 bits mode command */
FLASH_InitStruct->FLASH_rd_quad_io = OxEB;
FLASH_InitStruct->FLASH_rd_quad_o = 0x6B;

/*1.5 other Flash command set */
FLASH_InitStruct->FLASH_cmd_wr_en = 0x06;
FLASH_InitStruct->FLASH_cmd_rd_id = 0x9F;
FLASH_InitStruct->FLASH_cmd_rd_status = 0x05;
FLASH_InitStruct->FLASH_cmd_rd_status2 = 0x35;
FLASH_InitStruct->FLASH_cmd_wr_status = 0x01;
FLASH_InitStruct->FLASH_cmd_wr_status2 = 0;
FLASH_InitStruct->FLASH_cmd_chip_e = 0x60;
FLASH_InitStruct->FLASH_cmd_block_e = 0xDS;
FLASH_InitStruct->FLASH_cmd_sector_e = 0x20;
FLASH_InitStruct->FLASH_cmd_pwdn_release = OxAB;
FLASH_InitStruct->FLASH_cmd_pwdn = 0xB9;

FlashClass3

FLASH_InitStruct->FLASH_Id = FLASH_ID_MXIC;

/*1.1 status bit define */
FLASH_InitStruct->FLASH_QuadEn_bit = BIT(6);
FLASH_InitStruct->FLASH_Busy_bit = BIT(0); //WIP
FLASH_InitStruct->FLASH_WLE_bit = BIT(1); //WLE
FLASH_InitStruct->FLASH_Status2_exist = 0;

/*1.2 dummy cycle */
FLASH_InitStruct->FLASH_rd_dummy_cyle[0] = O;
FLASH_InitStruct->FLASH_rd_dummy_cyle[1] = 0x04;
FLASH_InitStruct->FLASH_rd_dummy_cyle[2] = 0x06;

/*1.3 set 2 bits mode command */
FLASH_InitStruct->FLASH_rd_dual_io = OxBB;
FLASH_InitStruct->FLASH_rd_dual_o = 0x3B;

/*1.4 set 4 bits mode command */
FLASH_InitStruct->FLASH_rd_quad_io = OxEB;
FLASH_InitStruct->FLASH_rd_quad_o = 0x6B;

/*1.5 other Flash command set */
FLASH_InitStruct->FLASH_cmd_wr_en = 0x06;
FLASH_InitStruct->FLASH_cmd_rd_id = Ox9F;
FLASH_InitStruct->FLASH_cmd_rd_status = 0x05;
FLASH_InitStruct->FLASH_cmd_rd_status2 = 0;
FLASH_InitStruct->FLASH_cmd_wr_status = 0x01;
FLASH_ InitStruct->FLASH_cmd_wr_status2 = 0;
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FLASH_InitStruct->FLASH_cmd_chip_e = 0x60;
FLASH_InitStruct->FLASH_cmd_block_e = 0xDS;
FLASH_InitStruct->FLASH_cmd_sector_e = 0x20;
FLASH_InitStruct->FLASH_cmd_pwdn_release = OxAB;
FLASH_InitStruct->FLASH_cmd_pwdn = 0xB9;

FlashClass4

FLASH_[nitStruct->FLASH_Id = FLASH_ID_MXIC;

/*1.1 status bit define */
FLASH_InitStruct->FLASH_QuadEn_bit = 0;
FLASH_InitStruct->FLASH_Busy_bit = BIT(0); //WIP
FLASH_InitStruct->FLASH_WLE_bit = BIT(1); //WLE
FLASH_InitStruct->FLASH_Status2_exist = 0;

/*1.2 dummy cycle */
FLASH_InitStruct->FLASH_rd_dummy_cyle[0] = 0;
FLASH_InitStruct->FLASH_rd_dummy_cyle[1] = 0x04;
FLASH_InitStruct->FLASH_rd_dummy_cyle[2] = 0x06;

/*1.3 set 2 bits mode command */
FLASH_InitStruct->FLASH_rd_dual_io = OxBB;
FLASH_InitStruct->FLASH_rd_dual_o = 0x3B;

/*1.4 set 4 bits mode command */
FLASH_InitStruct->FLASH_rd_quad_io = OXEB;
FLASH_InitStruct->FLASH_rd_quad_o = 0x6B;

/*1.5 other Flash command set */
FLASH_InitStruct->FLASH_cmd_wr_en = 0x06;
FLASH_InitStruct->FLASH_cmd_rd_id = Ox9F;
FLASH_InitStruct->FLASH_cmd_rd_status = 0x05;
FLASH_InitStruct->FLASH_cmd_rd_status2 = 0;
FLASH_InitStruct->FLASH_cmd_wr_status = 0x01;
FLASH_InitStruct->FLASH_cmd_wr_status2 = 0;
FLASH_InitStruct->FLASH_cmd_chip_e = 0x60;
FLASH_InitStruct->FLASH_cmd_block_e = 0xDS;
FLASH_InitStruct->FLASH_cmd_sector_e = 0x20;
FLASH_InitStruct->FLASH_cmd_pwdn_release = OxAB;
FLASH_InitStruct->FLASH_cmd_pwdn = 0xB9;

FlashClass5

FLASH_InitStruct->FLASH_Id = FLASH_ID_MICRON;

/*1.1 status bit define */
FLASH_InitStruct->FLASH_QuadEn_bit = 0;
FLASH_InitStruct->FLASH_Busy_bit = BIT(0);
FLASH_InitStruct->FLASH_WLE_bit = BIT(1);
FLASH_InitStruct->FLASH_Status2_exist = 0;

/*1.2 dummy cycle */
FLASH_InitStruct->FLASH_rd_dummy_cyle[0] = 0;

/* set Micron rd_dummy_cyle based on baud rate, default 100MHz */

FLASH_InitStruct->FLASH_rd_dummy_cyle[1] = 0x05;
FLASH_InitStruct->FLASH_rd_dummy_cyle[2] = 0x09;

/*1.3 set 2 bits mode command */
FLASH_InitStruct->FLASH_rd_dual_io = OxBB;
FLASH_InitStruct->FLASH_rd_dual_o = 0x3B;

/*1.4 set 4 bits mode command */
FLASH_ InitStruct->FLASH_rd_quad_io = OxEB;
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FLASH_InitStruct->FLASH_rd_quad_o = 0x6B;

/*1.5 other Flash command set */
FLASH_InitStruct->FLASH_cmd_wr_en = 0x06;
FLASH_InitStruct->FLASH_cmd_rd_id = Ox9F;
FLASH_InitStruct->FLASH_cmd_rd_status = 0x05;
FLASH_InitStruct->FLASH_cmd_rd_status2 = 0;
FLASH_InitStruct->FLASH_cmd_wr_status = 0x01;
FLASH_InitStruct->FLASH_cmd_wr_status2 = 0;
FLASH_InitStruct->FLASH_cmd_chip_e = 0xC7;
FLASH_InitStruct->FLASH_cmd_block_e = 0xDS;
FLASH_InitStruct->FLASH_cmd_sector_e = 0x20;
FLASH_InitStruct->FLASH_cmd_pwdn_release = OxAB;
FLASH_InitStruct->FLASH_cmd_pwdn = 0xB9;

FlashClass6

FLASH_[nitStruct->FLASH_Id = FLASH_ID_MXIC;

/*1.1 status bit define */
FLASH_InitStruct->FLASH_QuadEn_bit = BIT(6);
FLASH_InitStruct->FLASH_Busy_bit = BIT(0); //WIP
FLASH_InitStruct->FLASH_WLE_bit = BIT(1); //WLE
FLASH_InitStruct->FLASH_Status2_exist = 0;

/*1.2 dummy cycle */
FLASH_InitStruct->FLASH_rd_dummy_cyle[0] = 0;
FLASH_InitStruct->FLASH_rd_dummy_cyle[1] = 0x04;
FLASH_InitStruct->FLASH_rd_dummy_cyle[2] = 0x06;

/*1.3 set 2 bits mode command */
FLASH_InitStruct->FLASH_rd_dual_io = OxBB;
FLASH_InitStruct->FLASH_rd_dual_o = 0x3B;

/*1.4 set 4 bits mode command */
FLASH_InitStruct->FLASH_rd_quad_io = OXEB;
FLASH_InitStruct->FLASH_rd_quad_o = 0x6B;

/*1.5 other Flash command set */
FLASH_InitStruct->FLASH_cmd_wr_en = 0x06;
FLASH_InitStruct->FLASH_cmd_rd_id = Ox9F;
FLASH_InitStruct->FLASH_cmd_rd_status = 0x05;
FLASH_InitStruct->FLASH_cmd_rd_status2 = 0;
FLASH_InitStruct->FLASH_cmd_wr_status = 0x01;
FLASH_InitStruct->FLASH_cmd_wr_status2 = 0;
FLASH_InitStruct->FLASH_cmd_chip_e = 0x60;
FLASH_InitStruct->FLASH_cmd_block_e = 0xDS;
FLASH_InitStruct->FLASH_cmd_sector_e = 0x20;
FLASH_InitStruct->FLASH_cmd_pwdn_release = OxAB;
FLASH_InitStruct->FLASH_cmd_pwdn = 0xB9;

17.4 pinmapcfg

When entering sleep and deep-sleep mode, 1/0 pull control is needed. Otherwise it results in power leakage. For example, UART voltage level is
high. If we pull down UART pin or not pull, then power leakage happens. So we must make sure that each pin has proper pull control.

In SDK, you should set GPIO function pull control and sleep pull control in pmap_func based on your PCB board, and SDK will set pull control
based on your setting between suspend and resume.
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const PMAP_TypeDef pmap_func[]=

// Pin Hame
{_Pa_0,
{_Pa_1,

_PA_2Z,

Func PU/PD
GPIO_PuPd_DOWN,
GPIO_PuPd_DOWN,
GPIO_PuPd_DOWN,
GPIO_PuPd_DOWN,
GPIO_PuPd_DOWRN,
GPICO_PuPd_DOWN,
P GPIO_PuPd_DOWN,
Pa_7, GPIO_PuPd_KEEP,
Pa_g, GPIO_PuPd_KEEP,
GPIO_PuPd_UP,
GPIO_PuPd_UP,
GPIO_PuPd_UP,
GPIO_PuPd_DOWN,
GPIO_PuPd_DOWN,
GPIO_PuPd_DOWN,

r"\r"\r"\r"\r"\r"\r"\r‘nr‘\ by by by gty
b=l
Ib
k=l

{_Pa_15, GPIO_PuPd_DOWN,
{_Pa_1sa, GPIO_PuPd_DOWN,
{_Pa_17, GPIO_PuPd_DOWN,
{_Pa_1a, GPIO_PuPd_UP,
{_Pa_19, GPIO_PuPd_DOWH,
{_Pa_z0, GPIO_PuPd_DOWHN,
{_Pa_2z1, GPIO_PuPd_DOWH,
{_Pa_zz, GPRIO_PuPd_UP,
{_Pa_z3, GPIO_PuPd_UP,
{_Pa_24, GRIO_PuPd_UP,
{_Pa_2s5, GRIO_PuPd_DOWRN,
{_Pa_26, GPIO_PuPd_DOWRN,
{_Pa_27, GPIO_PuPd_KEEP,

GPIO_PuPd_DOWN,

GPIO_PuPd_UP,
GPIO_PuPd_UP,

{

{_Pa_z9 GPIO_PuPd_UP,
{_Pa_z0, GPIO_PuPd_UP,
{_pa_31, GPIO_PuPd_UP,

{ PB_O, GPIO_PuPd_UP,

{ PB_1, GPIO_PuPd_UP,
{_PB_2, GPIO_PuPd_UP,
{_PB_3, GPIO_PuPd_DOWN,
{_PB_4, GPIO_PuPd_DOWRN,
{_PB_5, GPIO_PuPd_DOWN,
{_PB_6, GPIO_PuPd_DOWN,
{1{_PB_6, [PIO_PuPd_UP,
{_FB_7, GPIO_PuPd_DOWHN,
{_PB_8, GPIO_PuPd_UR,
{_PB_9, GPIO_PuPd_UP,

{

{

{_PB_12, GPIO_PuPd_UP,
{_PB_13, GPIO_PuPd_UP,
{_PB_14, GPIO_PuPd_UP,
{_PB_15, GPIO_PuPd_UP,
{_PB_16, GPIO_PuPd_UP,
{_PB_17, GPIO_PuPd_UP,
{_PB_18, GPIO_PuPd_DOWHN,
{_PB_19, GPIO_PuPd_DOWHN,
{_PB_20, GPIO_PuPd_DOWN,
{_Pa_21, GPIO_PuPd_DOWN,
{_PB_22, GPIO_PuPd_DOWRN,
fA{_PB_22, GPIO_PuPd_NOPULL,
{_PB_23, GPIO_PuPd_DOWRN,
{_PB_24, GPIO_PuPd_DOWN,
{_PB_25, GPIO_PuPd_DOWHN,
{_PB_25, GPIO_PuPd_DOWHN,
{_PE_27, GPIO_PuPd_UP,

{ _PB_28, GPIO_PuPd_UP,
{_PB_29, GPIO_PuPd_DOWN,
{_PB_30, GPIO_PuPd_UP,
{_Pa_31, GPIO_PuPd_DOWN,
{_PNC, GPIO_PuPd_KEEP,

Slp PU/PD
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPLO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPLO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPLO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPLO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_DOWN,
GPLO_PuPd_DOWMN,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_DOWN,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPLO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,

DSlp PU/PD

GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPI10_PuPd_KEEP,
GPI1O_PuPd_KEEP,
GP1O_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPI1O_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPI10_PuPd_KEEP,
GPI1O_PuPd_KEEP,
GPI1O_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GP1O_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPI1O_PuPd_KEEP,
GPI1O_PuPd_KEEP,
GPI1O_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPI1O_PuPd_KEEP,
GPI1O_PuPd_KEEP,
GP1O_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,
GPIO_PuPd_KEEP,

LowPowearPin
FALSE}, //f
FALSE}, //
FALSE}, //f
FALSE}, //
FALSE}, //f
FALSE}, //
FALSE}, //
FALSE}, // UART_LOG_TXD
FALSE}, // UART_LOG_RXD
FALSEY}, //
FALSEY}, //
FALSE}, //f
TRUEY}, // keyscan
TRUE}, // keyscan
TRUE}, // keyscan
TRUE}, // keyscan
TRUE}, // keyscan
TRUEY, // keyscan
TRUE}, // keyscan
TRUE}, // keyscan
TRUE}, // keyscan
TRUE}, // keyscan
FALSE}, //
FALSE}, //
FALSE}, //
TRUE}, // keyscan
TRUE}, // keyscan
FALSE}, // SWD_DATA or normal_mode_sel
FALSE}, //
FALSE}, //
FALSEY}, //
FALSE}, //
FALSE}, //f
FALSE}, //
FALSE, //
FALSE}, // SWD_CLK
FALSEY}, // TouchO
FALSEY}, // Touchi
FALSE}, // Touch2
FALSEY},
FALSE}, // Touch3
FALSE}, //
FALSE}, //
FALSE}, //f
FALSE}, //
FALSE}, // SPI_DATAZ
FALSE}, //SPL_CLK
FALSE}, // SPI_DATAD
FALSE}, 7/ SPI_DATAZ
FALSE}, //SPI_CS
FALSE}, //SPI_DATAL
FALSEY, //
FALSE}, //
FALSE}, //
FALSE}, //
FALSE}, // IR pin should no- pull when you use IR
FALSEY,
FALSE}, //
FALSE}, //
FALSEY}, //
FALSEY}, // fix antanna diversity can not use issue
FALSEY}, //
FALSE}, //
FALSEY}, //
FALSEZ, //f
FALSEY}, /f
FALSE?}, // table end

17.5 sleepcfg

This file should be kept the default settings, you can only change it with Realtek RD’s help.

17.6 bootcfg

Bootloader can be configured through this file, as Table 17-6 and Fig 17-8 show.
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Table 17-6 User bootcfg

Configuration items

Comment

Flash_MMU_Config

Used for MMU configuration. OTA2 address mapping should be settled here.

OTA_Region

OTA start address

RSIP_Mask_Config

RSIP mask configure

Force_OTA1_GPIO

Force OTA1 GPIO configuration

Boot_Log En

Used to disable Realtek boot log

FwCheckCallback

Firmware verify callback handler

OTASelectHook

Firmware select hook
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I

L)
F @hbrif MMU Configuration.
* There are 8 MMU entries totally, Entry O B Entry 1 are already used by OTA, Entry 2~7 can be used by Users,
7
L
BOOT_RAM_DATA_SECTION
MMLU_CaonfO=f Flash_MMU_Config[] = {

S Fyiaddrstart, WAddrEnd, Paddrstart, PaddrEnd¥/
{!:N:FFFFFFFF. OxFFEEFEEFE, OxFFEFEEEE, !::FFFFFFFF}. ## Enbry 2
{EXFFFFFFFF. OxFFFEFFEF, IxFFFFFEEE, EKFFFFFFFF}, ## Enbry 3
{EXPPPPPPPP. O0xFFFFFEFEF, O0xFFFFEEEE, !)(PPPPPE'E'E':S, F#fEnbry 4
{!:N:FFFFFFFF. OxFFEEFEEFE, OxFFEFEEEE, !::FFFFFFFF}. ##Enbry 5
{ExFFFFFFFF. OxEFFEEFEEE, OxFFEFEEEE, E::FFFFFFFF:’. ##Enbry &
{EXPPPPE’E’E’E’. OxEFEEFEEFE, IxFFEEFEEE, E)(E'PPPPE'E'E':S, ffEnbry 7
{!xE’E’E’E’E’E’E’E’. O0xEFEEEEEFE, O0xFFEFEEEE, !J(E'E'E'E'E'E'E'E':S.

1,
i F
/

* @brif OTA start address, Because KMO B KMd4 IMGZ are combined, users enly need to set the start address
- of KMO IMGZ.
=llll
BOOT_RAM_DATA_SECTION
uzZ OTA_ ion[z] = {
TacA00 60, [/ * OTAIL region start address &/
008106000, [ F OTAZ regien start address */
HH

i ¥

L

* @brif  RSIP Mask Cenfiguratien.

= There are 4 RSIP mask entries totally, Entry O is already used by System Data, Entry 2 is reserved by Realtek,
* Cnly Entry 1 B Entry 2 can be used by Users,

® MaskAddr: start address for RSIP Mask, should be 4KE sligned]

= MaskSize: size of the mask area, unit is 4KB

i
BOOT_RAM_DATA_SECTION
RSIP_MaskDef RSIP_Mask_Config[] = {

J FMaslkaddr, MaskSize™/

{ Gt 001004, ay, /¢ Enbry 0: 4K systemy datn & 4K backup & DPK

/¥ custemer can set here ¥/

{ 0xFFFEFFEF, OXFEEE},  /fEnby 1: com be vsed by users

{0xFFEFEEEE, 0xEFFEY,  //Emby 2: car b ussd by ussrs

{ 0xFFFFEFEE, OxEEEE},  //Enmby 3: Ressrved by Resltsk, IF RDP is nof ussd, this snby can be ussd by users.

/ * End */

{ OwEEEEEEEE, OxEFEE},
b
| FF

L
* @brif GPIO ferce OTAL as imageZ, OxFF means force OTAL trigger is disabled,
* BIT[7]: active level, O is low level active, 1 is high level active,
F  BIT[6:5]: port, 0 is PORT_A, 1 is PORT_BE
= BIT[4:0]: pin num O~31
Ff
i
BOOT _RAM_DATA SECTION
uZ Force OTA1_GPIO = 0xFF:

i FE

* @brif boot leg enable er disable.
= FALSE: disable

= TRUE: enzble

$|'.I

BOOT_RAM_DATA_SECTION

uZ Boot_Log_En = FALSE:

i ®E

* @brif Firmware verify callback handler,

= If users nesd to verify checksum, hash for image2, implement the functien and assign the address
= te this function pointer.

* @param Mane

¥ @retval 1: Firmware verify successfully, 0: verify failed

7

L
BOOT_RAM_DATA_SECTION
FuncPtr PwCheckCallback = MULL;

i ®E
/

F @brif Firmware select hoal:,

= If users need to implement own OTA select method, implement the function and assign the address
= te this functicn pointer.

* @param Mane

* @retval O: bath firmwares are invalid, select none, 1: boot fram OTAL, 2: boot from OTAZ

EX

BOOT_RAM_DATA_SECTION

FuncPtr OTASelectHook = MIULL;

Fig 17-8 User bootcfg

All information provided in this document is subject to legal disclaimers.
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17.7 ipccfg

You can add IPC entry referring to Fig 17-9, so that KM4 & KMO can send message to each other by the method you defined.

For USER_MSG_TYPE:

® |PC_USER_POINT: Message in IRQFUNC is a pointer (address).
[ ] IPC_USER_DATA: Message in IRQFUNC is just a value.

#if defined [ARM_CORE_CM4)

const IPC_INIT_TAELE ipc_init_config[] =

/ | USER_MSG_TVPE
{1PC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,

{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,

{ 0xEFFEEFEE, OFF,

rd
#alse
#if CONFIG_WIFI_FW_EN

IRQFUNC

shell_switch_ipc_int,

NULL,

FLASH_Write_IPC_Int,
{IPC_USER_POINT, NULL,

NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
MNULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
MNULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
MNULL,
NULL,
NULL,
NULL,
NULL,
NULL,

(VOID®) NULL}
[(VOID™) NULL}

IRQDATA

(WOIDF) NULLY,// chanmel O: IPC_INT_CHAN_SHELL_SWITCH

[WOID™) NULLY ./ chammel 2: IPC_INT_CHAN_WIFLFV

[WOIDT) NULLY,s
I\..'OID“ NULL},/
IVOID*‘ NULLYs
I\.’OID*‘ MNULL}./
I_\.'OID“ NULL } s

IVOID*‘ NULLs..r.r
I\."OID“ MULL}
I\.'OID*‘ NULL},/

(VOID=) NULL}/7
'?‘\:iSiB:EHﬂtt?"’
| i
[VOID) NULL} ./
[VOID?) NULLs..r.r
(VOID=) NULL},
(WDID¥) NULLs:
(VOID=) NULL},
N/o1D+] NULLY
| ;e
(VOID?) NULL:.:
[VOID®) NULL]
(VOID=) NULLY./
nmm: NULLY,,
[WVOIDZ) NULL},/
[VOID*} NULL ./
[WVOID¥) NULL},/
(WVOID*) NULL}./

OFF}, / * Table end =/

extern void APiver_fw_flow_Ipc_intivoIio *Data, uZZ IrgStatus, uZZ ChanMum);
=define fw_flow_ipc_int driver_fw_flow_ipc_int

#else
=define fur_flow_ipc_int NULL
#endif

const IPC_INIT_TAELE ipc_init_config[] =
{

/ USER_MSG_TVPE
{IDC USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,

{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,
{IPC_USER_DATA,

{ 0xFFFEEFEF, OFF,

i
#andif

IRQFUNC

shell_switch_ipc_int,

fue_flow_ipc_int,

FLASH_Write_IPC_Int,
{IPC_USER_POINT, km4_tickless_ipc_int,

NULL,
MNULL,

NULL,
NULL,
NULL,
NULL,
NULL,
MNULL,

IRQDATA

: Reserved for Realtek use

: Resmrved for Realt=k use

: Ressrved for Realbzk use

> Ressrved for Realtek use

: Ressrved for Realtek use

9: Ressrved for Realtek use

: Reserved for Reslb=k use

: Reserved for Realtek use

: Reserved for Reslt=k use

: Reserved for Realtek use

: Reserved for Reslt=k use

: Ressrved For Realt=k use

: Ressrved For Customer uss
: Ressrved for Customer use
: Ressrved For Customer use
9: Ressrved for Customer use
: Reserved for Custormer use
: Res=rved for Customer use
: Ressrved For Cusbomer use
: Ressrved For Customer uss
: Ressrved for Cusbomer use
: Ressrved For Customer uss
: Ressrved for Customer use
: Reserved for Custormer use
: Reserved for Customer use
: Ressrved For Cusbomer use
: Ressrved For Customer uss
: Ressrved for Cusbomer use

[WOIDT) NULLY,// chammel O: IPC_INT_CHAN_SHELL_SWITCH
(VOID™) IPCM4_DEV},// channal 1: IPC_INT_CHAN_WIFLFIY
|\.'OID“ MULL},// chanmel 2: IPC_INT_CHAN_FLASHPG_REQ

[WOID®) NULLY.// chanmel 3: IPC_INT_KM4_TICKLESS INDICATION

[VOID™) NULL}./7
WOID™) NULL3.
WOID™) NULL}/
WOID®) NULL}.
WOID™) NULLY i/
[WOID) NULLY.
[VOID™) NULL}./

IVOID*‘ NULL},/
I\.'OID“ NULL},.s
IVOID“ MULL}./

I'\..'OID“ MULL}./
IVOID“ NULL}.
I\."OIDz‘ MULL}
I\..'OID“ NULLs..f

[WOID™) NULLY i/
WOID™) NULL}
[VOID®) NULL}.,

I\."OIDz‘ NULL Feiid
I\..'OID“ MNULL} Hof

WOID™) NULL}./reh
[WOID*) NULLY.
[(VOID™) NULLY.s

COFF}, / * Table end */

el 4: Ressrved for Realbzk use
el 5: Ressrved for Realbek uss
el 6: Ressrved for Realbek use
chanmel 7: Reserved for Realtek use
el 8: Ressrved for Realb=k use
el 9: Reserved for Realtek use
: Reserved for Reslt=k use
IVOID*‘ NULL}Y,//chammel 22:
: Ressrved For Realt=k use
: Ressrved for Realtzk use
: Reserved for Realtsk use
(voID=® ‘ MULLY,// chanme 15:

Rese=rved For Realt=k use

Reserved for Reslb=k use

: Ressrved For Customer uss
: Ressrved for Customer use
: Ressrved for Custormer use
9: Res=rved for Customer use
: Ressrved For Cusbomer use
: Ressrved For Customer uss
: Ressrved for Customer use
: Ressrved For Customer uss
: Ressrved for Customer use
. Ressrved for Custormer use
: Resmrved for Customer use
: Ressrved For Cusbomer use
: Ressrved For Customer uss
: Ressrved for Cusbomer use
: Ressrved For Customer uss
: Resmrved for Customer use

Fig 17-9 User ipccfg

Note: Use IPC channel 16~31 and IPC semaphore index 8~15, Channel 0~15 and semaphore index 0~7 are reserved for Realtek use.
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.
17.8 Ipintfcfg
UART low power Rx enable/disable can be configured through this file.
UARTCFG_TypeDef vart_config[z]=
{
/¥ UARTO ¥/
{
LOW_POWER_R¥_ENABLE = DISABLE, / *Enable low power RX¥/
Fr
/¥ UARTL ¥/
{
LOW_POWER_RX¥_EMABLE = DISABLE,
i
b
.
17.9 hpintfcfg
PSRAM parameters, SDIO host parameters and FTL parameters can be configured through this file.
Zinclude "ameba_soc.h"
#include "autoconf.h”
PSRAMCFG_TypeDef psram_dev_config = {
.psram_dev_enable = FALSE, [/ enable psram
.psram_dev_cal_enable = FALSE, // enable psram calibration function
.psram_dev_retention = FALSE, //enable psram retention
¥
SDIOHCFG_TypeDef sdioh_config = {
.sdioh_bus_speed = SD_SPEED_HS, // SD_SPEED_DS or 5D_SPEED_HS
.sdioh_bus_width = SDIOH_BUS_WIDTH_4BIT, //SDIOH_BUS WIDTH_1BIT or SDIOH_BUS_WIDTH_4BIT
.sdioh_cd_pin = _PB_25, //_PB_25/_PA_&/_PNC
.sdioh_wp_pin = _PNC, //_PB_24f_PA_5/_PNC
¥
#if defined(CONFIG_FTL_EMABLED)
#define FTL_MEM_CUSTEM ]
#if FTL_MEM_CUSTEM == 0
#error "You should allocate flash sectors to for FTL physical map as following, then set FTL_MEM_CUSTEM to 1. For more information, Please refer to Application Note, FTL chapter. "
#else
const ug ftl_phy_page_num = 3; /* The number of physical map pages, default is 3%/
const u32 ftl_phy_page_start_addr = 0x H /* The start offset of flash pages which is allocated to FTL physical map.
Users should modify it according to their own memory layout! | */
#endif
#endif
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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18 Flash Operation

18.1 Functional Description

Ameba-D uses SPI Controller (SPIC) to communicate with SPI NOR Flash.

There are two operation modes for SPIC: auto mode and user mode.

® User mode: A typical software flow to implement all serial transfer. User can transmit or receive data from SPI Flash through setting up
SPIC registers.

[ ] Auto mode: Compared to user mode, auto mode is a hardware control flow to execute. After initialize setting, user don’t need to
configure the related control register for each transfer operation. Auto mode is a convenient way to access SPI Flash just as access
memory (SRAM or DRAM).

The SPIC is initialized automatically in boot sequence, and user must not initialize SPIC manually. The supported mode for different operations
can be found in Table 18-1.

Table 18-1 SPIC operation mode

Flash Operation SPIC Operation Mode
Read data Auto mode/User mode
Program data User mode

Erase User mode
Receive/transmit command User mode

Note: Auto mode and user mode can’t be used at the same time.

18.2 Protection Method

Considering Ameba-D supports Flash executed in place (XIP), which enables code execute directly in Flash memory without copying to RAM.
Both KMO and KM4 CPU cores can issue request to SPIC in auto mode to read instructions from Flash to execute.

To prevent being interrupted by auto mode reading, the user mode operation should be protected until it is finished. Fig 18-1 shows the flow
of KMO manipulating Flash safely in user mode, which has been protected. The method of KM4 manipulating Flash is in the same way.

The protection methods are implemented in FLASH_Write_Lock() and FLASH_Write_Unlock() functions. The APIs provided by Realtek in 18.3
and 18.4 are already protected and can be called by users directly.

Note: If users need to implement user mode function by themselves, the code of manipulating SPIC should locate in RAM instead of Flash. They
should also call FLASH_Write_Lock() before operation and call FLASH_Write_Unlock() to release from protection after operation.

Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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®) Flash operation in user mode

® Get KM4 sleep status N

@ Disable all interrupts

@© Restore all interrupts

@ Get KM4 wake status 4'/

@ Flash PG IPC

&

@ Execute “wfe” to enter sleep mode

}
}
}

@ Execute “sev”  >

® Wake up

Fig 18-1 User mode operation flow

18.3 Flash Raw APIs

18.3.1 Read

18.3.1.1 HAL_READ8/HAL_READ16/HAL_READ32

Items Description
Introduction Read 1-byte/1-word/1-dword data from Flash in auto mode, just as access SRAM.
Parameters ® base: the base address of Flash memory. It should be SPI_FLASH_BASE which is 0x08000000.
®  addr: the offset address in Flash memory. It should be byte-aligned for HAL_READS8, word-aligned for
HAL_READ16 and dword-aligned for HAL_READ32.
Return The read data

18.3.1.2 FLASH_ReadStream

Items

Description

Introduction

Read a stream of data from specified offset address of Flash in auto mode.

Parameters ®  address: specify the starting offset address to read from. It has no alignment restrictions.
(] len: specify the length of the data to read.
®  data: specify the buffer to save the read-back data.

Return Status

[ ] 1: success
[ J Others: fail

Application Note
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18.3.2 Write

18.3.2.1 FLASH_TxDatal2BXIP

Items Description
Introduction Write data to flash in user mode. This function is already protected and can be called by user directly.
Parameters ®  StartAddr: start offset address in Flash from which SPIC writes.
® DataPhaselLen: the number of bytes that SPIC sends in Data Phase. It should not be more than 12 bytes.
[ J pData: pointer to a byte array that is to be sent.
Return N/A

18.3.2.2 FLASH_WriteStream

Items

Description

Introduction

Write a stream of data to specified address in user mode. This function is already protected and can be called by user
directly.

Parameters ®  address: specifies the starting offset to write to.
® |en: specifies the length of the data to write. It has no restrictions of less than 12 bytes.
®  data: pointer to a byte array that is to be written.

Return Status

[ ] 1: success
d Others: fail

18.3.3 Erase

18.3.3.1 FLASH_EraseXIP

Items Description
Introduction Erase sector/block/chip for Flash in user mode. The function is already protected and can be called by users directly.
Parameters (] EraseType: can be one of the following value.

B EraseChip: erase the whole chip.

| EraseBlock: erase the specified block (64KB).

| EraseSector: erase the specified sector (4KB).

[ ] Address: address should be 4-byte aligned. The block/sector which the address in will be erased.

Return N/A

18.3.4 Receive/Transmit Command

18.3.4.1 FLASH_RxCmdXIP

Items Description

Introduction Send Rx command to Flash to get status register or Flash ID in user mode. This function is already protected and can be
called by user directly.

Parameters ® cmd: command that need to be sent.
® read_len: the number of bytes that will be read by SPIC after sending command.
[ J read_data: pointer to a byte array which is used to save data received.

Return N/A

18.3.4.2 FLASH_SetStatusXIP

I Items

| Description

Application Note
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Introduction Set Flash status register in user mode. The function is already protected and can be called by users directly.
Parameters L] cmd: command to be sent.

® len: the number of bytes to be sent after sending command.

®  status: pointer to byte array to be sent.
Return N/A

18.4 Flash Mbed APIs

The descriptions of Flash Mbed APIs can be found in AN403 Peripheral Driver Mbed APl.chm. All these functions have already been protected
and can be called directly.

18.5 User Configuration

Ameba-D provides rtI8721dlp_flashcfg.c to configure Flash speed and read mode.

FEx

* @brif Indicate the flash baudrate. It can be one of the following value:

* B=FFFF: 88MHz
* Bx7FFF: 188HHz
* Bx3FFF: 67MHz
* Bx1FFF: 57HHz
* BxBFFF: S8MHz
®/

const w16 Flash_Speed = BxFFFF;

Fig 18-2 Configuring Flash speed

Fxx

*
*
*
*
*
*

=/

# Bbrif Indicate the flash read I/0 mode. It can be one of the following value:
BxFFFF:
Bx7FFF:
8x3FFF:
B21FFF:
8xBFFF :
@note If the

Read quad I0, Address & Data 4 bits mode
Read quad 0, Just data 4 bits mode

Read dual I0, Address & Data 2 bhits mode
Read dual 0, Just data 2 bits mode

1 bit mode

configured read mode is not supported, other modes would be searched until find the appropriate mode.

const ul6 Flash_Readlode = BxFFFF;

Fig 18-3 Configuring Flash read mode

Note: For some Flash chip which is not available in Flash AVL, the principle to determine whether it can be supported by SDK, and the method
to add a new Flash can be found in User Configuration.

Application Note
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19 Battery Measurement

19.1 Functional Description

LP-ADC has a total of 11 channels, of which 8 are external channels and 3 are internal channels. 8 external battery measurement channels
include 7 normal channels and 1 VBAT channel, as Table 19-1 shows. The VBAT channel measurable range is 0~5V.

Table 19-1 Channel description

Function ADC Channel Pin Name Voltage Range

Normal channel CHO ~ CH6 PB[4] ~ PB[7] (CHO ~ CH3) 0 ~ 3.3V (when power is 3.3V)
PB[1] ~ PB[3] (CH4 ~ CH6) 0~ 1.8V (when power is 1.8V)

VBAT CH7 VBAT_MEAS 0~ 5V

When one channel is added to channel switch list, LP-ADC would convert the voltage of corresponding pin to digital data. The resolution of
digital sample data is 12-bit.

To obtain sample data, auto mode, timer-trigger mode and software-trigger mode can be adopted according to different usages. LP-ADC can
also be configured to send wakeup and interrupt signal to system when the sample data matches criteria.

19.2 Calibration

The relationship between input voltage and sample data is almost linear. Fig 19-1 shows the conversion of sample data and input voltage of
VBAT_MEAS.

e VBAT

4500
4000
3500
3000
2500
2000
1500
1000

500

Sample Data

0 1 2 3 4 5 6

Voltage

Fig 19-1 Relationship between sample data and input voltage

To obtain voltage from sample data, the following formula can be used:
10 = Data — OFFSET

GAIN

Voltage =

Where

° Data: 12-bit sample data

®  OFFSET: 10 times of sample data of 0.000V

®  GAIN: 10 times of sample data increment when voltage rises 1V

To enhance conversion accuracy, ADC calibration is necessary to obtain precise OFFSET and GAIN parameters for channels.
The calibration operations can be done in FT test. The FT test would sample for different voltages and use Linear Fitting Method to calculate

OFFSET and GAIN. Pay attention that the OFFSET and GAIN values gotten from FT test are 10 times of the actual values. When calculating
voltage using the above two values, they must be divided by 10 first; that is,

Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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As normal external channels use the same voltage divider circuit, they can use one set of calibration parameters. But VBAT channel need to be

pata — OFFSET

—o — 10 Data — OFFSET

Voltage = =

GAIN
10

V)

calibrated independently. These parameters would be programmed into eFuse after calibration, as Table 19-2 shows.

Table 19-2 Calibration parameters location

Channel Input Mode Parameter Address
Normal (CHO ~ CH6) Single-ended OFFSET Physical map 0x1D0 ~ 0x1D1
GAIN Physical map 0x1D2 ~ 0x1D3
Differential OFFSET Physical map 0x1D8 ~ 0x1D9
GAIN Physical map Ox1DA ~ 0x1DB
VBAT (CH7) Single-ended OFFSET Physical map 0x1D4 ~ 0x1D5
GAIN Physical map 0x1D6 ~ 0x1D7

To calculate voltage from sample data, user only need to obtain calibration parameters from eFuse and call the voltage computational formula.

Application Note
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20 Wi-Fi

20.1 Wi-Fi Data Structures

Data Structures

Introduction

<_cus_ie> The structure is used to set Wi-Fi custom IE list, and type match CUSTOM_IE_TYPE.
The IE will be transmitted according to the type.

<rtw_ssid> The structure is used to describe the SSID.

<rtw_mac> The structure is used to describe the unique 6-byte MAC address.

<rtw_ap_info>

The structure is used to describe the setting about SSID, security type, password and default channel, used to
start AP mode.

<rtw_network_info>

The structure is used to describe the station mode setting about SSID, security type and password, used

when connecting to an AP.

The structure is used to describe the scan result of the AP.

The structure is used to describe the data needed by scan result handler function.

The structure is used to store the Wi-Fi setting gotten from Wi-Fi driver.

The structure is used to describe the setting when configure the network.

The structure is used to describe the maclist.

The structure is used to describe the bss info of the network.

It includes the version, BSSID, beacon_period, capability, SSID, channel, atm_window, dtim_period, RSSI etc.

<rtw_scan_result>
<rtw_scan_handler_result>
<rtw_wifi_setting>
<rtw_wifi_config>
<rtw_maclist_t>
<rtw_bss_info_t>

20.2 Wi-Fi APIs

20.2.1 System APIs

API Introduction
<wifi_on> Enable Wi-Fi.
<wifi_off> Disable Wi-Fi.

<wifi_is_up>
<wifi_is_ready_to_transceive>
<wifi_rf_on>
<wifi_rf_off>

Check if the specified interface is up.

Determine if a particular interface is ready to transceiver Ethernet packets.
Enable Wi-Fi RF.

Disable Wi-Fi RF.

20.2.1.1 wifi_on

Enable Wi-Fi: bring the wireless interface “Up”.

Parameter Introduction

Type
rtw_mode_t

<mode> Decide to enable Wi-Fi in which mode.

The optional modes are enumerated in rtw_mode_t.

20.2.1.2 wifi_off

Disable Wi-Fi.

Parameter: None.

20.2.1.3 wifi_is_up

Check if the specified interface is up.

Application Note All information provided in this document is subject to legal disclaimers.
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Parameter Type Introduction
<interface> rtw_interface_t The interface can be set as RTW_STA_INTERFACE or RTW_AP_INTERFACE (rtw_interface_t).

20.2.1.4 wifi_is_ready_to_transceive

Determine if a particular interface is ready to transceiver Ethernet packets.

Parameter Type Introduction

<interface> rtw_interface_t Interface to check
[ ] RTW_STA_INTERFACE
[ ] RTW_AP_INTERFACE

20.2.2 Scan APIs

API Introduction

<wifi_scan> Initiate a scan to search for 802.11 networks

<wifi_scan_networks> Simplify the scan operation based on wifi_scan to search for 802.11 networks
<wifi_scan_networks_with_ssid> Initiate a scan to search for 802.11 networks with specified SSID

20.2.2.1 wifi_scan

Initiate a scan to search for 802.11 networks.

Parameter Type Introduction

<scan_type> rtw_scan_type_t Specifies whether the scan should be active, passive or scan prohibited channels.

<bss_type> rtw_bss_type_t Specifies whether the scan should search for infrastructure networks (those using an AP), Ad-
hoc networks, or both types.

<result_ptr> void * Scan specific ssid. The first 4 bytes is ssid length, and ssid name append after it. If no specific
ssid need to scan, please clean result_ptr before pass it into parameter.

<result_ptr > void * [out] a pointer to a pointer to a result storage structure.

Note:

®  The scan progressively accumulates results over time, and may take 1 ~ 6 seconds to complete. The results of the scan will be individually
provided to the callback function.

®  The callback function will be executed in the context of the RTW thread.

®  When scanning specific channels, devices with a strong signal strength on nearby channels may be detected.

20.2.2.2 wifi_scan_networks

Initiate a scan to search for 802.11 networks, a higher level API based on wifi_scan to simplify the scan operation.

Parameter Type Introduction
<results_handler> rtw_scan_result_handler_t The callback function which will receive and process the result data.
<user_data> void * User specified data that will be passed directly to the callback function.

Note: Callback must not use blocking functions, since it is called from the context of the RTW thread. The callback, user_data variables will be
referenced after the function returns. Those variables must remain valid until the scan is completed. The usage of this API can refer to ATWS in
atemd_wifi.c.

20.2.2.3 wifi_scan_networks_with_ssid
Initiate a scan to search for 802.11 networks with specified SSID.
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Parameter Type Introduction

<results_handler> int The callback function which will receive and process the result data.
<user_data> void * User specified data that will be passed directly to the callback function.
<scan_buflen> int The length of the result storage structure.

< ssid> char * The SSID of target network.

<ssid_len> int The length of the target network SSID.

Note: Callback must not use blocking functions, since it is called from the context of the RTW thread. The callback, user_data variables will be
referenced after the function returns. Those variables must remain valid until the scan is completed.

20.2.3 Connection APIs

API

Introduction

<wifi_connect>

Join a Wi-Fi network with specified SSID.

<wifi_connect_bssid>

Join a Wi-Fi network with specified BSSID.

<wifi_disconnect>

Disassociates from current Wi-Fi network.

<wifi_is_connected_to_ap>

Check if Wi-Fi has connected to AP before dhcp.

<wifi_config_autoreconnect>

Set reconnection mode with configuration.

<wifi_set_autoreconnect>

Set reconnection mode with 3 retry limit and 5 seconds timeout as default.

<wifi_get_autoreconnect>

Get the result of setting reconnection mode.

<wifi_get_last_error>

Present the device disconnect reason while connecting.

20.2.3.1 wifi_connect

Join a Wi-Fi network with specified SSID. Scan for, associate and authenticate with a Wi-Fi network. On successful return, the system is ready to

send data packets.

Parameter

Type

Introduction

<ssid>

char *

A null terminated string containing the SSID name of the network to join.

<security_type>

rtw_security_t

Authentication type:

RTW_SECURITY_OPEN: open security

RTW_SECURITY_WEP_PSK: WEP Security with open authentication
RTW_SECURITY_WEP_SHARED: WEP Security with shared authentication
RTW_SECURITY_WPA_TKIP_PSK: WPA Security

RTW_SECURITY_WPA2_AES_PSK: WPAZ2 Security using AES cipher
RTW_SECURITY_WPA2_TKIP_PSK: WPA2 Security using TKIP cipher

o RTW_SECURITY_WPA2_MIXED_PSK: WPA2 Security using AES and/or TKIP ciphers

<password> char * A byte array containing either the cleartext security key for WPA/WPA2 secured networks, or a
pointer to an array of rtw_wep_key_t structures for WEP secured networks.

<ssid_len> int The length of the SSID in bytes.

<password_len> | int The length of the security_key in bytes.

<key_id> int The index of the wep key (0, 1, 2, or 3). If not using it, leave it with value -1.

<semaphore> void * A user provided semaphore is flagged when the join is complete. If not using, leave it with NULL value.

Note: Make sure the Wi-Fi is enabled before invoking this function. (wifi_on())

20.2.3.2 wifi_connect_bssid

Join a Wi-Fi network with specified BSSID. Scan for, associate and authenticate with a Wi-Fi network. On successful return, the system is ready
to send data packets.

Parameter

Type

Introduction

<bssid>

unsigned char

The specified BSSID to connect.
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<ssid> char * A null terminated string containing the SSID name of the network to join.
<security_type> [ rtw_security_t | Authentication type:

[ ] RTW_SECURITY_OPEN: open security
® RTW_SECURITY_WEP_PSK: WEP Security with open authentication
® RTW_SECURITY_WEP_SHARED: WEP Security with shared authentication
®  RTW_SECURITY_WPA_TKIP_PSK: WPA Security
®  RTW_SECURITY_WPA2_AES_PSK: WPA2 Security using AES cipher
[ ] RTW_SECURITY_WPA2_TKIP_PSK: WPA2 Security using TKIP cipher
[ ] RTW_SECURITY_WPA2_MIXED_PSK: WPA2 Security using AES and/or TKIP ciphers
<password> char * A byte array containing either the cleartext security key for WPA/WPA2 secured networks, or a pointer
to an array of rtw_wep_key_t structures for WEP secured networks.
<ssid_len> int The length of the SSID in bytes.
<password_len> | int The length of the security_key in bytes.
<ley_id> int The index of the wep key (0, 1, 2, or 3). If not using it, leave it with value -1.
<semaphore> void * A user provided semaphore is flagged when the join is complete. If not using, leave it with NULL value.
Note:

®  Make sure the Wi-Fi is enabled before invoking this function. (wifi_on())
® The difference between wifi_connect_bssid() and wifi_connect() is that BSSID has higher priority as the basis of connection in
wifi_connect_bssid().

20.2.3.3 wifi_disconnect

Disassociates from current Wi-Fi network.

Parameter: None.
20.2.3.4 wifi_is_connected_to_ap

Check if Wi-Fi has connected to AP before dhcp.

Parameter: None.
20.2.3.5 wifi_config_autoreconnect

Set reconnection mode with configuration.

Parameter Type Introduction

<mode> _u8 Set 1/0 to enable/disable the reconnection mode.
<callback> _u8 The number of retry limit.

<len_used> _ul6 The timeout value (in seconds).

Note: The difference between wifi_config_autoreconnect() and wifi_set_autoreconnect() is that user can specify the retry times and timeout
value in wifi_config_autoreconnect(). But in wifi_set_autoreconnect() these values are set with 8 retry limit and 5 seconds timeout as default.

20.2.3.6 wifi_set_autoreconnect

Set reconnection mode with 8 retry limit and 5 seconds timeout as default.

Parameter Type Introduction
<mode> _u8 Set 1/0 to enalbe/disable the reconnection mode.

Note: The difference between wifi_config_autoreconnect() and wifi_set_autoreconnect() is that user can specify the retry times and timeout
value in wifi_config_autoreconnect(). But in wifi_set_autoreconnect() these values are set with 8 retry limit and 5 seconds timeout as default.
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20.2.3.7 wifi_get_autoreconnect

Get the result of setting reconnection mode.

Parameter

Type

Introduction

<mode>

_u8

Pointer to the result of setting reconnection mode.

20.2.3.8 wifi_get_last_error

Present the device disconnect reason while connecting.

Parameter: None.

20.2.4 Channel APIs

API

Introduction

<wifi_set_channel>

Set the listening channel on STA interface.

<wifi_get_channel>

Get the current channel on STA interface.

<wifi_set_channel_plan>

Set channel plan into eFuse, must reboot after setting channel plan.

<wifi_get_channel_plan>

Get channel plan from eFuse.

20.2.4.1 wifi_set_channel

Set the listening channel on STA interface.

Parameter

Type

Introduction

<channel>

int

The desired channel.

Note: Do not need to call this function for STA mode Wi-Fi driver, since it will be determined by the channel from received beacon.

20.2.4.2 wifi_get_channel

Get the current channel on STA interface.

Parameter

Type

Introduction

<channel>

int *

A pointer to the variable where the channel value will be written.

20.2.4.3 wifi_set_channel_plan

Set channel plan into eFuse, must reboot after setting channel plan.

Parameter

Type

Introduction

<channel_plan>

uint8_t

The value of channel plan, define in wifi_constants.h

20.2.4.4 wifi_get_channel_plan

Get channel plan from eFuse.

Parameter

Type

Introduction

<channel_plan>

uint8_t

Point to the value of channel plan, define in wifi_constants.h
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20.2.5 Power APIs

API

Introduction

<wifi_enable_powersave>

Enable Wi-Fi power save mode.

<wifi_disable_powersave>

Disable Wi-Fi power save mode.

<wifi_get_txpower>

Get the Tx power in index units.

<wifi_set_txpower>

Set the Tx power in index units.

<wifi_set_power_mode>

Set IPS/LPS mode.

<wifi_set_Ips_dtim>

Set LPS DTIM.

<wifi_get_Ips_dtim>

Get LPS DTIM.

20.2.5.1 wifi_enable_powersave

Enable Wi-Fi power save mode. When power save mode is enabled, RF will wake up only when there is data to be sent or beacon to be
received. Otherwise, RF will be awake all the time.

Parameter: None.
20.2.5.2 wifi_disable_powersave

Disable Wi-Fi power save mode.

Parameter: None.
20.2.5.3 wifi_get_txpower

Get the Tx power in index units.

Parameter Type

Introduction

<poweridx> int *

The variable to receive the Tx power in index.

20.2.5.4 wifi_set_txpower

Set the Tx power in index units.

Parameter Type

Introduction

<poweridx> int

The desired Tx power in index.

20.2.5.5 wifi_set_power_mode

Set IPS/LPS mode.

Parameter Type Introduction

<ips_mode> unsigned char The desired IPS mode. It becomes effective when WLAN enters IPS.
ips_mode is inactive power save mode. Wi-Fi automatically turns RF off if the device is
not associated to AP.
Set 1 to enable inactive power save mode.

<lps_mode> unsigned char The desired LPS mode. It becomes effective when WLAN enters LPS.

automatically turns RF off.
Set 1 to enable leisure power save mode.

Ips_mode is leisure power save mode. Wi-Fi turns RF on to listen to beacon
automatically and periodically during the association to AP. If traffic is not busy, it also
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20.2.5.6 wifi_set_Ips_dtim

Set LPS DTIM.
Parameter Type Introduction
<dtim> unsigned char In LPS, the package can be buffered at AP side. STA leaves LPS until DTIM count of packages
buffered at AP side.

Note: DTIM is the duration to listen beacon. The default DTIM is 1, which is 100ms. If DTIM is set bigger than 1, the advantage is that power
can be saved and the disadvantage is that STA has the risk of losing packets.

20.2.5.7 wifi_get_lps_dtim

Get LPS DTIM.
Parameter Type Introduction
<dtim> unsigned char * In LPS, the package can be buffered at AP side. STA leaves LPS until DTIM count of packages
buffered at AP side.

20.2.6 AP Mode APIs

API Introduction

<wifi_start_ap> Trigger Wi-Fi driver to start an infrastructure Wi-Fi network.
<wifi_start_ap_with_hidden_ssid> Start an infrastructure Wi-Fi network with hidden SSID.
<wifi_restart_ap> Trigger Wi-Fi driver to restart an infrastructure Wi-Fi network.
<wifi_get_associated_client_list> Get the associated clients with SoftAP.
<wifi_enable_forwarding> Enable packets forwarding in AP mode.
<wifi_disable_forwarding> Disable packets forwarding in AP mode.

20.2.6.1 wifi_start_ap

Trigger Wi-Fi driver to start an infrastructure Wi-Fi network.

Parameter Type Introduction
<ssid> char * A null terminated string containing the SSID name of the network.
<security_type> security_type L] RTW_SECURITY_OPEN: Open Security

®  RTW_SECURITY_WPA_TKIP_PSK: WPA Security

®  RTW_SECURITY_WPA2_AES_PSK: WPA2 Security using AES cipher

[ ] RTW_SECURITY_WPA2_MIXED_PSK: WPA2 Security using AES and/or TKIP ciphers
WEP security is NOT IMPLEMENTED. It is NOT SECURE!

<password> char * A byte array containing the cleartext security key for the network.
<ssid_len> int The length of the SSID in bytes.
<password_len> int The length of the security_key in bytes.
<channel> int 802.11 channel number.
Note:

®  Make sure the Wi-Fi is enabled before invoking this function. (wifi_on())
[ ] If a STA interface is active when this function is called, the softAP will start on the same channel as the STA. It will not use the channel
provided.

20.2.6.2 wifi_start_ap_with_hidden_ssid

Start an infrastructure Wi-Fi network with hidden SSID.
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Parameter Type Introduction
<ssid> char * A null terminated string containing the SSID name of the network.
<security_type> security_type [ ] RTW_SECURITY_OPEN: Open Security

[ RTW_SECURITY_WPA_TKIP_PSK: WPA Security

[ ] RTW_SECURITY_WPA2_AES_PSK: WPA2 Security using AES cipher

® RTW_SECURITY_WPA2_MIXED_PSK: WPA2 Security using AES and/or TKIP ciphers
WEP security is NOT IMPLEMENTED. It is NOT SECURE!

<password> char * A byte array containing the cleartext security key for the network.
<ssid_len> int The length of the SSID in bytes.

<password_len> int The length of the security_key in bytes.

<channel> int 802.11 channel number.

Note: if a STA interface is active when this function is called, the softAP will start on the same channel as the STA. It will not use the channel
provided.

20.2.6.3 wifi_restart_ap

Trigger Wi-Fi driver to restart an infrastructure Wi-Fi network.

Parameter Type Introduction
<ssid> unsigned char * A null terminated string containing the SSID name of the network.
<security_type> rtw_security_t [ ] RTW_SECURITY_OPEN: Open Security

[ ] RTW_SECURITY_WPA_TKIP_PSK: WPA Security

[ J RTW_SECURITY_WPA2_AES_PSK: WPA2 Security using AES cipher

[ ] RTW_SECURITY_WPA2_MIXED_PSK: WPA2 Security using AES and/or TKIP ciphers
WEP security is NOT IMPLEMENTED. It is NOT SECURE!

<password> unsigned char * A byte array containing the cleartext security key for the network.
<ssid_len> int The length of the SSID in bytes.
<password_len> int The length of the security_key in bytes.
<channel> int 802.11 channel number.
Note:

(] Make sure the Wi-Fi is enabled before invoking this function. (wifi_on())
[ ] If a STA interface is active when this function is called, the softAP will start on the same channel as the STA. It will not use the channel
provided.

20.2.6.4 wifi_get_associated_client_list

Get the associated clients with SoftAP.

Parameter Type Introduction
<client_list_buffer> int * The location where the client list will be stored.
<buffer_length> unsigned short The buffer length.

20.2.6.5 wifi_enable_forwarding

Enable packets forwarding in AP mode.

Parameter: None.
20.2.6.6 wifi_disable_forwarding

Disable packets forwarding in AP mode.
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Parameter: None.

20.2.7 Custom IE APIs

API Introduction

<wifi_add_custom_ie> Setup custom I[E list.
<wifi_update_custom_ie> Update the item in Wi-Fi custom IE list.
<wifi_del_custom_ie> Delete Wi-Fi custom IE list.

Note: These three APIs are only effective on beacon, probe request and probe response frames.
20.2.7.1 wifi_add_custom_ie

Setup custom IE list.

Parameter Type Introduction
<cus_ie> void * Pointer to Wi-Fi CUSTOM IE list.
<ie_num> int The number of Wi-Fi CUSTOM IE list.

Note: This API can’t be executed twice before deleting the previous custom IE list.
20.2.7.2 wifi_update_custom_ie

Update the item in Wi-Fi custom IE list.

Parameter Type Introduction
<cus_ie> void * Pointer to Wi-Fi CUSTOM IE list.
<ie_index> int The number of Wi-Fi CUSTOM IE list.

20.2.7.3 wifi_del_custom_ie

Delete Wi-Fi custom [E list.

Parameter: None.

20.2.8 Wi-Fi Setting APIs

API Introduction

<wifi_get_mac_address> Retrieves the current Media Access Control (MAC) address (or Ethernet hardware address) of the
802.11 device.

<wifi_get_ap_bssid> Get connected AP’s BSSID.

<wifi_get_ap_info> Get the SoftAP information.

<wifi_set_country> Set the country code to driver to determine the channel set.

<wifi_get_sta_max_data_rate> Retrieved STA mode max. data rate.

<wifi_get_rssi> Retrieved the latest RSSI value.

<wifi_register_multicast_address> Register interest in a multicast address.
Once a multicast address has been registered, all packets detected on the medium destined for
that address are forwarded to the host. Otherwise they are ignored.

< wifi_unregister_multicast_address > Unregister interest in a multicast address.
Once a multicast address has been unregistered, all packets detected on the medium destined
for that address are ignored.
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<wifi_set_mib> Setup the adaptive mode. You can replace this weak function by the same name function to
setup adaptive mode you can.

<wifi_set_country_code> Setup country code. You can replace this weak function by the same name function to setup
country code you want.

<wifi_set_tdma_param> Set TDMA parameters.

<wifi_get_setting> Get current Wi-Fi setting from driver.

<wifi_show_setting> Show the network information stored in the rtw_wifi_setting_t structure.

<wifi_set_network_mode> Set the network mode according to the data rate it supported.

<wifi_get_network_mode> Get the network mode.

<wifi_get_antenna_info> Get antenna information.

<wifi_set_ch_deauth> Set flag for concurrent mode wlanl issue_deauth when channel switched by wlan0.

20.2.8.1 wifi_get_mac_address

Retrieve the current Media Access Control (MAC) address (or Ethernet hardware address) of the 802.11 device.

Parameter Type Introduction

<mac> char * Point to the result of the mac address will be get.

20.2.8.2 wifi_get_ap_bssid

Get connected AP’s BSSID.

Parameter Type Introduction
<bssid> unsigned char * The location where the AP BSSID will be stored.

20.2.8.3 wifi_get_ap_info

Get the SoftAP information.

Parameter Type Introduction
<ap_info> rtw_bss_info_t * The location where the AP info will be stored.
<security> rtw_security_t * The security type.

20.2.8.4 wifi_set_country

Set the country code to driver to determine the channel set.

Parameter Type Introduction
<country_code> rtw_country_code_t Specify the country code.

20.2.8.5 wifi_get_sta_max_data_rate

Retrieved STA mode max. data rate.

Parameter Type Introduction
<inidata_rate> _u8* Max data rate.

20.2.8.6 wifi_get_rssi

Retrieved the latest RSSI value.
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Parameter Type Introduction
<pRSSI> int * Points to the integer to store the RSSI value gotten from driver.

20.2.8.7 wifi_register_multicast_address

Register interest in a multicast address.

Once a multicast address has been registered, all packets detected on the medium destined for that address are forwarded to the host,
otherwise they are ignored.

Parameter Type Introduction
<mac> rtw_mac_t * Ethernet MAC address.

20.2.8.8 wifi_unregister_multicast_address

Unregister interest in a multicast address.

Once a multicast address has been unregistered, all packets detected on the medium destined for that address are ignored.

Parameter Type Introduction
<mac> rtw_mac_t * Ethernet MAC address.

20.2.8.9 wifi_set_mib

Setup the adaptive mode. You can replace this weak function by the same name function to setup adaptive mode you can.

Parameter: None.
20.2.8.10 wifi_set_country_code

Setup country code. You can replace this weak function by the same name function to setup country code you want.

Parameter: None.
20.2.8.11 wifi_set_tdma_param

Set TDMA parameters.

Parameter Type Introduction

<slot_period> unsigned char We separate TBTT into 2 or 3 slots. If we separate TBTT into 2 slots, then slot_period should
be larger or equal to 50ms. It means 2 slot period is slot_period, 100-slot_period If we
separate TBTT into 3 slots, then slot_period should be less or equal to 33ms. It means 3 slot
period is 100 - 2 * slot_period, slot_period, slot_period.

<rfon_period_len_1> unsigned char RF on period of slot 1.
<rfon_period_len_2> unsigned char RF on period of slot 2.
<rfon_period_len_3> unsigned char RF on period of slot 3.

20.2.8.12 wifi_get_setting

Get current Wi-Fi setting from driver.

Parameter Type Introduction
<ifname> const char * The WLAN interface name
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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® WLANO_NAME
® WLAN1_NAME

<pSetting>

rtw_wifi_setting_t *

Points to the rtw_wifi_setting_t structure to store the Wi-Fi setting gotten from driver.

20.2.8.13 wifi_show_setting

Show the network information stored in the rtw_wifi_setting_t structure.

Parameter Type Introduction
<ifname> const char * The WLAN interface name, can be WLANO_NAME or WLAN1_NAME.
<pSetting> rtw_wifi_setting_t * Points to the rtw_wifi_setting_t structure which information is gotten by wifi_get_setting().

20.2.8.14 wifi_set_network_mode

Set the network mode according to the data rate it supported. Driver works in BGN mode in default after driver initialization. This function is
used to change wireless network mode for station mode before connecting to AP.

Parameter

Type

Introduction

<mode>

rtw_network_mode_t

Network mode to set.

® RTW_NETWORK_B

® RTW_NETWORK_BG
® RTW_NETWORK_BGN

20.2.8.15 wifi_get_network_mode

Get the network mode. Driver works in BGN mode in default after driver initialization. This function is used to get the current wireless network
mode for station mode.

Parameter

Type

Introduction

<pmode>

rtw_network_mode_t *

Network mode to get.

20.2.8.16 wifi_get_antenna_info

Get antenna information.

Parameter

Type

Introduction

<antenna>

unsigned char *

Points to store the antenna value gotten from driver.
L] 0: main
o 1: aux

20.2.8.17 wifi_set_

ch_deauth

Set flag for concurrent mode wlanl issue_deauth when channel switched by wlan0.

Parameter

Type

Introduction

<enable>

_u8

(] 0: Disable
° 1: Enable

Usage: wifi_set_ch_deayth(0) -> wlan0 wifi_connect -> wifi_set_ch_deauth(1)
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20.2.9 Wi-Fi Indication APIs

API Introduction

<wifi_manager_init> Initialize Realtek Wi-Fi AP| System.

<wifi_indication> WLAN driver indicate event to upper layer through wifi_indication.
<init_event_callback_list> Initialize the event callback list.

<wifi_reg_event_handler> Register the event listener.

<wifi_unreg_event_handler> Un-register the event listener.

20.2.9.1 wifi_manager_init

Initialize Realtek Wi-Fi API System.

Initialize the required parts of the software platform, such as worker, event registering and semaphore.
Initialize the RTW API thread which handles the asynchronous event.

Parameter: None.

20.2.9.2 wifi_indication

WLAN driver indicates event to upper layer through wifi_indication().

Parameter Type Introduction
<event> rtw_event_indicate_t An event reported from driver to upper layer application. Refer to rtw_event_indicate_t enum.
<buf> char * If it is not NUL, buf is a pointer to the buffer for message string.
<buf_len> int The length of the buffer.
<flags> int Indicate some extra information, sometimes it is 0.
Note:
®  [f upper layer application triggers additional operations on receiving of wext_wlan_indicate, please strictly check current stack size usage

(by using uxTaskGetStackHighWaterMark()), and tries not to share the same stack with WLAN driver if remaining stack space is not
available for the following operations.
Using semaphore to notice another thread instead of handing event directly in wifi_indication().

20.2.9.3 init_event_callback_list

Initialize the event callback list.

Parameter: None.

N

ote: Make sure this function has been invoked before using the event handler related mechanism.

20.2.9.4 wifi_reg_event_handler

Register the event listener.

Parameter Type Introduction

<event_cmds> unsigned int The event command number indicated.

<handler_func> rtw_event_handler_t The callback function which will receive and process the event.
<handler_user_data> void * User specific data that will be passed directly to the callback function.

Note: Set the same even_cmds with empty handler_func will unregister the event_cmds.
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20.2.9.5 wifi_unreg_event_handler

Un-register the event listener.

Parameter Type Introduction
<event_cmds> unsigned int The event command number indicated.
<handler_func> rtw_event_handler_t The callback function which will receive and process the event.

20.2.10 eFuse Writing APIs

API Introduction
<wifi_set_mac_address> This function sets the current Media Access Control (MAC) address of the 802.11 device.

Note: eFuse writing related API can only be called when the voltage is 3.3V. eFuse writing with the voltage 1.8V may fail. What’s more, eFuse
writing can only be operated one time, so be careful to do eFuse writing.

20.2.10.1 wifi_set_mac_address

Sets the current Media Access Control (MAC) address of the 802.11 device.

Parameter Type Introduction
<mac> char * Wi-Fi MAC address.

20.3 Fast Connection

This section illustrates the principle of fast connection and how to implement user’s own fast connection code.

Fast connection is used to reconnect with AP automatically after Wi-Fi initialized, the principle is to store the AP information in Flash and
reconnect to AP after Wi-Fi initialized.

20.3.1 Implement

20.3.1.1 AP Information Storage

User should implement a function to write AP information to Flash, just like demo function wlan_wrtie_reconnect_data_to_flash() in example
code. In this function, you should reserve some space for AP information, and write the AP information to the reserved space in a pre-defined
data format. The address of the function must be assigned to the global variable p_write_reconnect_ptr. After Wi-Fi connection success, if
p_write_reconnect_ptr points to a valid address, wlan_wrtie_reconnect_data_to_flash() will be called.

Note: The path of example source code is SDK/component/common/example/example_wlan_fast_connect/example_wlan_fast_connect.c.
20.3.1.2 Reconnection

User should implement his own function to read AP information from Flash and connect to AP, just like demo function
wlan_init_done_callback() in example code. The address of the function must be assigned to the global variable p_wlan_init_done_callback.
This global variable should be defined before Wi-Fi initializing. After Wi-Fi initialized, if p_wlan_init_done_callback points to a valid address,
this function will be called.

20.3.1.3 Fast Connection Data Erase

User should implement his own function to erase fast connection data, just like demo function Erase_Fastconnect_data() in example code.
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20.3.2 APIs

API

Introduction

<wlan_wrtie_reconnect_data_to_flash>

Wi-Fi connection indication trigger this function to save current Wi-Fi profile in Flash.

<wlan_init_done_callback>

After Wi-Fi initialization done, WLAN driver calls this function to check whether auto-
connection is required.
This function reads previous saved WLAN profile in Flash and execute connection.

20.3.2.1 wlan_wrtie_reconnect_data_to_flash

Wi-Fi connection indications trigger this function to save current Wi-Fi profile in Flash. Write AP information to Flash.

Parameter Type Introduction
<data> u8 * Data will be written to Flash
<len> uint32_t Length of data
return int Status value:
[ J
[ ) -1: write is failed

Note: This is only a demo API, user should define his own API.

20.4 WPS APIs

API Introduction
<wps_start> Start WPS enrollee process
<wps_stop> Stop WPS enrollee process

20.4.1 wps_start

Start WPS enrollee process.

Parameter Type Introduction

<wps_config> [ ul6 WPS configure method:

[ WPS_CONFIG_DISPLAY

[ WPS_CONFIG_KEYPAD

(] WPS_CONFIG_PUSHBUTTON

<pin> char * PIN number. Can be set to NULL if using WPS_CONFIG_PUSHBUTTON.

<channel> u8 Channel. Currently un-used, can be set to 0.

<ssid> char * Target network SSID. Can be set to NULL if no target network specified.
Note:

®  Before invoking this function, the Wi-Fi should be enabled by calling wifi_on().
(] Make sure CONFIG_ENABLE_WPS is enabled in platform_opts.h. After calling wps_start(), the longest time of WPS is 120s. You can call

wps_stop() to quit WPS.

20.4.2 wps_stop

Stop WPS enrollee process.

Parameter: None.

Note: Make sure CONFIG_ENABLE_WPS is enabled in platform_opts.h.
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21 Liquid Crystal Display Controller (LCDC)

Ameba-D LCDC supports Thin Film Transistor (TFT) color display. It provides 18080 MCU interface (8-/16-bit bus width) and RGB interface (6-
/16-bit bus width), and supports RGB565 data format

This chapter introduces how to use LCDC I/F to control LCD module.

21.1 Interface

The available LCDC interfaces for different IC packages are shown in Table 21-1.

Table 21-1 LCDC I/F supported for different packages

IC Package MCU 8-bit | RGB 6-bit | MCU 16-bit (TBD) | RGB 16-bit (TBD) | LED (TBD)
RTL8722D/RTL8722CS v v x x x
RTL8721D/RTL8721CS/RTL8720D/RTL8720CS x x x x x

The data format supported by each interface is shown in Table 21-2. In order to display normally, the data format of LCM and LCDC interface

should match.

Table 21-2 LCDC I/F data format

P1R4 : Pixel1l/Red_bit4

Interface Data Format Comment
MCU 8-bit Count 0 2 transfers/pixel, RGB565
RS 0
D7 Cc7
D6 Cé6
D5 C5
D4 ca
D3 Cc3
D2 C2
D1 C1l
DO Cco
P1R4 : Pixel1l/Red_bit4
MCU 16-bit Count| O 1 2 1 transfer/pixel, RGB565
RS 0 1 1
D15
D14
D13
D12
D11
D10 P1G5 | P2G5
D9 P1G4 | P2G4
D8 P1G3 | P2G3
D7 C7 | P1G2| P2G2
D6 C6 | P1G1| P2G1
D5 C5 | P1GO | P2GO
D4
D3
D2
D1
DO
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3 transfers/pixel, RGB565

P1R4 : Pixel1/Red_bit4

RGB 6-bit Count| O 1 4
D5 P1G5 P2G5
D4 P1G4 P2G4
D3 P1G3 P2G3
D2 P1G2 P2G2
D1 P1G1 P2G1
DO P1GO P2G0

P1R4 : Pixell/Red_bit4

RGB 16-bit Count 0 1 1 transfer/pixel, RGB565
D15
D14
D13
D12
D11
D10 | P1G5| P2G5
D9 | P1G4| P2G4
D8 | P1G3| P2G3
D7 | P1G2| P2G2
D6 | P1G1| P2G1
D5 | P1GO| P2GO
D4
D3
D2
D1
DO

21.2 Resolution

The maximum resolution supported by each interface is listed in Table 21-3.

Table 21-3 Maximum supported resolution

Interface Display Type Max. Support Resolution
MCU 8-bit Static Display 1024*1024
Dynamic Display 645*645 (30fps)
MCU 16-bit Static Display 1024*1024
Dynamic Display 912*912 (30fps)
RGB 6-bit Dynamic Display 600*400 (60fps)
RGB 16-bit Dynamic Display 1024*760 (60fps)

For RGB LCD, the typical frame rate is 60fps.

In order to support RGB-LCD with higher resolution than parameters in Table 21-1, users have to set the frame rate lower. The maximum frame

rate for a RGB-LCD is calculated as follows:
®  Max. dot clock: MAX_DOT_CLK = system_clock/2 = 100M/2 = 50MHz

[ ] Width, height, HBP, HFP, VBP, VFP are specified by LCD datasheet.

For 16-bit I/F mode:

image_size = MAX_DOT_CLK / F — (width + HBP + HFP) * (VBP+VFP) — height * (HBP + HFP);
= F=50M/ (width * height + (width + HBP + HFP) * (VBP+VFP) + height * (HBP + HFP));

For 6-bit I/F mode:
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image_size = MAX_DOT_CLK / (3*F) — (width + HBP + HFP) * (VBP+VFP) - height * (HBP + HFP);
2 F=50M/ (width * height + (width + HBP + HFP) * (VBP+VFP) + height * (HBP + HFP)) / 3;

When frame rate is lower than 30fps, the screen flickering may happen. Users should evaluate the visual artifacts when setting the frame rate

lower.

21.3 Pinmux

The pin assignments of LCDC are listed in Table 21-4.

Table 21-4 LCDC pin assignments

Port Name MCU 8-bit MCU 16-bit RGB 6-bit RGB 16-bit LED I/F
PB[19] - D[15] - D[15] -
PB[18] - D[14] - D[14] -
PB[11] - D[13] - D[13] -
PB[10] - D[12] - D[12] -
PB[9] - D[11] - D[11] -
PB[8] - D[10] - D[10] -
PA[25] - D[9] - D[9] -
PA[26] - D8] - D8] -
PA[28] D[7] D[7] - D[7] -
PA[30] D[6] D[6] - D[6] -
PB[O] D[5] D[5] D[5] D[5] D[5]
PA[31] D[4] D[4] D[4] D[4] D[4]
PA[24] D[3] D[3] D[3] D[3] D[3]
PA[23] D[2] D[2] D[2] D[2] D[2]
PA[20] D[1] D[1] D[1] D[1] D[1]
PA[19] DI[0] D[0] D[0] D[0] DI[O]
PB[20] TE/VSYNC VSYNC -
PB[21] RS - -
PB[22] RD HSYNC LAT
PB[23] WR DCLK DCLK
PB[28] cs ENABLE OE

21.4 LCDCAPIs

21.4.1 MCU Function

21.4.1.1 LCDC_MCUStructlnit
Items Description
Introduction Initializes the parameters in the LCDC_MCUInitStruct with default values.
Parameters LCDC_MCUInitStruct: pointer to an LCDC_MCUInitTypeDef structure which is initialized.
Return N/A

Note: LCDC_MCUInitStruct contains the MCU configurable parameters for LCDC, which determine that the MCU I/F is 8-bit or 16-bit, 10 mode
or DMA mode, the plane size and some timing control. The parameters in this structure should be set according to LCD module datasheet.

21.4.1.2 LCDC_MCUInit

Items Description
Introduction Initializes the LCDC peripheral according to the specified parameters in LCDC_MCUInitStruct.
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Parameters [ LCDCx: where LCDCx can be LCDC.
[ ] LCDC_MCUInitStruct: pointer to a LCDC_MCUInitTypeDef structure that contains the configuration information.
Return N/A

21.4.1.3 LCDC_MCUIOWriteCmd

Items

Description

Introduction

Writes command to LCD module via MCU I/F.

Parameters ® LCDCx: where LCDCx can be LCDC.
[ J Cmd: the command to transmit.
Return N/A

21.4.1.4 LCDC_MCUIOWriteData

Items

Description

Introduction

Writes data to LCD module via MCU I/F.

Parameters ® LCDCx: where LCDCx can be LCDC.
[ ] Data: the data to transmit.
Return N/A

21.4.1.5 LCDC_MCUIOReadData

Items Description

Introduction Reads data from LCD module via MCU I/F.
Parameters LCDCx: where LCDCx can be LCDC.

Return The read value

21.4.1.6 LCDC_MCUDMATrigger

Items

Description

Introduction

Triggers to transfer data of one frame from DMA buffer to LCDC Transmit FIFO.

Parameters

LCDCx: where LCDCx can be LCDC.

Return

N/A

21.4.2 RGB Function

21.4.2.1 LCDC_RGBStructlnit

Items

Description

Introduction

Initializes the parameters in the LCDC_RGBInitStruct with default values.

Parameters

LCDC_RGBInitStruct: pointer to an LCDC_RGBInitTypeDef structure which is initialized.

Return

N/A

Note: LCDC_RGBInitStruct contains the RGB configurable parameters for LCDC, which determine that the RGB I/F is 6-bit or 16-bit, DE or HV
mode, the plane size, the refresh frequency and VSYNC & HSYNC control. The parameters in this structure should be set according to LCD

module datasheet.

21.4.2.2 LCDC_RGBInit

Items

Description

Introduction

Initializes the LCDC peripheral according to the specified parameters in the LCDC_RGBInitStruct.
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Parameters [ LCDCx: where LCDCx can be LCDC.
[ ] LCDC_RGBInitStruct: pointer to a LCDC_RGBInitTypeDef structure that contains the configuration information.
Return N/A

21.4.3 LED Function

21.4.3.1 LCDC_LEDStructinit

Items Description

Introduction Initializes the parameters in the LCDC_LEDInitStruct with default values.

Parameters LCDC_LEDInitStruct: pointer to an LCDC_LEDInitTypeDef structure which will be initialized.
Return N/A

21.4.3.2 LCDC_LEDInit

Items Description
Introduction Initializes the LCDC peripheral according to the specified parameters in the LCDC_LEDInitStruct.
Parameters [ ] LCDCx: where LCDCx can be LCDC.

[ J LCDC_LEDInitStruct: pointer to an LCDC_LEDInitTypeDef structure which will be initialized.
Return N/A

21.4.4 Common Function

21.4.4.1 LCDC_DMAModeConfig

Items

Description

Introduction

Configures LCDC DMA burst size.

Parameters [ ] LCDCx: where LCDCx can be LCDC.
[ ] BurstSize: DMA burst size; unit is 64 bytes.
Return N/A
Note:

[ ] If BurstSize = 1, the actual burstsize = 1x64 bytes; if BurstSize = 2, the actual burstsize = 2x64 = 128 bytes; ...
®  The parameter BurstSize is not more than 8. The recommended value is 2.

21.4.4.2 LCDC_DMAImageBaseAddrConfig

Items

Description

Introduction

Configures image base address.

Parameters [ J LCDCx: where LCDCx can be LCDC.
®  ImgBaseAddr: the buffer address.
Return N/A

21.4.4.3 LCDC_INTConfig

Items

Description

Introduction

Enables or disables the specified LCDC interrupts.

Parameters

° LCDCx: where LCDCx can be LCDC.

° LCDC_IT: specifies the LCDC interrupt sources to be enabled or disabled. This parameter can be any combination
of the following values:
B |LCDC_IT_DMAUNDFW: DMA FIFO underflow interrupt
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LCDC_IT_FRDN: LCD refresh done interrupt

LCDC_IT_LINE: line interrupt

LCDC_IT_IO_TIMEOUT: I/O write/read timeout interrupt

LCDC_IT_FRM_START: Frame Start interrupt

[ J NewState: new state of the specified LCDC interrupts. This parameter can be ENABLE or DISABLE.

Return

N/A

21.4.4.4 LCDC_GetINTStatus

Items Description

Introduction Gets LCDC interrupt status.
Parameters LCDCx: where LCDCx can be LCDC.
Return Interrupt status

21.4.4.5 LCDC_ClearINT

Items Description

Introduction Clears the LCDC's interrupt pending bits.

Parameters L] LCDC_IT: specifies the interrupt to be cleared. This parameter can be any combination of the following values:
| LCDC_IT_LINE: line interrupt
| LCDC_IT_FRDN: refresh frame done interrupt
| LCDC_IT_DMAUNDFW: DMA FIFO under flow interrupt
u LCDC_IT_IO_TIMEOUT: |10 write/read timeout interrupt
| LCDC_IT_FRM_START: Frame Start interrupt

Return N/A

21.4.4.6 LCDC_Cmd
Items Description

Introduction

Enables or disables the LCDC.

Parameters (] LCDCx: where LCDCx can be LCDC.
[ J NewsState: new state of the LCDC. This parameter can be: ENABLE or DISABLE.
Return N/A

Note: When NewsState is DISABLE, during the period of valid line (VTIMING =valid data), the disabled action is performed after the last valid line

has transferred. If you want to disable the LCDC instantly, use the APl LCDC_InsDisable(). During the other periods, the disabled action is

performed instantly.

21.4.4.7 LCDC_InsDisable

Items

Description

Introduction

Disables the LCDC instantly.

Parameters

LCDCx: where LCDCx can be LCDC.

Return

N/A

21.4.4.8 LCDC_Delnit

Items

Description

Introduction

De-initializes the LCDC.

Parameters

LCDCx: where LCDCx can be LCDC.

Return

N/A

Note: when disabling LCDC instantly, all interrupts are cleared and disabled.
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21.5 How to Use LCDC

Table 21-5 lists the typical application scenarios of LCDC.

Table 21-5 Typical application scenario of LCDC

Interface | Data Mode LCD GRAM Ameba-D Frame Buffer Application

MCU 1/0 mode v x Static Display
DMA Trigger-mode v v Static Display
DMA Auto-mode (VSYNC/TE mode) v v dynamic Display

RGB DMA Auto-mode (DE/HV mode) x v dynamic Display

21.5.1 MCU Interface

21.5.1.1 1/0 Mode

To use the LCDC MCU interface I/0 mode, the following steps are mandatory.

(1)

Configure the LCDC pinmux according to Table 21-4.

For example, in order to use PA[19] as LCDC pin, call the following function. It is the same for other LCDC pins.

()

(3)

(4)
(5)

(6)

Pinmux_Config (_PA_19, PINMUX_FUNCTION_LCD);
Initialize the LCDC_MCUInitStruct variable.
a)  Use the following function to initialize LCDC_MCUInitStruct variable with default parameters.
LCDC_MCUStructlnit (LCDC_MCUInitTypeDef * LCDC_MCUInitStruct);
b)  Change other parameters according to LCM datasheet, such as 8-bit or 16-bit interface mode, Data/WR/RD/CS/RS pulse polarity,
WR/RD pulse width.
Initialize the LCDC using the initialized structure in step (2).
LCDC_MCUInit (LCDC_TypeDef * LCDCx, LCDC_MCUInitTypeDef * LCDC_MCUInitStruct);
Enable the LCDC using the function LCDC_Cmd().
Send commands and parameters to LCM using the function LCDC_MCUIOWriteCmd()/LCDC_MCUIOWriteData() to initialize the LCD
module.
After LCM is initialized, call LCDC_MCUIOWriteCmd()/LCDC_MCUIOWriteData()/LCDC_MCUIOReadData() to send commands/write data to
LCM or read data from LCM to drive LCD displaying.

21.5.1.2 Trigger DMA Mode

To use the LCDC MCU interface trigger DMA mode, the following steps are mandatory.

(1)
(2)

3)

(4)
(5)
(6)

(7)
(8)

Configure the LCDC pinmux according to Table 21-4.
Configure LCDC to work in MCU 1/0 mode, then send commands and parameters to LCM to initialize LCD. After that, users need to send a
command to inform LCM to start receiving data before transferring frame data.
Initialize the LCDC_MCUInitStruct variable.
a)  Configure the LCDC_MCUInitStruct parameter to Trigger DMA mode.
LCDC_MCUStructlnit (LCDC_MCUInitTypeDef * LCDC_MCUInitStruct);
LCDC_MCUInitStruct->LCDC_MCUMode = LCDC_MCU_DMA_MODE;
LCDC_MCUInitStruct->LCDC_MCUDMAMode = LCDC_TRIGGER_DMA_MODE;
b)  Change other parameters according to LCM datasheet, such as LCD width/height, 8-bit or 16-bit I/F mode, Data/WR/RD/CS/RS pulse
polarity, WR/RD pulse width.
Initialize the LCDC using the initialized structure in step (3).
LCDC_MCUInit (LCDC_TypeDef * LCDCx, LCDC_MCUInitTypeDef * LCDC_MCUInitStruct);
Configure the LCDC DMA parameters.
a)  Configure the LCDC DMA burst size using LCDC_DMAModeConfig().
b)  Allocate DMA buffer and assign the address to LCDC using LCDC_DMAImageBaseAddrConfig().
Enable LCDC interrupt using the function LCDC_INTConfig(), if needed.
Enable the LCDC using the function LCDC_Cmd().
Trigger one frame transfer using the function LCDC_MCUDMATrigger(), and update the frame buffer to change the display effect.
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21.5.1.3 VSYNC Mode

To use the LCDC MCU I/F VSYNC mode, the following steps are mandatory.
(1) Configure the LCDC pinmux according to Table 21-4.
(2) Configure LCDC to work in MCU I/O mode, then send commands and parameters to LCM to make LCD work in VSYNC mode.
(3) Initialize the LCDC_MCUInitStruct variable.
a)  Configure the LCDC_MCUInitStruct parameter corresponding to VSYNC mode.
LCDC_MCUStructlnit (LCDC_MCUInitTypeDef * LCDC_MCUInitStruct);
LCDC_MCUInitStruct->LCDC_MCUMode = LCDC_MCU_DMA_MODE;
LCDC_MCUInitStruct->LCDC_MCUDMAMode = LCDC_AUTO_DMA_MODE;
LCDC_MCUInitStruct->LCDC_MCUSyncMode = LCDC_MCU_SYNC_WITH_VSYNG;
b)  Change other parameters according to LCM datasheet, such as VSYNC pulse polarity/pulse width/idle period, LCD width/height.
(4) Initialize the LCDC using the initialized structure in step (3).
LCDC_MCUInit (LCDC_TypeDef * LCDCx, LCDC_MCUInitTypeDef * LCDC_MCUInitStruct);
(5) Configure the LCDC DMA parameters.
a)  Configure the LCDC DMA burst size using the function LCDC_DMAModeConfig().
b)  Allocate DMA buffer and assign the address to LCDC using the function LCDC_DMAImageBaseAddrConfig().
(6) Enable the specified LCDC interrupt using the function LCDC_INTConfig(), if needed.
(7) Enable the LCDC using the function LCDC_Cmd().
(8) The LCDC can transfer frame data to LCM automatically synchronized with the VSYNC signal to LCM, and you can update the frame buffer
to change the display.

21.5.1.4 TE Mode

To use the LCDC MCU linterfaceF TE mode, the following steps are mandatory.
(1) Configure the LCDC pinmux according to Table 21-4.
(2) Configure LCDC to work in MCU I/O mode, then send commands and parameters to LCM to let LCD work in TE mode.
(3) Initialize the LCDC_MCUInitStruct variable.
a)  Configure the LCDC_MCUInitStruct parameter corresponding to VSYNC mode.
LCDC_MCUStructlnit (LCDC_MCUInitTypeDef * LCDC_MCUInitStruct);
LCDC_MCUInitStruct->LCDC_MCUMode = LCDC_MCU_DMA_MODE;
LCDC_MCUInitStruct->LCDC_MCUDMAMode = LCDC_AUTO_DMA_MODE;
LCDC_MCUInitStruct->LCDC_MCUSyncMode = LCDC_MCU_SYNC_WITH_TE;
b)  Change other parameters if needed, such as TE pulse polarity, TE Delay, LCD width/height.
(4) Initialize the LCDC using the initialized structure in step (3).
LCDC_MCUInit (LCDC_TypeDef * LCDCx, LCDC_MCUInitTypeDef * LCDC_MCUInitStruct);
(5) Configure the LCDC DMA parameters.
a)  Configure the LCDC DMA burst size using the function LCDC_DMAModeConfig().
b)  Allocate DMA buffer and assign the address to LCDC using the function LCDC_DMAImageBaseAddrConfig().
(6) Enable the specified LCDC interrupt using the function LCDC_INTConfig(), if needed.
(7) Enable the LCDC using the function LCDC_Cmd().
(8) The LCDC can transfer frame data to LCM automatically synchronized with the TE signal from LCM, and you can update the frame buffer to
change the display.

21.5.2 RGB Interface

21.5.2.1 DE Mode

To use the LCDC RGB interface DE mode, the following steps are mandatory.
(1) Configure the LCDC pinmux according to Table 21-4.
(2) Configure LCM parameters through SPI or other interfaces if needed.
(3) Initialize the LCDC_RGBInitStruct variable.
a)  Configure the LCDC_RGBInitStruct parameter corresponding to DE mode.
LCDC_RGBStructlInit (LCDC_RGBInitTypeDef * LCDC_RGBInitStruct);
LCDC_RGBInitStruct->LCDC_RGBSyncMode = LCDC_RGB_DE_MODE;
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b)  Change other parameters if needed, such as Date/ENABLE/VSYNC/HSYNC pulse polarity, DCLK active edge, VFP, VBP, VSW, HBP, HFP,
HSW, refresh frequency, LCD width/height.
(4) Initialize the LCDC using the initialized structure in step (3).
LCDC_RGBInit (LCDC_TypeDef* LCDCx, LCDC_RGBInitTypeDef* LCDC_RGBInitStruct);
(5) Configure the LCDC DMA parameters.
a)  Set burst size using the function LCDC_DMAModeConfig().
b) Set DMA FIFO under flow mode and error data using the functions LCDC_DMAUnderFlowModeConfig() and
LCDC_DMAUnderFlowModeConfig().
c)  Allocate DMA buffer and assign the address to LCDC using the functionL CDC_DMAImageBaseAddrConfig().
(6) Enable the specified LCDC interrupt using the function LCDC_INTConfig(), if needed.
(7) Enable the LCDC using the function LCDC_Cmd().
(8) The LCDC can transfer frame data to LCM automatically according to the refresh frequency, and you can update the frame buffer to change
the display.

21.5.2.2 HV Mode

To use the LCDC RGB I/F HV mode, the following steps are mandatory.
(1) Configure the LCDC pinmux according to Table 21-4.
(2) Configure LCM parameters through SPI or other interfaces if needed.
(3) Initialize the LCDC_RGBInitStruct variable.
a)  Configure the LCDC_RGBInitStruct parameter corresponding to HV mode.
LCDC_RGBStructlInit (LCDC_RGBInitTypeDef * LCDC_RGBInitStruct);
b)  Change other parameters if needed, Date/ENABLE/VSYNC/HSYNC pulse polarity, DCLK active edge, VFP, VBP, VSW, HBP, HFP, HSW,
refresh frequency, LCD width/height, 6-bit or 16-bit parallel I/F mode, refresh frequency.
(4) Initialize the LCDC using the initialized structure in step (3).
LCDC_RGBInit (LCDC_TypeDef* LCDCx, LCDC_RGBInitTypeDef* LCDC_RGBInitStruct)
(5) Configure the LCDC DMA parameters
a)  Setburst size using the function LCDC_DMAModeConfig().
b) Set DMA FIFO wunder flow mode and error data using the functions LCDC_DMAUnderFlowModeConfig() and
LCDC_DMAUnNderFlowModeConfig().
c)  Allocate DMA buffer and assign the address to LCDC using the function LCDC_DMAImageBaseAddrConfig().
(6) Enable the specified LCDC interrupt using the function LCDC_INTConfig(), if needed.
(7) Enable the LCDC using the function LCDC_Cmd().
(8) The LCDC can transfer frame data to LCM automatically according to the refresh frequency, and you can update the frame buffer to change
the display.

21.5.3 LED Interface

To use the LCDC LED interface mode, the following steps are mandatory.
(1) Configure the LCDC pinmux according to Table 21-4.
(2) Initialize the LCDC_RGBInitStruct variable.
a)  Configure the LCDC_LEDInitStruct parameter corresponding to LED interface mode
LCDC_LEDStructlInit (LCDC_LEDInitTypeDef * LCDC_LEDInitStruct)
b)  Change other parameters if needed, such as color channel, color numbers, timing (latch start time, latch pulse width, OE active width),
refresh frequency, LED width/height.
(3) Initialize the LCDC using the initialized structure in step (2).
LCDC_LEDInit (LCDC_TypeDef* LCDCx, LCDC_LEDInitTypeDef * LCDC_LEDInitStruct)
(4) Configure the LCDC DMA parameters
a)  Set burst size using the function LCDC_DMAModeConfig().
b)  Allocate DMA buffer and assign the address to LCDC using the function LCDC_DMAImageBaseAddrConfig().
(5) Enable the specified LCDC interrupt using the function LCDC_INTConfig(), if needed.
(6) Enable the LCDC using the function LCDC_Cmd().
(7) The LCDC can transfer frame data to LED array board automatically according to the refresh frequency, and you can update the frame
buffer to change the display.
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21.6 GUI

emWin is the embedded GUI solution. It can be adapted to any size, either physical or virtual display, not dependent of the display controller.
Making it a professional GUI for the embedded market, usable for multiple different scenarios.

Realtek has reached an emWin Pro Buyout Agreement with SEGGER. The emWin LICENSED SOFTWARE, which is located in
component\common\ui\emwin, is available in object code form for Realtek customers who have been authorized.

21.6.1 Authorization

In order to be authorized to use emWin software, you need to follow these steps:

(1) Read emWin_Software_License_Agreement.pdf carefully under the path component\common\ui. The document is a binding, legal
agreement between Realtek and you (either an individual or a legal entity). It explains the terms and conditions that you should accept
and agree.

(2) If you do not accept and agree to this Agreement, do not unzip “emwin.zip” and do not use any of the LICENSED SOFTWARE. If you do
accept and agree this Agreement, then you can unzip “emwin.zip” with the password, which can be found in
emWin_Software_License_Agreement.pdf.

21.6.2 emWin Software

After the “emwin.zip” is extracted, you can see the following directories of emWin software.

Directory Sub-directory | Description
emWinLibrary / Contains the basic contents in emWin PRO package
Config The files in this sub-directory are template configuration files for reference to adapt for different SoC

and LCD module.

You should customize GUIConf.c and LCDConf.c according to their devices. The details of these two
files can be found in Chapter 38 Configuration, UM03001_emWin5.pdf.

For Ameba-D, we provide porting samples of EVB LCM with MCU or RGB I/F. The samples are located in
component\common\ui\emwin\Sample\rtI8721d\Config. It's much easier for users to modify these
files to adapt to new LCM. The files in this sub-directory are used to adapter for different LCD module
and different scenarios.

Doc UMO03001_emW:in5.pdf is the User Guide and Reference Manual of emWin.
GUL_X GUI_X_FreeRTOS.c is the configuration of the timing routines, the debugging routines and the kernel
interface routines.
Include The header files of emWin
Lib The object code of emWin
Tool The available tools which are useful during Ul development, such as Font Converter, GUIBuilder.
Sample / These are porting samples of Ameba-D driving EVB LCM.

[ ] MCU I/F LCM on EVB: ILI9488 TFT-LCD module (320*480, MCU 8-bit I/F)

[ RBG I/F LCM on EVB: TCX043DTLN-04 TFT-LCD module (480*272, RGB 6-bit I/F)

Third_Party / It contains the TrueType Font for emWin, which should be used if fonts need to be scalable at run-
time. This is the adapted version of FreeType font library from David Turner, Robert Wilhelm and
Werner Lemberg.

21.6.3 How to Adapt to LCM

As mentioned above, we provide porting samples of Ameba-D driving EVB LCM in component\common\ui\emwin\Sample\rtl8721d. Table
21-6 demonstrate how to customize configuration files to adapt a new LCM.

Table 21-6 Customizing configuration files
I Configuration file | Step Description Note I
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GUIConf.c

Modify the value of macro GUI_NUMBYTES
to define the size of memory block.

Define macro PSRAM_BUF_USED in
LCDConf.h to place the memory block into
PSRAM. Otherwise, undefine it to place the
memory block into SRAM.

Provide emWin with the
function GUI_X_Config(), which
is responsible for assigning a
memory block to the memory
management system.

LCDConf_MCU_8
bit_eval.c

Set XSIZE_PHYS and YSIZE_PHYS to the

horizontal and vertical resolution of LCM.

Implement the functions illustrated in Table

21-7.

B void lcd_mcu_write (int x0, int y0, int
x1, int y1, void *buf, U32 color)

B void lcd_mcu_read (int x0, int y0, int
x1, int y1, void *buf)

B void lcd_init (void)

Used for MCU I/F LCM.

As an example, these functions
are implemented in
Sample\rti8721d\hal\hal_mcu
_led.c. You should modify this
file according to the flow of
Initialize, Read/Write pixel
specified by datasheet of LCM.

The
LCDConf_MCU_8bit_eval.c
adopts GUI MCU driver
porting by Realtek, and it
applies to display controllers
with indirect interface, such
as MCU I/F LCM.

LCDConf_RGB_6b
it_eval.c

(2)

3)

Set XSIZE_PHYS and YSIZE_PHYS to the
horizontal and vertical resolution of LCM.
Define macro PSRAM_BUF_USED in
LCDConf.h to place the VRAM buffer into
PSRAM. Otherwise, undefine it to place the
VRAM buffer into SRAM.

Implement the functions illustrated in Table

21-8.

B void lcd_init (unsigned int width,
unsigned int height, unsigned int
bufAddr)

B voidlcd_set_dma_addr (unsigned int
bufAddr)

Used for RGB I/F LCM.

As an example, these functions
are implemented in
Sample\rti8721d\hal\hal_rgb_
Icd.c. You should modify this
file according to the timing
parameters specified by
datasheet of LCM.

The
LCDConf_RGB_6bit_eval.c
adopts GUI LIN driver
provided by emWin package,
and it applies to display
controllers with linear video
memory accessible via direct
interface, such as RGB I/F
LCM.

LCDConf_SPI_eval
.c

(2)

Set XSIZE_PHYS and YSIZE_PHYS to the

horizontal and vertical resolution of LCM.

Implement the functions illustrated in Table

21-9.

B void lcd_spi_write (int x0, int y0, int x1,
int y1, void *buf, U32 color)

B void lcd_spi_read (int x0, int y0, int x1,
int y1, void *buf)

Used for SPI I/F LCM.

As an example, these functions
are implemented in
Sample\rtI8721d\hal\hal_spi_l
cd.c. You should modify this file
according to the flow of
Initialize, Read/Write pixel
specified by datasheet of LCM.

®  |cd_spi_read function is
not necessary.

® The LCDConf_SPI_eval.c
adopts GUI SPI driver
porting by Realtek, and
it applies to display
controllers with indirect
interface, such as SPI

B void lcd_init (void) I/F LCM.
Table 21-7 Functions for MCU I/F LCM
Function lcd_mcu_write lcd_mcu_read Icd_init
Introduction | Writes pixels to LCD module. Reads pixels from LCD module. Initialize LCD controller
and LCM.
Parameters ®  x0: the start column of area to be updated ®  xO0: the start column of area to be read N/A
®  y0: the start row of area to be updated ®  y0: the start row of area to be read
®  x1:the end column of area to be updated ®  x1:the end column of area to be read
® yl:the end row of area to be updated ®  yl:the end row of area to be read
® buf: pointer to a buffer which is used to L] buf: pointer to a buffer which is used to
store pixel data of the area defined by store pixel data read from the area
(x0,y0,x1,y1) defined by (x0,y0,x1,y1)
(] color: If buf is NULL, fill the area with the
same color
Return N/A N/A N/A
Table 21-8 Functions for RGB I/F LCM
Function lcd_init lcd_set_dma_addr

Introduction

Initialize LCD controller

Virtual Screen function is used.

Set the address of VRAM. It is necessary when Multiple Buffering or
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Parameters ® width: horizontal resolution bufAddr: the start address of VRAM
® height: vertical resolution
® bufAddr: the start address of VRAM
Return N/A N/A
Table 21-9 Functions for SPI I/F LCM
Function lcd_spi_write Icd_spi_read lcd_init
Introduction | Writes pixels to LCD module. Reads pixels from LCD module. Initialize LCD controller
and LCM.
Parameters (] x0: the start column of area to be updated [ ] x0: the start column of area to be read N/A
®  y0: the start row of area to be updated ®  y0: the start row of area to be read
®  x1:the end column of area to be updated ®  x1:the end column of area to be read
®  yl:the end row of area to be updated ®  yl:the end row of area to be read
®  buf: pointer to a buffer which is used to ®  buf: pointer to a buffer which is used to
store pixel data of the area defined by store pixel data read from the area
(x0,y0,x1,y1) defined by (x0,y0,x1,y1)
(] color: If buf is NULL, fill the area with the
same color
Return N/A N/A N/A
Note:

To adapt the driver to a display controller not supported currently, user should

(] Refer to Chapter 33.7.26 GUIDRV_Template in UM03001_emWin5.pdf

®  Adapt the routines _SetPixellndex() and _GetPixellndex() in component\common\ui\emwin\emWinLibrary\Config\GUIDRV_Template.c
®  Optimize some operation in GUIDRV_Template.c to improve drawing speed

21.6.4 How to Adapt to Touch Panel

We provide porting samples of Ameba-D driving EVB touch panel in component\common\ui\emwin\Sample\rtl8721d. The following steps
demonstrate how to customize configuration files to adapt a new touch panel.

(1) Copy your touch driver to the folder component\common\ui\emwin\Sample\rti8721d\hal
The touch driver needs to provide an initialization function and functions to get the horizontal and vertical coordinates of the touch
point.
(2)  Modify hal_touch.h/hal_touch.c
B Define the macro “TP_ID” which means the touch panel you want to use in hal_touch.h
B Implement the following functions in hal_touch.c
€ void hal_touch_init (void)
€ int hal_touch_measureX (void)
€ int hal_touch_measureY (void)
Function hal_touch_init hal_touch_measureX hal_touch_measureY
Introduction Initialize the touch panel. | Measure the x coordinate of touch point Measure the y coordinate of touch point
Parameters N/A N/A N/A
Return N/A X coordinate of touch point Y coordinate of touch point

21.6.5 How to Use emWin in SDK

To build and run emWin demo in SDK, you need to follow these steps:

(1) Enable emWin compile
KM4 make menuconfig > MENUCONFIG FOR CHIP CONFIG > GUI Config > Enable GUI, and select emwin.
(2) Enable PSRAM if needed

By default, the VRAM buffer, which is necessary for RGB I/F LCM, is located in PSRAM. So you should enable PSRAM by setting
psram_dev_config, psram_dev_enable to TRUE in rtI8721dhp_intfcfg.c.
If you want to put the VRAM buffer in RAM instead of PSRAM, you should modify LCDConf.h as follows:
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#undef PSRAM_BUF_USED
(3) By default, the configuration files of RGB I/F LCM (hal_rgb_lcd.c, LCDConf RGB_6bit_eval.c) is compiled.
To use MCU I/F LCM, you should modify project\realtek_amebaD_va0_example\GCC-
RELEASE\project_hp\asdk\make\ui\emwin\Sample\Makefile to compile hal_mcu_lcd.c and LCDConf_MCU_8bit_eval.c instead.
(4) Add your own code or run emWin demo code.
The emWin demo code is located in project\realtek_amebaD_va0_example\example_sources\LCDC\GUI_demo\emWin. The

ReadMe.txt in each demo folder demonstrates how to use it.
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22 PSRAM

Pseudo Static Random Access Memory (PSRAM) is used for high speed transmission of data stream, and is suitable for audio codec. RTL8721D

uses PSRAM controller to communicate with PSRAM. PSRAM is in KM4 platform, so only KM4 can access it.

The features of PSRAM are:

Density: 32Mbit

Address Mapping: 0x0200_0000 ~ 0x0240_0000
Clock rate: 50MHz

Double Data Rate (DDR)

16/32/64/128 bytes burst access

Half sleep mode and deep power-down mode

22.1 Throughput

PSRAM supports direct access and DMA access.

Table 22-1 PSRAM throughput

Access mode Write Read
Theory Test Theory Test
Direct Access Cache off | 200Mbps < 160Mbps 177.78Mbps <(32)/(180ns+360ns) = 59.26 Mbps
Cache on 200Mbps 160Mbps (CS is high for 40ns 556.52Mbps < (32*8)/(460ns+360ns) = 312Mbps
between two transmits)
DMA 731.43Mbps 711.11Mbps 721.13Mbps 589.18Mbps
Note:

[ ] When Cache off:

| Read or write operation only accesses 32 bits once with header and delay.

u Instruction execution time also needs to take into consideration.

B The 360ns in test is caused by hardware characteristic. Command from CPU to PSRAM controller needs 152ns to sync, PSRAM
controller controlling PHY circuit to work needs 82us, PHY giving read data to CPU needs 126ns.

[ ] When Cache on:

| Read operation reads 32 bytes (cache line) once.

B Write operation writes 32 bits once, but the interval between two write operations is greatly reduced.

B The 360ns in test is caused by hardware characteristic. Command from CPU to PSRAM controller needs 152ns to sync, PSRAM
controller controlling PHY circuit to work needs 82us, PHY giving read data to CPU needs 126ns.

[ ] DMA sets burst length 128 bytes and disables cache.
B For DMA write, DAM moving data to PSRAM FIFO and PSRAM controller writing FIFO data to PSRAM slave can work simultaneously,

so the interval between two burst write operations is small.

| For DMA read, similar operation as DMA write is not supported, so the interval between two burst read operations is large.

B The test data above takes variable initial latency and 3 clocks initial latency for example.

Table 22-2 PSRAM throughput theoretical calculation

Item

Writing 32 bits

Reading 32 bits

Header + delay

[3 +(3-1)] * 20ns = 100ns

[3 +(3-1)] * 20ns = 100ns

Data transmit period

2 *20ns = 40ns

16 * 20ns = 320ns

Hardware hold

1 * 20ns = 20ns

2 * 20ns = 40ns

Total without considering instruction execution time

100ns + 40ns + 20ns = 160ns

100ns + 320ns + 40ns = 460ns

Throughput theoretical value

32/160ns = 200Mbps

(32*8)/460ns = 556.52Mbps
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22.2 Power Management

When entering KM4 powergate mode, PSRAM will be reset and its memory will be lost. If you want to retain the PSRAM, KM4 powergate mode
is not supported to use. If you want to keep the PSRAM and save power, KM4 clockgate mode is supported.

Table 22-3 PSRAM power management

Retention Options Power Consumption (uA) Comment

No L] KM4 PG <30 PSRAM cannot keep, so memory retention
® PSRAM_LDO OFF applications are not supported.

Yes ° KM4 CG About 325
) PSRAM_LDO ON
®  PSRAM Half Sleep mode

22.3 How to Use PSRAM?

22.3.1

Initializing PSRAM

Before accessing PSRAM, you should enable PSRAM power, initialize PSRAM controller and PSRAM slave to synchronize the related

parameters.

In SDK, you should set psram_dev_enable in rtI8721dhp_intfcfg.c. If the chip works in the environment with large fluctuations in temperature,
you should set psram_dev_cal_enable to enable calibration function. If you want to keep the PSRAM and save power when KM4 enters sleep
mode, you should also set psram_dev_retention to enable PSRAM retention.

DSRAMCFG TypeDef psram dev config = |
.psram_dev_enable = TRUE,
.psram_dev_cal enable = TRUE,
.;sram_dev_re:er::ior. = TRUE,

/enakble psram
//enable psram calibration function
//enable psram retention

b

22.3.2 Adding BSS/TEXT/DATA Section into PSRAM Region

Table 22-4 lists how to add a BSS/TEXT/DATA section into PSRAM region.

Table 22-4 Add a BSS/TEXT/DATA section into PSRAM region

Section | Description Operation
BSS To put a BSS section in PSRAM, add PSRAM_BSS_SECTION before the [psram_Bss_secTion|u32 PSRAM_ Testbuf[1022];
buffer definition. — —
TEXT To put a TEXT section in PSRAM, add PSRAM_TEXT_SECTION before |pqpm1 e —— |
the function definition. 7oTD Eestj;n;tmnwom)
{
u32 1 = 0;
for (i = 0; 1 < 10; i++) {
DEG_8195R("test\r\n");
}
}
DATA To put a DATA section in PSRAM, add PSRAM_DATA_SECTION or | |
] SEC J
PSRAM_RODATA_SECTION before the data definition. S TeTe e —iTi:;

After the operation, rebuild KM4 project.

22.3.3 Allocating Heap from PSRAM

Before allocating heap, Initializing PSRAM must be completed, then follow the steps below.
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(1) Confirm the heap size you want in Psram_reserve.c.

#define configTOTAL PSREZM HEAP SIZE (0x200000)

(2) Use void *Psram_reserve_malloc(int size) to allocate a heap or use void *Psram_reserve_calloc(int num, int size) to allocate several
consecutive spaces. Both functions return a pointer to the start address of the allocation. Use void Psram_reserve_free(void *mem) to free
the allocation.

Note: The PSRAM_BSS_SECTION will be cleared only in the function void app_init_psram(void) in rtl8721dhp_app_start.c.
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23 MPU and Cache

23.1 Functional description

23.1.1 MPU

Memory Protection Unit (MPU) is used to provide Hardware Protection by Software definition. Our code provides mpu_region_config

structure to include the region memory attribute. Default attribute of all KMO & KM4 SRAM are write-through.

Table 23-1 shows member variables of the mpu_region_config structure.

Table 23-1 mpu_region_config structure

Member Variable Name | Type Description
region_base uint32_t MPU region base, 32 bytes aligned
region_size uint32_t MPU region size, 32 bytes aligned
xn uint8_t Execute Never attribute
(] MPU_EXEC_ALLOW: Allows program execution in this region
(J MPU_EXEC_NEVER: Does not allow program execution in this region
ap uint8_t Access permissions
(] MPU_PRIV_RW: Read/write by privileged code only
(] MPU_UN_PRIV_RW: Read/write by any privilege level
®  MPU_PRIV_R: Read only by privileged code only
(] MPU_PRIV_W: Read only by any privilege level
sh uint8_t Share ability for Normal memory
(] MPU_NON_SHAREABLE: Non-shareable
(] MPU_OUT_SHAREABLE: Outer shareable
[ ] MPU_INR_SHAREABLE: Inner shareable
attr_idx uint8_t Memory attribute indirect index

This parameter can be a value of 0 ~ 7, the detailed attribute is defined in mpu_init() and is

customized. The typical definition is as following:

® 0: MPU_MEM_ATTR_IDX_NC, defines memory attribute of Normal memory with non-

cacheable

(] 1: MPU_MEM_ATTR_IDX_WT_T_RA, defines memory attribute of Normal memory with

write-through transient, read allocation

® 2: MPU_MEM_ATTR_IDX_WB_T_RWA, defines memory attribute of Normal memory with

write-back transient, read and write allocation

[ ] 3~7: MPU_MEM_ATTR_IDX_DEVICE, defines memory attribute of Device memory with

non-gathering, non-recording, non-early Write Acknowledge

Table 23-2 shows how to set a MPU region.

Table 23-2 How to set a MPU region

Steps

Description

New variable and structure

®  Variable to store MPU entry index

®  Structure mpu_region_config to store the region memory attribute

Allocate a free MPU entry

Call mpu_entry_alloc()

Set region memory attribute

Set structure of region memory attribute

Configure MPU region memory attribute

Call mpu_region_cfg()

23.1.2 Cache

Cache is used to improve the CPU performance of data access. Ameba-D Cache supports Enable/Disable, Flush and Clean Operation, as Table

23-3 lists.
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Table 23-3 Enable/Disable, Flush and Clean operation supported by Cache

Operation

Description I-Cache | D-Cache

Enable/Disable

Enable or Disable Cache function v v

Flush (Invalidate)

Flush Cache v v
D-Cache can be flushed by address
Can be used after DMA Rx, and CPU reads DMA data from DMA buffer for D-Cache

Clean

Clean D-Cache x v
D-Cache will be write back to memory

D-Cache can be cleaned by address

Can be used before DMA Tx, after CPU writes data to DMA buffer for D-Cache

23.2 MPU APIs

23.2.1 mpu_init

Items Description

Introduction Initialize MPU region memory attribute to typical value
Parameters N/A

Return N/A

23.2.2 mpu_set_mem_attr

Items

Description

Introduction

Change MPU region memory attribute

Parameters ®  attr_idx: region memory attribute index, which can be 0 ~ 7.
[} mem_attr: region memory attributes.
Return N/A

23.2.3 mpu_region_cfg

Items Description
Introduction Configure MPU region memory attribute.
Parameters L] region_num:

| KMO: 0~3

B KM4NS: 0~7

B KM4.S: 0~3

®  pmpu_cfg: pointer to an mpu_region_config structure which has been configured

Return N/A

23.2.4 mpu_entry_free

Items Description
Introduction Free MPU entry
Parameters entry_index:

[ ] KM0: 0~ 3

[ ] KM4_NS:0~7

[ ] KM4_S:0~3
Return N/A
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23.2.5 mpu_entry_alloc

Items

Description

Introduction

Allocate a free MPU entry

Parameters

N/A

Return

MPU entry index:

® KMO0:0~3
KM4_NS:0~7
KM4_S:0~3
Fail: -1

23.3 Cache APIs

23.3.1 ICache_Enable

Items Description
Introduction Enable I-Cache
Parameters N/A

Return N/A

23.3.2 ICache_Disable
Items Description
Introduction Disable I-Cache
Parameters N/A
Return N/A

23.3.3 ICache_Invalidate

Items Description
Introduction Invalidate I-Cache
Parameters N/A

Return N/A

23.3.4 DCache_IsEnabled

Items Description
Introduction Check D-Cache enabled or not
Parameters N/A
Return D-Cache enable status:
[ ) 1: Enable

[ J 0: Disable

23.3.5 DCache_Enable

Items Description
Introduction Enable D-Cache
Parameters N/A

Return N/A

Application Note

All information provided in this document is subject to legal disclaimers.

© REALTEK 2020. All rights reserved.

192



54REALTEK

MPU and Cache

23.3.6 DCache_Disable

Items Description
Introduction Disable D-Cache
Parameters N/A

Return N/A

23.3.7 DCache_lInvalidate

Items Description

Introduction Invalidate D-Cache by address

Parameters ®  Address: Invalidated address (aligned to 32-byte boundary)
®  Bytes: Size of memory block (in number of bytes)

Return N/A

23.3.8 DCache_Clean

Items

Description

Introduction

Clean D-Cache by address

Parameters ®  Address: Clean address (aligned to 32-byte boundary).
®  Bytes: size of memory block (in number of bytes).
Note: Address set OxFFFFFFFF is used to clean all D-Cache.
Return N/A

23.3.9 DCache_Cleanlinvalidate

Items

Description

Introduction

Clean and invalidate D-Cache by address

Parameters ®  Address: Clean and invalidated address (aligned to 32-byte boundary)
(] Bytes: size of memory block (in number of bytes)
Note: Address set OXFFFFFFFF is used to clean and flush all D-Cache.

Return N/A

23.4 How to Define a Non-cacheable Data Buffer

To define a data buffer with non-cacheable attribute, you should add SRAM_NOCACHE_DATA_SECTION before the buffer definition.

Application Note
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24 Audio Codec Controller Guide

24.1 Audio Codec

Ameba-D audio codec (AC) is often used to play and record audio data. It is a stereo audio codec with stereo headphone amplifiers, as well as
2-way inputs and 1-way stereo/mono output that are programmable to single-ended or differential.

Ameba-D audio codec integrates anti-pop circuit for audible pop noise cancellation, MIC bias circuit for MIC power supply and programmable
MIC boost ability.

Ameba-D audio codec transmits record data to or receives playback data from platform through SPORT interface. By means of specific serial
interface (SI), Ameba-D platform configures and drives audio codec.

Ameba-D also provides external 12S interface for audio application extension, which supports the highest 384kHz sampling frequency.

24.1.1 Diagram

The diagram of AC is shown in Fig 24-1.

o
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MICBST SD ADC-L
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MIC Bias
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MICN2 —— MICBST SD ADC-R 125
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Digital PCM
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Codec ACC
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\\Cb HP driver DAGL (——
”
; I’
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/
( (( HP driver Sla s External
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FIIE
Fig 24-1 Audio codec diagram
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24.1.2 Features

Mono and stereo channel

8-bit, 16-bit and 24-bit sample bits

8k, 16k, 32k, 48k, 96k, 44.1k, 48k and 88.2k sample rate

12S, left justify, PCM mode A, PCM mode B, PCM mode A-N and PCM mode B-N data format
Anti-pop function to reduce audible pop

Programmable MIC boost gain

Programmable gain in ADC and DAC path

Three line-out output modes: cap-less, differential and single-end

Three input ways: line-in, AMIC-in and DMIC-in

24.1.3 Application Mode

Audio codec supports three input ways: line-in, AMIC-in and DMIC-in, but only supports one output way: line-out.
24.1.3.1 Line-out

Line-out has no amplifier to amplify output voice. Line-out supports three output modes: cap-less, differential and single-ended. User can
select the wanted mode by setting the related registers.

(] Line-out cap-less mode
In this mode, the N-end of L/R channel outputs common-level voltage, while P-end drives the available analog audio signal. When earphone
inserts into jack, the ground must short with N-end output for audio signal de-couple. That is why the ground is called virtual ground.

g |m/g| s s

Ameba-D

o

= virtual ground
m = mic
= ear speaker

©

Fig 24-2 Cap-less mode connection with headphone jack

® Line-out differential mode
In this mode, both N-end and P-end drive the available analog audio signal. User should select the differential jack and earphone accordingly.

Differential Headphone
Connector Assembly

‘ LOUT_P

ROUT P Ameba-D

ROUT_N

LOUT_N

Fig 24-3 Differential mode connection with headphone jack
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L] Line-out single-ended mode
In this mode, board circuit designer needs to place a capacitor to the P-end output path for analog audio signal pick-up. No N-end output is

required.

Ameba-D
g |m/g| s s
g = ground l
m = mic ==
s = ear speaker

Fig 24-4 Single-ended mode connection with headphone jack

24.1.3.2 Line-in

Line-in has no preamplifier, its input signal often has a large output power. It often connects to the audio output of equipment such as electric
guitar, electronic organ and synthesizer.

Connect the left channel of line-in signal to AUX_L, and the right channel to AUX_R accordingly.

AUX_L Ameba-D

™

\\}7

AUX_R

™

Fig 24-5 Line-in mode connection

24.1.3.3 AMIC-in

Analog microphone (AMIC) records audio data, it has preamplifier, its input signal often has a low output power. AMIC-in supports differential
mode and single-ended mode.

®  AMIC-in single-ended mode
Connect MIC_P with single-ended analog microphone, while MICBIAS provides the microphone bias voltage.

MICBIAS

Analog MIC Ameba-D

|
F—O micp

output

[9)
2
o

—O

Fig 24-6 AMIC-in single-ended mode connection

®  AMIC-in differential mode
Connect MIC_P/MIC_N with differential analog microphone, while MICBIAS provides the microphone bias voltage.
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24.1.3.4 DMIC-in

MICBIAS
Analog MIC I Ameba-D
OUTPUT+ MIC_P
OUTPUT- MIC_N

Fig 24-7 AMIC-in differential mode connection

Digital microphone (DMIC) records audio data, it is integrated with ADC internal, and can directly output digital signal. DMIC-in supports mono

mode and stereo mode.

[ ] DMIC-in mono mode

Tie the L/R of digital microphone to ground or VDD if only one digital microphone is placed.

[ ] DMIC-in stereo mode

L VDD

VDD
Ameba-D
Digital MIC
CLOCK i DMIC_CLK
GND DATA DMIC_DATA

Fig 24-8 DMIC-in mono mode connection

Tie the L/R of two digital microphones to ground and VDD respectively if stereo microphone is needed. The two microphones share the
DMIC_DATA according to the rising/falling edge.

Application Note

- VDD
VDD
l Digital MIC
CLCCK Ameba-D
L/R GND DATA
I DMIC_CLK
VDD ——1——) DMIC_DATA
Digital MIC
CcLock —
GND DATA

Fig 24-9 DMIC-in stereo mode connection
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24.2 Audio Codec Controller

Ameba-D audio codec controller (ACC) is the bridge between host audio buffers and audio codec module. It is used for audio codec
input/output control.

Ameba-D audio codec controller uses GDMA to move data, and transfers audio data to or from audio codec module via SPORT, and configures
audio codec module via Sl.

The diagram of ACC is shown in Fig 24-10.

APB Bridge

SPORT
GDMA ‘ S| @40MHz ACC @40MHz or 256*Fs | |

Ll 1

& i 12S/PCM

Sl Slave Digital Core 12S/PCM
Y
Memory Audio Codec @ 40MHz
A
Analog Core

Fig 24-10 Audio codec controller diagram

24.2.1 Features

Mono and stereo channel

8-bit, 16-bit and 24-bit sample bits

12S, left justify, PCM mode A, PCM mode B, PCM mode A-N and PCM mode B-N data format
Mandatory or optional sample rate which audio codec module declares for support

GDMA for data moving

Data loopback between SDI and SDO

24.2.2 Control Interface

There are two control interfaces: SPORT interface and Sl interface.

®  SPORT interface

Audio codec transfers audio data via SPORT interface sequentially according to user’s setting. It supports multiple data format, such as 125, left
justify, PCM mode A, PCM mode B, PCM mode A-N and PCM mode B-N.

®  Slinterface

Audio codec needs to configure the related analog and digital parameters before transferring audio data. Sl interface is used to configure codec
parameters. It can read or write codec register.

For more details about AC and AAC, refer to UM0400 Ameba-D User Manual.

24.3 Audio PLL

The ACC clock architecture is shown in Fig 24-11.
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SoC Clock Source clk_is_128 fs ACC Clock Module
Clock clk_is_40M
» »
SYSPLL_400M ————> Clock Divider/10 —p» 1 " Divider/4 g ©
——» 0
o~ Clock > 1
~ N "1 Divider/2 ”
> (IR
Clock
L —>» WS
CLK_45P1584 A ’ Divider/64
0x218[19
Clock || oy o . (19] BCLK
Divider .
| Frequency Synthesizer 1
CLK_98P304 A A g 40M*(ni/mi)
218[2
0x218[26:20] ~ 0x218[29] 0x218(29]
0x218[28]

Note: CLK_45P1584 is clock derived from PCM PLL internal, while CLK_98P304 from 1S PLL.

Fig 24-11 ACC clock architecture

24.3.1 Diagram

The ACC clock diagram is illustrated in Fig 24-12.

fin —> > f
PFD cp —> LP —> VCo out
fdiv >
div.N/(div.N+1) <
fo.N fo.f
—>» 15:13 12:0
16-bit accumulator
Frequency Divider
Fig 24-12 ACC clock diagram
four div.N X (216 — (fo.N x 213 + fo.f)) + (div.N + 1) x (fo.N x 213 + fo.f) fo.N fo.f
—_—= =div.N+ —+—
fn 216 23 216

Where fi, is derived from the clock of crystal, while div.N, fo.N and fo.f from the register settings. Therefore, the resolution of fo.: equals to
fin/216.

The relationship between crystal clock and fi,is listed in Table 24-1.

Table 24-1 Relationship between crystal clock and fin

Crystal Clock (MHz) fin (MHz) Divider
40 10 4
25 12.5 2
13 13 1
19.2 9.6 2
20 10 2
26 13 2
38.4 9.6 4
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17.664 8.832 2
16 8 2
14.318 14.318 1
12 12 1
52 13 4
48 12 4
27 13.5 2
24 12 2

24.3.2 Operation Mode

24.3.2.1 Auto Mode

In auto mode, PLL circuit automatically sets the parameters (div.N, fo.N, fo.f, etc.) to output clock with the exact frequency, 196.608 MHz
(=98.304MHz x 2) is offered by 125 PLL while 180.6336MHz (=45.1584MHz x 4) by PCM PLL.

24.3.2.2 Manual Mode

If fine tuning PLL clock is required, users could switch the I2S or PCM PLL to manual mode. In this mode, users could control the output
frequency of 125 PLL max + 100ppm around 196.608MHz or PCM PLL max £ 100ppm around 180.6336MHz by calling the corresponding APIs.

As the adjusted step of fout equals to fin/2%5, fi, decides the exact ppm per step ((fin/216)/196.608 or (fin/216)/180.6336).

The relationship between fi, and ppm per step is listed in Table 24-2.

Table 24-2 Relationship between f;, and ppm per step

fin (MHz) 12S ppm per step PCM ppm per step
10 0.78 0.84
12.5 0.97 1.06
13 1.01 1.10
9.6 0.75 0.81
10 0.78 0.84
13 1.01 1.10
9.6 0.75 0.81
8.832 0.69 0.75
8 0.62 0.68
14.318 1.11 1.21
12 0.93 1.01
13 1.01 1.10
12 0.93 1.01
13.5 1.05 1.14
12 0.93 1.01

24.4 Audio Codec APIs

24.4.1 PLLAPIs

API Introduction
<PLL_Div> Divider to generate 256*fs or 128*fs clock
<PLL_Sel> Selects 125 PLL or PCM PLL

<PLL_I2S_Set>

Enables or disables 12S PLL

<PLL_PCM_Set>

Enables or disables PCM PLL

<PLL_I2S_ClkTune>

Tunes I2S PLL output faster or slower, or resets it to auto mode
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| <PLL_PCM_CIkTune>

Tunes PCM PLL output faster or slower, or resets it to auto mode

24.4.1.1 PLL_Div

Parameter Type

Introduction

<div> u32

Divider to generate 256*fs or 128*fs clock.

24.4.1.2 PLL_Sel

Parameter Type

Introduction

<sel> u32

®  Selects I2S PLL if fs=8/16/32/48/96kHz
®  Selects PCM PLL if fs=44.1/88.2kHz

24.4.1.3 PLL_I2S_Set

Parameter Type

Introduction

<new_state> u32

Enables or disables 12S PLL

24.4.1.4 PLL_PCM_Set

Parameter Type

Introduction

< new_state > u32

Enables or disables PCM PLL

24.4.1.5 PLL_I2S_ClkTune

Parameter Type Introduction
<ppm> u32 Required fine tuning ppm value
<action> u32 Faster or slower, or reset to auto mode

24.4.1.6 PLL_PCM_ClkTune

Parameter Type Introduction
<ppm> u32 Required fine tuning ppm value
<action> u32 Faster or slower, or reset to auto mode

24.4.2 SPORT APIs

API

Introduction

<AUDIO_SP_Structlnit>

Fills each SP_StructInit member with its default value

<AUDIO_SP_Init>

Initializes the audio SPORT registers according to the specified parameters in SP_InitStruct

<AUDIO_SP_TxStart>

Starts or stops SPORT Tx path

<AUDIO_SP_RxStart>

Starts or stops SPORT Rx path

<AUDIO_SP_TdmaCmd>

Enables or disables SPORT Tx DMA request

<AUDIO_SP_RdmaCmd>

Enables or disables SPORT Rx DMA request

<AUDIO_SP_SetWordLen>

Sets the AUDIO SPORT word length

<AUDIO_SP_GetWordLen>

Gets the AUDIO SPORT word length

<AUDIO_SP_SetMonoStereo>

Sets the AUDIO SPORT channel number

<AUDIO_SP_TXGDMA_Init>

Initializes GDMA peripheral for Tx data

<AUDIO_SP_RXGDMA_Init>

Initializes GDMA peripheral for Rx data

Application Note

All information provided in this document is subject to legal disclaimers.

© REALTEK 2020. All rights reserved.

201



%/REALTEK Ameba-D

24.4.2.1 AUDIO_SP_Structlnit

Fills each SP_StructInit member with its default value.

Parameter Type Introduction

<SP_InitStruct > SP_InitTypeDef* SP_InitTypeDef structure that contains the configuration information for the specified
audio SPORT peripheral

24.4.2.2 AUDIO_SP_Init

Initializes the audio SPORT registers according to the specified parameters in SP_InitStruct.

Parameter Type Introduction

<SPORTx> AUDIO_SPORT_TypeDef* | The base address of audio SPORT peripheral

<SP_InitStruct > SP_InitTypeDef* SP_InitTypeDef structure that contains the configuration information for the specified
AUDIO SPORT peripheral

24.4.2.3 AUDIO_SP_TxStart

Starts or stops SPORT Tx path.

If playing with audio codec, it starts SPORT Tx path.

Parameter Type Introduction
<SPORTx> AUDIO_SPORT_TypeDef* | The base address of audio SPORT peripheral
<NewsState> u32 State (enable or disable) of the SPORT Tx

24.4.2.4 AUDIO_SP_RxStart

Starts or stops SPORT Rx path.

If recording with audio codec, it starts SPORT Rx path.

Parameter Type Introduction
<SPORTx> AUDIO_SPORT_TypeDef* The base address of audio SPORT peripheral
<NewsState> u32 State (enable or disable) of the SPORT Rx

24.4.2.5 AUDIO_SP_TdmaCmd

Enables or disables SPORT Tx DMA request.

If Tx DMA request is not enabled, you should start Tx when GDMA completes every time.

Parameter Type Introduction
<SPORTx> AUDIO_SPORT_TypeDef* The base address of audio SPORT peripheral
<NewsState> u32 State (enable or disable) of the SPORT Tx DMA request

24.4.2.6 AUDIO_SP_RdmaCmd

Enables or disables SPORT Rx DMA request.

If Rx DMA request is not enabled, you should start Rx when GDMA completes every time.

Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.

202



54REALTEK

Audio Codec Controller Guide

Parameter Type Introduction
<SPORTx> AUDIO_SPORT_TypeDef* The base address of audio SPORT peripheral
<NewsState> u32 State (enable or disable) of the SPORT Rx DMA request

24.4.2.7 AUDIO_SP_SetWordLen

Sets the audio SPORT word length.

Parameter

Type

Introduction

<SPORTx>

AUDIO_SPORT_TypeDef*

The base address of audio SPORT peripheral

<SP_WordLen>

u32

The value of word length

24.4.2.8 AUDIO_SP_GetWordLen

Gets the audio SPORT word length.

Parameter

Type

Introduction

<SPORTx>

AUDIO_SPORT_TypeDef*

The base address of audio SPORT peripheral

24.4.2.9 AUDIO_SP_SetMonoStereo

Sets the audio SPORT channel number.

SPORT only supports stereo channel and mono channel.

Parameter

Type

Introduction

<SPORTx>

AUDIO_SPORT_TypeDef*

The base address of audio SPORT peripheral

< SP_MonoStereo>

u32

Mono or stereo channel

24.4.2.10 AUDIO_SP_TXGDMA_Init

Initializes GDMA peripheral for sending data.

Parameter Type Introduction

<Index> u32 GDMA index

<GDMA_InitStruct> GDMA_InitTypeDef * GDMA_InitTypeDef structure that contains the configuration information for the GDMA
peripheral

<CallbackData> void * GDMA callback data

<CallbackFunc> IRQ_FUN GDMA callback function
<pTxData> us * Tx buffer that stores Tx data
<Length> u32 Tx data length

24.4.2.11 AUDIO_SP_RXGDMA _Init

Initializes GDMA peripheral for receiving data.

Parameter Type Introduction

<Index> u32 GDMA index

<GDMA_InitStruct> GDMA_InitTypeDef * GDMA_InitTypeDef structure that contains the configuration information for the GDMA
peripheral

<CallbackData> void * GDMA callback data

<CallbackFunc>

IRQ_FUN

GDMA callback function

<pRxData>

ug * Rx buffer that stores the received data

Application Note

All information provided in this document is subject to legal disclaimers.

© REALTEK 2020. All rights reserved.

203



54REALTEK

Ameba-D

I <Length> | u32 Rx data length

24.4.3 SI APIs

SI APIs are used to read and write codec register.

API Introduction

<AUDIO_SI_Cmd> Enables or disables the specified audio Sl peripheral
<AUDIO_SI_WriteReg> Sl writes codec register

<AUDIO_SI_ReadReg> Sl reads codec register

<AUDIO_SI_CIkCmd> Turns on or turns off the clock of register bank of audio codec

24.4.3.1 AUDIO_SI_Cmd

Enables or disables the specified audio Sl peripheral.

Parameter Type Introduction

<new_state> us8 New state of the S| peripheral

24.4.3.2 AUDIO_SI_WriteReg

Uses Sl interface to write codec register.

Parameter Type Introduction
<address> u32 Codec register address
<data> u32 Data value written to the register

24.4.3.3 AUDIO_SI_ReadReg

Uses Sl interface to read codec register.

Parameter Type Introduction

<address> u32 Codec register address

24.4.3.4 AUDIO_SI_CIkCmd

Turns on or turns off the clock of register bank of audio codec.

Parameter Type Introduction

<new_state> u8 New state of the clock of register bank of audio codec

24.4.4 Codec APIs

API Introduction

<CODEC_Init> Initializes codec peripheral according to the application mode
<CODEC_SetVolume> Sets codec volume by controlling mon DAC channel DVOL gain
<CODEC_GetVolume> Gets codec mon DAC channel gain control

<CODEC_SetSr> Sets codec ADC and DAC sample rate

<CODEC_SetAdcGain> Sets codec ADC gain

<CODEC_SetAmicBst> Set codec AMIC boost

<CODEC_SetDmicBst> Set codec DMIC boost

Application Note All information provided in this document is subject to legal disclaimers.

© REALTEK 2020. All rights reserved.

204



54REALTEK

Audio Codec Controller Guide

<CODEC_SetMicBias>

Sets MIC_BIAS output voltage

<CODEC_MuteRecord>

Mutes or unmutes per AD channel

<CODEC_MutePlay>

Mutes or unmutes per DA channel.

<CODEC_Delnit>

De-initializes codec peripheral

24.4.4.1 CODEC_lInit

Initializes codec peripheral according to the application mode.

Parameter Type Introduction

<sample_rate> u32 Codec ADC and DAC sample rate

<word_len> u32 Codec data sample bit

<mono_stereo> u32 Codec mono channel or stereo channel

<application> u32 Codec application mode, such as APP_AMIC_IN, APP_LINE_OUT

24.4.4.2 CODEC_SetVolume

Sets codec volume by controlling mon DAC channel DVOL gain.

Parameter Type Introduction

<vol_Ich> u8 Codec mon DAC left channel DVOL gain control (0.375dB/step)
® 8'hAF: 0dB
®  8'h00:-65.625dB

<vol_rch> u8 Codec mon DAC right channel DVOL gain control (0.375dB/step)

®  8'hAF:0dB
®  8'h00:-65.625dB

24.4.4.3 CODEC_GetVolume

Gets codec mon DAC channel gain control.

Parameter

Type

Introduction

<vol>

ulé *

Mon DAC channel DVOL gain (high 8 bits is RCH gain, low 8 bits are LCH gain)

24.4.4.4 CODEC_SetSr

Sets codec ADC and DAC sample rate.

Parameter

Type

Introduction

<sample_rate>

u32

Codec ADC and DAC sample rate

24.4.4.5 CODEC_SetAdcGain

Sets codec ADC gain.

Parameter Type Introduction
<ad_gain_left> u32 ADC left channel digital volume gain
<ad_gain_right> u32 ADC right channel digital volume gain

24.4.4.6 CODEC_SetAmicBst

Sets codec AMIC boost.
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Parameter Type Introduction
<amic_bst_left> u32 AMIC left channel boost gain
<amic_bst_right> u32 AMIC right channel boost gain

24.4.4.7 CODEC_SetDmicBst

Sets codec DMIC boost.

Parameter Type Introduction
<dmic_bst_left> u32 DMIC left channel boost gain
<dmic_bst_right> u32 DMIC right channel boost gain

24.4.4.8 CODEC_SetMicBias

Sets MIC_BIAS output voltage.

Parameter Type

Introduction

<mic_bias> ug

Microphone bias voltage setting

24.4.4.9 CODEC_MuteRecord

Mutes or unmutes per AD channel.

Parameter Type Introduction
< mute_Ich> u32 Mutes for left AD channel
< mute_rch> u32 Mutes for right AD channel

24.4.4.10 CODEC_MutePlay

Mutes or unmutes per DA channel.

Parameter Type Introduction
< mute_Ich> u32 Mutes for left DA channel
< mute_rch> u32 Mutes for right DA channel

24.4.4.11 CODEC_Delnit

De-initializes codec peripheral.

Parameter Type

Introduction

<application> u32

Codec application mode

24.5 How to Use AC APIs?

24.5.1 Audio Play

To play the audio data through audio codec, follow the steps below:

(1) Open audio codec clock and function
PLLx_Set (0, ENABLE); (x is 0 or 1)

RCC_PeriphClockCmd (APBPeriph_AUDIOC, APBPeriph_AUDIOC_CLOCK, ENABLE);
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RCC_PeriphClockCmd (APBPeriph_SPORT, APBPeriph_SPORT_CLOCK, ENABLE);
(2) Enable pin for audio codec function
PAD_CMD (PinName, DISABLE);
(3) Initialize codec with desired parameters
CODEC_lInit (SampleRate, WordLen, MonoStereo, Application); (Application is APP_LINE_OUT)
(4) If you need to change codec volume, use
CODEC_SetVolume (vol_Ich, vol_rch);
(5) If you want to adjust microphone bias output voltage, use
CODEC_SetMicBias (mic_bias);
(6) Fill the SPORT desired parameters
AUDIO_SP_InitStruct (&SP_InitStruct);
(7) Configure audio SPORT with the corresponding configuration
AUDIO_SP_Init (AUDIO_SP_DEV, &SP_InitStruct);
(8) Start Tx path
AUDIO_SP_TdmaCmd (AUDIO_SPORT_DEV, ENABLE);
AUDIO_SP_TxStart (AUDIO_SPORT_DEV, ENABLE);
(9) Activate GDMA to Tx data
AUDIO_SP_TXGDMA_Init (Index, &DMA _InitStruct, *CallbackData, CallbackFunc, pTxData, Length);

24.5.2 Audio Record

To record the audio data through audio codec, follow the steps below:
(1) Open audio codec clock and function
PLLx_Set (0, ENABLE); (x is 0 or 1)
RCC_PeriphClockCmd (APBPeriph_AUDIOC, APBPeriph_AUDIOC_CLOCK, ENABLE);
RCC_PeriphClockCmd (APBPeriph_SPORT, APBPeriph_SPORT_CLOCK, ENABLE);
(2)  Enable pin for audio codec function
PAD_CMD (PinName, DISABLE);
(3) Initialize codec with desired parameters
CODEC_lInit (SampleRate, WordLen, MonoStereo, Application);
Application can select APP_AMIC_IN for analog microphone, select APP_DMIC_IN for digital microphone, or select APP_LINE_IN.
(4) If codec needs to change volume, use
CODEC_SetVolume (vol_Ich, vol_rch);
(5) If codec needs to change ADC gain, use
CODEC_SetAdcGain (ad_gain_left, ad_gain_right);
(6)  Fill the desired parameters
AUDIO_SP_InitStruct (&SP_InitStruct);
(7) Configure audio SPORT with the corresponding configuration
AUDIO_SP_Init (AUDIO_SP_DEV, &SP_InitStruct);
(8) Start Rx path
AUDIO_SP_RdmaCmd (AUDIO_SPORT_DEV, ENABLE);
AUDIO_SP_RxStart (AUDIO_SPORT_DEV, ENABLE);
(9) Activate GDMA to Rx data
AUDIO_SP_RXGDMA_Init (Index, &GDMA_InitStruct, *CallbackData, CallbackFunc, pRxData, Length);

24.5.3 Example List

Example Location
Playback /project/realtek_amebaD_va0_example/example_sources/Audio/dac
Record and playback AMIC /project/realtek_amebaD_va0_example /example_sources/Audio/adc
DMIC /project/realtek_amebaD_va0_example /example_sources/Audio/dmic
Record and store AMIC /component/common/example/audio_sport/audio_recorder
Record and upload DMIC /component/common/example/audio_sport/audio_pcm_upload
Decode algorithm AC3 /component/common/example/audio_sport/audio_ac3
AMR /component/common/example/audio_sport/audio_amr
FLAC /component/common/example/audio_sport/audio_flac
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Helix AAC /component/common/example/audio_sport/audio_helix_aac
Helix MP3 /component/common/example/audio_sport/audio_helix_mp3
HLS /component/common/example/audio_sport/audio_hls

M4A /component/common/example/audio_sport/audio_m4a

MA4A self-parse /component/common/example/audio_sport/audio_m4a_selfparse
MP3 /component/common/example/audio_sport/audio_mp3

Note: In the example code, we don’t disable the GDMA even if no valid data are available. If you want to disable the GDMA, it should be done
in a GDMA related interrupt routine. Disabling the GDMA outside of an interrupt routine may cause an exception if the GDMA is still
transferring data.

24.6 Hardware Design Guide

24.6.1 Line-out

The line-out connection of audio codec is illustrated in Fig 24-13. The capacitors between 3.5mm jack and IC should be 47uF tantalum
capacitors rather than ceramic capacitors. The reason is that capacitance value of ceramic capacitors may decrease when bias voltage is
applied to them, which causes audio performance bad.

D2 -
- > n —_—
AOUT_L |/ 479F  g¢s0rgo o PRl & i’
I\ v K]
AQUT R |/ 47uF C40 FB1 (T T 2
1

1]
C i) ] A
D3 F&En‘m Custom

1

Fig 24-13 Line-out connection

24.6.2 AMIC-in

The AMIC-in connection of audio codec is illustrated in Fig 24-14. The capacitor between analog microphone and IC should be 1uF. Larger
capacitance value makes longer period needed for capacitor charging.

MIC1_P

1uF ]l I_CBS

7

MIC_BIAS

R6
c66 C67
0.1uF 1uF

Fig 24-14 AMIC-in connection

MIC_BIAS connects to the positive side of microphone through a 2.2kohm resistor to offer bias voltage.

®  Short the negative side of microphone to ground if working at single-ended mode, or connect to ground through a 2.2kohm resistor at
differential mode.

®  Connect the negative side of microphone to MIC_N through a 1uF capacitor at differential mode.
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24.6.3 Power

The power connection of audio codec is illustrated in Fig 24-15.

®  The capacitor between AUDIO_VREF and ground should be 4.7nF. Larger capacitance value makes longer period needed for AVCC's
stabilization.

®  The capacitor between AVCC or AVCC_DRIV and ground should be 1uF or a little larger to keep voltage stable.

AUDIO_VREF

(o 1]
1uF C24

]

4.7nF

“P44

AVCC_DRIV

———— {AVCC_DRIV

W“ C61 || 1uF
[ I

Fig 24-15 Power connection

24.7 Performance of Encoding & Decoding

The performance of decoding or encoding audio files of different formats are listed in Table 24-3 ~ Table 24-9. Data listed in these tables are
obtained when the dynamic memory is allocated in SRAM. Data may be different if memory is allocated in PSRAM.

24.7.1 AC3 Format

The performance of decoding AC3 format audio data is listed in Table 24-3.

Table 24-3 Performance of decoding AC3 format audio data

AC Channel | Bit Rate (kHz) | Sample Rate (kHz) Output Channel | Average MIPS Measured! | MIPS Simulated?
Average Maximum

5.1 640 48 1 50.5 53.7 54.5
5.1 448 48 1 72.2 70.8 76.8
5.1 448 48 1 69.9 68.2 90.8
5.1 448 48 1 68.7 65.9 92.3
2.1 192 48 1 54.8 50.6 52.2
2.0 192 48 1 TBD 50.7 49.6

1.  Thevalues are evaluated on the AmebaD_QFN88_EVB_V1.
2.  Thevalues are evaluated with the Keil simulator.

24.7.2 OPUS Format

The simulated CPU load of encoding and decoding of OPUS audio data is listed in Table 24-4. Keil simulator is used during the whole process.
The decoding files used in the measurement process are created with opus-tools-0.2-opus-1.3.

Table 24-4 Simulated CPU load of encoding and decoding of OPUS audio data

Rate (kHz) Channel Bit Rate (kbps) Complexity MIPS Measured

Decoding Encoding Decoding Encoding
48 2 256 10 63 153.5 82.7 261
48 2 256 3 58 122.5 71.4 142.2
48 2 256 0 53 102 67.6 129.8
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48 1 256 3 38 74.5 53.4 81.8
16 1 48 3 8.5 46.5 TBD 108.6
16 1 20 3 7 44.5 TBD 101.6

If users decide to use libopus library to deal with their data, the code size requirement is listed in Table 24-5. The version used here is libopus
1.1.4.

Table 24-5 Code size requirement using libopus

Type Program Size Data Size
SILK encoder 77.1k 8.5k
Original Source Code (Encode + Decode) 133k 23.6k

In Table 24-6, CPU load on using Silk encoder is listed.

Table 24-6 CPU load on using Silk encoder

Test Condition Complexity Average CPU Load (MHz) Remarks
SILK encoder, 16k, 1ch, 20kbps 3 42 SILK VBR
10 182

24.7.3 FLAC Format

The simulated (with Keil simulator) and measured CPU load for decoding FLAC audio data is listed in Table 24-7. The tested file lasts for
279.64s, and the decoding time is 13.51s, which means 2.89s decoding time for 1-minute audio data.

Table 24-7 CPU load of decoding FLAC audio data
Rate (kHz) Channel Word Length MIPS Simulated MIPS Measured
44.1 2 16 19 9.66

24.7.4 AAC Format

The measured CPU load for decoding AAC audio data is listed in Table 24-8. The tested file lasts for 24.576s, and the decoding time is 3.55s,
which means 8.68s decoding time for 1-minute audio data.

Table 24-8 CPU load of decoding AAC audio data
Rate (kHz) Channel Bit Rate (kbps) MIPS
48 2 320 28.93

24.7.5 MP3 Format

The measured CPU load for decoding MP3 audio data is listed in Table 24-9. The tested file lasts for 5.58s, and the decoding time is 849ms,
which means 9.13s decoding time for 1-minute audio data.

Table 24-9 CPU load of decoding MP3 audio data
Rate (kHz) Channel Bit Rate (kbps) MIPS
32 2 320 30.43

Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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248 Q&A

24.8.1 How to Connect the Output of DAC to A Power Amplifier?

In our SDK, the output of DAC is configured as single-ended by default. The N-end should be left alone. The P-end of L/R should be connected

to the amplifier respectively. Choose either the P-end of L or R if only one channel is needed.

® If the power amplifier is an AB type amplifier, refer to the design shown in Fig 24-16 (power amplifier is LM4991).
® [f the power amplifier is a D type amplifier, refer to the design shown in Fig 24-17 (power amplifier is ALC1003).
VBAT
SPERFER EMP 0
U9 SPEAFER CONNECTOR
AUDIO AMP S P2
AUDIO_AMP_SHDN
= = R24 1K é SHDN V02 ? 1
C53 3 BYPS  GND [ 219
Speak_Amp |/ R25 20K ’_:4 IN+ VDD [5 | O
|5 | IN- VO1
p y HEADER 2x1
= - LM4991 S -
1uF \uF
R27 33.2k

Fig 24-16 Reference design of using AB type power amplifier

Reserve for Input attenuation

oo Close to IC

To have optimization output power ‘

22

AA
33

CloSe, toIC
Reéserve | for EMI Depression

YPASS?

Fig 24-17 Reference design of using D type power amplifier

24.8.2 What's the Difference between Single-ended MIC Input and Differential MIC
Input?

The SNR of differential mic input is better than single-ended input, but one more pin is needed. Ameba-D supports 2 mics. One supports both
single-ended input and differential inputs, but another only supports single-ended input.

24.8.3 How to Play Local Audio Files?

If audio files are stored in SD card, you can use APIs related to SD card and file system to read and play audio files. If audio files are stored in
flash, you need to copy the audio files to SRAM or PSRAM first, then call AUDIO_SP_TXGDMA_Init() to play them. Passing address directly to
AUDIO_SP_TXGDMA_Init() doesn’t work. The reason is that flash doesn’t support GDMA transfer, but SRAM or PSRAM supports.
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25 Cap-Touch

Ameba-D Cap-Touch provides 4 channels for capacitive sensing. The sensitivity and threshold for each channel are configurable. For different
applications and surroundings, users should tune parameters to achieve the best performance.

This chapter introduces how to use Cap-Touch and design touch key.

25.1 Pinmux

The pin assignments of Cap-Touch channels are listed in Table 21-4.

Table 25-1 Cap-Touch pin assignments

Channel Port Name Pin Name QFN48 QFN68 QFN88
0 PB[4] TOUCH_KEYO x v v
1 PB[S] TOUCH_KEY1 x v v
2 PB[6] TOUCH_KEY?2 x v v
3 PB[7] TOUCH_KEY3 x v v

25.2 APIs

25.2.1 CapTouch_Structinit

Items

Description

Introduction

Initializes the parameters in the CapTouch_InitStruct with default values.

Parameters

CapTouch_InitStruct: pointer to a CapTouch_InitTypeDef structure which is initialized.

Return

N/A

Note: CapTouch_lInitStruct contains the configurable parameters for Cap-Touch and each channel, which includes the debounce control, ETC
parameters, mbias current and threshold for channels.

25.2.2 CapTouch_Init

Items

Description

Introduction

Initializes the Cap-Touch peripheral according to the specified parameters in the CapTouch_InitStruct.

Parameters ®  CapTouch: which should be CAPTOUCH_DEV.
®  CapTouch_InitStruct: pointer to a CapTouch_InitTypeDef structure that contains the configuration information
for the specified Cap-Touch peripheral.
Return N/A

25.2.3 CapTouch_Cmd

Items

Description

Introduction

Enables or disables the specified Cap-Touch peripheral.

Parameters ®  CapTouch: which should be CAPTOUCH_DEV.
®  NewsState: new state of the Cap-Touch peripheral. This parameter can be ENABLE or DISABLE.
Return N/A

Application Note
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25.2.4 CapTouch_INTConfig

Items Description
Introduction Enables or disables the specified Cap-Touch interrupts.
Parameters ®  CapTouch: which should be CAPTOUCH_DEV.
®  CapTouch_IT: specifies the Cap-Touch interrupt to be enabled or masked. This parameter can be one or
combinations of the following values:
| BIT_CT_OVER_N_NOISE_THRESHOLD_INT: Cap-Touch negative noise overflow interrupt
| BIT_CT_FIFO_OVERFLOW_INT: Cap-Touch FIFO overflow interrupt
L BIT_CT_OVER_P_NOISE_THRESHOLD_INT: Cap-Touch positive noise overflow interrupt
B CT_CHX_PRESS_INT(x): Cap-Touch channel(x) press interrupt, where x can be 0~3
B CT_CHX_RELEASE_INT(x): Cap-Touch channel(x) release interrupt, where x can be 0~3
[ J NewsState: new state of the specified Cap-Touch interrupts mask. This parameter can be ENABLE or DISABLE.
Return N/A

25.2.5 CapTouch_GetISR

Items

Description

Introduction

Gets Cap-Touch interrupt status.

Parameters

CapTouch: which should be CAPTOUCH_DEV.

Return

Interrupt status

25.2.6 CapTouch_INTClearPendingBit

Items Description
Introduction Clears the specified Cap-Touch interrupt pending bit.
Parameters ®  CapTouch: which should be CAPTOUCH_DEV.
®  CapTouch_IT: specifies the Cap-Touch interrupt to be cleared. This parameter can be one or combinations of
the following values:
B BIT_CT_N_NOISE_OVERFLOW_INT_CLR: Cap-Touch negative noise overflow interrupt
u BIT_CT_FIFO_OVERFLOW_INT_CLR: Cap-Touch FIFO overflow interrupt
B BIT_CT_P_NOISE_OVERFLOW_INT_CLR: Cap-Touch positive noise overflow interrupt
| CT_CHX_PRESS_INT(x): Cap-Touch channel(x) press interrupt, where x can be 0~3
B CT_CHX_RELEASE_INT(x): Cap-Touch channel(x) release interrupt, where x can be 0~3
Return N/A

25.3 How to Use CTC

25.3.1 CTC Initialization

The Cap-Touch initialization is implemented by the app_captouch_init() function in main.c . You can follow these steps to use it.

(1) Setthe km0O_enable_key_touch in ps_config (RtI8721dlp_sleepcfg.c) to BIT_CAPTOUCH_ENABLE to enable Cap-Touch when KMO boots.

Application Note

PSCFG_TypeDef ps_config = (
.km@_config_wifi_enable = TRUE,
.km8_enable_key_touch =
.km@_tickles_debug = FALSE,/% if open WIFI FW, should close it, or beacon will lost in WOWLAN =/
km@_osczZm_close = TRUE,
.km@_pg_enable = FALSE,
.km@_rtc_calibration = FALSE,
.km@_audio_pad_enable = TRUE,

FALSE, /7877 KEV ENBBLE [ BIT CAPTOHEH ENGHLE,
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(2) Set configuration parameters in the following structure (touch_key.c), which includes touch threshold, noise threshold, mbias current,
enable control for each channel. The method to tune parameters for each channel can be found in 25.3.2.

static CapTouch_CHInitTypeDef CTCChan[4] =
{
/%DiffThrehold, MbiasCurrent, ETCHNoiseThr, ETCPNoiseThr, CHEnablex/
{35, Oxl6, 3, 18, ENABLE}, /x Channel 0 x/
{500, 0x08, 250, 250, DISABLE}, /= Channel 1 =/
{500, 0x08, 250, 250, DISABLE}, /* Channel 2 x/
{500, 0x0b, 250, 250, DISABLE}, /* Channel 3 x/
}s

(3) Rebuild SDK and re-burn images, the Cap-Touch would work after boot up. When finger touch or proximity is detected, the Cap-Touch
would send a “Key Press” interrupt to system.

25.3.2 CTC Calibration

To achieve the best performance (sensitivity, reliability or response time), users need to tune touch threshold, noise threshold and mbias
current during development. The reference value of parameters is shown in Table 25-2. Of course, users can tune other parameters manually
to fit special requirements.

The parameters for each channel should be tuned individually. To calibrate for channel 0, for example, users can follow these steps:
(1) Initialize the parameter of CapTouch_lInitStruct with default values using CapTouch Structinit() to enable channel 0.
CapTouch_Structlinit(&CapTouch_InitStruct);
CapTouch_InitStruct.CT_Channel[0].CT_CHEnable = ENABLE;
(2) Initialize the Cap-Touch peripheral according to CapTouch_InitStruct in step (1).
CapTouch_Init(CAPTOUCH_DEV, &CapTouch_InitStruct);
(3) Enable Cap-Touch.
CapTouch_Cmd(CAPTOUCH_DEV, ENABLE);
(4) Call CapTouch_GetChAveData() to read the sample data from channel O periodically.
CapTouch_GetChAveData(CAPTOUCH_DEV, 0);

Table 25-2 Reference value of parameters

Parameters Description Reference Range
Finger Touch Detection Proximity Detection
mbias Set to a value which makes the baseline within Baseline: 2500~3500 Baseline: 3500~3800
the reference range.
Difference Threshold | Set to 80% of the touched difference value. 500~600 30~80
Noise Threshold Set to no more than 50% of the difference 200~255 0~40
threshold, and it can be adjusted according to the
actual situation.
Maximum value: 255

25.4 Cap-Touch Schematic Design and PCB Layout Guidelines

The CTC of Ameba-D has 4 Cap-Touch channels, and all the four channels support buttons and proximity sensors. Both the schematic design
and PCB layout are important for Cap-Touch application. This chapter provides guidelines of Cap-Touch schematic design and PCB layout.

25.4.1 Cap-Touch Schematic Design

The CTC supports 4 channels, each channel supports button and proximity sensor, while only 2 channels are used. When designing the Cap-
Touch schematic, you shouldn’t select the sensor pins that are next to each other for better stability. Also, do not make the sensor trace run
parallel to a clock signal or driven signal, which may result in cross-talk, and may cause the sensor next to those signals to make trigger false.
Refer to PCB Layout in getting started with PCB layout design guidelines to avoid cross-talk.

Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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All Cap-Touch channels must have a 47Q series resistance (placed close to the chip) to improve noise immunity both for button and proximity
sensor. If any Cap-Touch channel is not used, it is recommended to disable this channel and connect it to ground. Refer to How to Use CTC for

details of disabling a channel.

For example, Fig 25-1 is a schematic in which only 4 channels are enabled.

TOUCH_KEYD >

TOUCH_KEY1 >

TOUCH_KEY2

TOUCH_KEY3 >

R82
TOUCH_KEY0 1 ButtonC
THJ35
R83
TOUCH_KEY1 1 ButtonC
TIJ36
R84
TOUCH_KEY2 1 ButtonC
THJ37
R85
TOUCH_KEY3 1 ButtonC
THJ38

25.4.2 PCB Layout

In a typical Cap-Touch application, sensors are constructed with traces on a FR4/FR2 or flexible printed circuit (FPC). Cap-Touch layout design is

Fig 25-1 4 Channels enabled schematic

an important step in the design phase, following the PCB layout design guidelines can help your design achieve higher noise immunity, lower

parasitic capacitance (CP), and higher signal-to-noise ratio (SNR). The following factors must be considered during layout.

®  Sensor parasitic capacitance: Sensor CP depends on sensor dimensions, PCB overlay and trace length. A high sensor CP makes it more
difficult to sense small changes in sensor capacitance and thereby reduces sensitivity.

®  Sensor dimensions: The sensor dimensions depend on the overlay thickness and suitable dimension for human touch. For touch
convenience, a larger dimension is needed. A thicker overlay requires a larger sensor dimensions. But a larger dimension causes a higher
parasitic capacitance.

®  Sensor trace length: Longer trace lengths add the sensor CP and reduce the sensor sensitivity. Also, a long trace acts like an antenna and
reduces the noise immunity of the sensor.

[ ] Power consumption: The power consumption of the sensor depends on scan period and sensitivity (mbias), while the sensitivity depends

on the CP of the sensor. Higher CP results in higher sensitivity; higher sensitivity and smaller scan period results in higher power
consumption. To achieve a lower power consumption, reduce the sensor CP. To achieve a lower CP, higher SNR, and lower power
consumption, follow the layout design guidelines.

For better performance, the follow guidelines provide recommendations of the sensor shape, minimum and maximum sensor dimensions,
placement of the sensor, and routing traces on the PCB or FPC. Table 25-3 summarizes the sensor layout guidelines while designing a Cap-

Touch application, both of button application and proximity application.

Table 25-3 Sensor layout recommendations

clearance

Category Item Min. Max. Description
Button Button parasitic capacitance 4pF 50pF Lower CP, lower sensitivity, lower power consumption
Button shape N/A N/A Round or rectangle with round corners
Button size 5mm 15mm Larger size causes more power consumption, the recommended size is
8mm~12mm for round shape.
Button-Button spacing Button-Ground N/A Depending on button application, for better stability, the recommended spacing
clearance is larger than 8mm.
Button-GND clearance 0.5mm 2.54mm The recommended clearance is equal to the overlay thickness.
Proximity | Proximity parasitic capacitance 8pF 50pF Proximity needs lower CP and higher mbias for better sensitivity, which causes
more power consumption.
Proximity sensor shape N/A N/A [ J Circular or rectangular loop (with round corners) on PCB for large area.
[ J Circular or rectangular solid fill (with round corners) for small area.
[ ] Line with recommended sensor trace width.
[ A GND loop surrounding the sensor results in better noise immunity but
worse sensitivity.
Proximity sensor trace width 2mm The recommended width is 2mm~3mm.
Proximity sensor-GND loop 1.5mm 2.5mm The recommended width is 2mm.

Application Note
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GND loop trace width 1.5mm 1.5mm
Proximity sensor loop diameter The recommended loop diameter needs to be larger than the proximity
distance.

Table 25-4 summarizes the layout guidelines for placement of components, routing of sensor, sensor trace and GND layer while designing a
Cap-Touch application, both button application and proximity application.

Table 25-4 Other layout recommendations

Category Item Min. Max. Description
Placement 2 layer PCB N/A N/A [ ] Top: Sensors, devices, and components; VDD and GND
traces, other signal traces
([ ] Bottom: Sensor traces, devices and components; VDD
and GND traces, other signal traces
Note:
[ ] Avoid VDD traces, clock traces, and driven traces over
sensor traces.
®  Avoid sensor trace run parallel to a clock signal or driven
signal.
4 layer PCB N/A N/A ®  Top: Sensors, devices, and components
®  Second layer: Hatched ground
®  Third layer: Sensor traces, VDD layer
[ ] Bottom: Devices, and components
Note: Avoid VDD traces, clock traces, and driven traces run
parallel under or over sensor traces.
Routing Sensor trace length Not limited, make sure the trace capacitance and sensor
capacitance is less than 50pF.
Sensor trace width 6mil 9Imil The recommended value is 7mil (FR4/FR2/FPC).
Sensor trace routing N/A N/A The best choice for sensor is routed on the non-sensor side.
Otherwise, make sure the sensor trace area is a touch
forbidden area.
Note: Avoid sensor trace run parallel to a clock signal or driven
signal. If any non-sensor trace crosses the sensor trace ,ensure
that the intersection is orthogonal.
Via position N/A N/A Via should be placed near the edge.
Via number 0 3 1 via is needed, more via results other parasitic capacitance.
Via hole size 12mil/6mil 24mil/12mil | The recommended via hole size is 16mil/10mil.
Trace series resistor a7 560 Series resistors close to the chip for better suppression and
ESD.
Trace-GND layer distance | 10mil 20mil 20mil
GND GND-Top layer Hatched pattern 7mil trace and 35~45 mil grid
GND-Bottom layer Hatched pattern 7mil trace and 65~75 mil grid or no ground
Overlay Overlay thickness N/A 3mm Depends on your product, 3mm for glass or plastic; higher
thickness may decrease the sensitivity.
Overlay material N/A N/A Non-conductive material
For example, Fig 25-2 is a PCB design of button and proximity application.
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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Fig 25-2 PCB design of button and proximity application
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26 DuerOS

26.1 DuerOS Platform

DuerQS is an important application of Baidu Artificial Intelligence (Al) technology. It has huge amounts of data, and can control or
communication with the hardware through natural language. DuerOS is widely used in intelligent toys, bluetooth speakers, intelligent
household appliances and other equipment.

DuerQS development platform aims to create intelligent terminal era of Al. Users can use it to build their own exclusive artificial intelligence

products.

This chapter takes story machine as an example.

26.1.1 Apply product

DuerOS development platform home page url: http://open.duer.baidu.com/didp/main/index.

To apply your own product, follow the steps:
(1) Enter DuerOS home page and register as a developer.
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(2) Configure new device.

a)  After successful registered, click Configure New Device and enter the next step.

Fig 26-1 Register guide

_|_

[ A

2018-11-08 15:30:55 Bl

ACE-FEGR, FEREHATEISDE

Fig 26-2 Device control platform

b)  Configure the device as your need, story machine is chosen as an example.
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Fig 26-3 Configuring new product

Choose FreeRTOS and enter the next step.

BRI
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Fig 26-4 Choosing FreeRTOS

Give the product name and click the Apply ClientID button.
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Click the Light Device Configuration button.
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Fig 26-6 Configuring device

After the above steps, story machine product has been created. You can get story machine information through Product Information menu,

and can customize DuerOS service.
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26.1.2 Apply Profile

Fig 26-7 Product center

After product has been applied, get a set of profiles through Device Development menu.
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Fig 26-8 Getting profile

Duer profile, which contains UUID, Token, server address, port, and root certificate, is used to establish a TLS connection with the cloud and

register to the cloud.

Note:
(] Every UUID can only be used by one device.

[
other format for these profiles.

26.2 Hardware Requirement

The profile can’t be used directly, because we only support mp3 format now. Product manager should negotiate with Baidu to obtain the

Hardware Description
Ameba-D development Use AmebaD_QFN88_EVB_V1 and connect as follows.
board \'-_»

T

Micro-USB cable Used to provide power for Ameba-D board, and can view serial port log

Play equipment Headset or speaker can be used to play audio data.

All information provided in this document is subject to legal disclaimers.
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26.3 Software Component

DuerQS software component is shown in Fig 1-1.

4% baidu
- #%. duerapp «—— public/private code
- %, libduer-device «¥—— external/modules code

Fig 26-9 Software component

26.3.1 duerapp

Items Description

include duerapp header files

src ® public: Ameba-D initializes peripheral: Audio codec, Wi-Fi, OTA ...
® private: parse play file, record from file, load profile.

26.3.2 libduer-device

Items Description

external DuerQS external library, include mbedstls, speex, zlibilte ...
framework Utilities and core.

modules Modules: OTA, HTTP, dcs, coap ...

platform Connect and communicate with cloud

DuerOS libduer-device consists of three parts: Lightduer, Baidu CA, Speex.

[ ] Lightduer is the interface between DuerOS and external, it communicates with FreeRtos, Lwip, Mbedtls.
(] Baidu CA is used to connect and communicate with Baidu Cloud.

®  Speexis responsible for voice compression.

26.4 How to Use DuerOS

26.4.1 Build and Download

(1) Modify the profile.

As every device has a unique profile, we should change the profile for each device. Zip the profile and choose one file to open. Copy the
profile to the component\common\application\baidu\duerapp\src\public\duerapp.c and modify to the correct format.

Application Note All information provided in this document is subject to legal disclaimers.
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#define DUER_PROFILE_WID 1 //Range: 5,6,7,8,9

i | _SDCARD == @)
#if (D ROFILE_UUID )
SDRAN SECTION static const char duer_profile[] =

"?\"configures\":\"{}\",\"bindToken\":

MIIDUDCCA3gCCOCMVPUE rMYmCF ANBgkqhkiGaweBAQUF ADBGM)swWCQYDVOQGEWIDY W,
TIETMBEGALUECAWKU29tZS1TdGFOZ TEOMAWGALUE CewFYmF pZHUxGDANBENVBAMMY \nY
DyouaW38LmIhaWR1LmNvbTEcMBoGCSqG5Ib3DQEIARYNaWIBQGIhaWR1LmNvbTAE Y
Fw@xNjAZMTEwMz MwND1aFw@yNjAZMDkwMz MwND1 aMGoxCz AJBgNVBAY T AKNOMRMWY \nY,
EQYDVQQIDApTb211LVNeYXRIMQAWDAYDVOOKDAVIYWlkdTEYMBYGATIUEAWWPKISP\ \nY
b3QuYmFpZHUuY2 9t MRwwGEEY IKoZIhv e NAQKBFglpb3RAYMFpZHUUY29tMIIBI JANY \nY
BekghkiGIw@BAQEFAADCAQBAMIIBCEK CAQEALbhIeiN7 pznzuMwsLKQ] 2xBR2+51\\nY
0vCI5d116ZFLjecp9qt11qOFfN7 bm+AJaSN2aAHIt sete THMItYAdtGmOpwad1Ggx\ \nY
1uoz5@kWIWQjVR+z6DLPNGEAUELOS8vbKHUCYPPQTT88eNVN1959h/17DcJEATYC A \nY
IYIbf6+KIx+Ti9VRChvkevgZQHMRymIj1g/ 7 CKEMC Ink C+51hkGD/ XG4Br7KRCyHL Ny
bD53KnBjBOIFHAIL3rG1ZWKWZMW3z CARTS2ekFESgALYDVROKd4rNs+uDU9xaBLOV \nh
dXT15uxgudH2VnVzWtje90UbBtXcQFD2IhmO128B rckYul+HE IMRBoDI bwIDAQABA \ Ny
MABGCSQGESIb3DQEEBQUAA4IBAQCZTTHI1Nh/ UYBEFekSVNgIh1kPSUJ IWEDDF /WA \NY
piaPIPqrivid@wBomysYibNDy985IB87TMIMFIVESG/ vaY/ YbvenRolSgAenWXQNLA \nY
h2hf@8ASWEQFLO/EaD1GTH30I1erKYZ6GItGrzduFKHVSFTMIFLABCAu37ALGIrAN AY
rIjwixQGEWWL r9463hkK riNG3dMBHK vmgO8x4 25 7OFRIMkqBbK zaBd 1 ukdx Y SXuM\ \ ny,
S1QX56TVrg0BA3S+AdEESUILVNAYVP/ Vgha SMEYKL7ZZ1ZAXDIGENNhRYFsWLIC2Zr\\ny
OVSdXs1ttZxEaEBGUL7tgsBteS56BIvuFfZX+BXGyycVIdBu3i\ny,

----- END CERTIFICATE-----\\n%\",\"macldi":\"\",\"version\":12237}";|

#elif (DUER_PROFILE_UUID == 5)

"9871T6a8954cFel7969699c4b83c2437\", \"coapPort\" 1443,
A "tokeny" 1\ "hpUun7nsMgXgk3Vviq8jc7Gg8ICBjehfgh ", \"serverAddry "\ "device. iot . baidu. com\ ", \"lwmZmPorty " : 443 4
\uuidy iy "19cEeeeseeeenl) ", \ rsalalCrty\ "\ "----- BEGIN CERTIFICATE----

-\t

Fig 26-10 Profile in duerapp.c

(2) Select AMIC or DMIC to record.
(3) Modify macro CONFIG_DMIC_SEL in project\realtek_amebaD_va0_example\inc\inc_hp\platform_opts.h.
Items Value Description
#define CONFIG_DMIC_SEL 0 Use AMIC to record
1 Use DMIC to record
(4) Build the project to generate DuerQS image.
(5) Use IlmageTool to download DuerOS image into Ameba-D platform.

26.4.2 Configure the Network

After downloading the image successfully, reset the Ameba-D board.
[}
[}

If it is the first up, it enters the simple configuration mode. You can use the simple configuration tools to configure the network.
If it is not the first reset, it connects to the network automatically, because the SSID and password are saved in the Flash.

18:09:01.397 Firmware Enable
18:00:01.480 ===>Retention Ram Init
18:089:81.413 Firmware Disable
18:09:01.417 [rltk wlan_deinit] wWait for RxStop
18:89:01.446 WIFI deinitialized
18:89:81.449 Firmware Enable
18:89:01.451 ===>Retention Ram Init
18:89:81.464 Initializing WIFI ...
18:09:01.479 WIFI initialized
18:00:82.245

18:89:82.249 Switch to channel(2)
18:089:82.432

18:00:82.432 Switch to channel(3)
18:89:82.558

18:89:82.555 Switch to channel(4)
18:89:82.719

18:89:82.719 Switch to channel(5)
15:09:82.854

18:00:82.856 Switch to channel(E)
18:89:83.614

18:89:83.028 Switch to channel(7)
18:00:83.157

18:89:83.16@ Switch to channel(8)
18:89:83.317

18:09:83.319 Switch to channel(9)
18:09:83.487

18:09:83.487 Switch to channel(18)
18:00:083.642

18:09:03.642 Switch to channel(11)
18:09:03.749 Input frame da: 81 @0 S5E @@ €0 FB, data length: 39
18:00:83.781

Fig 26-11 Simple configuration log
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26.4.3 DuerOS Connection Success

After connecting to the network successfully, the device connects to the Baidu Clouds automatically. When printing the log like Fig 26-12, it
means that DuerOS connection is successful.

18:38:02.748
18:38:02.749
18:38:02.750
18:38:02.751
18:38:02.8@7
18:38:08.612
18:38:09.136
18:38:09.142
18:38:09.520
18:38:09.921
18:38:10.048
18:38:10.143
18:38:10.150
18:38:10.367
18:38:12.130
18:38:12.164
18:38:16.158
18:38:16.178
18:38:23.929
18:38:23,968
18:38:26.670
18:38:26.676
18:38:26.680
18:38:26.682
18:38:26.685
18:38:26.687
18:38:26.689
18:38:26.692

duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:
duerapp:

duerapp:
duerapp:

duer_events_call_internal, handler not initialied...
duer_engine_start, g_handler:@x18053ee@, length:1469, profile:@x18042690
duer_conf_get_string: uuid = 19c80000000001
duer_conf_get_string: serverAddr = device.iot.baidu.com
DNS lookup succeeded. IP=180.97.33.165
S0C:0x100435a8, destroy:1, fd:-1, ref_count:@, timer:0x10043580
will start latter(DUER_ERR_TRANS_WOULD_BLOCK)
duer_engine_start, g_handler:0x10053e0@, length:®, profile:0xe
will start latter(DUER_ERR_TRANS_WOULD_BLOCK)
will start latter(DUER_ERR_TRANS_WOULD_BLOCK)
will start latter(DUER_ERR_TRANS_WOULD_BLOCK)
will start latter(DUER_ERR_TRANS_WOULD_BLOCK)
duer_engine_start, g_handler:@x10053e0@, length:@, profile:0xe
will start Iatter(DUER_ERR_TRANS_WOULD_BLOCK)
will start latter(DUER_ERR_TRANS_WOULD_BLOCK)
duer_engine_start, g_handler:@x18053e0@, length:®, profile:@xe
will start Iatter(DUER_ERR_TRANS_WOULD_BLOCK)
duer_engine_start, g_handler:@x18e53e@@, length:®, profile:0xe
will start Iatter(DUER_ERR_TRANS_WOULD_BLOCK)
will start latter(DUER_ERR_TRANS_WOULD_BLOCK)
will start latter(DUER_ERR_TRANS_WOULD_BLOCK)
connect started!
Mutex initializing
event: ©
current vol 10, mute ©

add resource successfully!!
add resource successfully!!

Fig 26-12 DuerOS connection success log

26.4.4 Triger Record and Speak

(1) PA[22] pull high to trigger audio codec record.
In driver GPIO_IRQ_PIN, set IRQ_RISE to trigger audio codec record, and GPIO_IRQ_PIN is PA[22], so use PA[22] to trigger.
(2) Make a voice command.
(3) After PA[22] pull high, DuerOS would response with ‘hello’ tone. So after it says ‘hello’, you can make a voice command such as ‘weather’,
‘sing a song’, ‘play a joke’, ‘what’s your name’ and so on to chat with DuerOS.

void init_voice_trigger_irq(void (*callback) (uint32_t id, gpio_irq_event event))

gpio_irg_t voice_irq;

//init voice trigger pin

gpio_irq_init(&voice_irq, GPIO_IRQ_PIN, callback, NULL);
gpio_irq_set(&voice_irq, IRQ RISE, 1);
gpio_irq_enable(&voice_irq);

26.5 OTA Upgrade

26.5.1 Generating OTA Image

Fig 26-13 Trigger code

(1) Change FIRMWARE_VERSION in component\common\application\baidu\duerapp\include\duerapp_ota.h.

l#define FIRMWARE_VERSION "1.8.1.5" //new version,update it when make new version

#define CHIP_VERSION

#define SDK_VERSION

"RTL8721d"
“1.0"

(2) Change OTA2 address mapping.
As the size of DuerOS image is more than 1M, there should be at least 4M Flash if OTA is needed. If the Flash size is 4M, modify the
component\soc\realtek\amebad\fwlib\usrcfg\rtI8721d_bootcfg.c as follows.

Application Note

Fig 26-14 Firmware version
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E3

*  of KMO IMG2.

. ¥

BOOT_RAM_DATA_SECTION

- u32 OTA_Region[2] = {

0x0B006000, / * OTA1 region start address */
0x0B206000, / * OTA2 region start address */

* @brf  OTA start address. Because KMO & KM4 IMG2 are combined, users only need to set the start address

Fig 26-15 OTA Region

(3) Generate OTA image.

For Ameba-D, km0_km4_image2.bin in folder project\realtek_amebaD_va0_example\GCC-RELEASE\project_hp\asdk\image is the OTA

image.

26.5.2 OTA with DuerOS Platform

(1) Add OTA firmware.

(2) Click Add button, then fill in the OTA firmware information, such as version, file, file name, and file type.

B km0_km4_image2.bin

FHANFISERIETIM

[]

Fig 26-16 Adding OTA firmware

(3) Verify OTA image.
a)  Click Check button to enter the OTA image verification page.

Feaaits
EfFFi= &

FeEfER

IExES ERiEia] s T
HETEE

1024 2018-12-27 18:19:59 AL
priicieilen

1023 2018-12-27 15:51:27 O EE
EERTE

1022 2018-12-27 15:43:03 FHE BE
i

1021 2018-12-27 14:47:37 [=: 3 BE

ot

1020 2018-12-27 13:56:47 = 13 i)
IFTTT

1019 2018-12-27 13:43:04 =203 =5
EfTE®

1018 2018-12-27 12:45:07 FWE =5

1017 2018-12-27 11:28:45 =203 =5
AR

1016 2018-12-27 10:58:57 FWE =8
Loty

.
Fig 26-17 Check button
b)  Verify the OTA firmware.
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FEERETR

E7IE /1024

HiESIAS

HERITR

2hER

EfFRRE 1024

Bl km0_km4_image2.bin T
BHPATS ERE@

elEaE 2018-12-27 18:19:58

BERERE :  2018-12-27 19:21:52

pozin =
EME FHRFGT BEhREEA BRI
CEfiaSKE 0 FEFESHNE 0

IRREAFFitE

Fig 26-18 Verification button

c) Fill in the UUID to show OTA status.

PRE

EHFIE / 1.0.24 / RIEEIF

FEER

HESIRE

1a1c000000000a| wir §2)

profile uuid

oot

BEHRFE

(3) Check whether OTA update is succeed o

Fig 26-19 Inputting profile UUID

r not.

If OTA update is succeed, the state upgrade is shown as Fig 26-20. Otherwise, OTA upgrade is failed.

PR

PrEREA

pre-tb g

BT

e g
B

IFTTT

E8s

OTAF S

FIE / 1.0.2.4 / BiEEG

BE

Note:
®  OTA upgrade needs 4M byte Flash.

Application Note

Fig 26-20 OTA update result
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®  OTA firmware file name must consistent with the name in duer_ota_register_installer function in duerapp_ota.c.
®  OTA firmware version should be later than the old image.

26.6 How to Debug

26.6.1 Build Error

If the following error occurs, you must reduce the heap size in project\realtek_amebaD_va0_example\inc\inc_hp\FreeRTOSConfig.h.

.1/cygwin/newlib/bin/. . /1ib/gcc/arm-none-eabi /6. 4.1/ . fo. fo /o

ack/project/realtek_amebaD_cmd4_gcc_verification/asdk’

26.6.2 Wi-Fi Signal

Use ATWS command to check the Wi-Fi signal. If the signal is bad, remove the electric resistance shown in Fig 26-21 to check.

Al‘h‘l“l‘l‘li

Fig 26-21 Electric resistance

26.6.3 Cannot Recognize the Recorder

(1) Check if the DMIC or AMIC is set correctly.
a)  Checkif the jumpers are connected correctly, and the DMIC or AMIC is set correctly.
b)  Open project\realtek_amebaD_va0_example\inc\inc_hp\platform_opts.h and check the macro CONFIG_DMIC_SEL.

(2) Check if the network is ok.

18:57:25.976 #duerapp: duer_conf_get_string: serverAddr = device.iot.baidu.com
18:57:30.875 duerapp: DNS failed!!!

18:57:30.879 duerapp: got ip failed!

18:57:30.882 duerapp: duer_coap_connect: transport connect failed by -52
18:57:30.885 duerapp: cached tracecode: ©x12010302

18:57:30.888 duerapp: start fail, status:@, rs:-52

18:57:30.891 duerapp: =====> event: 1[DUER_EVT_START], status: -1

18:57:30.893 duerapp: start fail! status:-1

18:57:30.896 duerapp: Action failed: event: 1, status: -1

18:57:30.900 duerapp: stop timer:exe

18:57:30.904 duerapp: start last timer:ex@, soc:@x10043580

18:57:30.988 duerapp: no action

18:57:30.912 duerapp: =====> event: S5[DUER_EVT_STOP], status: -1

18:57:30.916 duerapp: connect stopped, status:-1!!

18:57:36.917 duerapp: event: 1

18:57:30.919 duerapp: duer_events_call_internal, handler not initialied...
18:57:30.920 duerapp: duer_events_call_internal, handler not initialied...
18:57:30.921 duerapp: duer_engine_start, g_handler:0x10053e00, length:1469, profile:0x10042690

18:57:30.923 duerapp: duer conf get string: uuid = 19¢ 1

Fig 26-22 Network fail log
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26.6.4 Checking the Memory

Use any command to check the heap size.

1857738178
18:57:36.178@
18:57:36.178
18:57:36.176

[MEM] After do cmd, available heap 55232

26.6.5 Checking the Device Status

You can see the running log on Baidu Cloud.

/ #OBHL - AmebaD

R

ramn
wEvaR
R

— - |

o

DuerOSE

TS

19¢80000000001 2018-12-13 17:41:08 2018-12-13 185121 i =

/ &4, - AmebaD

BENOR

BENN

amF

[ =

st

WL

DuerOSKS

TTSER

aEnR

@mn

s

amn

awen

e

@wmn

amas

@wE

@y

/19¢80000000001

o mmoset @ri2etet oE-R

2018-12-14 095450

2018-12-14 095450

2018-12-14 095450

2018-12-14 095450

2018-12-14 095450

2018-12-14 095450

2018-12-14 095450

20181214 095450

2018-12-14 095450

“duer_event:["volue":"fevent=["event":{"payload"{"token"; ey ibIREWQIOI1cy.

“duer_diective”"valoe""(directive=("directive ™ ("header™{ namespace™ aidue...

“duer_directive”{"value" (directive=("directive™:("header" messageld” YXVka... 5

Rt =

m
]

“duer_private™'message™ ok’, response™:["code™"2.04" payload™"])

“duer_directive™{'message™:" ok, response ™ ["code™"2.04","paylosd”"))

“duer._directive™{'message "ok’ ‘response ™ "code™ 204", payload”:™))

“duer,_directive™{'message "ok ‘response™"code™"2.04","payload™:""))

“duer_directive™('message”:" ok’ ‘response™{"code™ 204", payload™:""))

PE

“volce._fesult"vohue " (asr =M, WsPath=http:/fresi. R
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27 Infrared Radiation (IR)

Ameba-D Infrared Radiation (IR) provides hardware modulation for Infrared Radiation sending and hardware auto capture for receiving.

This chapter introduces how to use IR.

27.1 Pinmux

The pin assignments of IR are listed in Table 27-1.

Table 27-1 IR pin assignments

Port Name Pin Name QFN48 QFN68 QFN88
PA[25] IR_TX 3 v \
PA[26] IR_RX 3 v \
PB[23] IR_TX X Y \
PB[22] IR_RX X Y \
PB[31] IR_TX X Y \
PB[29] IR_RX X v )

27.2 Data Format

This section introduces the data format of Tx FIFO and Rx FIFO.

27.2.1 IRTx

To send IR data, you should write the data into IR Tx FIFO register, so it’s important to understand the data format to be sent to Tx FIFO
register. Before sending data, you should convert the data into the appropriate format that Tx FIFO register can recognized. The size of Tx FIFO
register is 32 bits, where:
(] Bit[31] indicates data type.
u 0: inactive carrier
| 1: active carrier
[ ] Bit[30] is data end flag.
B 0:normal packet
| 1: last packet
(] Bit[27:0], represented by cycle, stores the data to be sent and the data format is the number of carrier cycles. Let f,4,ior represents the
carrier frequency (the unit of f,4rier is kHz), Tauration represents the duration of carrier or no carrier symbol (the unit of Tyyration IS US)-
Then,
bit[27:0] = fearrier * Tauration/ 1000

Take NEC protocol for example, the carrier frequency is 38kHz. The format of NEC is shown in Fig 27-1 and the modulation of NEC is shown in
Fig 27-2. The NEC format consists of 2 start symbols, 64 data symbols and 1 stop symbol.

éd—ﬂms—h A B 1—;‘-‘«u:Idress—IrE1—.-'-‘«|:||:|ress—béi—Eummand—béi—EDmmand—h

Fig 27-1 NEC format
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4+—| ogical "1"

+ Logical "0"'—

Y
F

4550

456U . 455
ot 2.28ms ot

+ 1.1 2ms ——m

Y

Fig 27-2 NEC modulation

®  To send logical “1”, you should write two data into Tx FIFO register.
B Forthe first data, bit[31] = 1, bit[30] = 0, bit[27:0] = 38*560/1000 = 21.
[ | For the second data, bit[31] = 0, bit[30] = 0, bit[27:0] = 38*(2250-560)/1000 = 64.
® To send logical “0”, you should write two data into Tx FIFO register.
B For the first data, bit[31] = 1, bit[30] = 0, bit[27:0] = 38*560/1000 = 21.
B For the second data, bit[31] = 0, bit[30] = 0, bit[27:0] = 38*(1120-560)/1000 =21.
At last, you need to send the stop symbol. In this symbol, set bit[30] = 1 because the stop symbol indicates the data end of the current
transmission.

27.2.2 IRRx

To receive IR data, you should read the data in Rx FIFO register, so it’s important to understand the data format to be received in Rx FIFO
register. The size of Rx FIFO register is 32 bits, where:
(] Bit[31] indicates data level
u 0: high level
| 1: low level
(] Bit[30:0] stores the data to be received and the data format is cycle duration. Let fsumpiing represents the sampling frequency (the unit
of foampiing 15 kHz), Tiepe represents the duration of each high/low level (the unit of Teyeis us). Then,

—_— bit[30:0] 1000
tevet fsampling

With the use of Tjee;, You can do further processing to get the information you need.

27.3 APIs

27.3.1 IR Setting APIs

27.3.1.1 IR_Structlnit

Items Description

Introduction Fills each IR_InitStruct member with its default value.

Parameters IR_InitStruct: pointer to an IR_InitTypeDef structure which will be initialized.
Return N/A

27.3.1.2 IR_Init

Items Description
Introduction Initializes the IR peripheral according to the specified parameters in the IR_InitStruct.
Parameters ®  |Rx: selected IR peripheral.
®  |R_InitStruct: pointer to a IR_InitTypeDef structure that contains the configuration information for the specified IR
peripheral.
Return N/A
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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27.3.1.3 IR_Cmd

Items Description
Introduction Enables or disables the selected IR mode.
Parameters ® IRx: selected IR peripheral.
® mode: selected IR operation mode. This parameter can be the following values:
u IR_MODE_TX: Transmission mode.
u IR_MODE_RX: Receiving mode.
® NewsState: new state of the operation mode.
| ENABLE
| DISABLE
Return N/A
27.3.1.4 IR_INTConfig
Items Description
Introduction Enables or disables the specified IR interrupts.
Parameters ®  |Rx: selected IR peripheral.
® |R_INT: specifies the IR interrupt sources to be enabled or disabled. This parameter can be one or combinations
of the following values:
[ | IR_TX_FIFO_EMPTY_INT_EN: Tx FIFO empty interrupt.
B [R_TX_FIFO_LEVEL_INT_EN: Tx FIFO threshold interrupt.
B [R_TX_FIFO_OVER_INT_EN: Tx FIFO overflow interrupt.
B [R_RX_FIFO_FULL_INT_EN: Rx FIFO full interrupt.
| IR_RX_FIFO_LEVEL_INT_EN: Rx FIFO threshold interrupt.
| IR_RX_CNT_OF_INT_EN: Rx counter overflow interrupt.
u IR_RX_FIFO_OF_INT_EN: Rx FIFO overflow interrupt.
B |R_RX_CNT_THR_INT_EN: Rx counter threshold interrupt.
| IR_RX_FIFO_ERROR_INT_EN: Rx FIFO error read interrupt. Trigger when Rx FIFO empty and read Rx FIFO.
®  NewsState: new state of the specified IR interrupts.
| ENABLE
| DISABLE
Return N/A
27.3.1.5 IR_MaskINTConfig
Items Description
Introduction Mask or unmask the specified IR interrupt.
Parameters (] IRx: selected IR peripheral.
® |R_INT: specifies the IR interrupt sources to be mask or unmask. This parameter can be one or combinations of
the following values:
u IR_TX_FIFO_EMPTY_INT_MASK: Tx FIFO empty interrupt mask.
u IR_TX_FIFO_LEVEL_INT_MASK: Tx FIFO threshold interrupt mask.
B |R_TX_FIFO_OVER_INT_MASK: Tx FIFO overflow interrupt mask.
B |R_RX_FIFO_FULL_INT_Msk: Rx FIFO full interrupt mask.
u IR_RX_FIFO_LEVEL_INT_Msk: Rx FIFO threshold interrupt mask.
u IR_RX_CNT_OF_INT_Msk: Rx counter overflow interrupt mask.
B |R_RX_FIFO_OF_INT_Msk: Rx FIFO overflow interrupt mask.
B |R_RX_CNT_THR_INT_Msk: Rx counter threshold interrupt mask.
B |R_RX_FIFO_ERROR_INT_Msk: Rx FIFO error read interrupt mask. Trigger when Rx FIFO empty and read
Rx FIFO.
(] NewsState: new state of the specified IR interrupt mask.
| ENABLE
| DISABLE
Return N/A
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27.3.1.6 IR_GetINTStatus

Items

Description

Introduction

Get the specified IR interrupt status.

Parameters

IRx: selected IR peripheral.

Return

The new state of IR interrupt
[ ] SET
[ ] RESET

27.3.1.7 IR_GetIMR

Items Description

Introduction Get the specified IR interrupt mask status.
Parameters IRx: selected IR peripheral.

Return The new mask state of IR interrupt

®  SET
® RESET

27.3.1.8 IR_FSMRunning

Items

Description

Introduction

Get the specified IR FSM status.

Parameters

IRx: selected IR peripheral.

Return

The new state of FSM:
[} TRUE: RUN
[} FALSE: IDLE

27.3.1.9 IR_ClearINTPendingBit

Items Description
Introduction Clears the IR interrupt pending bits.
Parameters (] IRx: selected IR peripheral.
(] IR_CLEAR_INT: specifies the interrupt pending bit to clear. This parameter can be any combination of the
following values:
u IR_TX_FIFO_EMPTY_INT_CLR: Clear Tx FIFO empty interrupt.
u IR_TX_FIFO_LEVEL_INT_CLR: Clear Tx FIFO threshold interrupt.
B |R_TX_FIFO_OVER_INT_CLR: Clear Tx FIFO overflow interrupt.
B |R_RX_FIFO_FULL_INT_CLR: Clear Rx FIFO full interrupt.
u IR_RX_FIFO_LEVEL_INT_CLR: Clear Rx FIFO threshold interrupt.
u IR_RX_CNT_OF_INT_CLR: Clear Rx counter overflow interrupt.
B |R_RX_FIFO_OF_INT_CLR: Clear Rx FIFO overflow interrupt.
B |R_RX_CNT_THR_INT_CLR: Clear Rx counter threshold interrupt.
B |R_RX_FIFO_ERROR_INT_CLR: Clear Rx FIFO error read interrupt. Trigger when Rx FIFO empty and read Rx
FIFO.
Return N/A
27.3.2 IRTx APIs
27.3.2.1 IR_SendBuf
Items Description

Introduction

Send data buffer.

Parameters

® |Rx: selected IR peripheral.
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®  pBuf: data buffer to send.
len: buffer length.
® IsLastPacket: this parameter can be the following values:
| ENABLE: The last data in IR packet and there is no continuous data. In other words, an infrared data
transmission is completed.
u DISABLE: There is data to be transmitted continuously.

Return

N/A

Note: the difference between IR_SendBuf() and IR_SendData() is that IR_SendBuf() send a data buffer once and the number of sending data is
the length of data buffer, while IR_SendData() only send one data once.

27.3.2.2 IR_SendData

Items Description

Introduction Send one data.

Parameters ®  |Rx: selected IR peripheral.
®  data: data to send.

Return N/A

27.3.2.3 IR_SetTxThreshold

Items Description
Introduction Set Tx threshold. When Tx FIFO depth <= threshold value, trigger interrupt.
Parameters ® IRx: selected IR peripheral.
®  thd: Tx threshold.
Return N/A

27.3.2.4 IR_GetTxFIFOFreeLen

Items

Description

Introduction

Get free size of Tx FIFO.

Parameters

IRx: selected IR peripheral.

Return

The free size of Tx FIFO.

27.3.2.5 IR_ClearTxFIFO

Items

Description

Introduction

Clear IR Tx FIFO.

Parameters

IRx: selected IR peripheral.

Return

N/A

27.3.3 IRRx APIs

27.3.3.1 IR_ReceiveBuf

Items

Description

Introduction

Read data from Rx FIFO.

Parameters ®  |Rx: selected IR peripheral.
° pBuf: buffer address to receive data.
[ J len: read data length.

Return N/A
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Note: the difference between IR_ReceiveBuf() and IR_ReceiveData() is that IR_ReceiveBuf() read a data buffer once and the number of
receiving data can be defined by users but shouldn’t be larger than the data size in Rx FIFO, while IR_ ReceiveData() only read one data once.

The data size in Rx FIFO can be required by calling IR_GetRxDatalLen().

27.3.3.2 IR_ReceiveData

Items Description

Introduction Read one data.

Parameters IRx: selected IR peripheral.
Return Data which read from Rx FIFO.

27.3.3.3 IR_SetRxThreshold

Items Description
Introduction Set Rx threshold. When Rx FIFO depth > threshold value, trigger interrupt
Parameters ®  |Rx: selected IR peripheral.
®  thd: Rx threshold.
Return N/A

27.3.3.4 IR_GetRxDatalLen

Items Description

Introduction Get data size in Rx FIFO.
Parameters IRx: selected IR peripheral.
Return Current data size in Rx FIFO.

27.3.3.5 IR_ClearRxFIFO

Items Description

Introduction Clear IR Rx FIFO.
Parameters IRx: selected IR peripheral.
Return N/A

27.3.3.6 IR_SetRxCounterThreshold

Items Description
Introduction Configure counter threshold value in receiving mode. You can use it to stop receiving IR data.
Parameters ®  |Rx: selected IR peripheral.

®  |[R_RxCntThrType: This parameter can be the following values:

® |R_RxCntThr: Configure IR Rx counter threshold value which can be 0 to Ox7fffffff.

B |R_RX_Count_Low_Level: Low level counter value >= IR_RxCntThr, trigger IR_INT_RX_CNT_THR interrupt.
B |R_RX_Count_High_Level: High level counter value >= IR_RxCntThr, trigger IR_INT_RX_CNT_THR interrupt.

Return N/A

27.3.3.7 IR_StartManualRxTrigger

Items Description
Introduction Start trigger only in manual receive mode.
Note: manual receive mode is seldom used.
Parameters IRx: selected IR peripheral.
Return N/A
Application Note All information provided in this document is subject to legal disclaimers. © REALTEK 2020. All rights reserved.
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27.4 IR Usage

27.4.1 Sending

27.4.1.1 Tx Polling Mode

To use IR sending function, the following steps are mandatory.

(1) Configure the IR pinmux according to Table 27-1.

For example, in order to use PB[23] as IR Tx pin, call the following function. And it is the same for other IR pins.
Pinmux_Config(_PB_23, PINMUX_FUNCTION_IR);

(2) Call IR_Cmd() to disable IR.

(3) Set parameters, change some parameter if needed.
IR_StructInit(IR_InitTypeDef *IR_InitStruct);

(4) Initialize hardware using the parameters in step (3).
IR_Init(IR_InitTypeDef *IR_InitStruct);

(5) Write Tx data to FIFO using IR_SendBuf() or IR_SendData().

(6) Call IR_Cmd() to enable IR to start transmission.

(7)  Write more data to FIFO if needed.

Note:

® Instep (2) and step (6), It is suggested that disabling IR at first, and then enabling IR after writing data to FIFO.

(] In step (5), pay attention to convert the data into the appropriate format that Tx FIFO register can recognized before writing data to FIFO.
You can refer to section 27.2.1.

27.4.1.2 Special Notes
27.4.1.2.1 Tx FIFO Offset Issue

If you want to judge whether Tx data in FIFO has been sent completely or not, you’d better check Tx FIFO empty flag rather than
TX_FIFO_OFFSET.

27.4.1.2.2 Tx Last Packet Cannot Let FSM Enter Idle Issue

if the last packet written to Tx FIFO cannot let Tx state machine enter idle, it is suggested that before enabling IR Tx, writing some data packets
to Tx FIFO. You can refer to step (2) and step (6) in section 27.4.1.1.

27.4.2 Receiving

27.4.2.1 RxInterrupt Mode

To use IR receiving function, the following steps are mandatory.
(1) Configure the IR pinmux according to Table 27-1.
For example, in order to use PB[22] as IR Rx pin, call the following function. And it is the same for other IR pins.
Pinmux_Config(_PB_22, PINMUX_FUNCTION_IR);
(2) Set parameters, such as sampling frequency, Rx FIFO threshold level, Rx counter threshold type, Rx counter threshold level, Rx trigger
mode if needed.
IR_StructInit(IR_InitTypeDef *IR_InitStruct);
(3) Initialize hardware using the parameters in step (2).
IR_Init(IR_InitTypeDef *IR_InitStruct);
(4) Configure interrupt if needed and register interrupt callback function.
IR_INTConfig(IR_DEV, IR_RX_INT_ALL_EN, ENABLE);
InterruptRegister((IRQ_FUN) IR_irg_handler, IR_IRQ, (u32)NULL, 10);
InterruptEn(IR_IRQ, 10);
(5) Call IR_Cmd() to enable IR.
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(6) Clear Rx FIFO by calling IR_ClearRxFIFO().
(7) When Rx FIFO threshold interrupt triggers, read data from Rx FIFO with the use of IR_ReceiveBuf() and IR_ReceiveData(), and make
further processing in interrupt handle function.

Note:

® In step (7), to decode the receiving data correctly, you should understand the data format in Rx FIFO register. You can refer to section
27.2.2.

®  Waveform inverse issue: in Rx ending, if the waveform is inverse, you should #define INVERSE_DATA in Ir_nec_protocol.h and set
IR_InitStruct.IR_RxCntThrType = IR_RX_COUNT_HIGH_LEVEL.

27.4.2.2 RXx Learning

The process of Rx learning is similar to common Rx introduced in section 27.4.1.2.1. As shown in Fig 27-3, the difference is that in interrupt
handle function, Rx learning should store each pulse of the Rx waveform, while common Rx only needs to store the carrier or un-carrier
duration.

Waveform after dioxide receiving

Rx learming

Common Rx

Fig 27-3 Difference of waveform between Rx learning and common Rx
Note:
® [tisadvised that putting the interrupt handle function code in RAM, and close other peripheral interrupt to avoid interfere.
®  |[f the carrier frequency of learning waveform is larger than 400kHz, hardware may cannot respond to interrupt in time, which will result
in decoding carrier frequency failed.

27.5 Tx Compensation Mechanism

27.5.1 Introduction

Tx waveforms are composed of some carrier symbols and no carrier symbols. Software calculates the duration of certain symbol by application
specification (such as NEC). But no carrier symbols cannot be divisible by carrier frequency accurately. If there is no effective compensation
mechanism, the error will increase. So Tx compensation is proposed and used in IR Tx to decrease the error.

In most scenarios, it is not necessary to adopt compensation mechanism. Therefore, if you're not interested in compensation mechanism, just
skip this section. Next we would introduce the application of compensation mechanism.

27.5.2 Tx Compensation Mechanism Application

Take NEC application for example, the Tx NEC waveform shown in Fig 27-4 is with f,q,rier= 38kHz, and duty = 1/3. The system clock is 100MHz.

For 38kHz carrier frequency:
1 1
T, oy = —— = —— = 26.31
carrter fcarrier 38K u
Tcarrier_duty = Teqrrier * duty = 8.77us
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Compensation frequency f.omp is a dependent clock, you can set f;,m,to any value you want. In this example, we set f;omp, =1MHz, so

1
Teomp = f—mmp = lus.
1 1 1 1 1 1
20310 i i i i
8.77usi+i | i i | |
1 1 1 1 1
LT |
1
| —560us———P>| —560us— ! !
O : 2.25ms p- 1.122ms— >
Carrier No carrier Carrier No carrier

Fig 27-4 Tx NEC waveform

We divided this waveform into four symbols: 560us carrier symbol, 2250us ~ 560us no carrier symbol, 560us carrier symbol, and 1120us ~
560us no carrier symbol.
®  If no compensation mechanism is adopted (IR_TX_COMPENSATION = 0), the real wave can be calculated as follows.
B The first carrier symbol: Referring to section 27.2.1, cycle = 21, 560us =~ 21*26.31+8.77=561.28us.
B The second no carrier symbol: cycle = (2250 — 560) * 38/1000=64, (2250-560)us = 1690us == 64*26.31+(26.31-8.77)=1701.38us.
B The third carrier symbol is the same as the first one.
B The forth no carrier symbol: cycle = 21, 560us =~ 21*26.31+(26.31-8.77)=570.05us.
(] If compensation mechanism is adopted (IR_TX_COMPENSATION = 3), the real wave can be calculated as follows.
B The first carrier symbol: Referring to section27.2.1, cycle = 21, 560us ~21%26.31+8.77=561.28us.
B The second no carrier symbol: cycle = (2250 — 560) * 1000/1000=1690, (2250-560)us = 1690us = 1690 * 1us.
B The third carrier symbol is the same as the first one.
B The forth no carrier symbol: cycle = 560, 560us = 560 * 1us.
Compare the above two calculating methods, we can find that by using compensation mechanism, the accuracy can be improved.

Note:

®  Compensation mechanism can only be used for no carrier symbol.

® |[R_TX_COMPENSATION is bit[28:29] of IR_TX_FIFO register. Compensation method 1 (IR_TX_COMPENSATION = 1) and method 2
(IR_TX_COMPENSATION = 2) are not recommended. If you want to use compensation mechanism, refer to method 3
(IR_TX_COMPENSATION = 3).

27.6 IR Schematic Design Guideline

27.6.1 Leakage

To avoid the leakage problem, we suggest using the IR circuit which is shown in Fig 27-5.
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Fig 27-5 Circuit of IR

27.6.2 Carrier Problem in Rx Learning

Due to the characteristics of transistor, the response speed will slow down when the transistor works in deep saturation area. Therefore, when
carrier frequency is set too large, the hardware has the risk of receiving carrier waveform failed in receiving end. In Rx learning, the maximum
carrier frequency that can achieve is related to Rx circuit and the choice of transistor. The circuit we suggested in section 27.6.1 can support
the maximum carrier frequency 70kHz, but you can choose the better transistor to acquire higher supported carrier frequency.
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28 Brownout Detector (BOD)

BOD is mainly used to notify a user that the voltage level is low for the applications which use batteries. Ameba-D provides many thresholds to
choose, the alternative levels and corresponding voltage value is shown in Table 28-1 and Note: The voltage value may have +5% error.
Table 28-2.

Table 28-1 High threshold of interrupt mode and reset mode (3.3V/1.8V)

Voltage Value Symbol Reset Interrupt

3.3v 001 BOR_TH_HIGH1 1.887 2.297
010 BOR_TH_HIGH2 1.970 2.397
011 BOR_TH_HIGH3 2.061 2.507
100 BOR_TH_HIGH4 2.139 2.602
101 BOR_TH_HIGH5 2.224 2.704
110 BOR_TH_HIGH6 2.315 2.815
111 BOR_TH_HIGH7 2.388 2.904

1.8V 001 BOR_TH_HIGH1 1.422 1.498
010 BOR_TH_HIGH2 1.480 1.560
011 BOR_TH_HIGH3 1.543 1.627
100 BOR_TH_HIGH4 1.598 1.684
101 BOR_TH_HIGH5 1.656 1.746
110 BOR_TH_HIGH6 1.719 1.812
111 BOR_TH_HIGH7 1.770 1.865

Note: The voltage value may have *5% error.
Table 28-2 Low threshold of interrupt mode and reset mode (3.3V/1.8V)

Voltage Value Symbol Reset Interrupt

3.3V 001 BOR_TH_LOW1 1.784 2.194
010 BOR_TH_LOW?2 1.863 2.290
011 BOR_TH_LOWS3 1.949 2.395
100 BOR_TH_LOW4 2.023 2.486
101 BOR_TH_LOWS5 2.103 2.584
110 BOR_TH_LOWG6 2.190 2.690
111 BOR_TH_LOW?7 2.260 2.775

1.8V 001 BOR_TH_LOW1 1.345 1.422
010 BOR_TH_LOW?2 1.400 1.480
011 BOR_TH_LOWS3 1.460 1.543
100 BOR_TH_LOW4 1.512 1.598
101 BOR_TH_LOWS5S 1.567 1.656
110 BOR_TH_LOW6 1.627 1.719
111 BOR_TH_LOW?7 1.674 1.770

Note: The voltage value may have 5% error.

28.1 Recommended Threshold Parameter

The recommended threshold parameters are shown in Table 28-3.

Table 28-3 Recommended Threshold Parameter

Work Voltage Reset Interrupt

High Threshold Low Threshold High Threshold Low Threshold
3.3V BOR_TH_HIGH? BOR_TH_LOW6 BOR_TH_HIGH? BOR_TH_LOW6
1.8V BOR_TH_HIGH5 BOR_TH_LOWS3 BOR_TH_HIGH5 BOR_TH_LOWS3
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Note: To avoid voltage fluctuation during work trigger BOD interrupt or reset by mistake, the difference between high and low threshold can

be appropriately increased.

28.2 BOD APIs

28.2.1 BOR_ModeSet

Items Description
Introduction Choose BOD mode and enable BOD function
Parameters [ ] Option:

| BOR_RESET: BOD reset mode

u BOR_INTR: BOD interrupt mode
[ ] NewStatus:

B ENABLE

B DISABLE

Return N/A

28.2.2 BOR_ThresholdSet

Items Description

Introduction Set BOD high and low thresholds

Parameters ®  Thres_Low: BOD low threshold
BOR_TH_LOW1
BOR_TH_LOW?2
BOR_TH_LOWS3
BOR_TH_LOW4
BOR_TH_LOWS5S
BOR_TH_LOW6
BOR_TH_LOW?7

®  Thres_High: BOD high threshold

B BOR_TH_HIGH1
B BOR_TH_HIGH2
B BOR_TH_HIGH3
B BOR_TH_HIGH4
B BOR_TH_HIGH5
B BOR_TH_HIGH6
B BOR_TH_HIGH?
Return N/A
28.2.3 BOR_ClearINT
Items Description
Introduction Clear BOD interrupt.
Parameters N/A
Return N/A
28.2.4 BOR_DbncSet
Items Description
Introduction Set BOD interrupt mode debounce cycle
Parameters [ ] Option:
| BOR_INTR: BOD interrupt mode

Application Note All information provided in this document is subject to legal disclaimers.
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Dbnc_Value: debounce cycle, in unit of ANA4M clock cycles.

Return

N/A

Note: Only BOD interrupt mode can set debounce cycle.
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29 Flash Translation Layer (FTL)

29.1 Overview

NOR-Flash is comprised of blocks, which contains pages, and they contain individual cells of data. Flash read/write operations take place at
page level. But erase operations take place at the block level. The flash needs to be erased before write. The memory portion for erasing differs
in size from that for reading or writing, resulting in the major performance degradation of the overall flash memory system.

Therefore, a type of system software termed FTL has been introduced, which is provided to make the flash a friendly medium to store data.
The architecture of Flash memory system is shown in Fig 29-1.

Applications

File system API

I/O with logical sector number

FTL (Flash Translation Layer)

Fig 29-1 Architecture of Flash memory system

1/0 with physical sector number

The FTL algorithm provides the following functionalities:

() Logical-to-physical address mapping: Convert logical addresses from the file system to physical addresses in flash memory.

®  Power-off recovery: Even when a sudden power-off event occurs during FTL operations, FTL data structures should be preserved and
data consistency should be guaranteed.

®  Wear-leveling: Wear down memory blocks as evenly as possible.

As Fig 7-1 shows, to write data to logical map, FTL would generate a data packet in specified format and store it in flash. To modify data in
logical map, a new packet would be generated and appended to the end of physical map. When the physical pages are nearly full, the garbage
collection is triggered to recycle the old pages which would be erased.

To read data from logical map, FTL would search the physical map to find the newest packet, which contains the data of specified address.

When using FTL, users don’t need to care about physical map, which is maintained automatically by FTL.
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Physical Map

I header | payload I—————

Logical Map

—_— Logical data

header
16

24

31

70

payload
70

70

70

Logical Address

Length

Valid Flag

Byte O

Byte 1

Byte N-2

Byte N-1

29.2 Features

(] Physical Map

u Physical page size: 4096 bytes

u Configurable physical page number

| Physical map size = 4096 * physical page number
®  |ogical Map: The maximum logical map size determined by physical map size is ((511 * (physical page number -1))-1) * 4.

Auto Garbage Collection
®  Abnormal Power-off Protection

29.3 FTLAPIs

Physical Data Packet

Fig 29-2 FTL overview

API

Introduction

<ftl_init>

Initializes FTL

<ftl_load_from_storage>

Gets specified length of data from logical map.

<ftl_save_to_storage>

Writes specified length of data to logical map.

29.3.1 ftl_init

[ J pagenum: The page number of physical map

Items Description
Introduction Initializes FTL
Parameters (] u32PageStartAddr: The start address of physical map

Return N/A

29.3.2 ftl_load_from_storage

Items Description

Introduction

Gets specified length of data from logical map.

Parameters (] pdata_tmp: Pointer to a buffer to save logical data
offset: From which address read the logical map
size: The number of bytes to read

Return

0: Getting logical map values successfully
Others: Failed to get logical map value

Application Note

All information provided in this document is subject to legal disclaimers.

© REALTEK 2020. All rights reserved.

243



%/REALTEK Ameba-D

29.3.3 ftl_save_to_storage

Items Description

Introduction Writes specified length of data to logical map.

Parameters ® pdata_tmp: Pointer to byte array of new logical data
®  offset: From which address to update the logical map
®  size: The number of bytes to update

Return ®  0: Writing logical map values successfully
®  Others: Failed to write logical map value

29.4 How to Use FTL

29.4.1 Precautions

When using FTL, you must know the precautions below.

®  Theoretically, the logical map area can be extended to 64KB; but the maximum usable logical map area limited by the actual physical
space is ((511 * (physical page number -1))-1) * 4.

®  The default physical page number is 3, and it is not recommended to increase, because the default internal implement of FTL will malloc
a buffer to cache the content of FTL.
u For typical BLE application, each connection needs about 256 bytes FTL memory, and SDK will maintain 3 connections’ information

by default.

B For BLE mesh, each node needs about 20 bytes FTL memory. The maximum node number can be set by dev_key_num.

Table 29-1 lists there typical scenarios of BLE, refer to it to set the appropriate offset of application according to your actual situation.

Table 29-1 Examples of recommended setting

Scenario Calculation Start address of application Remark
Configurable | Recommended

® 3 connections ((3*256 + 20*50) + 1024) 1768 ~ 3060 | 2500 ® |tis recommended to reserve
® Less than 50 mesh nodes bytes (< 4084 bytes) are some memory for system
®  1KB FTL space for application | needed totally. extension. The recommended
® 5 connections (5*256 + 2048) bytes (< 1280~ 2036 | 1600 offset has some reservation for
®  2KB FTL space for application | 4084 bytes) are needed both system and application.

totally. (] For these two scenarios, 3

physical pages are enough.

® 5 connections ((5*256 + 20*60) + 6144) - - It is not recommended to store so
® Less than 60 mesh nodes bytes are needed totally. much information in FTL. Try to find
® 6KB FTL space for application another solution, such as DCT.

29.4.2 General Steps

To use FTL in Ameba-D, the following steps are necessary.
(1) Define the macro CONFIG_FTL_ENABLED by yourself and set it to 1, the FTL initialization will be contained in main.
#define CONFIG_FTL_ENABLED 1
If Bluetooth is enabled in your system, CONFIG_FTL_ENABLED is defined automatically after defining CONFIG_BT_EN.
(2) Define FTL_MEM_CUSTEM to 1 in rtl8721dhp_intfcfg.c.

-1 #if defined(CONFIG_FTL EMABLED
—#1 _MEM_CUO =0

. #error "You should allocate flash sectors to for FTL physical map as following, then set FTL_MEM_CUSTEM to 1. For more information, Please refer to Application Note, FTL chapter. "
a6 - #else

&7: const ug ftl_phy_page_num = 3;
&2: const u32 ftl_phy_page_start_addr

/* The number of physical map pages, default is 3%/
/* The start offset of flash pages which is allocated te FTL physical map.
Users should modify it according to their own memory layout! ! */

70: #endif
71: #endif
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Note: If the memory layout is modified and overwrites FTL area 0x0810_2000~0x0810_4FFF, you also need to modify the physical page start
address. Otherwise, an error would be thrown out to remind you.

8721dhp_ Fef #error "You shou
1 ti N

r t 1 , FTL chapter.

The default configurations for logical & physical map is as follows:
® 3 pages allocated for physical map: 0x0810_2000~0x0810_4FFF
® Logical map size: 4084 bytes

(3) Callftl_load_from_storage/ftl_save_to_storage functions to read from/write to logical map.
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30 Audio Signal Generation and Analysis

30.1 Introduction

When developing digital mic (DMIC) related applications, you may need to generate a signal of a certain frequency to test whether the DMIC
works well or not. This chapter introduces how to generate a signal and how to analyze the frequency of a signal collected by the DMIC first.
Then, digital analog-analog digital (DAAD) loopback is explained. DAAD loopback is helpful in determining which part (codec or DMIC) doesn’t
work well when problems occur.

30.1.1 Compilation

You need to add the example_audio_signal_generate.c to your project before you can use all the commands mentioned in this chapter.
Related File used are placed under the path: /component/common/example/audio_sport/audio_signal_generate.

Follow two steps to use this function:
(1) Set the macro named “AUDIO_SIGNAL_GENERATE” to 1 in platform_opts.h under the path:
/project/realtek_amebaD_va0_example/inc/inc_hp.

(2) In Cygwin terminal, change to the directory /project/realtek_amebaD_va0_example/ GCC-RELEASE/project_hp, type make menuconfig,
and enable audio related configurations (MENUCONFIG FOR CHIP CONFIG > Audio Config > Enable Audio).

30.1.2 Generating a Signal of a Certain Frequency

Frequencies of signals supported by the program range from 20Hz ~ 20000Hz, which is the frequency range that people can hear.

Type command “Audio_generate tone spkr (f)” to generate a signal whose frequency is equal to f (20 < f <20000).

30.1.3 Analyzing Signals Collected by DMIC

One way of testing a DMIC is to analyze the signals collected by the DMIC in frequency domain. If the detected frequency is the same as the
frequency of the signal, the DMIC works well.

Type command “Audio_generate dmic fft 1” to analyze the signal collected by DMIC in frequency domain. The main frequency and its relative

strength are printed out. Due to frequency leakage, the frequency detected may not be the same as the one you play, but the number should
be closed. You can use this command to analyze signals whose frequencies range from 20~20000Hz.

30.1.4 DAAD

DMIC related problems can be caused by internal codec or DMIC itself. This section explains how to use DAAD loopback to determine whether
the internal codec works in a normal way or not.

Fig 30-1 depicts how DAAD loopback works. The data transmitted from DA Digital IP is received directly by AD Digital IP without the
interference of DMIC.

Type command “Audio_generate daad fft (f)” to generate a signal whose frequency is f. The main frequency detected and relative strength

calculated will be printed out. If the frequency detected is closed to the one you generate, it means that the internal codec works well. The
problem may be caused by DMIC.
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Fig 30-1 DAAD loopback diagram

30.1.5 Command

All the commands that can be used are listed in Table 30-1. Each command is composed of several parameters, and the parameters which are
surrounded by () should be set by users.

Table 30-1 Available commands in audio signal generation and analysis

Command Format Command Function Example
Audio_generate tone spkr (f) Generates a tone whose frequency is f Audio_generate tone spkr 1000
Audio_generate dmic fft 1 Analyzes the signal collected by DMIC Audio_generate dmic fft 1
Audio_generate daad fft (f) DAAD loopback analysis Audio_generate daad fft 1000
Audio_generate stop Stops audio test Audio_generate stop
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31 Key-Scan

Ameba-D Key-Scan provides up to 6*6 (36) keypad array with 12 GPI1Os, which can be configured for different applications, for example: 5*7 or
3*4 keypad arrays. Also multi-key detection and low power mode are supported.

This chapter introduces the APIs of Key-Scan, and how to use Key-Scan.

31.1 Pinmux

The pin assignments of Key-Scan are listed in Table 21-4.

Table 31-1 Key-Scan pin assignment

Port Name Pin Name QFN48 QFN68 QFN88
PA[12] KEY_ROWO Y Y Y
PA[13] KEY_ROW1 Y Y Y
PA[14] KEY_ROW?2 Y Y Y
PA[15] KEY_ROWS3/KEY_COL6 Y Y Y
PA[16] KEY_ROW4/KEY_COL5 N Y Y
PA[17] KEY_ROWG6/KEY_COL3 N Y Y
PA[18] KEY_ROWS5/KEY_COL4 N Y Y
PA[19] KEY_COL2 N Y Y
PA[20] KEY_COL7 N N Y
PA[21] KEY_ROW?7 N N Y
PA[25] KEY_COL1 Y Y Y
PA[26] KEY_COLO Y Y Y
31.2 APIs

31.2.1 keyscan_array_pinmux

Items

Description

Introduction

Initialization of pinmux settings and pad settings

Parameters ®  col: selected column number depending on KeyColumn (for example: col0 & col2, col is 5)
®  row: selected column number depending on KeyRow
Return N/A

31.2.2 keyscan

_getdatanum

Items

Description

Introduction

Gets data number of Key-Scan FIFO

Parameters

obj: Key-Scan object defined in application software

Return

Data number of Key-Scan FIFO

31.2.3 keyscan_read

Items

Description

Introduction

Reads data from Key-Scan FIFO

Parameters

®  obj: Key-Scan object defined in application software.
® pBuf: buffer to save data read from Key-Scan FIFO
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[ ] num: number of data to be read

Return

N/A

31.2.4 keyscan_init

Items

Description

Introduction

Initializes the Key-Scan device.

Parameters

obj: Key-Scan object defined in application software

Return

N/A

31.2.5 keyscan_set_irq

Items

Description

Introduction

Enables or disables the specified Key-Scan interrupts mask.

Parameters ®  obj: Key-Scan object defined in application software.
[ J keyscan_IT: specifies the Key-Scan interrupt sources to be enabled or masked.
[ J newstate: new state of the specified Key-Scan interrupts mask.

Return N/A

31.2.6 keyscan_clear_irq

Items

Description

Introduction

Clears the specified Key-Scan interrupt pending bit.

Parameters ®  obj: Key-Scan object defined in application software.
[ J keyscan_IT: specifies the Key-Scan interrupt to be cleared.
Return N/A

31.2.7 keyscan_get_irqg_status

Items

Description

Introduction

Gets Key-Scan interrupt status.

Parameters

obj: Key-Scan object defined in application software.

Return

Interrupt status

31.2.8 keyscan_set_irq_handler

Items

Description

Introduction

Sets Key-Scan interrupt handler.

Parameters ®  obj: Key-Scan object defined in application software.
®  func: the interrupt handler function.
Return N/A

31.2.9 keyscan_enable

Items

Description

Introduction

Enables the specified Key-Scan peripheral

Parameters

obj: Key-Scan object defined in application software.

Return

N/A
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31.2.10 keyscan_disable
Items Description
Introduction Disables the specified Key-Scan peripheral
Parameters obj: Key-Scan object defined in application software.
Return N/A

31.2.11

keyscan_clearfifodata

Items Description

Introduction Clears the FIFO data

Parameters obj: Key-Scan object defined in application software.
Return N/A

31.3 Key-Scan Usage

There are two ways to use the Key-Scan: using default settings or using APIs listed in 31.2.

31.3.1 Using Default Configuration

When using default settings, only the keypad can be configured.

The Key-Scan initialization is implemented by the function app_keyscan_init() in main.c . User can follow these steps to use it.
(1) Setthe kmO_enable_key_touch in ps_config (RtlI8721dlp_sleepcfg.c) to BIT_KEY_ENABLE to enable Key-Scan when KMO boots.

PSCFG_TypeDef ps_config = {
km0_config_wifi_enable = TRUE,
.kmO_enable_key touch = FALSE, //BIT _KEY ENABLE | BIT_CAPTOUCH_ENABLE,
km0_tickles_debug = TRUE, / * if apen WIFI FW, should close it, or beacon will lost in WOWLAN */
km0_osc2m_close = TRUE,
km0_pg_enable = FALSE,
km0_rtc_calibration = FALSE,
.km0_audio_pad_enable = TRUE,

(2) Configure the GPIOs in the following structure (touch_key.c), and set valid to 1 for the pins which will be used in keypad.

static KeyMatrix_TypeDef KeyRow[s] =
I

v

* pinmux, valid */
_PA_12, 1}, /% row 0 */
_PA_13, 1}, / * row 1 ¥/
_PA_14, 1%,/ * row 2 */
_PA_15, 1}, / * row 3 ¥/
_PA_16, 1}, / * row 4 */
_PA_18, o}, /* row 5 ¥/
_PA_17, 0}, / * row 6 */
_PA_21, 0}, /* row 7 ¥/

o ety o o i

[

1.
I
static KeyMatrix_TypeDef KeyColumn[zs] =
I
v

/ * pinmux, valid */

{_PA_26, 1}, /* Col 0 %/
{_PA_25,1},/* Col 1 %/
{ PA_19, 1}, /* Col 2 %/
{_PA_17, 1}, / * Col 3 %/
{ PA_18, 1}, /* Col 4 %/
{_PA_16, 0}, /* Col 5 %/
{_PA_15, 0}, / * Col 6 %/
{ PA_20, 1}, /* Col 7 %/

(3) Rebuild SDK and re-burn images, the Key-Scan would work after boot up.
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31.3.2 Using APIs

When using APIs, more parameters can be configured.

(1) A Key-Scan object must be defined in application software first, then the necessary parameters must be configured.
For the parameter row, if row 0, row 2 and row 5 will be used, row must be set to 0x25 (100101), the same as parameter col. For the
parameter clk, scan clock=bus clock/(clk+1).

struct keyscan_s {
u3Z row;
u32 col;
u32 ck;
u32 workmode; // 0 for regular scan mode, 1 for event trigger mode
u32 keylimit;
u32 overctrl, //0 for discard new, 1 for discard oldest

(2) Use keyscan_init() in keyscan_api.c to initialize Key-Scan.

(3) Use keyscan_set_irq() in keyscan_api.c to enable the interrupt wanted.

(4) Use keyscan_set_irq_handler() in keyscan_api.c to handle the triggered interrupt.

(5) Use keyscan_enable() in keyscan_api.c to enable the Key-Scan. Then the Key-Scan would work.
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32 Bluetooth

32.1 Overview

Bluetooth (BT) is a popular wireless communication technology. The lower power feature of Bluetooth is redesigned and greatly enhanced
since Bluetooth 4.0. The latest version of Bluetooth Low Energy (BLE) protocol is 5.1. BLE enables short-distance data exchange between fixed
devices and mobile devices, and aims to build personal area networks (PAN) for its outstanding low power feature.

In Ameba-D, BLE shares Wi-Fi’s Radio Frequency (RF) circuit and antenna to transmit and receive data because BLE does not have its own radio
system. Users must ensure that Wi-Fi is initialized before BLE’s initialization, and BLE is de-initialized before Wi-Fi’s de-initialization.

When BLE is enabled for the first time, there is a compile error to remind users to configure the start address of Flash Translation layer (FTL).
Users need to ensure that this area does not overlap with other areas.

Two ways of debug log are offered for BLE: the up level debug log and the low level debug log. The up level log is steaming out from PA[26],
and the low level log is steaming out from PA[16]. Fortunately, these two GPIOs only work as UART pins when BLE log is enabled, so they can
be used as normal GPIOs, only when a 0 ohm resistance is placed between the GPIOs and peripheral circuit.

32.2 BT Coexistence

32.2.1 Introduction

BLE and WLAN (Wi-Fi) both occupy the 2.4GHz to 2.4835GHz unlicensed ISM (Industrial Scientific Medical) band. They most likely work
concurrently in the same environment, even on the single chip, so the mutual interference between them must be considered. There are two
categories of coexistence mechanism: collaborative and non-collaborative. Collaborative coexistence mechanism exchanges information
between two wireless networks, while non-collaborative mechanism does not.

For Ameba-D which integrates with both WLAN and BLE, collaborative coexistence mechanism should be mainly applied in this case. Here two
strategies — Packet Traffic Arbitration (PTA) mode and Time Division Multiple Access (TDMA) mode are raised to relieve the interference.

32.2.2 PTA Mode

The PTA is actually a block of hardware circuit, which is used only when both BT and WLAN send transfer request to RF. As depicted in Fig 32-1,
the main idea is that the PTA circuit gathers the transfer status information (Tx/Rx, including the corresponding priority) from both sides to
decide which side to use RF. The judgement strategy is according to Coex_Table (1# or 2#) and Break_Table, which can be configured by
software. The input signals ANT_SEL and OOB mean antenna selection and out of band selection respectively, and they are used to select
Coex_Table_1 or Coex_Table_2 to apply. The outcome of PTA is GNT_BT signal, which is further transferred to RF circuit to make switches
between WLAN and BT modem.

Note: The output signal GNT_WL is mainly used in a chip which has dual-antenna, while Ameba-D is a single-antenna chip.
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——BT.PR—————— P
—BT.TX———— P
—— BT RX—— P
———WL_PR——— P>
WL TX——— P>
———WLRX— P>
————ANT_SEL———— >
—00B—— P>
Coex_Table_1[31:0]—»
Coex_Table_2[31:0]—»|
Break_Table[31:0]—®

PTA
(Packet Traffic Arbitration)

Fig 32-1 PTA module port diagram

Table 32-1 PTA module pin definition

———GNT_BT—»

GNT_WL—»>

Pin Description
BT_PRI Bluetooth high priority traffic indication
® 0: Low priority
® 1: High priority
BT_TX Bluetooth Request Tx or is on transmitting
BT_RX Bluetooth Request Rx or is on receiving
WL_PRI WLAN high priority traffic indication
® 0: Low priority
® 1: High priority
WL_TX WLAN Request Tx or is on transmitting
WL_RX WLAN Request Rx or is on receiving
ANT_SEL Single or dual antenna selection
® 0:Single
® 1:Dual
00B Out of band indication
® 0:Inband

® 1:0utof band
Note: This bit should come from software.

Coex_Table_1[31:0]

Coexistence table, used at dual antenna & out of band

Coex_Table_2[31:0]

Coexistence table, used at dual antenna & in band or single antenna

Break_Table_1[15:0]

Break table, used to break BT activity. When a new WLAN request is coming and BT is on transmitting or

receiving, BT should break its activity if GNT_WL asserts.

Break_Table_1[31:16]

Break table, used to break WLAN activity, when a new BT request is coming and WLAN is on transmitting or

receiving.
GNT_BT Grant Bluetooth Request. It is used by WLAN BB, which can break the WLAN Tx/Rx on the air immediately.
GNT_WL Grant WLAN Request. BT should break its activity if GNT_WL asserts.

32.2.3 TDMA Mode

The principle of TDMA is based on the fact that RF should be switched to WLAN side when TBTT (Target Beacon Transmission Time) comes, to
ensure that WLAN beacon can be received correctly. We cut WLAN beacon interval (equal to 102.4ms) into two transmission slots, one for
WLAN and the other for BLE. In some cases, we also use 4-slot TDMA. Fig 32-2 and Fig 32-3 TDMA with 4-slotFig 32-3 demonstrate TDMA with

2-slot and 4-slot separately.

We should point out that using TDMA does not mean exclusion of PTA. In detail, BLE traffic can transmit if we configure PTA as BT priority >
WLAN priority in Wi-Fi slot, and WLAN traffic can also occur if WLAN is set higher priority over BT in BT slot. The logic of TDMA setting can be

treated as slot time assignment along with PTA adjusting. Considering some characteristics of chip’s RF is not easy to handle, we don’t

recommend users to change TDMA parameters by themselves.
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TBTTn TBTTn+1

|
I | v
[ | [

Wi-Fi slot Wi-Fi slot

| |
WLAN_Act >
Antenna Switch »
Fig 32-2 TDMA with 2-slot
TBTTn TBTTn+1
| €-—————————— BeaconInterval - ———— — — — — — — — > |
: :4———— % Beacon Interval ————}i(———— % Beacon Interval ————>: :
[ ! I I I....] I
Wi-Fi slot BT slot Wi-Fi slot Wi-Fi slot BT slot
[ | | I [ |
(. | I I I I
] ]
WLAN_Act >
Antenna Switch >

Fig 32-3 TDMA with 4-slot

32.2.4 Related Parameters

32.2.4.1 PTA Parameters

From the perspective of software design, the parameters of PTA are mainly refered to Coex_Table and Break_Table values. The common cases
are given in Table 32-2.

Table 32-2 Common cases of Coex_Table and Break_Table settings

Index | Priority Cases Coex_Table_1 and Coex_Table_2 | Break Table
1 BT > WLAN 0x55555555 0xO000FFFF
2 WLAN > BT OxAAAAAAAA OxFFFFO000
3 WLAN high-Priority > BT > WLAN low-Priority OxAAAA5555 O0xFFOOOOFF
4 BT high-Priority > WLAN > BT low-Priority O0x5A5A5A5A 0x3333CCCC
5 WLAN high-Priority > BT high-Priority > WLAN low-Priority> BT low-Priority OXAAAA5ASA 0xFF3300CC

Among the five cases, the fourth case (index = 4) is used in our project, which distinguishes the BT high and low priority traffic. That is to say, if
WHLAN is transferring data while BT high-priority Tx/Rx is requesting, the WLAN traffic is preempted. If BT low-priority transfer is ongoing, the
WLAN Tx/RxX request can preempt RF’s usage from BT.
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32.2.4.2 TDMA Parameters
In the 2-slot case, the ratio of Wi-Fi slot to TBTT interval is designed to be changed by users according to the specific scenario.
32.2.4.3 BLE Peripheral Parameters

If the chip acts as a BLE peripheral, all the activities related to BLE are set to high in the BLE Controller. Because the BLE peripheral acts as the
slave role after the connection is established. The advertising interval is configurable, while the other two parameters, pairing interval and
connection interval, depend on the counterpart. The parameters relates to BLE peripheral are list in Table 32-3.

Table 32-3 BLE peripheral parameters

BLE Peripheral Item Interval Value (ms) Priority Configurable
Advertising 200 high J
Pairing 50 (it depends) high X
Connection 7.5 (it depends) high X

32.2.4.4 BLE Central Parameters

If the chip acts as a BLE central, all the parameters can be configured in the BLE Controller. The default values are listed in Table 32-4.

Table 32-4 BLE central parameters

BLE Central Item Value (ms) Priority Configurable
Scan window 820 low N,
Scan interval 820 - N,
Connection interval 100 (default) high N,

32.2.5 How to Configure BT Coexistence

32.2.5.1 PTA

The only thing you can deal with PTA is changing coexistence table. The default setting allows BT high-priority traffic to preempt WLAN traffic
and WLAN traffic to preempt BT low-priority traffic, which corresponds to the index 4 in Table 32-2.

If you want to change the settings of PTA, you need to have knowledge of the traffic priority in use. The traffic priorities of WLAN and BT are
decided by WLAN MAC and BT Controller, respectively. Therefore, we recommend you NOT to change the PTA coexistence table. If you do it by
yourself, it may cause a crash in coexistence decision.

Table 32-5 Coexistence table configuration in PTA
Function Name
u32 bt_coex_pta_only(void);

File Name
Halbtc8721d_phy.c

Related Register/Variable

HAL_WRITE32 (WIFI_REG_BASE, 0x6C0, OXSA5A5ASA);
HAL_WRITE32 (WIFI_REG_BASE, 0x6C4, OxSA5ASA5A);

File location: \component\common\drivers\wlan\realtek\src\hal\btc

32.2.5.2 TDMA
To balance the performance of BLE and WLAN on both sides, the range of the ratio (Wi-Fi slot time to TBTT interval) is set to 5% ~ 95%.
32.2.5.3 BLE Peripheral

The only thing you can deal with BLE peripheral is changing the peripheral’s advertising interval. The advertising interval relates to a tradeoff
between energy-efficiency and responsiveness. If the advertising interval is set to a bigger value, the better energy-efficiency and worse
responsive latency are expected.
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Typically, the advertising interval can be configured to a value between 20ms and 10.24s according to BLE specification. The default setting is
200ms in the project.

Table 32-6 Advertising interval configuration in BLE peripheral
Related Register/Variable Function Name File Name
#define DEFAULT_ADVERTISING_INTERVAL_MIN 320 void app_le_gap_init(void); Ble_app_main.c
#define DEFAULT_ADVERTISING_INTERVAL_MAX 400
File location: \component\common\bluetooth\realtek\sdk\example\ble_peripheral

32.2.5.4 BLE Central

In the case of BLE central, the configurable timing parameters are scan window, scan interval and connection interval.

The parameters, scan interval and scan widow, can change the duty-ratio of scanning operation. That is to say, the quotient of the scan window
and scan interval can reflect the intensity of BLE scanning, which is commonly between 0 and 1. Furthermore, the scan interval and scan
window have an effect on the latency performance of BLE during the scan process. The more time is spent on the scan, the lower latency we
can expect. The typical range of scan interval or scan window is between 20ms and 10.24s according to BLE specification. In the default setting,
the scan interval and scan window are set to 820ms and 820ms, respectively. The tests for quality control show that the default setting can get
a good performance of scanning latency. To conclude, we do NOT recommend you to modify scan interval and scan widow only if a strict
latency performance is required in your project.

The parameter, connection interval, represents the data transfer frequency between BLE master and slave after connection has been
established. The direct result of modifying connection interval is the BLE throughput. If we set connection interval to a smaller value, the BLE
throughput may become higher. The typical value of the connection interval is set to an integer multiple of 1.25ms. The default setting is
100ms. A smaller connection interval is usually linked with frequent RF switches between BLE and WLAN, which can have an impact on whole
performance of the chip. Therefore, the connection interval less than 50ms is NOT recommended to apply.

Table 32-7 Scan and connection related parameter configuration in BLE central

Related Register/Variable Function Name File Name

#define DEFAULT_SCAN_INTERVAL 0x520 - ble_central_app_main.c
#define DEFAULT_SCAN_WINDOW 0x520

conn_req_param.conn_interval_min = 80; int ble_central_at_cmd_connect(int argc, char **argv); ble_central_at_cmd.c
conn_req_param.conn_interval_max = 80;

File location: \component\common\bluetooth\realtek\sdk\example\ble_central

Note: If the scan interval and scan window are set to the same value, it means BLE would request 100% duty on scan.

32.3 BT Examples

Ameba-D BT examples provide a set of BT functionality, such as BT Config, BT Peripheral, BT Central and BT Beacon. For more information,
refer to UM0201 Ameba Common BT Application User Manual EN.pdf.

This section illustrates how to build and run BT examples in our SDK, including GCC and IAR environment.

32.3.1 GCC Project

(1) Enter SDK path: project/realtek_amebaD_va0_example/GCC-RELEASE/project_hp, input command make menuconfig to enable BT.
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(2) Allocate FTL physical map by setting FTL_MEM_CUSTEM to 1 and setting FTL start address in rtI8721dhp_intfcfg.c.

#if defined(CONFIG_FTL_ENABLED
Zdefine FTL_MEM_CUSTEM
#if FTL_MEM_CUSTEM =

#error "You should allocate flash sectors to for FTL physical map as following, then set FTL_MEM_CUSTEM to 1. For md

#else
const ug ftl_phy_page_num = z;
const u32 ftl_phy_page_start_addr = 0:00102000;

#endif
#endif

/ * The number of physical map pages,
/ * The start offset of flash pages whidl
Users should modify it accor|

(3) Build images and use ImageTool to download images to your board.

Note: You can select one BLE example or all the examples at once. If all the examples are selected at once, the integrated image can support all
BLE test commands, and the scatternet configuration will display only when both peripheral and central are selected.

32.3.2 IAR Project

(1) Enter SDK path: project/realtek_amebaD_va0_example/inc/inc_hp, edit platform_autoconf.h to enable BT by defining the
corresponding macro to 1.

&
* < CONFIG BT
=

#define CONFIG_-
#define CONFIG_-
#define CONFIG_BT 1

zdefine CONFIG_BT_PERIPHERAL 1
Zdefine CONFIG_BT_CENTRAL 1
#define CONFIG_BT_SCATTERNET 1
#define CONFIG_BT_BEACON 1
#define CONFIG_BT_CONFIG 1
#define CONFIG_BT_AIRSYNC_CONFIG 1

T_EN1

(2) Allocate FTL physical map by setting FTL_MEM_CUSTEM to 1 and setting FTL start address in rtI8721dhp_intfcfg.c.

#if defined(CONFIG_FTL_ENABLED
efine FTL_MEM CUSTEM 1
#if FTL_MEM_CUSTEM =

#error "You should allocate ﬂash sectors to for FTL physical map as following, then set FTL_MEM_CUSTEM to 1. For md

#else
const u8 ftl_phy_page_num = 3;
const u32 ftl_phy_page_start_addr = 0x00102000;

#endif
#endif

/ * The number of physical map pages,
/ * The start offset of flash pages whidl
Users should modify it accor]

(3) Build image and use ImageTool to download images to your board.

Note: You can select one BLE example or all the examples at once. If all the examples are selected at once, the integrated image can support all
BLE test commands, and the scatternet configuration will display only when both peripheral and central are selected.
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32.4 BT Debug

32.4.1 Introduction

This section focuses on how to use log tools to capture log files. When user wants to debug an issue of BT SDK, four log files are needed, as
shown in Table 32-8.

Table 32-8 Log files

File File type Description

FW LOG RawData_xxxx.log BT controller log

BT TRACE LOG .cfa & .bin BT host log

LOGUART LOG Ltxt System log

APP.trace .trace The escaped index of BT host log

32.4.2 Hardware & Software Preparation
If user wants to capture log files to debug, the needed hardware and software are listed below.
32.4.2.1 Hardware

When using BT function, along with using the following GPIOs at the same time, it is best to series a 0 ohm resistor between these GPIOs and
peripherals, so that you can easily pull out a test point when debugging BT. For more information, refer to the design of HDK.

Package Log Hardware pin Default baud rate
QFN48 (RTL8720xx) FW LOG PA[15] 115200

BT TARCE LOG PA[26] 150000
QFN68 (RTL8721xx)/QFN88 (RTL8722xx) | FW LOG PA[16] 115200

BT TARCE LOG PA[26] 150000

32.4.2.2 Software

Name Path Description
BTDebugger.exe | \tools\bluetooth\BTFWDebugger | Used to capture the FW LOG
DebugAnalyzer | \tools\bluetooth\DebugAnalyzer | Used to capture the BT TRACE LOG

SecureCRT - Terminal emulator supporting SSH (SSH1 and SSH2), used to capture the LOGUART
LOG
UartAssist - Serial port debugging tool, used to check that whether the log can be captured

32.4.3 Prerequisite — Opening the Log Switch

The log switch is closed by default. You need to open it when debugging the BT issue.

The debug bit is used to control the log switch. The default value of all bits are 1.
® 1:The log switch is closed.
® 0: The log switch is open.

Bit Description Comment

Bit[1] The switch of FW LOG For Ameba-D, the debug bit is located in the address of 0x8003028 in Flash. The
Bit[5] The switch of BT TRACE LOG value of the word is 0x9d, that is to say, bit[1], bit[5] and bit[6] are all 0.

Bit[6] The switch of DRIVER debug You can use the tool shown in Fig 32-4 to change the word value to 0x9d.
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¥ ImageTool_v2.3.2_AmebaD(8721d) =8 %
Chip Select
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OTAL
x0080000 GFIO A - |[0 Low
1000Hz 0%0000
E 0=FFFF Ouad Addr/Data Read
0 0B0FFO00 008000000 0%0B000000
4080 s o 0
Load Existing System bin:  system biz Load ][ Save |
ol System Data Map | e S
Address 0 1 2 3 4 5 & T 8 9 A B C O E F
0x00000000 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x000000L0 FF FF FF FF FF FF FF FF _FE_FF FF FF FF FF FF FF

000000020 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x00000030 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x00000040 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x00000050 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x000000B0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x000000T0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x00000030 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x000000%0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
[ 000000060 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF '
0x000000B0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF '
0x000000CO0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
000000000 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0:000000E0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0:000000FO0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
000000100 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
N OOONNT10 FF FF FE FF FF FE FF FF FE FF FF FF FF FF FF FF

Spme

Fig 32-4 Changing the world value in Flash
Note:

® The debug bit can be written only once. You must erase the sector when writing the debug bit again, otherwise hardfault occurs.
® The debug bit is used to debug only. If you want to exit the debug mode, you need to erase the Flash.

32.4.4 Capturing Log Files
As mentioned above, four log files should be captured when debugging, the operations are described below.
324.4.1 FWLOG

The FW LOG pin for Ameba-D is PA[15] or PA[16]. This is a hardware pin, you can’t change it. So remember to reserve the pin when debugging
the BT issue.

Follow the steps below to capture the FW LOG:
(1) Open the Device Manager of your PC to check the number of the UART COM (e.g. COM3).
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2| Shared Folders Al Human Interface Devices
Je Local Users and Groups =z |DE ATA/ATAPI controllers

(2) Launch the software — BTDebugger.exe, then click Setting > Com Setting to choose the corresponding COM of UART.

]

File Edit View Debug Control  Help

RR=2" F=NN= NN

[x] ''1In

COMName: |COM1 =

Baud Rate: 115200

Data Bits: 8

Parity

Stop Bits: 1

Flow Control: Hardware

OK

(3) Click Debug > With Com to start the capture of FW LOG.

File Edit View | Debug | Setting Control
0.5
v
¢ 1 ¥

[Y] !11Important, please check logl h!!!

Help

If the log capture is successful, you can see that the FW LOG (RawData*.log) under the tool directory is constantly increasing during the
Bluetooth operation. Once the file size is found to be constant even though you refresh or operate the Bluetooth, re-check the above steps.

32.4.4.2 BT TRACE LOG

E BTDebugger.exe

=] RawData_20190416_111955.log

The BT TRACE LOG pin for Ameba-D is PA[26]. This pin shares the software pin of UART, it can be changed to another pin according to the

Datasheet.

Follow the steps below to capture the BT TRACE LOG:
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(1) Open the Device Manager of your PC to check the number of the UART COM.
(2) Launch the software — DebugAnalyzer.exe, then choose the corresponding COM of Serial Port, and configure the items.
° Decoder Input Decoder Output Log
CoM1 -
@ Decode From Serial Save Decoded File [] Line Number Timestamp Save Snoop File [/] Show Errors Auto Scroll ] RT Decode
Decode From USE
Start 8 Dmde Hu-mm Save Raw File Sequence Number Internal Time Ellisys Inject Show Output Logs T Load Clear
ECO0E FIOm -]

(3) Click Settings to change the details of settings.
Note:
| For Ameba-D, the baud rate is 1500000.
B The output directory of BT TRACE LOG can be defined by yourself.

Detail Settings

Serial Setting Decoder Output
Serial Port coM1 w

Max Display Rows |1I3U[][] |

Baud rate 1500000

Max Log File Size(M) |10
Parity None e & { } | |

Stop Bits One ~

Flow Control |None v

ARM Trace File Path

Output Directory |E:\LugFlle | |

ROM Trace File |R.O!\1.trace ‘

ROM Index File |R.O:\1.h ‘

App Trace File |App.trace ‘

Patch Trace File |Patchtrace ‘

Patch Index File |Patchh ‘

Patch_extension Trace File ‘Patch_extensiun.trace ‘

|App.trace ‘

|Aud.iu.trace ‘

|\-’uice.trace ‘

|Patchtrace ‘

Parse HCI Command and Event [ show undecoded data

Save Load Cancel Confirm

(4) Click Start to start the capture of BT TRACE LOG.
(5) Reset the device, and look over the log.

00009 04-16#14:23:38.916 008 01765 [APP] !**gaps_add_client: client ID = @

00010 04-16#14:23:38.916 009 01765 [APP] !**tp_client_add_client: client ID = 1

00011 04-16#14:23:38.917 010 01765 [APP] !**vendor_pxpext_client_add: client ID = 2

00012 04-16#14:23:39.414 151 02247 [APP] !**profile callback PROFILE_EVT_SRV_REG_COMPLETE result

00013 04-16#14:23:39.416 154 02247 [APP] !**app_handle_dev_state_evt: init state 1 scan state @ adv state © conn state @
00014 04-16#14:23:39.416 155 82247 [APP] !**GAP stack ready

00001 2019-04-16#14:29:32.913 Realtek Semiconductor Corporation <-> File Version [2.1.8.2]

00001 2019-04-16#14:30:21.613 Realtek Semiconductor Corporation <-> File Version [2.1.8.2]

The log files located in the LogFile folder are COM*.cfa and COM*.bin, select them according to the operation time. If the COM*.bin file is
constantly increasing, the log may be right.

ch COM14_btsnoop_2019-04-16_14-33-14.cfa 2019/4/16 14:36 Protocol Analyze... 1KB
@ COM14_2019-04-16_14-33-14.bin 2019/4/16 14:36 UltraEdit Docum... 5 KB
£ comM14_2019-04-16_14-33-24.log 2019/4/16 14:36 AR 1KB
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32.4.4.3 LOGUART LOG

The LOGUART LOG can be seen in UART log tools such as SecureCRT. If the hardware level initialization has been done successfully, the log of

“Start upperStack” will be printed.

The LOGUART LOG can be stored in a *.txt file.

Serial-COM37 - SecureCRT

=

Bf x )

o B 5] ¥

+ Serial-COM37

(F) | 8B Z=(V) BEWO) FEO BEs)  IRL #mH)
L B8 HFRE @

L

#calibration_ok:[2:19:11]
#interface 0 15 initialized
interface 1 is initialized

Initializing WIFT

WIFI initialized

[ATBC]:_AT_BLE_CENTRAL_[ON]

BT ADDRESS: 00:e0:4c:87:21:1b
BT Reset...
bt_igk_efuse_valid: no data
logic efuse: has data
bt_igk_dump: DUMP ,

the IQK_xx data is Ox108,
the IQK_yy data is 0x3ff,
the Qpac “data is 0x22,

the 1Tpac dara is oxif,

INIT success

#

BT BUILD Date: 2019/08/06-14:15:51

: Ox00:e0:4c:87:21:1b

RTLS721D[Driver]: set ssid [360WiFi-1A18C8-5G]
RTL8721D[Driver]: start auth to 2c:61:04:1a:18:ca
RTL8721p[Driver]: auth success, start assoc

RTL8721p[Driver]: association success(res=1)
wlanl: 1 DL RSVD page success! DLBcnCount:01, poll:00000001
Interface 0 IP address : 192.168.0.25

init_thread(58), Available heap 0x27b08ATBc=1

[mMEm] after do cmd, available heap 134520

m

32.4.4.4 APP.trace

APP.trace is for BT TRACE LOG. For BT debug, App.trace must be offered.

This file is located in project\*\asdk\image or tools\bluetooth\DebugAnalyzer after building the project.

3245 Q&A

32.4.5.1 How to Know Quickly Whether the Log Can Be Captured?

UartAssist.exe tool can be used to check. Launch the UartAssist.exe, then select the corresponding serial port and baud rate.

® FW LOG: If you can receive a data packet in UartAssist every 10 seconds, the FW LOG can be captured.
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CROGE | BRO#EEE
&0s |LoMe :I' 00 00 00 00 00 00 00 FF 00 00 00 FF 00 00 00 FF 00 00 00 FE 00
iy 115200 -| 00 00 FF 00 00 00 7B 00 00 00 87 00 00 00 3F 00 00 00 FF 00 00
- 00 9F 00 00 00 F3 00 00 00 OF 00 00 00 AS 00 00 00 FE 00 00 00
ity [NONE ] 4B 05 1E 00 OB AB 00 17 39 00 00 00 03 20 00 00 00 00 00 00 FF
ﬁﬂﬁ[g—j 00 00 00 FF 00 00 00 FBE 00 00 00 FF 00 00 00 FF 00 00 00 FF 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Eikfa |l > 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
- A5 A5 AE 5A 04 0D 2B 00 CB 6B 1F 14 01 00 00 00 08 00 00 00 FF
@ %A 00 00 00 7F 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
- 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
BEREE |00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 A5 A5 6E 5A
CB AB 02 0OA 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
I RAEE . 01 00 00 40 01 00 00 07 00 00 00 00 00 00 00 00 00 00 00 A5 A5
V EaigTET 3C 00 FA 15 06 OA 1F 00 00 00 00 00 00 00 03 00 00 00 40 01 00
v STEkE 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00
M BT [2019-07-11 21:35:34:420] A5 A5 2E A AE 23 3E 00 FA 28 03 03

® BT TRACE LOG: If you can see a data packet starting with “7E” in UartAssist when

be captured.

Application Note

resetting the

device every time, the BT TRACE LOG can

CERORE

s0e ICOMB vI

[2019-07-11 21:37:52:406] 7E 19 00 67 3F 00 3F 10 35 FO 6A

43 [1500000 -] 00 50 00 00 00 03 00 00 00 7E 29 01 56 3F 00 3F 10 35 50 6
#3a45 [NONE | ||joo 1c 00 00 00 3C 00 00 00 5C 00 00 00 74 00 00 00 8C 00 0Q
7E 11 02 6D 3F 00 3F 10 35 28 6C 60 01 EO 02 00 00 7E 11 O

ﬁﬂfx‘zh =l 17 BC 79 80 01 EO 02 00 00 7E 11 04 6B 40 00 3F 10 3C 08 05|
sbfg |1 | ||[00 7E 1105 6A 40 00 3F 10 35 20 68 80 01 01 00 00 00 7E O
Btz 10 35 04 67 80 7E 11 07 68 40 00 3F 10 35 94 68 80 01 00 O
7A 40 00 3F 10 35 04 67 80 7E 11 09 66 40 00 3F 10 35 94 68
00 7E OC OA 76 40 00 3F 10 35 04 67 80 7E 11 OB 64 40 00 3F

- "llo1 02 00 00 00 7E OC OC 7E 40 00 3F 10 35 04 67 80 7E 10 O
BRERE | |[31 28 30 2B 31 2E 31 38 7E 11 OF 61 44 00 3F 10 35 1C 52 80)
[ {BURSEEITLE. .. 7E OE OF 7F 44 00 3F 40 61 6D 65 62 61 64 7E 11 10 7F 44 O
B Bihiaes B0 01 DA DA DA DA 7E 20 11 4F 44 00 3F 40 46 72 69 20 46 65

T BOREER

[2019-07-11 21:37:52:281] 00
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