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1. I

ESP8266EX IR R A BA R Wi-Fi MEMRSTR; BREBERRAENE, FBILS—1
R ER SR EVERET B Wi-Fi L IhEE. MESP82661EANIREH M —HINIEREH N AN, CBREBEEM
SMEIRNTE (Flash) FEEN, NERNBERZHEMHERE (cache) BRI TFRE RGN, HRELAERK
B—IE5, ESP8266T 1R Wi-Fi iEEZSS, i@id UART (& CPU AHB i OEEEMEME TR H 2s
Rt , AHEREHIE EMERS, SRH1T.

ESP8266EX BE KA NER, B%: R&Fx, RFbalun, ThERHASE, (RMEHASE, Uik, B
FEEESR, ALENERLOMNINERE, BaEimEREANNBNMERS BRI GRS PCB
TR &I

ESP8266EX £/, T 38 AR Al Tensilica's L106 A RT3 N#ZALIEES, # H £ SRAM.
ESP8266EX BHEIEIT GPIO sMNEfE R FEMINGEMN A, SDK iR #tMHEx K AR .

ESP8266EX RARMMERHER 19 8EVoIPIEREAR/MREE ~ B UE e, BLARINERIENAE
g%éﬁ%ﬁﬁ, Blm{E SR, ABEHRTITTLR RS A ERR 5 /15 7 /DDR/LVDS/LCDF
o

ETESP8266EX MIEXMF & RISDK AN FARE T — & B PRIE. BRI LI = mp R
o AXEENBZLSOKMERER, URMEXRMAPIEED. TEHRIENRABEEESPE266HEX M
ARTREFLRARXKGETFLAR.
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2. iz

SDK A PIRHET —EHEER. ZEMNREED, BRPABROKEMZ, AWI-Fi. TCP/IP
SWERIH, RFELFTYENLEEN AN A%, FAMHEREDTRMZE RN LB .

ESP82664MEBX ML & I T B ML ThEE I EERSLI, NHPARAER. FHPNHR¥IRCIhEER] A
£ user_main.c HI3LE,
void user_init(void) @ LEREFMAORE, ARAPRE—IVGBRAED, BRIUTEZERE
A INEAYIE . MESERE. ER VRIS,
WISEEEM
o BIVEFRERSSIKNEMEIRIIRE, EERNSRBEAEINER, TR
»  ERSES (freeRTOS timer X os_timer) MITEREAFIFDEH while(1) kB aEREELZN T
EERY, fBlan, REEEERBSEEHHIT socket send #1E, FE A send RESPHEZLTE;
y  ERREERITIEZET 15 E2F7;
»  os_timer_t BT ETRENEHRETE, RANERTE. #A5TEH os_malloc HEH
55t
*  MESP8266_RTOS_SDK v1.2.0 #2, K/ ARIME ICACHE_FLASH_ATTR, RECREAGFERE

CACHE X, H#fsREBAIIAFERAE CACHE X; T KB INEIE AR EEXE RAM #1,
FEREATAMA IRAM_ATTR;

. KIRTRE B AN socket T2, MEZBER, socket BEDHEER—uHO ;
e freeRTOS BIERBG L RGBT AP IRBIES % http://www.freertos.org

e RTOS SDK ARG MESHEEMAL N 14, BIEESHED xTaskCreate A freeRTOS HH
O, {#H xTaskCreate SR EEH, (TFHEMREESEE N [176,512]

y EESABNFFERKEBY 60 fIAEAE, EWFEH os_malloc #os_free WA ERIE,
BN, REEE S BESHHEDSE;

» SDKKEEE A MAERK: watchdog task flLFeék 14, pp task LR 13, SHEE timer
(ms) LI ER 12, TCP/IP task fE5E4% 10, freeRTOS timer fL5eéRk 2, idle task fEE B A
0;

y AIHAPRPAEFRMRTERES1~9
» BB FreeRTOSConfig.h, MAMERSKSIHHREAER, REH SDK EXHRE.
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3. Iz~

3.1. SDK BFE4&##
ESP8266_RTOS_SDK BB BEREMWANT :

* app HR: NAEFNHEEFER, JHERBRETHAMAARE, #T4HF APUAILEGES
SR app BIFRHI B E XS RIEA RIZHER.

e bin BE : BEfFFHMNERE, HiF app XHERFPHRBERNE S, BATIHEET.
FHEF WEEA

bin 1R B % e Espressif Systems B 77129 boot MM (L SEE 4

o  FAPWRXKHMA none boot R FIFN AFRFEMME Y, eagle.flash.bin F
eagle.iromOtext.bin, NXFFEHFHKINGE, LTI

upgrade e  FPMERHA with boot IR 4RIFN RAEFAERKRIE L, userl.bin 1
user2.bin, ZFEHFFHRINGE, L FLERE

e example B&: Espressif Systems e HtHI N 2 F R~ B D,

FEF 15 AR
driver_lib * Espressif Systems B 72 VIR EIZR G
smart config e Espressif Systems B 1A smart config THRERBIK AT

e document BF: ESP8266_RTOS_SDK XX#4%E#}.

e include BH3E: ESP8266_RTOS_SDK HIAxfF, BE T H#HAFEANKGEOMEEX.
e Id BE: mENFEANSEREXYS, AR—RELTHENR.

e lib BF: ESP8266_RTOS_SDK HIEE 14

e tool BE: ITH, AFREFHENR.
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3.2. EARRHI

EATRGIEZWT:
o WAtk

o WMEIEEUE f ID
o WNAHRE Wi-Fi TIEHER
» ESP8266 1EH station 1=, HEIEEEH
»  ESP8266 1EA soft-AP 123, AIHHEAM station FE#E
o WiFi EEREMEHF
o WNAEEVFIZ B F MAC Hitit
o INfAIREMTIEA AP
o WAFKEL AP B9 RF 553 (RSSI)
*  W{ATM Flash IR E##E
e RTC AR
e 3F OS SDK APP Wfa#% 183 RTOS SDK APP

1. EARG: Mk

(1) NHEEFHYIIATE user_main.c LI, void user_init(void)E EFERFHALOR
#, APUEZRBASSIYIARIIRIE, BIFTED SDK RAS, FiRE Wi-Fi TIEEIR.

void user_init(void)

{
printf("SDK version:%s\n", system_get_sdk_version());
/* station + soft-AP mode x/
wifi_set_opmode(STATIONAP_MODE);

}

(2) ESP8266_RTOS_SDK BRiA{EEFH UARTO FTERIAIRE R, ERINEIER A 74880. AAAIATE
user_init FETEXWIAW UART, 5% vart_init_new SE¥.

UART IXE7=f: \ESP8266_RTOS_SDK\examples\driver_lib\driver\uart.c
AR 1L UARTO A f5l. X UART S41:

UART_ConfigTypeDef uart_config;

BIT_RATE_74880;
UART_WordLength_8b;
USART_Parity_None;
USART_StopBits_1;
USART_HardwareFlowControl_None;

uart_config.baud_rate

uart_config.data_bits

uart_config.parity

uart_config.stop_bits

uart_config.flow_ctrl
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uart_config.UART_RxFlowThresh 120;
uart_config.UART_InverseMask = UART_None_Inverse;
UART_ParamConfig(UARTO, &uart_config);

SE UART FRETANB RS, FEAE UART FRi:

UART_IntrConfTypeDef uart_intr;

uart_intr.UART_IntrEnMask = UART_RXFIFO_TOUT_INT_ENA | UART_FRM_ERR_INT_ENA
| UART_RXFIFO_FULL_INT_ENA | UART_TXFIFO_EMPTY_INT_ENA;

uart_intr.UART_RX_FifoFullIntrThresh = 10;
uart_intr.UART_RX_TimeOutIntrThresh = 2;
uart_intr.UART_TX_FifoEmptyIntrThresh = 20;
UART_IntrConfig(UARTO, &uart_intr);

UART_SetPrintPort (UARTOQ);

UART_intr_handler_register(uart@_rx_intr_handler);
ETS_UART_INTR_ENABLE();

(3) ESP8266_RTOS_SDK X #F%%4F2, AIMUEILZMES. SIEEFSHEEO xTaskCreate A
freeRTOS B5# 0, 1 xTaskCreate SIEEFHE, EFHRIRESTE[176,512]

xTaskCreate(task2, "tsk2", 256, NULL, 2, NULL);
xTaskCreate(task3, "tsk3", 256, NULL, 2, NULL);

ENMESBATEREL, LU task2 A

void task2(void *pvParameters)

{
printf("Hello, welcome to task2!\r\n");
while (1) {
+
vTaskDelete (NULL);
¥

(4) EFENFREF, £REMFERE ESP8266 FEHEHS .
(5) mEfFRARERE, MIREETR, EFfLE, BITNRAERF.

IBITHER:
SDK version:1.0.3(601f5¢cd)
mode : sta(18:fe:34:97:17:40) + softAP(1a:fe:34:97:17:40)

Hello, welcome to task?2!

Hello, welcome to task3!
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2. EARRAE: maisEUE R ID
(1) BHEEANA
system_get_chip_id IR EIEEIELAR ESP8266 i F ID {H. ESP8266 i & ID BEEM—4.

printf("ESP8266 chip ID:0x%x\n", system_get_chip_id());

(2) HFNFAREF, £REMHERE ESP8266 BEfHRAH.
(3) mEMEAERE, PREETEX, ENLEE, BITNARERF.

IEITHR:

ESP8266 chip ID:0x97f740

3. EAR{|: ESP8266 {E} station EiEEKH
(1) &% B ESP8266 A station 2T, (& station+soft-AP EFER .

wifi_set_opmode(STATION_MODE);

(2) 'LXE ?ﬁl‘ AP EI:MIZUL, o

#define DEMO_AP_SSID "DEMO_AP"
#define DEMO_AP_PASSWORD "12345678"

wifi_station_set_config 1&E ESP8266 station &E# AP HIE 2. 1B F RN station_config H1H]
bssid_set #4A1L 7 0, BRIFFEIRTE AP MAC HltIIERARE N 1,

wifi_station_connect REE T;rﬂ%EE

struct station_config * config = (struct station_config *)zalloc(sizeof(struct
station_config));

sprintf(config->ssid, DEMO_AP_SSID);
sprintf(config—->password, DEMO_AP_PASSWORD) ;

wifi_station_set_config(config);
free(config);

wifi_station_connect();

(3) ZENARER, E£EMHFERE| ESP8266 EH1EAR.
(4) TEMHIRBER, PMEETER, EF LR, BTRARERF
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connected with DEMO_AP, channel 11
dhcp client start...
ip:192.168.1.103,mask:255.255.255.0,gw:192.168.1.1

4. EHIARFI: ESP8266 1£4 soft-AP =
(1) BAFIRE ESP8266 7 soft-AP #£3, X station+soft-AP HFET

wifi_set_opmode(SOFTAP_MODE);

(2) RE ESP8266 soft-AP L&

#define DEMO_AP_SSID "DEMO_AP"
#define DEMO_AP_PASSWORD "12345678"

struct softap_config *config = (struct softap_config *)zalloc(sizeof(struct
softap_config)); // initialization

wifi_softap_get_config(config); // Get soft-AP config first.

sprintf(config->ssid, DEMO_AP_SSID);
sprintf(config->password, DEMO_AP_PASSWORD);

config->authmode = AUTH_WPA_WPA2_PSK;
config—>ssid_len = 0; // or its actual SSID length

config->max_connection = 4;

wifi_softap_set_config(config); // Set ESP8266 soft-AP config

free(config);

(3) TEIERF] ESP8266 soft-AP i station HI{E A

struct station_info % station = wifi_softap_get_station_info();
while(station){
printf(bssid : MACSTR, ip : IPSTR/n,
MAC2STR(station->bssid), IP2STR(&station—>ip));
station = STAILQ_NEXT(station, next);
¥

wifi_softap_free_station_info(); // Free it by calling functions
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(4) ESP8266 soft-AP HYZRIA IP H#itit A 192.168.4.1, FEEZER LT ESP8266 soft-AP i IP il
1BFRE, ki DHCP server ThRE. 510, 1% E ESP8266 soft-AP H IP itk 192.168.5.1

wifi_softap_dhcps_stop(); // disable soft-AP DHCP server

struct ip_info info;

IP4_ADDR(&info.ip, 192, 168, 5, 1); // set IP
IP4_ADDR(&info.gw, 192, 168, 5, 1); // set gateway
IP4_ADDR(&info.netmask, 255, 255, 255, 0); // set netmask
wifi_set_ip_info(SOFTAP_IF, &info);

(5) FFEZETLLIRE ESP8266 soft-AP 1 ER45TE A station By IP HiESER. FA0, RE IPHESEREA:
192.168.5.100 F 192.168.5.105. 1HFE, IXBTME, BFIF DHCP server Tt

struct dhcps_lease dhcp_lease;
IP4_ADDR(&dhcp_lease.start_ip, 192, 168, 5, 100);
IP4_ADDR(&dhcp_lease.end_ip, 192, 168, 5, 105);
wifi_softap_set_dhcps_lease(&dhcp_lease);

wifi_softap_dhcps_start(); // enable soft—AP DHCP server

(6) WIFNARER, E£EHFERE ESP8266 EH1HEAR.

(7) EHEARR, RENETER, EF LR, BITRARERF. HH PC 5 Hfh station Ei#Z
ESP8266 soft-AP.

TEMEEE A

DEMO_AP e

EITER:
ESP8266 £/ soft-AP B, #1% station EA, WFTEIANTER

station: ¢8:3a:35:cc:14:94 join, AID = 1

5. EARH: WIiFi EERENEH

(1) ESP8266 {£/3 station EIEHH, =E ESP8266 1EA soft-AP, A[H wifi_set_event_handler_cb
éEﬁ%VMIFI%g##Eq[]UQO

(2) =BIKES:

void wifi_handle_event_cb(System_Event_t *evt)

{

printf("event %x\n", evt->event_id);
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switch (evt—>event_id) {
case EVENT_STAMODE_CONNECTED:
printf("connect to ssid %s, channel %d\n",

evt—>event_info.connected.ssid,
evt—>event_info.connected.channel);
break;
case EVENT_STAMODE_DISCONNECTED:
printf("disconnect from ssid %s, reason %d\n",
evt—>event_info.disconnected.ssid,
evt—>event_info.disconnected. reason);
break;
case EVENT_STAMODE_AUTHMODE_CHANGE:
printf('mode: %d —> %d\n",
evt—>event_info.auth_change.old_mode,
evt—->event_info.auth_change.new_mode);
break;
case EVENT_STAMODE_GOT_IP:
printf("ip:" IPSTR ",mask:" IPSTR ",gw:" IPSTR,
IP2STR(&evt->event_info.got_ip.ip),
IP2STR(&evt—>event_info.got_ip.mask),
IP2STR(&evt—>event_info.got_ip.gw));
printf("\n");
break;
case EVENT_SOFTAPMODE_STACONNECTED:
printf("station: " MACSTR "join, AID = %d\n",
MAC2STR(evt—>event_info.sta_connected.mac),
evt—>event_info.sta_connected.aid);
break;
case EVENT_SOFTAPMODE_STADISCONNECTED:
printf('"station: " MACSTR "leave, AID = %d\n",
MAC2STR(evt—>event_info.sta_disconnected.mac),

evt—>event_info.sta_disconnected.aid);

break;
default:
break;
b
}
void user_init(void)
{

// TODO: add user’s own code here....
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wifi_set_event_handler_cb(wifi_handle_event_cb);

b

(3)
(4)

BITH

TN AR, EREFRRE ESP8266 AR,
EAHRAER, MREIETEX, EF LA, BTRAERF.

=

Blan, ESP8266 station EAFSHEEHNLIZET :

wifi_handle_event_cb : event 1

connect to ssid Demo_AP, channel 1
wifi_handle_event_cb : event 4
IP:192.168.1.126,mask:255.255.255.0,gw:192.168.1.1
wifi_handle_event_cb : event 2

disconnect from ssid Demo_AP, reason 8

BRI 3:ELFNIEE ESP8266 MAC it

ESP8266 AILATEAE station+soft-AP R, station £ M M soft-AP £ # MAC HiiER
. Espressif Systems fRIUES A HT HIZRIA MAC HilitfgME—E, A PINEREHIRE MAC b
tE, NWFEETHR MAC bl Ao —%.

1% & ESP8266 A station+soft-AP H1FEET .

wifi_set_opmode(STATIONAP_MODE);

4 BN station B2 F soft-AP O MAC Hbdlt.

wifi_get_macaddr(SOFTAP_IF, sofap_mac);
wifi_get_macaddr(STATION_IF, sta_mac);

D FIRE station O F soft-AP B2 O MAC Hilit. MAC Hitit I8 B NREE flash A, SfEgE
SREO, FREIRBIZIEDMN MAC Hbit.

char sofap_mac[6] = {0x16, 0x34, 0x56, 0x78, 0x90, 0xab};
char sta_mac[6] = {0x12, 0x34, 0x56, 0x78, 0x90, 0xab};

wifi_set_macaddr(SOFTAP_IF, sofap_mac);
wifi_set_macaddr(STATION_IF, sta_mac);
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TE:
1. ESP8266 soft-AP F station B MAC it HAR48E, F7EE NE— MAC Hbiit,

2. ESP8266 MAC Hitit S—NFH I bit 0 NEER 1. B0, MAC it AR E R “1a:fe:36:97:d5:7b"
BAREEIEE N “15:1e:36:97:d5:7b",

IBITER:
ESP8266 station MAC :18:fe:34:97:17:40
ESP8266 soft-AP MAC :1a:fe:34:97:f7:40

ESP8266 station new MAC :12:34:56:78:90:ab
ESP8266 soft-AP new MAC :16:34:56:78:90:ab

7. BRI F3EME AP
(1) 1RE ESP8266 A station T 3 & station+soft-AP HEFIET .

wifi_set_opmode(STATIONAP_MODE) ;

(2) T AP

wifi_station_scan ZNRFE—1NSH NULL, NWHEHEMHIERSE AP; NMRFE—IPSHIRETHE
SSID « channel &, NRE4EER AP

wifi_station_scan(NULL,scan_done);

34 AP TR [E AR L

void scan_done(void *arg, STATUS status)

{
uint8 ssid[33];
char temp[128];

if (status == 0K){

struct bss_info xbss_link = (struct bss_info x)arg;

while (bss_link != NULL)
{
memset(ssid, 0, 33);
if (strlen(bss_link->ssid) <= 32)

memcpy(ssid, bss_link->ssid, strlen(bss_link->ssid));
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else

memcpy(ssid, bss_link->ssid, 32);

printf (" (%d,\"%s\",%d,\""MACSTR"\",%d)\r\n",
bss_link—>authmode, ssid, bss_link—->rssi,
MAC2STR(bss_link—>bssid),bss_link—->channel);

bss_link = bss_link—->next.stge_next;

¥
else{
printf("scan fail !!!\r\n");

b

(3) ZHENARER, E£EMHERE| ESP8266 FEHEARH.
(4) WBHEAESR, PMEETERL, EFLER, EBTRAERF.

ZITHR:
Hello, welcome to scan-task!
scandone
(0,"ESP_A13319"-41,"1a:fe:34:a1:33:19",1)
(4,"sscgov217",-75,"80:89:17:79:63:cc",1)
(0,"ESP_97F0B1",-46,"1a:fe:34:97:f0:b1",1)
(0,"ESP_A1327E"-36,"1a:fe:34:a1:32:7e",1)

8. EZARfil: FREL AP i RF {5538 E (RSSI)

(1) 205 ESP8266 station RERERH, AJLAEFIEE SSID 3 AP AR, EREREIREE K
B RF{E5EE.
S BFR AP 4 SSID:

#define DEMO_AP_SSID “DEMO_AP"

¥83E SSID A E AP , H#5EAKEIE scan_done AJ &E /I,

struct scan_config config;

memset (&config, @, sizeof(config));
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config.ssid = DEMO_AP_SSID;

wifi_station_scan(&config, scan_done);

(2) THENBRER, £EHFERE| ESP8266 EH1EAR.
(3) WEHIRAER, PMENETER, EF LR, BITRARERF

BITHR:
Hello, welcome to scan-task!

scandone

(3,"DEMO_AP",-49,"aa:5b:78:30:46:0a",11)

9. EZARBI: M Flash iZELHE
(1) Flash =EHHE, ERBM 4 FDXIFF. BHIgA, M Flash SEUEHE:

#define SPI_FLASH_SEC_SIZE 4096

uint32 value;

uint8 xaddr = (uint8 x)&value;

spi_flash_read(0x3E % SPI_FLASH_SEC_SIZE, (uint32 x)addr, 4);

printf("Ox3E sec:%02x%02x%02x%02x\r\n", addr[0], addr[1], addr[2], addr[3]);

(2) [@ Flash EAIERE, EK 4 FHX5F. FfEH spi_flash_erase_sector BERFEAXIE, B
fFREO spi_flash_write S ABIT . 40,

uint32 datalM];
// TODO: fit in the data
spi_flash_erase_sector(N);

spi_flash_write(Nx4x1024, data, Mx4);

(3) HIXNFREF, ARKEMHERE ESP8266 BEFHEHS .
(4) FEfEAERE, PRIFETEL, ENEE, BITRARERF.

IBITHER:

read data from Ox3E0Q00 : 05 00 04 02
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10. EARHI: RTC {&ERRH

(1) RSN (system_restart ) Y, RZER[EIFZF, B2 RTC W E{HARLE. B MRIMNBEHEY

EXT_RST figi#& CHIP_EN B, B REAME (81 deep-sleep ERFMEZAYIER) , RTC B £H
S8 . BEFEWT:

o SMBENL (EXT_RST) : RTC memory 73, RTC timer FER/MEBITH
* watchdog reset : RTC memory A%, RTC timer HEEFAE

« system_restart : RTC memory A%, RTC timer HHEEFAE
 FHJELA : RTC memory B&#l{E, RTC timer HHERZMEBIHH

e CHIP_EN EfI : RTC memory FE#E, RTC timer ZFHFEMBITE

a0, system_get_rtc_time RE 10 (3R7= 10 4 RTC FEHA), system_rtc_clock_cali_proc iR [E
5.75 (F7= 1 > RTC BHA% 5.75 WiRD), MISERRRYIE]H 10 x 5.75 = 57.5 b,

rtc_t = system_get_rtc_time();
cal = system_rtc_clock_cali_proc();
os_printf("cal: %d.%d \r\n", ((calx1000)>>12)/1000, ((calx1000)>>12)%1000 );

5 RTC memory, 15FE RTC memory HEE 4 FHEEFEN.

typedef struct {
uint64 time_acc;
uint32 magic ;
uint32 time_base;
}RTC_TIMER_DEMO;

system_rtc_mem_read(64, &rtc_time, sizeof(rtc_time));

(2) EFENFREF, S£REMFERE ESP8266 FEHEHS.
(3) fEHFRARRE, MIREETRN, EFfLE, BITNAERF.

BITHR:

rtc_time: 1613921
cal: 6.406

11. EZ&RHI: 3E OS SDK APP i{i# 4445 RTOS SDK APP
(1) ERS2R (timer) NIEFAER, EHFXS.
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(2) [EIEERE (callback) MIEFAIIER, LHXD.
(3) GIBMESMAR, FTEXSEI. RTOS SDK SIS FRHAIRZ freeRTOS BT HH#EEND

xTaskCreateo

3E OS SDK GI&E%:

#define Q_NUM  (10)
ETSEvent test_q[Q_NUMI;

void test_task(ETSEvent xe)
{
switch(e->sig)
{
case 1:
funcl(e->par);
break;
case 2:
func2();
break;
case 3:
func3();
break;
default:
break;

void func_send_Sig(void)

{
ETSSignal sig = 2;
system_os_post(2,sig,0);

void task_ini(void)
{
system_os_task(test_task, 2, test_g, Q_NUM);
// test_q is the corresponding array of test_task.
// (2) is the priority of test_task.
// Q_NUM is the queue length of test_task.

RTOS SDK €& {E%:
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#define Q_NUM (10)

XQueueHandle test_q;

xTaskHandle test_task_hdl;

void test_task(void xpvParameters)

{
int *sig;
for(;;){
if (pdTRUE == xQueueReceive(test_q, &sig, (portTickType)portMAX_DELAY) ){
vTaskSuspendAll();
switch(xsig)
{
case 1:
funcl();
break;
case 2:
func2();
break;
default:
break;
}
free(sig);
xTaskResumeAll();
¥
}
}

void func_send_Sig(void)
{
int *xevt = (int *)malloc(sizeif(int));
xevt = 2;
if(xQueueSend(test_q,&evt,10/portTick_RATE_MS) !=pdTRUE){
os_printf("test_qg is full\n");
¥
// It is the address of parameter that stored in test_q, so int *evt and int
*sig can be other types.

void task_ini(void)
{
test_q = xQueueCreate(Q_NUM,sizeof(void x));
xTaskCreate(test_task, (signed portCHAR x)"test_task", 512, NULL, (1),
&test_task_hdl );
// 512 means the heap size of this task, 512 x 4 byte.
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// NULL is a pointer of parameter to test_task.

// (1) is the priority of test_task.

// test_task_hdl is the pointer of the task of test_task.
}
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3.3. BN RB
ESP8266_RTOS_SDK HIM &1 Bl socket 4wf2, ‘REIGEZUT:
e UDP f&Hi7~f5
o TCP &E# R
» ESP8266 14 TCP client
» ESP8266 £ TCP server

1. M4RHI: UDP &4
(1) 1&E UDP &bz A=, i, wEOS7 12000

#define UDP_LOCAL_PORT 1200

(2) €Uk socket

LOCAL int32 sock_fd;
struct sockaddr_in server_addr;

memset (&server_addr, 0, sizeof(server_addr));
server_addr.sin_family = AF_INET;
server_addr.sin_addr.s_addr = INADDR_ANY;
server_addr.sin_port = htons(UDP_LOCAL_PORT);

server_addr.sin_len = sizeof(server_addr);

do{
sock_fd = socket(AF_INET, SOCK_DGRAM, 0);
if (sock_fd == -1) {
printf("ESP8266 UDP task > failed to create sock!\n");
vTaskDelay(1000/portTICK_RATE_MS);
}
Jwhile(sock_fd == -1);

printf("ESP8266 UDP task > socket OK!\n");

(3) HhEAtbim A

do{
ret = bind(sock_fd, (struct sockaddr x)&server_addr, sizeof(server_addr));
if (ret '=0) {
printf("ESP8266 UDP task > captdns_task failed to bind sock!\n");
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vTaskDelay(1000/portTICK_RATE_MS);
b
Ywhile(ret !'= 0);

printf("ESP8266 UDP task > bind OK!\n");

(4) % UDP #4&

while(1){
memset (udp_msg, @, UDP_DATA_LEN);
memset (&from, @, sizeof(from));

setsockopt(sock_fd, SOL_SOCKET, SO_RCVTIMEO, (char x)&nNetTimeout,
sizeof(int));

fromlen = sizeof(struct sockaddr_in);

ret = recvfrom(sock_fd, (uint8 *)udp_msg, UDP_DATA_LEN, @, (struct sockaddr
*)&from, (socklen_t *)&fromlen);

if (ret > 0) {

printf("ESP8266 UDP task > recv %d Bytes from %s, Port %d\n”,ret,
inet_ntoa(from.sin_addr), ntohs(from.sin_port));

sendto(sock_fd, (uint8%)udp_msg, ret, 0, (struct sockaddr x)&from,
fromlen);

}

if(udp_msg){
free(udp_msg);
udp_msg = NULL;
¥

close(sock_fd);

(5) ZHENRBRER, £EMHFERE| ESP8266 EHEAR.
(6) WEHEAIER, MENETEN, EF LR, EBTRAERF.

IBITER:
ip:192.168.1.103,mask:255.255.255.0,gw:192.168.1.1
ESP8266 UDP task > socket ok!

ESP8266 UDP task > bind ok!
ESP8266 UDP task > recv data 16 Bytes from 192.168.1.112, Port 57233
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£ PCimfEFAMKZIEIX TR, #Z UDP @S, @ ESP8266 UDP im0 & X E#E"ESP8266 UDP
test”, ESP8266 Y4 ZE| UDP #iE/a, EEREHIHEES PCo

r ‘ = 2 P
(¥ TCP&UDPREXTE - [192.168.1.103:1200] = )
i &) CreateConnn & CreateServer | 38 StariServer 32 €3 | 52 Connect 38 | % % DisconnAll | 3% DeleteConn &% | [0 | & H
. Operate(Q) View(V) Windows(W) Help(H) Language x
Properties % X | 74192168.1103:1200 o PES
E-M Client Mode
% DestIF: 100 I Stop |
i ’ 192.168.1.103:1200 Ilgz T Send |~ AtuoSend Ewve l ms Send Stop
R M Server Mode [~ Send Hex | Send File| Send Received e | Dptionl Broadlption
DestPort: |12OD
[T LocalPort ESP5266 UDFP test
4001
Type IU'DP vI
I~ AtuoConn
Eve IO s
[~ AutoSend
Eve IO ms
Close I
Rec StopShowI Clear I Save | Uptionl |~ ShowHex
Count ; ‘
Send IlE-— |~ Save(In Time) I _I
ESP5266 UDFP test
Reev I"5
Clear |
I
Send Time: 00:00:00 Send Speed(B/S): 0 Receive Speed(B/S): 0 ﬂ
[N

2. M&R{|: TCP client
(1) &E ESP8266 station HEIEREH, REIATSERTH.
(2) FEHAMZIERTREZESL—1 TCP server

- ) CreateConnn |QCreateServer| S

' Operate(Q) View(V) Windows(W) Help(H)
2 x

~— M@ Client Mode
M Server Mode

#define SERVER_IP "192.168.1.124"
#define SERVER_PORT 1001

(3) socket ZRFESCIL TCP iEBIE.
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337 socket :

sta_socket = socket(PF_INET, SOCK_STREAM, 0);
if (-1 == sta_socket) {

close(sta_socket);
vTaskDelay (1000 / portTICK_RATE_MS);
printf("ESP8266 TCP client task > socket fail!\n");

continue;

}
printf("ESP8266 TCP client task > socket ok!\n");

S TCP &

bzero(&remote_ip, sizeof(struct sockaddr_in));

remote_ip.sin_family = AF_INET;
remote_ip.sin_addr.s_addr = inet_addr(SERVER_IP);

remote_ip.sin_port = htons(SERVER_PORT);

if (@ !'= connect(sta_socket, (struct sockaddr *)(&remote_ip), sizeof(struct
sockaddr))) {

close(sta_socket);

vTaskDelay (1000 / portTICK_RATE_MS);

printf("ESP8266 TCP client task > connect fail!\n");

continue;

}
printf("ESP8266 TCP client task > connect ok!\n");

TCPi&gfE, REHIER:

if (write(sta_socket, pbuf, strlen(pbuf) + 1) < 0){

close(sta_socket);
vTaskDelay (1000 / portTICK_RATE_MS);
printf("ESP8266 TCP client task > send fail\n");

continue;

}
printf("ESP8266 TCP client task > send success\n");

free(pbuf);
TCPEfE, BWEIEE:

char xrecv_buf = (char x)zalloc(128);

while ((recbytes = read(sta_socket , recv_buf, 128)) > 0) {

recv_buf[recbytes] = 0;
printf("ESP8266 TCP client task > recv data %d bytes!\nESP8266 TCP
client task > %s\n", recbytes, recv_buf);
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b

free(recv_buf);

if (recbytes <= 0) {

close(sta_socket);

printf("ESP8266 TCP client task > read data fail!\n");
¥

(4) TENBRER, £EHFERE| ESP8266 EHEARH.
(5) WEHHEAER, MENETERL, EFLR, EBTRAERF.

IBITER:
ESP8266 TCP client task > socket ok!
ESP8266 TCP client task > connect ok!
ESP8266 TCP client task > send success

ESP8266 TCP client task > recv data 17 bytes!
ESP8266 TCP client task > ESP8266 recv test

22 1A T w22 TCP server 5 ESP8266 A Ih TCP &=

Properties B X | 77$192168.1103:10479 |

-~ Client Mode r 1

DestIF: 100 Stop
El-m Server Mode ‘.Send | I AtuoSend Eve I ) ms Send I Stop

; 192, 168. 1. 103

E]B Local():1001 I — [” Send Hex | Send File| Send Received Clear | Uptionl
D 192.168.1.103:10479 | DestPort: [10478

[F LocalPort ESPS266 recv test

IlUEIl

67372290 s

Eve |201393446 ms

Rec ‘ StopShowl Clear | Save I Uptionl |7 ShowHex
7 Save (In Time) I

Count
Send

Il?
ESP3266 TCP client task > send test
Recw wa
Clear |
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3. WZ{l: TCP server
(1) 33 TCPserver, ZBEARMIEO -

#define SERVER_PORT 1002

int32 listenfd;

int32 ret;

struct sockaddr_in server_addr, remote_addr;

int stack_counter=0;

/* Construct local address structure *x/

memset(&server_addr, 0, sizeof(server_addr)); /% Zero out structure x/
server_addr.sin_family = AF_INET; /* Internet address family x/
server_addr.sin_addr.s_addr = INADDR_ANY; /* Any incoming interface x/
server_addr.sin_len = sizeof(server_addr);

server_addr.sin_port = htons(httpd_server_port); /* Local port x/

/* Create socket for incoming connections x/
do{
listenfd = socket(AF_INET, SOCK_STREAM, 0);
if (listenfd == -1) {
printf("ESP8266 TCP server task > socket error\n”);
vTaskDelay(1000/portTICK_RATE_MS);
b
}while(listenfd == -1);

printf("ESP8266 TCP server task > create socket: %d\n'", server_sock);

/* Bind to the local port *x/
do{

ret = bind(listenfd, (struct sockaddr x)&server_addr,
sizeof(server_addr));

if (ret !'=0) {
printf("ESP8266 TCP server task > bind fail\n”);
vTaskDelay(1000/portTICK_RATE_MS) ;
b
Ywhile(ret != 0);

printf("ESP8266 TCP server task > port:%d\n”,ntohs(server_addr.sin_port));

7 TCP server {iillfy:
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do{
/* Listen to the local connection %/
ret = listen(listenfd, MAX_CONN);
if (ret !'= 0) {
printf("ESP8266 TCP server task > failed to set listen queue!\n");
vTaskDelay(1000/portTICK_RATE_MS);
b
Ywhile(ret != 0);

printf("ESP8266 TCP server task > listen ok\n”);

FRFTCP client EA, EX TCP &5, BEHIES:

int32 client_sock;

int32 len = sizeof(struct sockaddr_in);

for (;5) A
printf("ESP8266 TCP server task > wait client\n”);
/*block here waiting remote connect requestx/

if ((client_sock = accept(listenfd, (struct sockaddr x)&remote_addr,
(socklen_t *)&len)) < 0) {

printf("ESP8266 TCP server task > accept fail\n");
continue;
¥

printf("ESP8266 TCP server task > Client from %s %d\n",
inet_ntoa(remote_addr.sin_addr), htons(remote_addr.sin_port));

char xrecv_buf = (char *)zalloc(128);
while ((recbytes = read(client_sock , recv_buf, 128)) > 0) {
recv_buf[recbytes] = 0;

printf("ESP8266 TCP server task > read data success %d!\nESP8266 TCP
server task > %s\n", recbytes, recv_buf);

}

free(recv_buf);

if (recbytes <= 0) {
printf("ESP8266 TCP server task > read data fail!\n");
close(client_sock);

(2) HIXNFAREF, ERKEMERE ESP8266 BEFHEH .
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(3) MEHIEARRR, PIRENET
LRI T HEEN—1 TCP client,

(4) fEFAMZL

Properties

2-m . Client Mode
i3 G P> 192.168.1.127:1002
»»»»» ‘..M Server Mode

BITHER:

x| /

ESP8266 rros sok sz

TR, BEF LR, BITNAERF.

& 3T ESP8266 TCP server, H&EEIE

#192.168.1.127:1002 |

DestIF:

192.168. 1. 127

DestPort: (1002
F LocalFPort

1001

Type |TCP v
[~ AtuoConn

Eve I':|

[~ AutoSend
Eve IU ms
Disconnect

Count

Send |17
Recw ID
Clear I

Send I Stor
Clear | Option

|Send | [ AtuoSend Eve Il':”:' ms
[~ Send Hex | Send File]  Send Received

ESP3266 recv test

Rec ‘ StopShowl Clear | Save | Uption| [~ ShowHex
| Save(In Time) I

ip:192.168.1.127,mask:255.255.255.0,gw:192.168.1.1

gotip !

Hello, welcome to ESP8266 TCP server task!

ESP8266 TCP server task > create socket: 0
ESP8266 TCP server task > bind port: 1002

ESP8266 TCP server task > listen ok

ESP8266 TCP server task > wait client

ESP8266 TCP server task > Client from 192.168.1.108 1001

ESP8266 TCP server task > read data success 17!

ESP8266 TCP server task > ESP8266 recv test
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3.4. SR ARG
ESP8266_RTOS_SDK IS REIBE ST
o OTA BEHFHR
o BHIRERRE
* spiffs XHRS
e SSL NARYG

1. SRERATE: OTA EMHAHR

OTA BEHEFHR, 2F5 ESP8266 FEHEHIEIT Wi-Fi T MR MRS SE THIFRARE M, SSIE
HF.

TE:
T Flash BOSTERE, W THINEE Flash ATRES FEKH 8], 200 EEmpiaE M.

Fitt, B5EiBA spi_flash_erase_sector ¥ Flash fFARXIEIEER, HEIMEKERE, M OTA server
THHEMG, B spi_flash_write 5 A Flasho

(1) #EAFECHZmRSSE, HEERARENZHRRSR.
(2) BFRABMGF LERRinRSEE.
(3) REBHAAAT:
RE ESPB266 EIREEFIIRMEE, RBEIFTSERIA. £ upgrade_task &I ESP8266 station
EEIREE IP Hut

wifi_get_ip_info(STATION_IF, &ipconfig);

/* check the IP address or net connection statex/
while (ipconfig.ip.addr == 0) {
vTaskDelay (1000 / portTICK_RATE_MS);
wifi_get_ip_info(STATION_IF, &ipconfig);
b

ESP8266 SREXE| IP Hilitfs, 5RumRFB/ELER:, AT SERIHI socket FiZo
system_upgrade_flag_set iR BFHIRSIRE

» UPGRADE_FLAG_IDLE : TRIRTS.

»  UPGRADE_FLAG_START : FFI&FR.

» UPGRADE_FLAG_FINISH : MAR% 2 THIFARAE G K.

system_upgrade_userbin_check EHHBIIEEIZITHIE userl.bin 2 user2.bin, FHIEFIZ
17 user1.bin & user2.bin, TN TE userl.bino

system_upgrade_init();

Espressif Systems Confidential 31/45 Friday, April 29,2016




\
Espressif Systems ESP8266 rros spk s

system_upgrade_flag_set (UPGRADE_FLAG_START);

RS W/LETHIER, MRFSF[ELHE IR, HSA Flash,

if(write(sta_socket,server—>url,strlen(server—>url)+1) < 0) {

¥
while((recbytes = read(sta_socket ,precv_buf,UPGRADE_DATA_SEG_LEN)) > 0) {

// write the new firmware into flash by spi_flash_write

b

RE—MRAENSBEREARRES, NRENZ[EN, MARTHMIRESE TREMS, MHETFHR
KW, BHAFPRSEEZRN, BRAXER, BHARFHR.

EMRS IS TERE RN, FRRSIEE N UPGRADE_FLAG_FINISH, TEHIRAST, AR MAE
M system_upgrade_reboot, T2 ESP8266 EHBEN, BITHARAE .
4) WEFNARERF, EREFEERE ESP8266 BEAHRAH .
5) MEMHRAEAR, PRINETEX, EHLE, ETNAERF.
IBITEER:
1£ PC iR FH webserver TR, B —1 k%28, FH L& userl.bin # user2.bin, ESP8266 k&

FEHE, BRIAFIEIT userl.bin, MRS S8 TE user2.bin. T & user2.bin B INjE, ESP8266 HERE
ER, BITHEH user2.bin, KRS MIRFE2E TE userl.bin, MIKBEHREFE.

XEF) WRERR) REL ZEV) PisiE) S80

. ﬁ ) www. aidex. de/news
Rl = . il | vV APIRER QD  fREE www. aidex. deflinks

RER®: D:iwebh Pzt |
IP AWEO{EA VRL(@):  |http://192.168.1. 114/ S P |

08-08 20:37:03 RERoETnE0 80 ' 7
08-08 20:37:22 192.168.1.127 B3 %  userZ bin

R RERR) REQL ZF(V) PiiE) E20

s R www. aidex. de/news
WO®: [0 SR vV AWSIFAR© HEE VNS

REFE R®R): ID:\web'\ R |
IP AHO{EN VRL(@): |http://192. 168.1.114/ I FE P I

08-08 20:37:03 SR B8R0 so B
08-08 20:37:22  192.168.1.127 user?. bin I
08-08 20:37:36  192.168.1.127 userl. bin

08-08 20:37:59  192.168.1.127 user?. bin

08-08 20:38:15  192.168.1.127 userl. bin

08-08 20:38:36  192.168.1.127 user?. bin
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ESP8266 AFRIZHIFTENER

connected with Demo_AP, channel 6

dhcp client start...
ip:192.168.1.127,mask:255.255.255.0,gw:192.168.1.1
Hello, welcome to client!

socket ok!

connect ok!

GET /user2.bin HTTP/1.0

Host: "192.168.1.114":80

Connection: keep-alive

Cache-Control: no-cache

User-Agent: Mozilla/5.0 (Windows NT 5.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/
30.0.1599.101 Safari/537.36

Accept: */*
Accept-Encoding: gzip,deflate,sdch
Accept-Language: zh-CN,zh;q=0.8

send success

read data success!

upgrade file download start.
read data success!

totallen = 1460

read data success!

totallen = 2920

read data success!
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SR N ARG 58 ERER R B
BFIRARED, EHENIEN TR XF RF BRI

sEHRERIZEOIEARE, FAASIZERR, MEFHRER idle task PITH A FHAKER .
SETIRRBIER.

~fl—: Modem-sleep #£3 (3% RF)

#define FPM_SLEEP_MAX_TIME OxFFFFFFF

void fpm_wakup_cb_funcl(void)

{
wifi_fpm_close(); // disable force sleep function
wifi_set_opmode (STATION_MODE); // set station mode
wifi_station_connect(); // connect to AP

}

void user_func(...)

{

wifi_station_disconnect();

wifi_set_opmode (NULL_MODE); // set WiFi mode to null mode.
wifi_fpm_set_sleep_type(MODEM_SLEEP_T); // modem sleep
wifi_fpm_open(); // enable force sleep

#ifdef SLEEP_MAX
/* For modem sleep, FPM_SLEEP_MAX_TIME can only be wakened by calling
wifi_fpm_do_wakeup. */
wifi_fpm_do_sleep(FPM_SLEEP_MAX_TIME);
#else
// wakeup automatically when timeout.
wifi_fpm_set_wakeup_cb(fpm_wakup_cb_funcl); // Set wakeup callback
wifi_fpm_do_sleep(50%«1000);
#endif
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#ifdef SLEEP_MAX
void funcl(void)

{
wifi_fpm_do_wakeup();
wifi_fpm_close(); // disable force sleep function
wifi_set_opmode(STATION_MODE); // set station mode
wifi_station_connect(); // connect to AP

¥

#endif

T~ Light-sleep #X (XM RF 1 CPU)
_ SERHEEA Light-sleep 230, BI5& %KM RF 71 CPU, RERE—MEIFSRL, PA{ENE B8 = 72 Fr 4k

void fpm_wakup_cb_funcl(void)

{
wifi_fpm_close(); // disable force sleep function
wifi_set_opmode(STATION_MODE); // set station mode
wifi_station_connect(); // connect to AP

}

#ifndef SLEEP_MAX
// Wakeup till time out.

void user_func(...)

{
wifi_station_disconnect();
wifi_set_opmode (NULL_MODE); // set WiFi mode to null mode.
wifi_fpm_set_sleep_type(LIGHT_SLEEP_T); // light sleep
wifi_fpm_open(); // enable force sleep
wifi_fpm_set_wakeup_cb(fpm_wakup_cb_funcl); // Set wakeup callback
wifi_fpm_do_sleep(50%1000);

}

#else

// Or wakeup by GPIO

void user_func(...)

{
wifi_station_disconnect();
wifi_set_opmode (NULL_MODE); // set WiFi mode to null mode.
wifi_fpm_set_sleep_type(LIGHT_SLEEP_T); // light sleep
wifi_fpm_open(); // enable force sleep
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PIN_FUNC_SELECT(PERIPHS_IO_MUX_MTCK_U,3);
gpio_pin_wakeup_enable(13, GPIO_PIN_INTR_LOLEVEL);

wifi_fpm_set_wakeup_cb(fpm_wakup_cb_funcl); // Set wakeup callback
wifi_fpm_do_sleep(OxFFFFFFF);

}

#endif

3. BENARA: spiffs XHR%MNH
(1) IBRABREED esp_spiffs_init, ¥R spiffs XIHFE S

void spiffs_fsl_init(void)
{

struct esp_spiffs_config config;

config.phys_size = FS1_FLASH_SIZE;
config.phys_addr FS1_FLASH_ADDR;
config.phys_erase_block = SECTOR_SIZE;
config.log_block_size = LOG_BLOCK;
config.log_page_size = LOG_PAGE;
config.fd_buf_size = FD_BUF_SIZE x 2;
config.cache_buf_size = CACHE_BUF_SIZE;

esp_spiffs_init(&config);

}

(2) FIFFHCIE—DXH, BAKIE.

char xbuf="hello world";

char out[20] = {0};

int pfd = open("myfile", O_TRUNC | O_CREAT | O_RDWR, S_IRUSR | S_IWUSR);
if(pfd <= 3) {
printf("open file error \n");
¥
int write_byte = write(pfd, buf, strlen(buf));
if (write_byte <= 0)

{

printf("write file error \n");
¥
close(pfd);

(3) BEUXHRFIREEIE.
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open("myfile",0_RDWR);

if (read(pfd, out, 20) < 0)
printf("read errno \n");

close(pfd);

printf("-—> %s <--\n", out);

4. SRR SSL ARG
(1) EXEEER SSL server IP Fim o

#define SSL_SERVER_IP “115.29.202.58"
#define SSL_SERVER_PORT 443

esp_test xpTestParamer = (esp_test *)zalloc(sizeof(esp_test));

pTestParamer—>ip.addr = ipaddr_addr(SSL_SERVER_IP);
pTestParamer—->port = server_port;

(2) €% SSL client I1ES

xTaskCreate(esp_client, "esp_client", 1024, (voidx)pTestParamer, 4, NULL);

(3) SERISUREI, 1RE ESP8266 station HE#EH. £ SSLclient IEEH, T ESP8266
station 3k18 7 IP thlib, FiEES7 SSL &

struct ip_info ipconfig;
wifi_get_ip_info(STATION_IF, &ipconfig);

while (ipconfig.ip.addr == 0) {
vTaskDelay (1000 / portTICK_RATE_MS);
wifi_get_ip_info(STATION_IF, &ipconfig);
¥

(4) 337 socket EHEE.

client_fd = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);
if (client_fd < 0){

printf("create with the socket err\n");
b
memset(&client_addr, @, sizeof(client_addr));
client_addr.sin_family = AF_INET;
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client_addr.sin_port = htons(port);
client_addr.sin_addr.s_addr = sin_addr;

if(connect(client_fd, (struct sockaddr x)&client_addr, sizeof(client_addr))< 0)

printf("connect with the host err\n");

(5) B SSL E TXAR (context)e SSLHBBEER RN, EIWIAH system_get_free_heap_size &
ATRARERE

uint32 options = SSL_SERVER_VERIFY_LATER|SSL_DISPLAY_CERTS|SSL_NO_DEFAULT_KEY;
if ((ssl_ctx = ssl_ctx_new(options, SSL_DEFAULT_CLNT_SESS)) == NULL){
printf("Error: Client context is invalid\n");
}

printf("heap_size %d\n”,system_get_free_heap_size());

(6) WMRFLEBFEINIEINRE, MBRAEM spiffs KRS, 15HIBIT esp_iot_sdk_freertos\tools\
make_cert.py BIZ, Y esp_ca_cert.bin X, BeRE Flash B E Xtk .

A TARHGRBIM Flash 1528 SSL 2 IRFIEBIER

uint8 flash_offset = 0x78; // Example : Flash address 0x78000

if (ssl_obj_option_load(ssl_ctx, SSL_OBJ_RSA_KEY, “XX.key”, password,
flash_offset)){

printf("Error: the Private key is undefined.\n");

if (ssl_obj_option_load(ssl_ctx, SSL_OBJ_X509_CERT, “XX.cer”, NULL,
flash_offset)){

printf("Error: the Certificate is undefined.\n");

b

WMRER spiffs XHEFRSE, BiafT LA spiffy ( https:/github.com/xlfe/spiffy, &, LLTERW
1Y spiffs_config.h SXHFRIER LS RTOS SDK HH] spiffs_config.h —%1), £BMFE spiffs 1#8XAY
spiff_rom.bin 3Xff, B3R E| Flash spiffs Bo BRIHLE, FTSEFHI esp_spiffs_inito

AT REDRBIE A spiffs SLHERFMIERT, 3B SSL ZPAFMEBEL.

if (ssl_obj_load(ssl_ctx, SSL_OBJ_RSA_KEY, “XX.key”, password)){

printf("Error: the Private key is undefined.\n");

if (ssl_obj_load(ssl_ctx, SSL_OBJ_X509_CERT, “XX.cer”, NULL)){
printf("Error: the Certificate is undefined.\n");

Espressif Systems Confidential 38/45 Friday, April 29,2016



https://github.com/xlfe/spiffy

\
Espressif Systems ESP8266 rros spk s

(7) FF3A SSLclient #2F .

ssl = ssl_client_new(ssl_ctx, client_fd, NULL, 0);
if (ssl != NULL){

printf("client handshake start\n");
b

(8) #E SSLERIRTS.

if ((res = ss1_handshake_status(ssl)) == SSL_OK){

(9) MR SSLIEFHIN, WAUABRBIES, TEREFZE.

const char xcommon_name = ssl_get_cert_dn(ssl,SSL_X509_CERT_COMMON_NAME) ;
if (common_name){
printf("Common Name:\t\t\t%s\n", common_name);
}
display_session_id(ssl);
display_cipher(ssl);
quiet = true;
os_printf("client handshake ok! heapsize %d\n",system_get_free_heap_size());
x509_free(ss1->x509_ctx);
ss1->x509_ctx=NULL;

os_printf("certificate free ok! heapsize %d\n”,system_get_free_heap_size());

(10) %&IX SSL £

uint8 buf[512];
bzero(buf, sizeof(buf));
sprintf(buf,httphead,"/", "iot.espressif.cn",port);
os_printf("%ss\n", buf);
if(ssl _write(ssl, buf, strlen(buf)+1) < 0) {
ssl_free(ssl);
ssl_ctx_free(ssl_ctx);
close(client_fd);
vTaskDelay (1000 / portTICK_RATE_MS);
os_printf("send fail\n");

continue;

(11) 2l SSL #3R.
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while((recbytes = ssl_read(ssl, &read_buf)) >= 0) {

if(recbytes == 0){
vTaskDelay(500 / portTICK_RATE_MS);
continue;

b

os_printf("%s\n", read_buf);

free(read_buf);

if(recbytes < 0) {
os_printf("ERROR:read data fail! recbytes %d\r\n", recbytes);
ssl_free(ssl);

ssl_ctx_free(ssl_ctx);

close(client_fd);
vTaskDelay (1000 / portTICK_RATE_MS);

IBITHER:

ip:192.168.1.127,mask:255.255.255.0,gw:192.168.1.1

CIPHER is AES128-SHA
client handshake ok! heapsize 38144

certificate free ok! heapsize 38144
GET/HTTP/1.1

Host: iot.espressif.cn:443

Connection: keep-alive
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4. Bl 3%

4.1.  Sniffer Z#3{F&i5 A
ESP8266 AJ LA NSRZER (sniffer) , YT HRY IEEES02.11 €. AIZIFUT HT20 KIE:
e 802.11b

. 802.11g
e 802.11n(MCSO & MCS7)
e AMPDU

AT B SHF:
e HT40
e |DPC

REBGLIAM IEEES02.11 B2 ESP8266 NREST = HEUNAY, 1B ESP8266 AIIKRBE(IMNE

Hit, sniffer X T, ESP8266 SkEAUENZEME, KEATURBENKE:
e ESPB8266 AIZEEREWME, EEE:

y —EKEMN MAC LER (B8 THANGH MAC #ititfmz 7 )

» BEMEHKE
* ESP8266 TNAIZEEKME, EEE:

y BMEHKE

ZEMfA RxControl Fsniffer_buf SRAFERRTXEMEENE. HhEBE
sniffer_buf B&Z#{K RxControle

struct RxControl {
signed rssi:8; // signal intensity of packet
unsigned rate:4;
unsigned is_group:1;
unsigned:1;
unsigned sig_mode:2; // 0:is 11n packet; 1:is not 11n packet;
unsigned legacy_length:12; // if not 11ln packet, shows length of packet.
unsigned damatch@:1;
unsigned damatchl:1;

unsigned bssidmatch@:1;
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unsigned bssidmatchl:1;

unsigned MCS:7; // if is 11n packet, shows the modulation
// and code used (range from @ to 76)

unsigned CWB:1; // if is 11n packet, shows if is HT40 packet or not

unsigned HT_length:16;// if is 11n packet, shows length of packet.

unsigned Smoothing:1;

unsigned Not_Sounding:1;

unsigned:1;

unsigned Aggregation:1;

unsigned STBC:2;

unsigned FEC_CODING:1; // if is 11n packet, shows if is LDPC packet or not.

unsigned SGI:1;

unsigned rxend_state:8;

unsigned ampdu_cnt:8;

unsigned channel:4; //which channel this packet in.

unsigned:12;

+;

struct LenSeq{
ule len; // length of packet
ulé seq; // serial number of packet, the high 12bits are serial number,
// low 14 bits are Fragment number (usually be 0)
u8 addr3[6]; // the third address in packet
b

struct sniffer_buf{
struct RxControl rx_ctrl;
u8 buf[36]; // head of ieee80211 packet
ulé cnt; // number count of packet
struct LenSeq lenseql[l]; //length of packet
b

struct sniffer_buf2{

struct RxControl rx_ctrl;

u8 bufl112];

ulé cnt;

ule len; //length of packet
I
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EERE wifi_promiscuous_rx BFWNEH (buf 1 len)s len Fx buf MKE, SHA=FE
M len=128, len 8 10 EEE, len=12:
LEN == 128 FI&ER
o buf PWEBEEMWE sniffer_buf2, ZEMENNHNEEEREEG, 268 112 FPHEIE.
e spniffer_buf2.cnt A 1.
e sniffer buf2.len ABEEHEKE.
LEN 7 10 ZHEaER

o buf HEIFEZEMME sniffer_buf, ZEMEZLERAEN, EXNNEEESRZEY CRC Kl
IE#BRY.

e sniffer buf.cnt {#RTiZ buf BEHPEHIE, len PIERE sniffer buf.cnt RE o
» sniffer_buf.cnt==0, Itk buf T%; &N, len = 50 + cnt * 10

o sniffer_buf.buf /< IEEE802.11 GHIAT 36 FT. MBI sniffer_buf.lenseq[0] FF A,
F—1 lenseq HEMFERFT—PMEKEER.

o Yosniffer buf.cnt > 1, HFZEBE— AMPDU, IAAED MPDU fIELEARZFEE,
HizELa AR MPDU 825, REETEMEMNKE (M MAC K15 %E] FCS ).

s ZEMEHPRAERAMNERS: 8K. 8NREENEKRE. 8LKE.
LEN == 12 gy

o buf MEHEZE—1MEME RxControl, ZEMENIARAAAEN, EXLARTERBRAEE
&, BREHIZENEAKE.

e XFAMPDU &, WEZEHIMFENMEMENFENKE.
o ZEMEBEDHEKABERNERSR: 81K, rssiF FEC_CODING.
e RSSI F1FEC_CODING AJLAAFIFMEEEE—MEEL,

FERANEZMNRENSHLIE, BN, TeEEIEEN—Ea8RESK.
TERERRIHE—TEM IEEES02.11 HIRE MK :

00'2"‘5- 2 6 6 6 2 6 2 4 0-7951 4
Frame | Duration/ | Address | Address | Address | Sequence | Address QoS HT Frame FCS
Control ID 1 2 3 Control - Control | Control Body
otfl -
MAC Header

Figure 8-30—Data frame
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Data M1fJ MAC BLkHIRT 24 FH 2NN BHI:
» Address 4 BEHBEHEFHEZH Frame Control HEJ FromDS F1 ToDS REH;

» QoS Control BEHEHFMAEREHMH Frame Control HHJ Subtype REM;
» HT Control B2 EHFE2H Frame Control A Order Field REM;
» B3 IEEE Std 80211-2012.

* XF WEP MEME, £ MAC BLFHERME 4 FTM IV, EENEE (FCSHN)EH 4 FTH
ICV.

o XFTKIP IIZME, £ MAC BLFHEEN 4 FTH IV 4 FTH EV, FEENERE (FCS F)
TH 8 ZTHH MIC # 4 F3HI ICV.

o XF CCMP MZME, £ MAC BLEHEEMSFET A CCMP header, FEBRIZE ( FCS &) iX
£ 8 FTHH MIC.

4.2. ESP8266 soft-AP #1 station {SiEE X
IR ESP8266 XX HF soft-AP + station HEFHERK, BREXLFRABF—NEMHEE. EILTE soft-AP +
station 12T, ESP8266 soft-AP £ EIANAR(SEES ESP8266 station —E.
XA PR B2 S8 soft-AP + station 2RI —E&ITALNRE, HREEIER. Ha0:

&R —

(1) %05 ESP8266 station EEZEI— P EEH (RIREHBEEESH 6)

(2) BEEO wifi_softap_set_config i%E ESP8266 soft-AP

(3) MRRBEEZER, APUEERO true , BEESREBRBINARSH ESP8266 BHENATHS
ESP8266 station O —&, X NMIIFEMHEEESH 6. BN ESP8266 THEREH LRERBE—MEE.

EFR=
(1) ZefEHEEO wifi_softap_set_config ®RE T ESP8266 soft-AP(fFIaN{Z1ES A 5)
(2) HAth station ZEHF| ESP8266 soft-AP
(3) 1% ESP8266 station EZEFEEH (BIREEHEES N 6)
(4) ESP8266 soft-AP £IFR(FIE S5 ESP8266 station —E (f5i& 6)
(5) HFEENT, ZHIZERES ESP8266 soft-AP i station § WiFi <M 7o

HR=
(1) EHfth station 5 ESP8266 soft-AP 7% #
(2) #NZ3R ESP8266 station —EH XX FAMBEREKIZH, A RESE ESP8266 softAP imH LM 7
A7 ESP8266 station 2B & MEEET K BirEEH, EWRE ESP8266 HL AN EIIH(ZE,
ESP8266 soft-AP HfEE L H I ERFER . XFIRESE ESP8266 softAP il R B ZE R I
XHER, APAUBTIRBEENSS, BN /EIEA wifi station_disconnect {&1k ESP8266
station FHTEIZIREMNEIR; NEEVREERN, EHA wifi_station_set_reconnect_policy F
wifi_station_set_auto_connect 21k ESP8266 station =R EEIKH.
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4.3. ESP8266 /35115 E iR
ESP8266 BEEIRY, &AM UARTO UK AEE 74880 FTENUI T BEIE A :

3 2013, rst cause:2, boot mode: (3, 6)

HAT AP SE N RREBRAMT:
EHEE b

1: power on
rst cause 2: external reset
4: hardware watchdog-reset

1: ESP8266 4F UART-down &=, A[iEY UART THE 4

boot mode
B—1SH 3 : ESP8266 4T Flash-boot ##%, M Flash BENE{T
chksum chksum 5 csum EM%, FxEENIIFER Flash 3EUEH
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