Flash Cube
User Manual

Version: 1.6

Copyright @ 2025

www.bouffalolab.com

E__

Bouffalo Lab


http://www.bouffalolab.com/

Contents

T Overview . . . . . L e e 4
1.1 Programming Interface Description . . . . . . . . . . . . . .. ... 4
2 Programming Method . . . . . . . . . ... e 7
2.1 Compile Application Firmware . . . . . . . . . . . . . . ... 7
2.2 Import ConfigurationFile . . . . . . . . . . . . ... o 7
2.3 Programming . . . . . . . . L e e 8
24 Runningthe Program . . . . . . . . . . . .. 9
3 Introduction to Programming ConfigurationFile . . . . . . . . . . . . . . .. . . ... ... 11
4 Additional Programming Options . . . . . . . . . . . . . .. 13
4.1 Modify the Partition Table File . . . . . . . . . . . . . . . .. ... .. ... ... 13
4.2 Modify the Program ConfigurationFile . . . . . . . . . . . .. . .. ... .. .... 14
4.3 Programming . . . . . . . .. e e e e e e e 15
5 Command Line Program . . . . . . . . . . . . e e 17
5.1 Individual Firmware Programming . . . . . . . . . . . . . . . ... ... 18
5.2 IOT multi-firmware Programming . . . . . . . . . . . . . . . ... ... 20
53 RAMProgramming . . . . . . . .. e 24
5.4 Flash/Efuse Read Write Operation . . . . . . . . . . . . . . ... . ... . .... 26
5.5 Flash Otp Read Write Operation(only support BL616D/BL616L) . . . . . . . . . . .. 27
5.6 Board with Auto-Download Capability Supporting Automatic Operation Post-Programming 28
5.7 Support RSA Public Key Encryption . . . . . . . . . . . . ... ... ... 28
6 Flash Debugging Assistant . . . . . . . . . . . . 30
6.1 Configure the CommunicationMethod . . . . . . . . . . . . ... ... ... .... 31
6.2 ReadFlashID . . . . . . . . . . . e 31
6.3 ReadFlash. . . . . . . . . . . . e 32
6.4 EraseFlash . . . . . . . . 32
6.5 ReadandWriteRegisters . . . . . . . . . . .. 34

Flash Cube User Manual 2/ 54 @2025 Bouffalo Lab


http://www.bouffalolab.com/

Sl T

a,,.,!ﬂ.',:.Lab Flash Cube User Manual
7 Advanced Features . . . . . . . . . Lo 37
7.1  Support Fuzzy Matching of Firmware Paths . . . . . . . . . . . . . ... ... ... 37
7.2 Support ISP ProgrammingMode . . . . . . . . . . ..o 39
7.3 Support Compression and Programming . . . . . . . . . . . . . . . ... ... 40
7.4  Support eFuse Verification Selection . . . . . . . . . ... ... 40
7.5 Support Modifying the Erasure Method During Programming . . . . . . . . . . . . .. 42
7.6  Support Skip Function for Erasing and Writing . . . . . . . . . . . . ... ... 44
7.7 Generate Mass Production Programming Files . . . . . . . . . . . . . ... ... .. 46
7.8 BL602/BL702 Encryption and Signature Programming . . . . . . . . . . . . ... .. 47
7.9 Add Preprocessing Function . . . . . . . . . . . ... L oo 49
7.10 Supports user-defined efusedata.bin EncryptionKeys . . . . . . . . . . . . ... .. 50

8 Cautions . . . . . . L e e 51
8.1 flash_prog_cfg.ini Has the Highest Priority . . . . . . . . . . . . . . .. ... .... 51
8.2 Program Option Name Length. . . . . . . . . . . . . .. . . ... ... ... 51
8.3 Crystal Oscillator Type Default Setting . . . . . . . . . . . . . . . ... ... .... 51
8.4 Firmware Exceeds Allocated Address Size . . . . . . . . . . . ... ... 51
8.5 Firmware Exceeds Flash Size . . . . . . . . . . . . .. .00 52

9 Revision History . . . . . . . L e 54

Flash Cube User Manual 3/ 54 @2025 Bouffalo Lab


http://www.bouffalolab.com/

Overview

BLFlashCube is a chip programming tool that supports the programming of user programs, partition tables, boot2,
and user resources into the flash memory of the chip. The tool also provides eFuse programming functionality. This

document primarily introduces the methods and relevant configurations for programming.

The main features of BLFlashCube are as follows:

1. Supports flash programming and verification of various types of files such as application program code.
2. Supports eFuse programming and verification on the chip.

3. Supports erasing, writing, and reading of flash memory for multiple flash models.

4. Download communication interfaces supported include UART, JLink, CKLink, and OpenOCD, with configurable
program speeds.

5. Supports flash programming in chip encryption or signature modes.

Users can obtain the latest version of Flash Cube through Bouffalo Lab Flash Cube .

1.1 Programming Interface Description

Double-click BLFlashCube. exe in the decompressed folder to enter the Flash Download program main page.
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T Bouffalo Lab Flash Cube 1.0.1 — m] *
FEile  Help

/ Flash Download \/ Flash Utils\

Firmware Options Basic Options

Chip BLE02/604 =

Interface Uart =

fig fil Bi Add
config file rowse Port/SN COM41 (PROG) =

Uart Rate 2000000

Refresh
Efuse Options

Enable Browse Geay

0 Uart
Encrypt Options pen Ua

aes-encrypt  key (16 bytes) iv (16 bytes) Save Config

ecc-signature public key Browse | private key Browse Download

(=]

Fig. 1.1: Programming Main Interface

The main programming interface consists of the following parts:

* Firmware Options is used to select the programming configuration file. After selecting the configuration file used
for programming through the Brower button, the specific programming project and programming address can be

displayed.

* Efuse Options is used for eFuse programming. After checking Enable, select the corresponding efusedata.
bin file through the Brower button. The “efusedata_mask.bin® file must exist in the same directory for eFuse

programming verification, otherwise programming errors will occur.

* Encrypt Options only exists in the interface of BL602 / BL702 and is used for programming in encryption or

signature mode.

— aes-encrypt: If encryption functionality is enabled, select the aes-encrypt option and enter the encryption
Key and IV in the adjacent text boxes. The input should be in hexadecimal format, ranging from “0” to “F”

)

. Each Byte consists of two characters, so the Key and IV should each be entered as 32 characters. It’ s

important to note that the last 8 characters (4 bytes) of the IV must be filled with zeros.

— ecc-signature: If signature functionality is enabled, select the ecc-signature option and choose the public
key and private key files in the adjacent public key and private key fields. The tool will generate a px hash
and write it to the eFuse.

* Basic Options is the relevant configuration for programming, such as chip type, programming method, serial port
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number, etc.

¢ The

Chip is used to select the chip type that currently needs to be programmed. The tool supports the program-
ming functions of multiple types of chips such as BL602/604, BL702/704/706, BL702L, BL808, BL606P and
BL616/BL618.

Interface is used to select the communication interface for programming. The optional interfaces are UART,

Jlink, CKLink and Openocd. Users can proceed according to the actual physical connection.

Port/SN: When selecting UART for programming, select the COM port number connected to the chip. When
selecting J1ink/CKLink/Openocd, what is displayed here is the port number of the device. Users can click
the Refresh button to refresh the COM number or port number.

Uart Rate is the baud rate used for programming when selecting UART for programming. The recommended

program frequency is 2M

JLink Rate isthe configuration of the programming speed when selecting JLink for programming. The default

value is 1000
right button is the related function button

Refresh is used to refresh the serial port. When connecting a new serial port, you need to click the Refresh
button to update the current serial port.

Clear is used to clear the status of the progress bar and L0G area display
Open Uart: When Interface is Uart, open the serial port selected by Port/SN

Save Config: Save the current Firmware Options programming items and addresses to the config file

selected configuration file

Download: Download the selected programming item to Flash. If eFuse is checked, the checked eFuse data

will also be written to the chip.

* Bottom displays the progress of programming and programming“LOG*

Progress bar: displays the current programming progress. If there is an error in programming, the error type
will also be displayed in the progress bar.

LOG area: Display the log during the programming process when using the Download button. The startup log

will be displayed when using the Open Uart button.
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Programming Method

This article uses examples/wifi/sta/wifi_ota of sdk as an example to introduce the programming process of bl616.

2.1 Compile Application Firmware

$ cd examples/wifi/sta/wifi_ota

$ make

After compilation is completed, the corresponding firmware wifi_ota_bl616.bin is generated in build/build_out. At the
same time, this directory also contains boot2, mfg and other firmware.

2.2 Import Configuration File

Open BLFlashCube and enter the Flash Download page by default, click the Firmware Options area Browse button
to select flash_prog_cfg.ini file in the examples/wifi/sta/wifi_ota directory. The updated interface is as shown
below:
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File Help

/ FlashDownload \ / Flash Utils

Firmware Options Basic Options.
Chip BLG16/618 -

configfile  D:/bouffalo_sdkiexampleshwifi/staflash_prog_cfa.ini Browse Add EALED Uart e

boot2 @ |0x000000 Delete Port/SN COM98 (PROG) -

outipartition*.bin Delete Uart Rate: 2000000

outista_$(CHIPNAME) bin @ |@partition Delete

Refresn
mig Duild/build_outimig®.bin @ |@parttion Delete

Clear
Open Uart
Save Config

Enable Browse
Download

0%

Fig. 2.1: Import Configuration File

2.3 Programming

Before programming, please confirm that the programming options are correct. Set the Chip option in the Basic
Options section to BL616/618, select the corresponding programming method in the Interface option, and then

click the Refresh button to update the serial port number/serial number.

* When choosing UART as the programming method, you need to set the BOOT pin of the board to a high level and
then reset the chip, so that it enters the UART boot download mode (if the BOOT pin and Reset pin of the user’
s board are connected to the DTR and RTS of the USB to serial converter, there is no need to set manually. The

download program will automatically set the pins to enter the UART boot program mode).

* When choosing Jlink as the programming method, you can keep the Boot pin at a low level to make it start from
Flash.

Click Download, and the tool will program the file to the specified address according to the page configuration.
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File Help

/ Flash Download \ [/ Flash Utils \

Firmware Options Basic Options
Chip BLE16/618 =
config file  Di/bouffale_sdkexamplesiwifiistafiash_prog_cfg.ini Browse Add Interface Uart -
boot2 Ibuild/build_out/hoot?_* bin @ |0x000000 Delete Port/SN COM98 (PROG) ~
partition fbuildibuild_out/partition® bin @ |oe000 Delete Uart Rate 2000000
W build_outista_$(CHIPNAME).bin @ |@partition Delete
Refresh
mfg ibuild/build_outimfg* bin @ |@partition Delete
Clear
Open Uart
Efuse Options
B Save Config
Enable Browse
Download

[14:53:38.599] -

[14:53:38.600] -

[14:53:38.722] -
[14:53:38.723] -

Read Sha256/411808 -l
Flash xip readsha time cost(ms): 34@.8786621@9375
- Finished

- Sha caled by dev: 82397cebl934Fa725bd9822988a23798782516d@892cchbe8521F9614e52c46e3
- Verify success

- Program Finished

- All time cost(ms): 9157.681648625

close interface

[All Success]

Fig. 2.2: Download Program Successful

When a green progress bar indicating 100% appears, as shown in the image below, it means that the program has

been successfully downloaded.

Note: If the board is not connected, you can simply generate the complete image file by clicking the Download button.

2.4 Running the Program

After a successful program, set the BOOT pin of the board to a low level and reset the chip to start it up from Flash.

At this point, the application program should start running.

The following image

shows the effect of running the wifi/sta/wifi_ota program.
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Copyright (c)

flash cfg
Jedec id  @xEF4817
mi, BXEF
iomode x4
clk delay @x01
clk invert @x01

read reg cmdd  8x85
read reg cmdl @x35
write reg cmd® @xe1
write reg cmdl @x31
qe write len  @x81
cread support @xee
cread code BxXFF
burst wrap cmd @x77

dynamic memory init success, ocram heap size = 150 Kbyte, psram heap size = 496 Kbyte
Sigh: FFFFFFFF

sig2:0000F32f

cgenl:9FTFFFFd

Sembouffalolab />3[@mlwip init done
sys_mbox_new done!

sys_mutex_new done!

tepip thread init done!

[I][MAIN] Starting wifi ...

[I1[rfparam] rfparam>>xtal value 46600600
[I1[rfparam] rfparam>>pwr_mode is bf

Empty slot:1

[11[rfparam] rfparam>efuse wlan pwr_offset[141: 1,1,1,1,1
[I1[rfparam] rfparam>>tlv wlan pwr_offset[14]: ©,0,0,6,0,0,0,6,0,0,0,0,0,0,
[I1[rfparam] rfparam>wlan pur_offset[14]: 1,1,1,1,1,1,8,0,

Empty slot:@

No written slot found

[11[rfparam] rfparam>>no 1p pwr_offset in efuse
[11[rfparam] rfparam>tlv wlan 1p pwr_offset[141: @,
[11[rfparam] rfparan>>wlan lp pwr_offset[14]: ©,8,8,
Empty slot:@

No written slot found

[11[rfparam] rfparam>no bz pwr_offset in efuse
[11[rfparam] rfparam>>tlv bz pur_offset[5]: 8,0,0,8,8,
[11[rfparam] rfparam>>bz pur_offset[S]: €,0,0,0,8,

[11[rfparam] rfparan>>pwr_11b[4]: 28,20,20,20,

[11(rfparam] rfparam>pwr_llg[8]: 18,18,18,13,18,18,16,16,

[11[rfparam] rfparan>>pwr_lin_ht26[8]: 18,18,18,18,18,16,15,15,
[11[rfparam] rfparam>>pwr_lln_ht4@[8]: 18,18,18,18,13,16,15,14,

Fig. 2.3: wifi_ota Program Results
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Introduction to Programming Configuration File

According to the programming requirements of examples/wifi/sta/wifi_ota, the configuration file flash_prog_cfg.ini

contains information for programming firmware, including partition table, Boot2, Firmware, mfg, etc.

This section will introduce the components of the programming configuration file.

[cfgl

# 0: no erase, 1:programmed section erase, 2: chip erase

erase = 1

# skip mode set first para is skip addr, second para is skip len, multi-segment region with ; separated
skip_mode = 0x0, 0x0

# 0: not use tsp mode, #1: isp mode

boot2_isp_mode = 0

[boot2]
filedir = ./build/build_out/boot2_x*.bin

address 0x000000

[partition]

filedir = ./build/build_out/partition.bin
address = 0xE000

[Fw]
filedir = ./build/build_out/wifi_ota*_$(CHIPNAME) .bin

address = Qpartition

[mfg]
filedir = ./build/build_out/mfg*.bin

address = Qpartition

cfg are some configurations during programming. Just use the default values normally.

« erase: Set the erasure method during programming. The default erase = 1, which means that the Flash will be
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erased according to the programming address and content size. erase = 2 means that all Flash will be erased
before programming. erase = 0 means no erase operation will be performed before programming, and is generally
not used.

» skip_mode: Setthe area not to be operated during erasing and writing. The first parameter is the starting address, and

the second parameter is the length. skip_mode supports configuring multiple areas at the same time, separated

“.»

by “;

* boot2_isp_mode: Control whether to select isp programming mode. boot2_isp_mode = 1 means using isp pro-

gramming mode.
boot2 is the boot2 firmware to be programmed
« filedir: relative path where boot2 firmware is located
+ address: must use address 0
partition is the partition firmware to be programmed, and the partition name must be used.
« filedir: relative path of partition firmware
» address: specified by the partition table file partition _xxx.toml provided by the SDK
FW is the application firmware to be programmed. Use “FW” to get it from the partition table.

« filedir: relative path to the application firmware. Where wifi_ota represents the application firmware name, and
$ (CHIPNAME) represents the chip type.

+ address: Use “@partition” to automatically obtain the programming address from partition.bin. Users can also
directly specify the programming address, such as address = 0x10000

mfg is the mfg firmware to be programmed, which can be obtained from the partition table using “mfg” .
« filedir: relative path of mfg firmware

» address: Use “@partition” to automatically detect the mfg address from partition.bin. Users can also directly

specify the programming address, such as address = 0x210000.
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Additional Programming Options

For IOT multi-firmware programming, if you want to add a new programming item, users need to modify the configu-

ration information.
» Modify the partition table file to add the partition information for the new program item.
» Add the configuration of the new program in the flash_prog_cfg.ini file.

The following is an example of how to add a test program item to bl616.

4.1 Modify the Partition Table File

In the “bsp/board/bl616dk/config” directory of the SDK, there is a partition table file named “partition_xxx.toml” ,

you only need to modify this partition table file to add a new program item.
For example, program the prepared test.bin to 0x378000 of flash, the firmware size is 0x1000.

Add a new partition with name “test” in the partition table, where address0 is 0x378000, size is 0x1000, and other

configurations use default values.

type indicates the partition type, Boot2 will boot the image according to type. When type is equal to 0, it means CPUO
boots the image, and when it is equal to 1, it means CPU1 boots the image. Therefore, customers should avoid 0
and 1 when customizing the partition table, otherwise it will be run by Boot2 as a runnable mirror boot. For details,

please refer to “Partition Table Explanation Document”

[[pt_entryl]

type = 8

name = "test"
device = 0

addressO = 0x378000
size0 = 0x1000
addressl = 0

sizel = 0

(continues on next page)
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(continued from previous page)

# compressed tmage must set len,normal tmage can left it to O

len = 0

After the modification, recompile the application firmware, and you will see “Create partition using partition_xxx.toml”in
the compilation log, which means the partition table file partition.bin has been successfully generated in the build/build_-

out directory.

If you see log: “[Warning] No partiton file found in ./../../bsp/board/bl616dk/config,go on next steps” , it means that
the partition table file is not found, users need to check whether the partition table file exists in the “bsp/board/bl616dk/config”
directory.

4.2 Modify the Program Configuration File

Open flash_prog_cfg.ini in the examples/wifi/sta/wifi_ota directory and add the test program entry. The content of the

configuration file after adding the test program entry is as follows:

[ctgl

# 0: no erase, 1:programmed section erase, 2: chip erase

erase = 1

# skip mode set first para is skip addr, second para is skip len, multi-segment region with ; separated
skip_mode = 0x0, 0x0

# 0: not use tsp mode, #1: isp mode

boot2_isp_mode = 0O

[boot2]
filedir = ./build/build_out/boot2_x*.bin
address = 0x000000

[partition]

filedir = ./build/build_out/partition.bin

address = 0xE000

[Fw]
filedir = ./build/build_out/wifi_ota*_$(CHIPNAME) .bin

address = Q@partition

[mfg]
filedir = ./build/build_out/mfg*.bin

address = Q@partition

[test]
filedir = ./build/build_out/test*.bin

address = Qpartition
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In the new test program entry:

« filedir specifies the location of the programmed bin file, the example uses a relative path (relative to the path of

the configuration file). It is recommended to copy the new programmed firmware to the same directory of FW.

» address specifies the program address, in the example, @partition is used to get the program address automati-
cally from the partition table, or you can directly specify the program address 0x378000. The advantage of using
@partition is that if the partition has to change the address, you only need to modify the partition table file.

4.3 Programming

After successful modification, use the BLFlashCube tool to import the new program configuration file and then program

it, the program interface after importing is as follows:

Eile Help
/ Flash Download v Flash Utils \
Firmware Options Basic Options
Chip BLG16/618 ~
config file Dibouffalo_sdklexamplesiwifi/staflash_prog_cfg.ini Browse Add
Interface Uart =
boot2 build/build_out/boot2_* bin @ | 0x00000C Delete
Port/SN COM38 (PROG) ~
partition build/build_out/partition®.bin @ |0xE00D Delete
Uart Rate 2000000
FW build/build_out/sta_$(CHIPNAME).bin @ |@partition Delete
mfg build/build_out/mfg*.bin @ |@partition Delete Refresh
test build/build_outitest™ bin @ |@partition Delete Clear
Open Uart
Efuse Opti
SO Save Config

Enable Browse
Download

Fig. 4.1: The test programming item was successfully imported into the interface

The programming success interface and programming log are as follows:
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File Help

config file

boot2

partition

FW

mfg

test

Efuse Options

Enable

[15:04:04.589]
[15:04:04.589]
[15:84:04.550]

(158404 cop)

/ Flash Download v Flash Utils \

Firmware Options

Di/bouffalo_sdk/exampleshiwifilstaflash_prog_cfg.ini Browse
Jbuild/build_out/boot2_* bin @ |0x000000
/build/build_out/partition* bin @ |OxE000
Jouild/build_out/sta_$(CHIPNAME).bin @ |@partition
Jouild/build_out/mfg*.bin @ | @partition
/build/build_outtest* bin @ |@partition

FW get address from partiton file D:\bouffalo_sdk\examples\wifi\sta\./build/build_out\partition.bin

Address=0x10068

Add

Delete

Delete

Delete

Delete

Delete

Browse

mfg get address from partiton file D:i\bouffalo_sdk\examples\wifi\sta\./build/build_out\partition.bin

212800

.591]
.591]
504 ]
[15:84:04.504]
[15:04:04.506]
[15:04:04.556]
[15:84:04.557]

test get address from partiton file D:\bouffalo_sdk\examplesiwifi\sta\./build/build_cutipartition.bin

Address=8x373868

Program Start
= eflash leader cmd argument
serial port is COM98 (PROG)
chiptype: bl6l6

cpu_reset=False

I [15:84:16.228]

= programming D:\bouffalo_sdi\examples\wifi\sta\.\build\build out\test.bin to 8x378888

TIG: 08 15.220]
[15:04:16.229]
[15:04:16.232]
[15:04:16.232]
[15:04:16.233]
[15:04:16.233]
[15:84:16.255]
[15:84:16.268]

Tlash para Tile: D:umorks\Loolsnrlashiubeivl.B.0LChips/DIbIb/eTUse DooOLneader,/ Tlash para.oin
Set flash config

Set para time cost(ms): 3.088732421875

flash load
flash erase
Erase flash from 8x37888@ to Bx37896a
Erase time cost(ms): 21.68986328125
Load 2848/2411 {"progress”:84}

Basic Options

Chip

Interface

Port/SN

Uart Rate

BLE16/618 -

Uart w7

COM3E (PROG) -

2000000

Refresh

Clear

‘Open Uart

Save Config

Download

Fig. 4.2: Successfully downloaded the program
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Command Line Program

BLFlashCube provides a command line programming method, the executable file is BLFlashCommand.exe under
Windows environment, and the executable file is BLFlashCommand-ubuntu under Linux.

Specific instructions for use are as follows.

PS D:\Works\BLFlashCube> .\BLFlashCommand.exe --help

usage: BLFlashCommand.py [-h] [--interface INTERFACE] [--port PORT]
[--chipname CHIPNAME] [--baudrate BAUDRATE]
[--config CONFIG] [--firmware FIRMWARE]
[--efusefile EFUSEFILE] [--cpu_id CPU_ID]
[--key KEY] [--iv IV] [--pk PK] [--sk SKI]
[--pk_str PK_STR] [--sk_str SK_STR] [--flash]
[--flash_otp] [--otpindex OTPINDEX] [--lock]
[--efuse] [--erase] [--build] [--read] [--writel
[--start START] [--end END] [--len LEN]
[--file FILE] [--ram] [--reset]
[--efuse_encrypted EFUSE_ENCRYPTED] [--addr ADDR]

[--whole_chip]

flash-command

options:
-h, --help show this help message and exit
--interface INTERFACE
interface to use
--port PORT serial port to use
--chipname CHIPNAME chip name
--baudrate BAUDRATE the speed at which to communicate
--config CONFIG run config

--firmware FIRMWARE image to write

(continues on next page)
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--efusefile efuse write file
--cpu_id CPU_ID cpu id

--key KEY aes key

--iv IV aes iv

--pk PK ecc public key

--sk SK ecc private key
--pk_str PK_STR ecc public key string
--sk_str SK_STR ecc private key string

--otpindex OTPINDEX flash otp index

--lock enable flash otp lock

--flash Indicate flash operation
--flash_otp Indicate flash otp operation
--efuse Read or write efuse

--erase Erase flash memory

--build build pack

--read Read from flash memory

--write Write to flash memory

--start START Start address (hex, e.g., Ox1A2B)
--end END End address (hex, e.g., 0x1A2C)
--len LEN Length (hex, e.g., 0x100)
--file FILE File for reading or writing
--ram Download image to RAM

--reset Reset CPU after download

--efuse_encrypted EFUSE_ENCRYPTED

encrypted data to write

--whole_chip Erase whole flash

Burning parameters: --interface specifies the programming interface, --port specifies the programming serial port
number, --chipname specifies the chip type, --baudrate specifies the programming baud rate, and --config specifies

the programming configuration file to be used.

5.1 Individual Firmware Programming

The command line utility can use the --firmware parameter to directly specify the firmware to be programmed, and
by default, the firmware will be programmed to the start of address 0 of the Flash. To erase the entire flash before
programming, you can add the --whole_chip option in the command line.

Take BLFlashCommand.exe as an example, the command to program wifi_ota_bl616.bin to Flash is as follows:

D:\Works\tools\BLFlashCube\v1.0.8> .\BLFlashCommand.exe --interface=uart --chipname=bl616 --port=C0OM9I8 --
~baudrate=2000000 --firmware=D:\bouffalo_sdk\examples\wifi\sta\build\build_out\sta_bl616.bin

(continues on next page)
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[15:43:00.454] - Serial port is COM98
[15:43:00.454]
[15:43:00.455] - Program Start
[15:43:00.456] - ========= eflash loader cmd arguments =========
[15:43:00.457] serial port is COM98
[15:43:00.457] - chiptype: bl616
[15:43:00.457] cpu_reset=False
[15:43:00.480] com speed: 2000000
[15:43:00.480] - ========= Interface is uart =========
[15:43:00.480] - Bootrom load
[15:43:00.480] ========= get_boot_info =========
[15:43:00.480] - ========= image get bootinfo =========
[15:43:00.485] default set DTR high
[15:43:00.587] - usb serial port
[15:43:00.649] clean buf
[15:43:00.653] send sync
[15:43:00.867] - ack is b'4f4b'
[15:43:00.869] shake hand success
[15:43:01.382] data read is b'0100160600000100279280015e64de05b91819000£758010"
[15:43:01.382] - ========= ChipID: 18b905de645e =========
[15:43:01.382] - Get bootinfo time cost(ms): 902.612060546875
[15:43:01.382] - change bdrate: 2000000
[15:43:01.383] Clock PLL set
[15:43:01.383] - Set clock time cost(ms): 0.0
[15:43:01.504] - Read mac addr
[15:43:01.506] MACADDR: 18b905de645e
[15:43:01.506] - flash set para
[15:43:01.507] - get flash pin cfg from bootinfo: 0x02
[15:43:01.507] set flash cfg: 1014102
[15:43:01.508] - Set flash config
[15:43:01.510] - Set para time cost(ms): 1.98876953125
[15:43:01.510] - ========= flash read jedec ID =========
[15:43:01.511] - Read flash jedec ID
[15:43:01.511] - readdata:
[15:43:01.511] b'c8401600'
[15:43:01.511] Finished
[15:43:01.511] flash config Not found,use default
[15:43:01.511] - jedec_id:c84016
[15:43:01.511] - capacity_id:22
[15:43:01.511] capacity:4.0M
[15:43:01.511] - get flash size: 0x00400000
[15:43:01.511] - Program operation
[15:43:01.511] - Dealing Index O

(continues on next page)
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[15:43:01.511] - ========= programming D:\bouffalo_sdk\examples\wifi\sta\build\build_out\sta_bl616.bin toy
+0x0

[15:43:01.511] - flash para file: D:\Works\tools\FlashCube\v1.0.8\chips/bl616/efuse_bootheader/flash_para.
<bin

[15:43:01.512] - Set flash config

[15:43:01.515] - Set para time cost(ms): 2.417236328125

[15:43:01.515] - ========= flash load =========

[15:43:01.515] - ========= flash erase =========

[15:43:01.515] - Erase flash from 0x0O to Oxca61lf

[15:43:02.226] - Erase time cost(ms): 711.35107421875

[15:43:02.496] - decompress flash load 494024

[15:43:02.507] - Load 2048/494024 {"progress":0}

[15:43:06.088] - Load 494024/494024 {"progress":100}

[15:43:06.088] - Write check

[15:43:06.102] - Flash load time cost(ms): 3874.525634765625

[15:43:06.102] - Finished

[15:43:06.107] - Sha caled by host: 6167624bb39d78d164eada22e9802520fb2bealb526a5563fc4eab6568d557747
[15:43:06.107] - xip mode Verify

[15:43:06.793] - Read Sha256/828960

[15:43:06.793] - Flash xip readsha time cost(ms): 686.288818359375

[15:43:06.793] - Finished

[15:43:06.794] - Sha caled by dev: 6167624bb39d78d164eada22e9802520fb2beaOb526a5563fc4eab568d557747
[15:43:06.794] - Verify success

[15:43:06.795] - Program Finished

[15:43:06.795] - All time cost(ms): 6340.654296875

[15:43:06.914] - close interface

[15:43:06.914] - [All Success]

5.2 10T multi-firmware Programming

Refer to the “Additional Burning Options” section to modify the partition table file and programming configuration
file.

Taking BLFlashCommand.exe as an example, the command to program the configuration items of flash_prog_cfg.ini
to Flash is as follows:

PS D:\Works\tools\FlashCube\v1.0.8> .\BLFlashCommand.exe --interface=uart --chipname=bl616 --port=COM98 --
~baudrate=2000000 --config=D:/bouffalo_sdk/examples/wifi/sta/flash_prog_cfg.ini

[15:47:11.112] - Serial port is COM98

[15:47:11.113] -
[15:47:11.116] - FW get address from partiton file D:\bouffalo_sdk\examples\wifi\sta\./build/build_out\

~partition.bin

[15:47:11.116] - Address=0x10000

(continues on next page)
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[15:47:11.117] -
~partition.bin
47:
47:
47:
47:
47:
47:
47
a7
a7:
4a7:
4a7:

[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:

4a7:
4a7:
47:
47:
47:
47:
47:
47:
47:
47
47
a7
a7:
4a7:
4a7:
4a7:
47:
47:
47:
47:
47:
47:
a7
47
4a7:
4a7:
4a7:
4a7:
4a7:
47

11.
11.
11
11.
11.
11.
11
11
11.
11
11.
11.
11
11.
11.
11
11.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.

118]
119]

.119]

120]
120]
120]

.257]
.257]

257]

.257]

257]
262]

.366]

428]
431]

.645]

648]
160]
160]
160]
160]
160]
161]
282]
283]
284]
284]
285]
285]
287]

.287]

287]
287]
287]
287]
287]
287]
2871
287]
2871
287]

mfg get address from partiton file D:\bouffalo_sdk\examples\wifi\sta\./build/build_out\

Address=0x210000

Program Start

========= gflash loader cmd arguments =========
serial port is COM98

chiptype: bl616

cpu_reset=False

com speed: 2000000

Bootrom load

========= get_boot_info =========
========= image get bootinfo =========
default set DTR high

usb serial port

clean buf

send sync

ack is b'4f4b'

shake hand success

data read is b'0100160600000100279280015e64de05b91819000£758010"

Get bootinfo time cost(ms): 903.37841796875
change bdrate: 2000000

Clock PLL set

Set clock time cost(ms): 0.26513671875
Read mac addr

MACADDR: 18b905de645e

flash set para

get flash pin cfg from bootinfo: 0x02
set flash cfg: 1014102

Set flash config

Set para time cost(ms): 1.990966796875
========= flash read jedec ID =========
Read flash jedec ID

readdata:

b'c8401600'

Finished

flash config Not found,use default
jedec_id:c84016

capacity_id:22

capacity:4.0M

get flash size: 0x00400000

Program operation

(continues on next page)
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[15:47:12.288]
[15:47:12.288]

«release_v8.0.

[15:47:12.288]

<bin

[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:

47:
47:
47
47
a7
a7:
4a7:
4a7:
4a7:
4a7:
47:
47:
47:
47:
47:
47:
a7
47
47
a7

12.288]
12.292]
12.292]
12.292]
12.292]
12.599]
12.615]
12.788]
12.789]
12.806]
12.806]
12.807]
12.807]
12.844]
12.844]
12.844]
12.845]
12.845]
12.846]
12.846]

~0xE000
[15:47:12.846]

<bin

[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:

4a7:
47:
47:
47:
47:
47:
47:
a7
47
4a7:
4a7:
4a7:
4a7:
4a7:
47

12.846]
12.849]
12.849]
12.849]
12.849]
12.888]
12.893]
12.893]
12.894]
12.894]
12.895]
12.895]
12.896]
12.896]
12.896]

Dealing Index O
========= programming D:\bouffalo_sdk\examples\wifi\sta\.\build\build_out\boot2_bl616_

.bin to 0x000000

flash para file: D:\Works\tools\FlashCube\v1.0.8\chips/bl616/efuse_bootheader/flash_para.

Set flash config
Set para time cost(ms): 3.126953125

Erase flash from 0x0O to 0xa93f

Erase time cost(ms): 307.765380859375

decompress flash load 21796

Load 21796/21796 {"progress":100}

Write check

Flash load time cost(ms): 204.3623046875

Finished

Sha caled by host: 81bdd6bd9e028b2d1fabda8d12aa4438353842d3f2a0b85e61a4efb00dd50£d0
xip mode Verify

Read Sha256/43328

Flash xip readsha time cost(ms): 36.54638671875

Finished

Sha caled by dev: 81bdd6bd9e028b2d1fabda8d12aa4438353842d3f2a0b85e61a4efb00dd50£d0
Verify success

Dealing Index 1

========= programming D:\bouffalo_sdk\examples\wifi\sta\.\build\build_out\partition.bin toy

flash para file: D:\Works\tools\FlashCube\v1.0.8\chips/bl616/efuse_bootheader/flash_para.

Set flash config

Set para time cost(ms): 2.998779296875
========= flash load =========

========= flash erase =========

Erase flash from 0xe000 to Oxel33

Erase time cost(ms): 39.04541015625

Load 308/308 {"progress":100}

Write check

Flash load time cost(ms): 3.004150390625
Finished

Sha caled by host: 6c50e14f£2776£fb705aaffb46d9022£2c062a296303d27c9545715585dd£93625
xip mode Verify

Read Sha256/308

Flash xip readsha time cost(ms): 1.000732421875

Finished

(continues on next page)
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[15:47:12.896] - Sha caled by dev: 6c50e14f2776fb705aaffb46d9022f2c062a296303d27c9545715585ddf93625
[15:47:12.896] - Verify success
[15:47:12.898] - Dealing Index 2
[15:47:12.898] - ========= programming D:\bouffalo_sdk\examples\wifi\sta\.\build\build_out\sta_bl616.bin to
=0x10000
[15:47:12.899] - flash para file: D:\Works\tools\FlashCube\v1.0.8\chips/bl616/efuse_bootheader/flash_para.
<bin
[15:47:12.899] - Set flash config
[15:47:12.901] - Set para time cost(ms): 1.998046875
[15:47:12.901] - ========= flash load =========
[15:47:12.902] - ========= flash erase =========
[15:47:12.902] - Erase flash from 0x10000 to Oxda61lf
[15:47:14.840] - Erase time cost(ms): 1938.134033203125
[15:47:15.112] - decompress flash load 494024
[15:47:18.693] - Load 494024/494024 {"progress":100}
[15:47:18.694] - Write check
[15:47:18.706] - Flash load time cost(ms): 3865.414794921875
[15:47:18.707] - Finished
[15:47:18.710] - Sha caled by host: 6167624bb39d78d164eada22e9802520fb2bealb526a5563fc4eab6568d557747
[15:47:18.710] - xip mode Verify
[15:47:19.396] - Read Sha256/828960
[15:47:19.396] - Flash xip readsha time cost(ms): 685.072998046875
[15:47:19.397] - Finished
[15:47:19.397] - Sha caled by dev: 6167624bb39d78d164eada22e9802520fb2bealb526a5563fc4eab568d557747
[156:47:19.397] - Verify success
[15:47:19.399] - Dealing Index 3
[15:47:19.399] - ========= programming D:\bouffalo_sdk\examples\wifi\sta\.\build\build_out\mfg_bl616_gu_

~af8b0946f_v2.

[15:47:19.400]

<bin

[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:

47:
47:
47:
47:
47:
a7
47
4a7:
4a7:
4a7:
4a7:
4a7:
47

19.
19.
.403]
19.
19.
20.
20.
22.

19

22.
22.
22.
22.
22.

400]
403]

403]
403]
325]
461]
110]
110]
124]
124]
126]
126]

26.bin to 0x210000
- flash para file: D:\Works\tools\FlashCube\v1.0.8\chips/bl616/efuse_bootheader/flash_para.

- Set flash config

- Set para time cost(ms): 2.56005859375

— ========= flash load =========

- ========= flash erase =========

- Erase flash from 0x210000 to 0x27457f

- Erase time cost(ms): 922.190673828125

- decompress flash load 222180

- Load 222180/222180 {"progress":100}

- Write check

- Flash load time cost(ms): 1797.292236328125
- Finished

- Sha caled by host: 02a97ceb1934£a725bd9822908a23790782516d092ccb6e8521£9614e52c46e3

- xip mode Verify

(continues on next page)
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[15:47:22.467] - Read Sha256/411008

[15:47:22.467] - Flash xip readsha time cost(ms): 339.635986328125

[15:47:22.468] - Finished

[15:47:22.468] - Sha caled by dev: 02a97ceb1934fa725bd9822908a23790782516d092ccb6e8521f9614e52c46e3

[15:47:22.468] - Verify success

[15:47:22.470] - Program Finished

[15:47:22.470] - All time cost(ms): 11352.484619140625
[15:47:22.578] - close interface

[15:47:22.578] - [All Success]

Use the serial port tool to open the serial port and you can see the startup log:

[14:39:48.564]

[14:39:48.566] - | _ \ 7l | |1 |1 [
[14:39:48.568] - | |20 | — _ _[ Il o | — 11 —_|I—
[14:39:48.578] - | </ _ 0\ | e 2 I R B VA N
[14:39:48.572] - | |2 [y DAZP PP Iach Pl Pl i
[14:39:48.573] - P N O PO U N o O R

Build:14:26:88,Mar 1; 2023
Copyright (c) 2822 Bouffalolab team

[14:39:48.574]
[14:39:48.576]

[14:39:48.577] - flash cfg
[14:39:48.578] jedec id BxEF4@17
[14:39:48.580] mid BxEF
[14:39:48.581] iomode axad
[14:39:48.581] clk delay axel
[14:39:48.581] clk invert axal

[14:39:48.582]
[14:39:48.582]
[14:39:48.583]
[14:39:48.584]
[14:39:48.585]
[14:39:48.586]
[14:39:48.586]
[14:39:48.587]
[14:39:48.588]
[14:39:48.599] - dynamic memory init success, ocram heap size = 15@ Kbyte, psram heap size = 4896 Kbyte
[14:39:48.591] sigl i FFFFFFff

[14:39:48.592] sig2:0@08+32F

[14:39:48.592] cgenl:9f7fFffd

[14:39:48.593] E[@mbouffalolab />F[@mlwip init done

[14:39:458.925] sys_mbox_new done!

[14:39:458.926] sys_mutex_new done!

[14:39:48.927] tecpip thread init done!

[14:39:48.927] - [I][MAIN] Starting wifi ...

[14:39:45.929] [I][rfparam] rfparam>>xtal value 480806808
[14:39:48.929] [I][rfparam] rfparam>>pwr_mode is bf
[14:39:48.938] Empty slot:1

[14:39:48.931] [I][rfparam] rfparam>>efuse wlan pwr_offset[14]: 1,1,1,1,1,1,0,0,08,8,0,8,8
[14:39:48.932] [I][rfparam] rfparam>>tlv wlan pwr_offset[14]: @,0,0,0,0,0,0,0,0,0,0,0,08,0,
[14:39:45.934] [I][rfparam] rfparam>>wlan pwr_offset[14]: 1,1,1,1,1,1,0,0,0,0,0,0,08,0
[14:39:45.934] Empty slot:@

[14:39:48.935] Mo written slot found

[14:39:458.938] [I][rfparam] rfparam>>no lp pwr_offset in efuse

[14:39:458.939] [I][rfparam] rfparam>>tlv wlan lp pwr_offset[14]: @,90,0,0,0,0,0,8,0,8,0,0,0,0,
[14:39:458.941] [I][rfparam] rfparam>>wlan lp pwr_offset[14]: ©,0,0,0,0,0,0,0,0,0,0,0,0,0,
[14:39:48.943]
[14:39:48.944]
[14:39:48.945]
[14:39:48.945]
[14:39:48.947]
[14:39:48.949]
[14:39:48.9508]
[14:39:48.951]
[14:39:48.953]

F14.20.42 OS2

read reg cmd@ @x@5
read reg cmdl @x35
write reg cmd@® @x@l
write reg cmdl 8x31
ge write len  @x81
cread support @x@e
cread code BxFF
burst wrap cmd @x77

Empty slot:@

Mo written slot found

[I][rfparam] rfparam>>no bz pwr_offset in efuse

[I][rfparam] rfparam>>tlv bz pwr_offset[5]: @,8,8,8,8,

[I][rfparam] rfparam>>bz pwr_offset[5]: 8,8,8,8,8,

[I][rfparam] rfparam>>pwr_11lb[4]: 28,208,20,28,

[I][rfparam] rfparam>>pwr_l1lg[8]: 18,18,18,18,18,18,16,16,

[I][rfparam] rfparam>>pwr_1l1ln_ht2e@[8]: 18,18,18,18,18,16,15,15,

[I][rfparam] rfparam>>pwr_lln_ht4e[8]: 18,18,18,18,18,16,15,14,
s

FTIfrfnoram] mEnamam ~msn 113s uk+IAFIGT. 12 18 12 12 12 18 15 1S 1S 14

Fig. 5.1: Startup Log

5.3 RAM Programming

Command line tools can directly specify the firmware to be burned using the --firmware --ram parameter, which defaults

to the RAM address corresponding to the different chip types.

Using BLFlashCommand.exe as an example, run the following command to write flash_forbidden_cmd_test_bl616.bin

to the Flash:
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D:\Works\tools\BLFlashCube\v1.1.2> .\BLFlashCommand.exe --interface=uart --chipname=bl616 --port=COM98 --

~baudrate=2000000 --firmware=D:\bouffalo_sdk\chiptest\bl616\flash\flash_forbidden_cmd_test\build\build_out\

~flash_forbidden_cmd_test_bl616.bin --ram

[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:
[15:

47
47
a7:
4a7:
4a7:
4a7:
4a7:
47:
47:
47:
47:
47:
47:
47:
a7

57.
57.
57.
57.
57.
57.
57.
58.
58.
58.
58.
58.
58.
58.
58.

661]
661]
681]
688]
7971
860]
905]
128]
130]
144]
146]
146]
146]
146]
167]

Serial port is COM98

========= image load =========

default set DTR high

usb serial port

clean buf

send sync

ack is b'4f4b'

shake hand success

get_boot_info

data read is b'0200160600000100679680013bf22c5042f41a000£758010c42a6dad "’
========= ChipID: £442502cf23b =========
last boot info: None

sign is O encrypt is 0

Download D:\bouffalo_sdk\chiptest\bl616\flash\flash_forbidden_cmd_test\build\build_out\

«flash_forbidden_cmd_test_bl616.bin

[15:47:58.167] - segcnt is 1

[15:47:58.175] - segdata_len is 34496

[15:47:58.258] - 4080/34496

[15:47:58.341] - 8160/34496

[15:47:58.425] - 12240/34496

[15:47:568.507] - 16320/34496

[15:47:568.590] - 20400/34496

[15:47:58.673] - 24480/34496

[15:47:58.756] - 28560/34496

[15:47:58.839] - 32640/34496

[15:47:58.877] - 34496/34496

[15:47:58.878] - Run img

[15:47:58.879] - Img run success

[15:47:58.879] - All time cost(ms): 1198.422607421875
[15:47:58.879] - True
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5.4 Flash/Efuse Read Write Operation

# flash chip erase
--interface=uart --chipname=bl616 --port=C0M24 --baudrate=2000000 --flash --erase --whole_chip

# flash section erase using start and end address

--interface=uart --chipname=bl616 --port=C0M24 --baudrate=2000000 --flash --erase --start=0x00 --end=0xFFF

# flash section erase using start and len

--interface=uart --chipname=bl616 --port=C0M24 --baudrate=2000000 --flash --erase --start=0x00 --1en=0x1000

# program file data to flash
--interface=uart --chipname=bl616 --port=COM24 --baudrate=2000000 --flash --write --start=0x1000 --

«file=write_file.bin

# erase whole flash chip before program file data to flash
--interface=uart --chipname=bl616 --port=C0M24 --baudrate=2000000 --flash --write --start=0x1000 --

~file=write_file.bin --whole_chip

# read data from flash and save to read_file.bin
--interface=uart --chipname=bl616 --port=COM24 --baudrate=2000000 --flash --read --start=0x00 --end=0xFFF

—-file=read_file.bin

# read data from flash and save to read_file.bin
--interface=uart --chipname=bl616 --port=C0M24 --baudrate=2000000 --flash --read --start=0x00 --1len=0x1000 -

o-file=read_file.bin

# efuse write

--interface=uart --chipname=bl616 --port=C0M24 --baudrate=2000000 --efusefile=efusedata.bin

# read data from efuse and save to read_file.bin
--interface=uart --chipname=bl616 --port=C0M24 --baudrate=2000000 --efuse --read --start=0x00 --end=0x1FF --

~file=read_file.bin

# read data from efuse and save to read_file.bin
--interface=uart --chipname=bl616 --port=COM24 --baudrate=2000000 --efuse --read --start=0x00 --len=0x200 --

~file=read_file.bin

# program file data to flash as well as efuse
--interface=uart --chipname=bl616 --port=COM24 --baudrate=2000000 --flash --write --start=0x1000 --

~file=write_file.bin --efusefile=efusedata.bin

Flash Cube User Manual 26/ 54 @2025 Bouffalo Lab



http://www.bouffalolab.com/

Sl T
= Flash Cube User Manual

Bouffalo Lab

# erase whole flash chip before program file data to flash then burn efuse
--interface=uart --chipname=bl616 --port=C0M24 --baudrate=2000000 --flash --write --start=0x1000 --

~file=write_file.bin --efusefile=efusedata.bin --whole_chip

5.5 Flash Otp Read Write Operation(only support BL616D/BL616L)

This tool provides the flash otp function to erase and read/write data. It is suitable for applications requiring high
security and data protection. Once data is locked after writing, it cannot be modified or erased. It is usually used to
store fixed, important data, such as a device’ s serial number, encryption key, or configuration parameters. Due to
its unchangeable nature, OTP memory has advantages in terms of security and tamper-resistance.

# read flash_otp data from flash using start and end address
--interface=uart --chipname=bl616d --port=COM24 --flash_otp --read --start=0x0 --end=0xff --baudrate=115200

# read flash_otp data from flash using start and len
--interface=uart --chipname=bl616d --port=C0M24 --flash_otp --read --start=0x0 --1len=0x100 --baudrate=115200

# flash_otp section erase using start and end address

--interface=uart --chipname=bl616d --port=C0M24 --flash_otp --erase --start=0x0 --end=0xff --baudrate=115200

# flash_otp section erase using start and len
--interface=uart --chipname=bl616d --port=C0M24 --flash_otp --erase --start=0xl --len=0x105 --
~baudrate=115200

# read flash_otp data from flash and save to read_file.bin
--interface=uart --chipname=bl616d --port=C0M24 --flash_otp --read --start=0x0 --end=0xff --baudrate=115200

o—-file=read_file.bin

# program file flash_otp data to flash
--interface=uart --chipname=bl616d --port=C0M24 --flash_otp --write --start=0x0 --file=write_file.bin --
~baudrate=115200

# program file flash_otp data to flash and lock it
--interface=uart --chipname=bl616d --port=COM24 --flash_otp --write --start=0x0 --file=write_file.bin --
~baudrate=115200 --lock

# read flash_otp data from flash using index start and len
--interface=uart --chipname=bl616d --port=C0M24 --baudrate=115200 --flash_otp --otpindex=0 --read --
~start=0x0 --len=0x100
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# erase flash_otp data by index
--interface=uart --chipname=bl616d --port=C0M24 --baudrate=115200 --flash_otp --otpindex=0 --erase

# program file flash_otp data to flash by index
--interface=uart --chipname=bl616d --port=C0M24 --baudrate=115200 --flash_otp --otpindex=0 --write --

~start=0x0 --file=test.bin

# lock flash_otp data by index
--interface=uart --chipname=bl616d --port=C0M24 --baudrate=115200 --flash_otp --otpindex=0 --lock

# program file flash_otp data to flash by index and lock it
--interface=uart --chipname=bl616d --port=C0M24 --baudrate=115200 --flash_otp --otpindex=0 --write --

~start=0x0 --file=test.bin --lock

5.6 Board with Auto-Download Capability Supporting Automatic Operation
Post-Programming

If the Boot and Reset pins of the board are connected to the USB-to-serial DTR and RTS, the downloader will auto-
matically set the pins to be in the UART boot download state or the startup state. When the user uses the --reset pa-

rameter, the download program will automatically reset the board into the startup state after the firmware is burned.

# flash reset after being downloaded
--interface=uart --chipname=b1616 --port=C0OM24 --baudrate=2000000 --firmware=D:\bouffalo_sdk\examples\wifi\
~sta\build\build_out\sta_bl616.bin --reset

5.7 Support RSA Public Key Encryption

The tool supports writing data to a specified location in efuse. Use --data to pass in unencrypted data, and use --
efuse_encrypted to pass in encrypted efuse data (encrypted using RSA public key), which has higher security per-
formance. The command line tool uses --efuse_encrypted to pass the encrypted efuse data --addr to the specified

location, as shown in the following example.

# flash reset after being downloaded
--interface=uart --chipname=bl616 --port=C0M24 --baudrate=2000000 --efuse_
~encrypted=3cfbc0fc209b1192bc52208£03ae5b2d880e3fb0ee26577d993d57£cb5bd85631979d022a68b6£41c7081e776ded777
bf23fb0a832e27cObbab8b7d938171c6£b48a18bd0£f21d8bala91c8e55509¢1552d5343cd8d49e74c4fd12badc0734a0422bfcd48a
719£02£3c24d541£530£63a74341bdc94£5a5£96287bb4c02b3b90d288501bcadcfeeab413e391ffdec9c5216e0591ee72cd7bacc94
796cb0ecbd94e985beal60b8778849372e29£9471bbf3ea824£3a097d89c2d77e2834b61643c5c7£7aaf88970217cab069£51b6658
2c6a7d0494c0579£299535d6e2£3d65905fe23964b4eb865e285£6cd7156973645511cee6825c7£52d8a77f6a482ecff9e62d9f32b4
d3c8c66e9db9cect8ee5909c7bbel165£0fa06a8366434fdcbff031c1a6£0d742b13556ef8abede64f0be904ceb35180£7b8cd97262
c217ecfec2055d4d20636e6£67cb6b462f75169e37ab96c323d92ea8a7calc116c080be3ad8003479d666fbf06efaal11b073bf815

(continues on next page)
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(continued from previous page)

9ed2a3066ef1a3371a%9eadfc4e8del1734£34£003a5989ca3alb8de22298a79£8ac3791da7787a7£921e0c0f7dfeeddfc4f75dceall
9db544ba77b43682bdeef1ae8b33cdd5a9783c£4502c75e163a73a23£69596de41aa2af35722fe857a82a48f£376b37£61928a4f4c
c20b7e108e248eddb90dc608c657045bd46cab151087892bfc31dec2c£04a8087b66e97e082ae02b2834751b179155bc11401a31a0
efOeb9cfc7cledbaf2de7e534d6144212177b9£4746e9a126c8c10b60515c0b4158738ebb961a10fc628b551fed7cd175653£351dba
7bbbe19007af7895bd800£f1d2a0d6eb244£2695881077£dd87£969fafc67£390a072907£6ad654ee6557c0a590£0536135558dc37a
ad4d62c5£0c6ee460de94821b18146daa96938£716bd327211abe7febclceb195d96d468b9802680cae90£6dd1b0b6814ea7d90629
be0f6c61567156b04fe8c79362844ddfa2a15641550£e202c78ae0053725£826488e0b05cbccal6a39£4b45£69d9235ec3£37e0945
14727ae4a80443bfc669£953f1802e550d8af479dd8d4b68afe2feabe0b62b03 --addr=0x0
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Select the Flash Utils option in the first line menu to enter the Flash Debugging Assistant interface. The Flash

Debugging Assistant is used to get the Flash ID, read and erase the content of the specified address of the Flash,
and read and write the values of the registers.

Eile  Help

Fig. 6.1: Flash Debug Assistant Interface
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6.1 Configure the Communication Method

* Basic Options area configuration parameters include:

— Chip: Used to select the type of chip that needs to be programmed currently, supports BL602/604, BL702/704/706,

BL808, BL606P and BL616/BL618, etc.

— Interface: Used to select the communication interface for programming, the optional interfaces are Jlink,

UART, CKLink and Openocd, users choose according to the actual physical connection

— Port/SN: When UART is selected for programming, the COM port number connected to the chip is selected

here; when Jlink /CKLink /Openocd is selected, the port number of the device is displayed here. When Jlink

/CKLink /Openocd is selected, the port number of the device is shown here. You can click the Refresh button

to refresh the COM number or port number.

— Uart Rate: When selecting UART for programming, you need to fill in the baud rate, the recommended pro-

gram frequency is 2M.

— JLink Rate: When selecting JLink for programming, the default value is 1000.

6.2 Read Flash ID

¢ Read Flash ID: Click Read ID.

File Help

/ Flash Download V Flash Utils \

Flash Read/Erase

1] 68401600 Read ID
Start Addr Read Flash
End Addr Erase Flash Whole Chip

Flash Program

flash addr

image file

Register Read/Write

Command
Length Read Register
Value Write Register

Basic Options

Chip

Interface

Port/SN

Uart Rate

BLE16/618 -

Uart w7

COM76 (PROG)  +

2000000

Refresh

Clear

Download

Browse

Lavias o ou)
[18:17:07.004] -
[18:17:67.0605] -
[10:17:07.005] -
[18:17:07.005] -
[18:17:07.005] -
[10:17:07.005] -
[10:17:67.0605] -
[10:17:67.0685] -
[18:17:07.005] -
[18:17:67.0605] -
[10:17:07.008] -
[18:17:07.008] -
[18:17:07.008] -
[10:17:07.608] -

Read flash jedec ID

readdata:

b'63481500"

Finished

flash config Mot found,use default
jedec_id:684816

capacity_id:22

capacity:4.8M

get flash size: 2x20400000
========= flash read jedec ID =========
Read flash jedec ID

readdata:

b'GE4@1600"

Finished

Fig. 6.2: Read flash ID
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6.3 Read Flash

» Read the data in the specified address segment of Flash: fill in the Start Addr with the start address of the data
to be read, and fill in the End Addr with the end address of the data to be read, click Read Flash, and the read
content will be updated in the flash.bin file in the root directory of the tool.

The following example is to read data from Flash 0x0 ~ 0x2000 address.

Eile Help

[ Flash Download V Flash Utils \

Basic Options

Chip BLG16/618 S
Flash Read/Erase Register Read/Write
Interface Uart =
- Beadl) Tl PorUsN COM7E (PROG) =
Uart Rate 2000000
Start Addr 0x0 Read Flash Length Read Register
EndAddr  0x2000 Erase Flash Whole Chip Value Write Register SENEL
Clear
Download
Flash Program
flash addr image file Browse
@
LiicdiiniTen) cupueter_suies ]
[1@:28:16.427] - capacity:4.@M
[1@:28:16.427] - get flash size: @x@@400000
[1@:28:16.427] - Read operation
[18:28:16.427] - ========= flash read =========
[18:28:16.471] - Read 2843/8193
Read 4896/8193
Read 5144/8193
Read B8192/8193
[1@:28:16.472] - Read 8193/8193
[1@:28:16.473] - Flash read time cost(ms): 45.875244148525
[1@:28:16.473] - Finished
[1@:28:16.473] - All time cost(ms): 1857.986328125
[1@:28:16.574] - close interface
[18:28:16.575] - [All Success] -

Fig. 6.3: Read data from flash 0x0 ~ 0x2000 address

6.4 Erase Flash

» To erase the data of the specified address segment of Flash: Fill in the Start Addr with the start address of the data
to be erased, and fill in the End Addr with the end address of the data to be erased. After clicking Erase Flash,

the tool will erase.
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Eile Help

[ Flash Download V Flash Utils \

Flash Read/Erase

Start Addr 0x10000

End Addr 0x1FFF

Flash Program

flash addr

- Fin

Read ID

Read Flash

Erase Flash ‘Whole Chip

image file

ed
[1@:24:83.292] - flash config Not found,use default
[1@:24:83.292] - jedec_id:684816
[18:24:83.292] - capacity_id:22
[1@:24:83.292] - capacity:4.8M
[1©:24:083.292] - get flash size: ©@x00400000
[1@:24:83.292] - Erase flash operation

[10:24:03.252] -

flash srase

[12:24:83.292] -|Erase flash from @x18088 to Bx11fff
[18:24:83.297] -|Erase time cost(ms): 3.89998234375
[18:24:83.299] -|Erase flash OK

[18:24:83.388] -|All time cost(ms): 1821.8671875

[18:24:83.48@] - close intertace
[18:24:93.481] - [All Success]

Register Read/Write

Command
Length Read Register
Value Write Register

Fig. 6.4: Erase Flash Interface

Basic Options

Chip

Interface

Port/SN

Uart Rate

BLE16/618 =

Uart =

COM76 (PROG) =

2000000

Refresh

Clear

Download

Browse

Note: The unit of Flash erase is 4KB (0x1000), you need to be careful not to exceed the End Addr.

» To erase the Flash area of the whole chip, you need to check Whole Chip and then click Erase Flash.
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File Help

/ Flash Download V Flash Utils \

Basic Options
Chip BLG16/618 v
Flash Read/Erase Register Read/Write
Interface Uart ~
= Reatil) Sl Part/sh COMT6 (PROG) =
Uart Rate: 2000000
Start Addr Read Flash Length Read Register
End Addr EraseFlash | | v Whole Chip Value Write Register Hellesh
Clear
Download
Flash Program
flash addr image file Browse

7 - b'B34@1500" j
[18:21:18.675] - Finished
- flash config Mot found,use default
- Jedec_id:684816
- capacity_id:22
- capacity:4.8M
- get flash size: @x@e400000
[18:21:18.676] - Erase flash operaticn
[18:21:18.676] - Flash Chip Erase All
[19:21:11.393] - Chip erase time cost(ms): 715.492919921875
[12:21:11.385] - Erase flash OK
[18:21:11.395] - All time cost(ms): 1748.988224689375 ﬂ

[T 2T IT AUS | = CI65e TATEFTace
[18:21:11.495] - [All Success]

Fig. 6.5: Erase Flash Interface

6.5 Read and Write Registers

* Read the contents of the register: enter 0x05/0x35 in Command, fill in the number of bits to be read in Length,
click Read Register, the read data will be displayed in Value

Flash Cube User Manual 34/ 54 @2025 Bouffalo Lab


http://www.bouffalolab.com/

=

Bouffalo Lab

Flash Cube User Manual

File Help

/ Flash Download V Flash Utils \

Flash Read/Erase

Start Addr

End Addr

Flash Program

flash addr

Laveau wi s

[10:26:67.927] -

Read ID

Read Flash

Erase Flash

image file

4
Read flash jedec ID

[10:26:87.928] - readdata:
[1@:26:@7.929] - b'G340@1500"
[19:26:@7.929] - Finished

[10:26:87.929] -
[10:26:67.938] -
[10:26:67.938] -
[18:26:67.938] -
[10:26:07.930] -
[18:26:07.931] -
[12:26:07.932] -
[10:26:07.932] -
[10:26:07.932] -
[10:26:87.932]

readdata:
b'az2'
- Finished

capacity_id:22
capacity:4.8M
size: @x@0420000
flash read status register =
h status register

Whole Chip

flash config Not found,use default
Jedec_id: 684816

Register Read/Write

Command 0x35

Length 1 Read Register

Value 02 Write Register

Fig. 6.6: Read Register Interface

Basic Options

Chip

Interface

Port/SN

Uart Rate

BLG16/618 -

Uart ~

COM76 (PROG) =

2000000

Refresh

Clear

Download

Browse

» Write Register: Enter 0x01/0x31 in Command, fill in the number of bits to be written in Length, fill in the written

data in Value, and click Write Register.
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Eile Help

/ Flash Download V Flash Utils \

Flash Read/Erase

Start Addr

End Addr

Flash Program

flash adi

[18:14:15.664] - readdata:
[1@:14:15.664] - b'G3401600"
[1@:14:15.665] - Finished

[18:14:15.665] - jedec_id:684816
[18:14:15.665] - capacity_id:22
[18:14:15.665] - capacity:4.8M

[18:14:15.663] - == = flash read jedec ID =
[10:14:15.664] - Read flash jedec ID

Register Read/Write
Read ID Command 0x01
Read Flash Length 1
Erase Flash ‘Whole Chip Value oo

[18:14:15.665] - flash config Not found,use default

[18:14:15.665] - get flash size: Bx88480880

[18:14:15.665] - write_data @@

[18:14:15.666] - Finished

[16:14:15.865] - = Flash write status register

[19:14:15.666] - Write flash status register

Basic Options

Chip

Interface

PortiSN

Uart Rate

BLG16/618 =

Uart =

COM76 (PROG) =

2000000

Refresh

Clear

Download

Browse

Fig. 6.7: Write Register Interface
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Advanced Features

Flash Cube also provides some advanced programming features, which are realized by modifying the configuration

file.

7.1 Support Fuzzy Matching of Firmware Paths

In the configuration file flash_prog_cfg.ini imported by the user, the firmware path can be similar to “./build/build_-

out/helloworld* $(CHIPNAME).bin” , and the tool can match the test firmware that needs to be programmed.

The fuzzy matching method is used in the flash_prog_cfg.ini configuration file in the examples/wifi/sta/wifi_ota direc-
tory of the SDK.

[cfgl

# 0: no erase, 1:programmed section erase, 2: chip erase

erase = 1

# skip mode set first para is skip addr, second para is skip len, multi-segment region with ; separated
skip_mode = 0x0, 0x0

# 0: not use isp mode, #1: isp mode

boot2_isp_mode = 0

[boot2]
filedir = ./build/build_out/boot2_x*.bin
address = 0x000000

[partition]
filedir = ./build/build_out/partition.bin
address = 0xE000

[Fw]
filedir = ./build/build_out/wifi_ota*_$(CHIPNAME) .bin

address = @partition

(continues on next page)
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(continued from previous page)

[mfg]

filedir = ./build/build_out/mfg*.bin

address = Q@partition

* The filedir of [boot2] uses “. /build/build_out/boot2_*.bin” fuzzy match to find the boot2_bl616_release v8.0.7.bin
file in the build/build_out directory.

* The filedirin [FW] uses “. /build/build_out/wifi_ota* $(CHIPNAME).bin” fuzzy match to find the wifi_ota_bl616.bin
file in the build/build_out directory, where $(CHIPNAME) depends on the chip type selected for the Chip of the

program interface.

* The filedir of [mfg] uses “. /build/build_out/mfg*.bin” fuzzy match to find the mfg_bl616_gu_af8b0946f v2.26.bin
file in the build/build_out directory.

If more than one file is matched, the tool will indicate an error: “Error: Multiple files were matched!”

Eile Help

/ Flash Download \/ Flash Utils \

FHInWAlE UpuUns

config file  ols/FlashCubei1.0.4/bouffalo_sdk/examplesiwifi/staflash_prog_cfg.ini

boot2 fouildib
partition fbuild/
FW fbuild
mfg buildiby

Efuse Options

Enable

Encrypt Options

uild_out/boot2_* bin

build_out/partition.bin

build_out/sta®_$(CHIPNAME]).bin

uild_out/mfg* bin

aes-encrypt  key (16 bytes)

ecc-signature public key Browse

alo

@ |«

@ |@partition

@ |@partition

iv (16 bytes)

private key

Browse

Add

Delete

Delete

Delete

Delete

Browse

Browse

“  Basic Options

Chip

Interface

Port/SN

Uart Rate

BLE16/618

Uart

COMZ4 (PROG)

2000000

Refresh

Clear

Open Uart

Save Config

Download

[15:46:59.949] - Error: FW multiple files were matched!

Fig. 7.1: Finding Firmware Errors
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7.2 Support ISP Programming Mode

BLFlashCube supports ISP (In-System Programming) mode programming, please refer to the document “ISP_-

Download Instructions” for details.

Taking BL602 as an example, boot2_isp_mode controls whether to select the isp programming mode, and isp_-
mode_speed controls the baud rate configuration that triggers isp programming through communication with boot2.
Among them, boot2_isp_mode is set in the user-defined programming configuration file, and isp_mode_speed is
defined in “chips/bl602/eflash_loader/eflash_loader_cfg.ini” of the tool. Modify “boot2_isp_mode =0” in the custom

configuration file to “boot2_isp_mode = 1” , and you can use the ISP programming mode.
The steps are as follows:

First, make sure that the Boot2 program has been programmed and started in the chip, and then modify “boot2_-
isp_mode = 1” in the configuration file. Click Download in the tool page, as shown in the figure below. During the
programming process, it will prompt “Please Press Reset Key!” . At this time, the user needs to reset the chip within
5 seconds and see “read ready” or “isp ready” . The log indicates that the tool handshake is successful, and then

just wait for the programming to complete.

If it is an automatically programmed board, after prompting “Please Press Reset Key!” , the tool will control the Reset

pin to automatically reset the chip to perform the ISP programming process without manual operation.

& Bouffalo Lab Flash Cube 1.0.0 - m} X
File Help

/ Flash Download \/ Flash Utils \

Firmware Options “  Basic Opfions

‘config file D:/Works/bouffalo_flash_cube/bl602 ini Browse Add Chip BLG02/604 -
Booi2 D:itestinlE02whole_img_booi2.bin @ 00 Delete Interface Uart -
partitond | D:testiblG02\partition. bin @ | 0x2000 Delete Port/SN COM108 (PROG)  ~

partiton1 D \testibl502\partition bin & | 0xf000 Delete Uart Rate 2000000

firmware D:testibl602whole_img.bin @ 0x10000 Delete

dts Ditestibl602\ro_params.dtb @ O0x1f3000 Delete Refresh

Efuse Options Clear

Enable Browse Open Uart

Encrypt Options Save Config
aes-encrypt  key (16 bytes) v (16 bytes) Download

ecc-signature public key Browse  private key Browse

[14:31:19.295] - chiptype: bl6@2 j
[14:31:19.296] - cpu_reset=False

[14:31:19.841] - ========= Interface is uart =========

[14:31:19.842] - isp mode speed: 2808868

[14:31:19.845] - Eflash load bin file: chips/bl682/eflash_loader/eflash_loader_48m.bin

[14:31:19.845] -
[14:31:19.847] -
:31:19.847] -

== load eflash_lecader.bin =========
h_loader.bi i

read read J
[14:31:20.258] - shake hand success

[14:31:2@.267] - get_boot_info

[14:31:28.270] - data read is b'B16G@3850A880666P316C1828dd21dcFBebd]138B2FF4Fb08 " =

Fig. 7.2: ISP programming mode
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7.3 Support Compression and Programming

In compression programming mode, the tool will compress each file being programmed. When transmitted to the chip

through the serial port, the chip performs a decompression operation and writes the decompressed file into Flash.

Compression and programming can greatly improve the programming speed. Among them, BL702 does not support

compression and programming.

Taking BL602 as an example, open the “chips/bl602/eflash_loader/eflash_loader_cfg.ini” file in the tool directory

and modify “decompress_write = false” to “decompress_write = true” . When programming, the log shown in the

figure below appears, indicating that the compression programming method is successfully used.

© Bouffalo Lab Flash Cube 1.0.0
File Help

/ Flash Download \/ Flash Utils

Firmware Options

config file D:Works/bouffalo_flash_cube/blB02 ini Browse Add

Boot2 D:\testibl602\whole_img_boot2.bin @ 00 Delete
partiton0 Drtestibl602\partition. bin @ |0xe000 Delete
partiton1 D:ltestibl602\partition.bin @ 0000 Delete
firmware D:testy Delete
dis Ditestibl602\ro_params.dib @ |0x113000 Delete

Efuse Options
Enable Browse

Encrypt Options

aes-encrypt  key (16 bytes) iv {16 bytes)

ecc-signature public key Browse private key Browse

[14:31:22.513] - erase pending
[14:31:22.572] - erase pending
[14:31:22.639] - erase pending
[la-31.22 1] - E E=1 t3 ~A48 3999 9375

| £14:31:22.753] - decompress flash load 13320 |
TTETsT BSOS Zea87 13970 T PToL T
[14:31:22.778] - Load 4896/13926 {"progress":29}
[14:31:22.791] - Load 6144/13920 {"progress":44}
[14:31:22.805] - Load 8192/13926 {"progress":58}
[14:31:22.817] - Load 18248/13926 {"progress":73}
[14:31:22.831] - Load 12288/13920 {"progress":88}
[14:31:22.845] - Load 13926/13926 {"progress":108}
[14:31:22.846] - Load 13928/13928 {"progress":108}
r14:31:22 8461 - Writa rheck

Basic Options

Chip

Interface

Port/SN

Uart Rate

BLE02/604 -

Uart -

COM108 (PROG) -

2000000

Refresh

Clear

Open Uart

Save Config

Download

L

Fig. 7.3: Compression programming mode

7.4 Support eFuse Verification Selection

The Flash Cube tool supports eFuse programming, and efusedata.bin and efusedata_mask.bin will be generated in

the “build/build_out” directory after the SDK is compiled. Among them, efusedata.bin is the bin file selected when

eFuse is programmed, and efusedata_mask.bin is used for eFuse verification.

Whether eFuse verification is configurable can be configured by modifying the factory_mode parameter in the eflash_loader_-
cfg.conffile under the corresponding chip type (taking BL602 as an example, the file path is chips/bl602/eflash_loader/eflash_-

loader_cfg.ini).

The default factory_mode is false, which means that eFuse verification is not performed. When modifying factory_-

mode = true, it means performing eFuse verification.
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Take the repeated encryption and signing of the chip as an example. When the chip is programmed again, since

the encrypted key or signature hash has been programmed and read-write protected, if factory_mode = true, it will

display that the eFuse programming verification failed. This is a normal phenomenon, but it may cause confusion for
customers.

Eile Help

/ FlashDownload \/ FlashUtils

Firmware Options Basic Options

Chip BLG02i604 =

Interface Uart =
config file D:ftestibouffalo_flash_cubeMash_prog_cfg_mcu.ini Browse Add

PortiSN COM41 (PROG) =

Uart Rate 2000000

Efuse Options Refresh
v Enable D:ftestiefusedata.bin Browse Clear
Encrypt Options ‘Open Uart
v/ aes-encrypt  key (16 bytes) 12345678123456781234567812345678 v (16 byles) 12345678123456781224567800000000 Save Config

v ecc-signature public key be_v1 0 2/utils/pem/publickey_uecc pem Browse | private key _vi 0 2/utilsipem/privatekey_ueccpem Browse
Download

- Finished

- compare fail: 28
- 179179

- Read:

- b5@190805F3e6hFA5TDC1100 20242¢8041d10b3F810806b06000507294820d8097 3731326839009 267 FRTb6d1CSFafe,
- Expected:

- b 1

- Verify fail
2] - {"ErrorCode": "@@22","Errortsg":"BFLE EFUSE CONPARE FAIL"}
- Burn Retry

d 9737a13e68e398bd9a287F@7b6d1cSFafcads123456781234567812345578123456

4]
[13:38:15.884] - Burn return with retry fail

Fig. 7.4: Repeated encryption and signature programming eFuse verification failed

If you modify factory_mode = false and do not perform verification and programming, it will directly display that the

programming is successful.
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File Help

/ FlashDownload 1\ / FlashUtils

Firmware Options Basic Oplions

. - b'efde1580"
[13:36:35.332] - Finished
[13:36:35.335] - Program operation

[13:36:35.335] -
[13:36:35.335] -
[13:36:35.335] -
[13:36:35.335] -
[13:36:35.338] -
[13:36:35.339] -
[13:36:35.562] -
[13:36:35.564] -

=== efuse load ===
ile: D:/test/efuse
Decrypt efuse data

Load efuse @

Finished

A1l time cost{ms): 3200.465576171875
close interface

[All Success]

Chip BLE02/604
Interface Uart
config file D:ftest/bouffalo_flash_cubefflash_prog_cfg_mcu.ini Browse Add
Port/SN
Uart Rate 2000000
Efuse Options Refresh
v Enable Diftestiefusedata.bin Browse Clear
Encrypt Options Open Uart
v/ aes-encrypt key (16 byles) 12345678123456781234567812345678 iv (16 bytes) 12345678123456781234567800000000 Save Config
V| ecc-signature public key oe_v1.0.2/utils/ipem/publickey_uecc.pem Browse | private key e_v1.0.2/utils/pemiprivatekey_uecc.pem Browse Download

COM41 (PROG) e

Fig. 7.5: Repeatedly encrypting and signing eFuse without verification

7.5 Support Modifying the Erasure Method During Programming

The tool supports Flash full erase and segmented erase, which are controlled by the erase parameter in the configu-

ration file (flash_prog_cfg.ini) imported by the user.

The erase parameter under [cfg] in the configuration file is used to configure the erasure method of the tool. When

erase = 0, it means direct programming without erasing. When erase = 1, it means erasing according to the programming

address and content size during program. When erase = 2, it means all Flash will be erased before programming.

The default programming mode in the tool is erase = 1, which erases according to the programming address and content

size, and performs an erase operation before programming each file.
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[14:31:21.098] - =

programming D:\test\bl682\whole_img bootZ.bin
[14:31:21.185] - = =

= flash load

.135] - Erase flash +rom 8x8 to 8xbd42Ff
L1427 - erase pending
[14:31:21.439] - erase pending
[14:31:21.496] - erase pending
.558] - erase pending
.614] - erase pending
.718] - Erase time cost{ms): 574.88439453125

.995] - Load 24584/24584 {"progress":
.998] - Load 24584724584 {"progress
.998] - Write check

.813] - Flash load time cost(ms): 299.993898484375

.815] - Finished

.817] - Sha caled by host: ad76leSaseSaldddacif2f6bf2bcB8268leaclbdadSb5c382e59e562bacSafdae
.828] - xip mode Verify

.834] - Read Sha256/46128

.835] - Flash xip readsha time costi(ms): 14.999267578125

.836] - Finished

.836] - Sha caled by dev: aB876leSa3eS5alB884ac?F2f6bf2bcB26@1leaclbdaddb5c382e59e562bacsafdee
.839] - Verify success

.842] - Dealing Index 1

.e427 - programming D:\test\ble@2\partition.bin
L8477 - flash load
.e431 - flash erase =

.849] - Erase flash from 8xe@8@ to Bxelef
.852] - erase pending

2.133] - Load 2727272 {"progress":188}

.134] - Load 2727272 {"progress":18@}

.134] - Write check

.1417] - Flash load time cost{ms): 9.996826171875

.1427 - Finished

.143] - 5ha caled by host: fdeafliéfcdaaf2B@i277cacTeicalddliatib55f5ecbh8982et28bc243@8524aa
.143] - xip mode Verify

.146] - Read Sha256/272

.146] - Flash xip readsha time cost(ms): 1.888244148525

.148] - Finished

.147] - Sha caled by dev: fdéaflBfc4aaf2BB7277caci67calddl2af7b55F5ecbb8982:F28bc2438524aa
.147] - Verify success

.148] - Dealing Index 2

L1487 programming D:‘\test\ble@zypartition.bin
L1577 - flash load
L1587 - flash erase =

T158) - Erase flash <rom BxiBEB To BxT16T
.16871 - erase pending

.253] - Erase time cost(ms): 94.8848828125
.257] - Load 2727272 {"progress":18@8}

.258] - Load 2727272 {"progress":188}

L2587 - Write check

.259] - Flash load time cost(ms): 4.88398625
L2597 - Finished

.263] - Sha caled by host: fdbaflB8fcdaaf2887277cacT67callddl2af7b55F5ecbb8982ef28bc2438524aa
L2647 - xip mode Verify

Fig. 7.6: Erase according to the programming address and content size

When the programming mode is changed to erase = 2, the tool will erase all Flash before programming.
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[14:42:57.971] - ========= flash read jedec ID =========
[14:42:57.973] - Read flash jedec ID
[14:42:57.973] - readdata:
[14:42:57.973] - b'ef4@l588"
[14:42:57.973] Finished
14:42:57,075] - Prosram opergtion
[14:42:57.975] - Flash Chip Erase A1l
[14:42:58.986] - erase pending
[14:42:59.995] - erase pending
[14:43:81.883] - erase pending
[14:43:82.812] - erase pending
[14:43:83.821] - erase pending
[14:43:83.506] - Chip erase time cost{ms): 5531.859326171875
H:EH-EN = Dealing Lndex @
[14:43:83.588] programming D:\test\ble@2\whole_img_boot2.bin to 8x@
[14:45: - flash load =========
[14: decompress flash load 24584
[14: Load 24584/24584 {"progress":188}
[14: Load 24584/24584 {"progress":1688}
[14: Write check
[14: Flash load time costi{ms): 285.758244148625
[14: - Finished
[14: Sha caled by host: a876le5a3ie5a@8ddaeif2febf2Zbcize@leaclbdad9bsc3@2e59e562baesatdee
[14: xip mode Verify
[14: Read Sha256/46128
[14: Flash xip readsha time cost{ms): 14.81171875
[14: - Finished
[14: Sha caled by dev: ad76leSa3eSaddddaeififobfZbcB268leaclbdadob5c382e59e562baeSafdae
[14: - Verify success
[14: Dealing Index 1
[14: - == programming D:\test\ble@2\partition.bin toc Bxe@88
[14: - == flash load ==
[14: Load 272/272 {"progress
[14: Load 272/272 {"progress":188}
[14: Write check
[14: Flash load time costi{ms): 3.998779296875
[14: - Finished
[14: Sha caled by host: fdeafl8fcdaaf2887277caci67callddl2af7b55F5ecbbB982ef28bc24308524as
[14: xip mode Verify
[14: Read 5ha256/272
[14: Flash xip readsha time costi{ms): 1.886183515625
[14: - Finished
[14: Sha caled by dev: fd6afléfcd4aafliei27icaci67calddl2afib55f5ecbbda@2ef28bc2438524aa
[14: - Verify success
[14: v i Index 2
[14: == programming D: sty\bleB2\partition.bin to BxfBee
[14: == flash load == ===
[14: oa 27272 {"progress":188%
[14: Load 272/272 {"progress":188}
[14: Write check
[14: Flash load time cost(ms): 3.36@8187421875
[14: - Finished
[14: Sha caled by host: fdeafl8fcdaaf2B887277caci67calddl2af7b55F5echbbB982ef28bc2430524a

[14:

xip mode Verify

Fig. 7.7: Full erase before programming

7.6 Support Skip Function for Erasing and Writing

When you do not want the specified area to be erased or written during flash programming, you can use the skip

function to skip this area for programming. The skip parameter under [cfg] in the configuration file (flash_prog_cfg.ini)

is used to set the skip function of tool erasing. Taking BL602 as an example, we do not want the address contents of

0x11000 ~ 0x12000 to be changed during the programming process. This can be achieved by modifying the value of

skip_mode. The first parameter is the starting address and the second parameter is the length.

Steps:

First, open the user-defined configuration file flash_prog_cfg.ini and modify “skip_mode = 0x0, 0x0” to “skip_mode

= 0x11000, 0x1000” . The programming log after clicking the “Download” button is as shown below:
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.257]

.337]

.361]

.257] -
.259] -

.348] -
.368] -
.381] -

.383] -
.384] -
.365] -
.365] -
.367] -
.367] -
.367] -
.368] -
.368] - \
.378] -

flash erase =
Erase flash from 8x18880 to 8xlefff
erase pending

- Erase time cost(ms): 79.93781171875
Load 2848/4896 {"progress”:58}

Load 4806/4896 {"progress
Load 4@96/4896 {"progress":180}

- Write check

Flash load time cost(ms): 25.81123846875

Finished

Sha caled by host: c1f188588c5a@7cebB87c3379f8a74a48c115c2¢c5dd454162471e1417681F5a56
xip mode Verify

Read Shal56/4896

Flash xip readsha time cost(ms): 1.857177734375

Finished

Sha caled by dev: clfl@@5@@c5a@7ceb87c3370F8a74a48c115c2c5dd45416247121417631F5a56
success

flash load

.798]

3711 -
.371] -
.376] -
.438] -
.491] -
.548] -
.B17] -

"71B] -
.738] -
.741] -
.755] -
.778] -
.782] -
.787] -
.788] -

.811] -
.812] -

flash erase
Erase flash from 8x12888 to 8x16d4cf
erase pending
erase pending
erase pending
erase pending
erase pending

i 339.652832@3125
decompress flash load 11124

Load 2848/11124 {"progress”
Load 4896/11124 {"progress”
Load 6144/11124 {"progress
Load 8102/11124 {"progress
Load 102408/11124 {"progres 2}

Load 11124/11124 {"progress":10@}

Load 11124/11124 {"progress":1e@}

- Write check

Flash load time cost(ms): 99.43994140625
Finished

118}
36}
55}
73}

Fig. 7.8: The skip function of the IOT page

skip_mode supports configuring multiple areas at the same time, separated by

Taking BL602 as an example, if you do not want the address contents of 0x11000 ~ 0x12000 and 0x13000 ~ 0x15000
to be changed during the programming process, you need to modify the value of skip_mode in the configuration file
flash_prog_cfg.inito “skip_mode = 0x11000, 0x1000; 0x13000, 0x2000”

.419] -

programming D: testibleB2iwhole img.bin to 8x10008

.423] - Sklp flash file, skip addr @xPBO11ERE, ckip len BxeEEE1888
:88:28.
:88:20.
18828,
18@:2a.
.519] - Erase time cost(ms): 84.828369148625

433] - flash load
434] - flash erase
434] - Erase flash from @x1288@ to leﬁﬂ’f

435] - erase pending

.531] - Load 2@48/4096 {"progress":5@}
:08:29.
:08:29.
:88:28.
:88:28.
18@:28.
18@:2a.
18@:28.
18@:2a,
:08:29.
:088:29.
:88:28.
:88:28.

542] - Load 4895/4896 {"progress®:188}
543] - Load 4895/4896 {"progress":180}

543] - Write check

544] - Flash load time cost(ms): 23.99951171875

545] - Finished

548] - Sha caled by host: clfl@@5@8c5a87ceb87c3379F8a74a48c115c2c5dd45416247121417681F5a56
546] - xip mode Verify

548] - Read 5ha256/4896

543] - Flash xip readsha time cost(ms): 2.88048828125

549] - Finished

549] - Sha caled by dev: c1f188588c5aB7cebd7c3379f8a74a48c115c2c5dd454162471e1417681F5a56
558] - Verify success

[16:88:28.
[16:80:20.
[16:@0:20.
[16:@0:20.
[1G:@0:20.
[1G:ee:20.
[16:00:28.
[16:88:28.
[16:88:28.

20.551] - skip flash file, skip addr 8x0808138828, skip len 2x20002000
28.552] - flash lead

28.5527 - flash erase

2@.553] - Erase flash from @x1200@ to Bxlszf

- erase pending
Erase time cost(ms): 92.518498846875

Cad J0A8/4896 1 progress i

678] - Load 4@95/4895 {"progress":188}

671] - Load 4@95/4895 {“progress":188}

671] - Write check

675] - Flash load time cost(ms): 28.147216796875
675] - Finished

675] - Sha caled by host: @232b58@65e8de52132e244a41101b49094b642132294658C773a395b847a177
676] - xip mode Verify

688] - Read 5hal56/4896

688] - Flash xip readsha time cost(ms): 3.956@546875

20.688] - Finished

22.888] - Sha caled by dev: @232b58865e3de521322944241181b49894b542132294658c773a335b847a177

20.688] - Verify success

20,8827 - flazh load

28.682] - = == flash erase = =

:28.682] - Erase flash from 8x15888 to @x1edcf

:28.683] - erase pending

2@.753] - erase pending

:208.848] - Erase time cost(ms): 165.7976@87421875
TIGTOUTZ0. 6551 = OCCOMPreEss TIash 1090 259
[16:00:20.865] - Load 2@48/2848 {"progress":71}
[16:00:20.872] - Load 2848/2848 {"progress":100}
[16:00:20.873] - Load 2848/2848 {"progress":100}

[16:00:28.
[16:080:28.
[16:88:28.

873] - Write check
885] - Flash load time cost(ms): 34.98966796875
886] - Finished

Fig. 7.9: The skip function of the IOT page

It can be seen from the programming log that the 0x11000 ~ 0x12000 and 0x13000 ~ 0x15000 areas will be skipped
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during the programming process, and the contents of other areas will be erased and written separately.

7.7 Generate Mass Production Programming Files

During each programming, the tool will generate two files for mass production programming:
» whole_flash_data.bin
* whole_img.pack

1. The whole_flash_data.bin file is a binary file. According to the partition table, all the image-related files to be
programmed are arranged. Its content is completely consistent with the data layout in Flash. The composition of
whole_flash_data.bin is as shown in the figure:

Bootinfo
0x00002000
0x0000E000

Partition

Firmware partition address
defined in the partition table

Application firmware

Factory partition address
defined in the partition table

Factory partition

Other partition address
defined in the partition table

Fig. 7.10: whole_flash_data.bin composition

As can be seen from the figure, whole_flash_data.bin contains all bin files to be programmed and has been arranged
according to the location of the partition table. This file can be directly programmed to the starting address of Flash
using the single file mode of a Flash programmer or batch programming tool.

This file contains padding between different firmwares, resulting in a larger file. The disadvantage is that the programming
time is long.

2. whole_img.pack is a compressed file. It not only contains various files to be programmed, but also contains the
configuration information of the files to be programmed. The composition of the compressed package is as shown
in the figure below:

3¢

B whole_img pack —————mmlp | Whole_img A g
bl616 T —

eflash_loader
eflash_loa img_create ot
img_create_iot partition
partition S versionet

Fig. 7.11: whole_img.pack composition

During mass production, you can import the development kit from the mass production programming tool interface.
The mass production tool will decompress it on its own and program the files separately according to the configuration
file. The programming speed is fast.
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The generated whole_flash_data.bin and whole_img.pack are stored in the “chips/bl616/img_create ” directory. Users

can select mass production files according to their own circumstances.

» Works » tools » FlashCube » v1.04 » chips » bl616 » img _create

-

1]

TR

o whole_flash_data.bin
| | whole_img.pack

R HEA

2023/3/17
20233117

15
15:

A
A

6
B

Bl o

BIN 0%
PACK 3zit

2,514 KB
1,260 KB

Fig. 7.12: Generated Whole_img image

7.8 BL602/BL702 Encryption and Signature Programming

With Flash Cube v1.0.8 and later versions, users can repeatedly program boards that have been encrypted and signed

without having to provide the key and signature, just prepare eflash_loader_xx_encrypt.bin in advance and put it into

the eflash_loader directory of the tool.

Take BL602 as an example, first copy the encrypted eflash_loader_40m_encrypt.bin to the chips/bl602/eflash_loader

directory:

> v108 > chips » bl602 »

A

1

[ eflach loader.elf
[ eflash_loader.map

10 eflash_loader_24m.bin

%0 eflash_loader 26m.bin

0 eflash_loader_32m.bin

1% eflash loader 38pAm.bin

1% eflash loader 40m.bin

124 eflash_loader_40m_encrypt.bin

|d” eflash_loader_cfg.conf
[ eflash_loader cfg.ini
10 eflach loader none.bin

1% eflash_loader_rc32m.bin

eflash_loader

ESitl

ELF 3zf%
MAP
BIN i
BIN 3ZiF
BIN 3T
BIN =zf%
BIN =%
BIN =%
CONF 32
NI 37
BIN =i
BIN =zf%

Fig. 7.13: Encrypt eflash_loader_encrypted.bin file

Open the Flash Cube’ s programming interface, and follow the following programming method without filling in the

key and signature, you can successfully program the encrypted and signed board.
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Eile Help
[ Fiasnbownioad \/ Flashutis \
Firmware Options Basic Options
Chip BLG02i604 7
configfile  D:Mlash_prog_cfg.ini Browse Add o o .
Port/SN COM98 (PROG) =
boot2 d_out/data bin @ |0x000000 Delete

Uart Rate 2000000

Efuse Options Refresh
Enable Browse Clear
Encrypt Options ‘Open Uart
aes-encrypt  key (16 bytes) iv (16 bytes) Save Config
ecc-signature public key Browse  private key Browse
Download

[10:i45:15.995] - acK 15 0 440 =]
[16:48:16.881] - shake hand success
[16:48:16.814] - get_boot_info
[16:48:16.815] - data read is b'61660886610136600306600080246242e8b42206" J
[16:48:16.816] - ChipID: b4e84202a480 =========
[16:48:16,@161 - last boot info; Non
|r16:45:16.616] - sign is 1 encrypt is 1 |
TT6:48:16.916] - segcnt 1s T
[16:48:16.028] - segdata_len is 33454
[16:48:16.112] - 4@80/38364
- 8168/38464
- 12248/38464
[16:48:16.363] - 16320/38464 |

Fig. 7.14: Burning an encrypted and signed board

If the supplied eflash_loader_xx_encrypt.bin key and signature do not match, the error “BFLB_IMG_SECTIONHEADER_-
CRC_ERROR” will be prompted.

File Help
Flash Download Flash Utils
Firmware Options Basic Options
Chip BLE02/504 =
config file D:Mash_prog_cfg.ini Browse Add e Ut M
bootz ibuildibuild_outidata.bin @ |0x000000 Delete Port/SN COM38 (PROG)  ~
Uart Rate 2000000
Efuse Options Refresh
Enable Browse Clear
Encrypt Options Open Uart
aes-encrypt  key (16 bytes) iv (16 bytes) Save Config
ecc-signature  public key Browse  private key Browse
Download
= == ChipID: b4e34202a480 === -
- last boot info: None
- sign is 1 encrypt is 1
- segent is 1
- FLB21@(BFLB_IMG_SECTIONHEADER_CRC_ERROR)
- Not ack OK
- FL®216(BFLE_IMG_SECTIONHEADER_CRC_ERROR)
- result: FLB218(BFLE_IMG_SECTIONHEADER_CRC_ERROR)
- Img load fail =l

Fig. 7.15: Key mismatch burns boards that have been encrypted and countersigned
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7.9 Add Preprocessing Function

If you want the Flash Cube to run a preprocessor before you burn or build a production firmware, you can add the

pre_program and pre_program_args parameters to the custom burn configuration file.
» pre_program Fill path: The path of the preprocessor with the user-defined burning profile as the relative path.

» pre_program_args Fill in parameter: Multiple parameters are separated by Spaces. If the passed parameter is
a path, support fuzzy matching(such as: ” ./build_out/wifi_ota*_$(CHIPNAME).bin” way, by the tool to match the

need to burn the test firmware).

Note: pre_program The configuration item is automatically adapted to the platform, so you do not need to add a
suffix(such as: .exe)

Windows ADAPTS to executable programs ending in.exe
Linux ADAPTS to executable programs ending in -ubuntu

Darwin ADAPTS to executable programs ending in -macos

For example, if the preprocessor is the bflb_fw_post_proc executable, perform the following steps:

Add pre_program and pre_program_args to the flash_prog_cfg.ini configuration file(Since bflo_fw_post_proc.exe and

flash_prog_cfg.ini reside in the same directory, pre_program=./bflb_fw_post_proc).

[cfgl

# 0: no erase, 1:programmed section erase, 2: chip erase

erase = 1

# skip mode set first para is skip addr, second para is skip len, multi-segment region with ; separated
skip_mode = 0x0, 0x0

# 0: not use tsp mode, #1: isp mode

boot2_isp_mode = 0

pre_program = ./bflb_fw_post_proc

pre_program_args = —-—chipname=$(CHIPNAME) --imgfile=./build_out/wifi_ota*_$(CHIPNAME) .bin

Click Download in the tool page, as shown in the following figure. During the burning process, bflb_fw_post_proc will
be run first to generate a common image, and then continue to burn according to the configuration items of flash_-
prog_cfg.ini.

# Actual preprocessing commands executed:

bflb_fw_post_proc.exe --chipname=bl616 --imgfile=./build out/wifi_ota_b1616.bin
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File Help

[ Flash Download \/ Flash Utils \

Firmware Options

config file E:/bouffalo_flash_cube/buildfash_prog_cfg.ini Browse

fbuild_outwifi_ota*_$(CHIPNAME).bin @& |0x0

Efuse Options

Enable

Basic Options

Chip BLG16/618 -

Interface Uart =

Port/SN COM76 (PROG)

Uart Rate 2000000

Delete Refresh

Clear

Open Uart

Save Config

Browse
Download

[19:24:985.363] - Pre Program Start

[19:24:05.363] - exe is E:/bouffalo_flash_cube/build\.\bflb_fw_post_proc.exe

[19:24:85.363] - args are ['--chipname=bl616', '--imgfile=E:/bouffalo_sdk/examples/wifi/sta/wifi_ota/buildi\.\\build_out\\wifi_ota_bl616.bin']
[19:24:86.363] - firmware post process : V1.2.6

[19:24:86.363] - Chipname: blA16

[19:24:86.363] -

Process E:\bouffalo_sdk\examples\wifi\sta\wifi_cta\build\build_ocut\wifi_ota_bl616.bin

[19:24:06.364] === sp image create =========

[19:24: - Flash config crc: b'4fblfe7@’

[19: - Clock config crc: b'@b34ef8s’

[19: - Flash TImage

[19: - Image Offset:@x2008

[19: - Image hash is b'a@28c6b721bled9145d788aaBe62aalldcldechadd1B3843568dc7F8bae2d24"

[19: - Encrypt efuse data

[19: - Image Offset:@x2008

[19: - Image hash ignere,not calculate

[19: - Bootheader config crc: b'clcbaad6'

[19: - create OTA file:E:\bouffalo_sdk\examplesi\wifi\sta\wifi_ota\build\build out\wifi_ota_blé6l6.bin.ota
[19: - create X7 file:E:\bouffalo_sdk\examples\wifi\sta\wifi_ota\build\build_out\wifi_ota_bl816.xz

[19: - create XZ OTA file:E:\bouffalo_sdkiexamplesiwifilsta\wifi_ota\build\build_out\wifi_ota_bls16.xz.ota
[19:2 - Pre Program Success

[19: - Program Start

TIo: T=o=cc=== oflash Ioader ond arguments =========

[19: - serial port is COM76 (PROG)

[19: - chiptype: bl6lé

[19: - cpu_reset=False

fa. < snesre 3000000 =

Fig. 7.16: Call pre_program before burning

7.10 Supports user-defined efusedata.bin Encryption Keys

The tool provides higher security. You can customize the encryption key of efusedata.bin. To use this function,

you need to use bflb_img_encryption_tool.exe. Pass in the user-defined encryption key and use AES encryption to

generate cfg.bin and the encrypted efusedata.bin.

If the root directory of the FlashCube tool contains cfg.bin, the user-defined and encrypted efusedata.bin can be

successfully burned. Otherwise, the burning fails and an error message “Efuse crc check fail” is displayed.
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Cautions

8.1 flash_prog_cfg.ini Has the Highest Priority

The user-imported program configuration file (flash_prog_cfg.ini) contains a variety of function configurations, such
as erase, skip_mode, boot2_isp_mode and other functions. These functions are also configured in the directory

corresponding to the chip type ( eflash_loader/eflash_loader_cfg.conf ).

Among them, the erase, skip_mode, and boot2_isp_mode functions are subject to the definitions in the programming
configuration file imported by the user, and these configurations will be updated to the eflash_loader cfg.conf file

during programming. The updated eflash_loader_cfg.conf file is also used in the generated whole_img.pack.

8.2 Program Option Name Length

The name field length of each partition in the partitioned table cannot exceed 10 characters.

8.3 Crystal Oscillator Type Default Setting

The crystal oscillator type of the BLFlashCube tool cannot be modified and is currently the default value set. Among
them, BL602 is 40M, BL702 is 32M, and BL808/BL606P/BL616 is auto to automatically obtain the crystal oscillator

type.

8.4 Firmware Exceeds Allocated Address Size

The tool will detect the programming address and the size of the programming file filled in by the user. When the

address is repeated or the firmware programmed exceeds the allocated address, an error will be prompted.

Taking BL602 programming as an example, configure the programming address and programming file as shown
below. When programming whole_img.bin, the address position of the firmware will exceed 1 byte, and the tool
prompts an error: Error: The file size exceeds the address space size!
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File

Help

& Bouffalo Lab Flash Cube 1.0.0

[1s:
[1s:
[1s:
[1s:
[1s:
[1s:
[1s:
[1s:
[1s:

32:11.388]

32:11.388] -

32:11.389]
32:11.398]
32:11.398]
32:11.39@]
32:11.39@]
32:11.39@]
32:11.398]

/ Flash Download V Flash Utils \

config file | DJ/Works/bouffalo_flash_cube/blE02.ini
Boot2 DMestiblg02whole_img_boot2 bin
partiton0 Ditestibl602\partition. bin
partiton1 Dtestibl602\partition. bin
firmware DMestibl602whole_img.bin
dts D:testibl602vro_params.dtb
Efuse Options
Enable D:festibl602/efusedata. bin
Encrypt Options
aes-encrypt  key (16 bytes) iv (16 bytes)
ecc-signature public key Browse  private key

- Program Start

eflash loader cmd arguments =========

serial port is COM188 (PROG)

chiptype: ble82

cpu_reset=False

Error: path: D:\test\blé@2\whole_img.bin size: 25888 range: 25887
Error: The file size exceeds the address space size!

Burn Retry

Burn return with retry fail

Browse

@|0x0

@ |0xe000

@ |0xi000

@ |0x10000

@ | 0x164cf

Add

Delete

Delete

Delete

Delete

Delete

Browse

Browse

Basic Options

Chip

Interface

PortiSN

Uart Rate

BLG02/604 =

Uart =

COM108 (PROG)  ~

2000000

Refresh

Clear

Open Uart

save Config

Download

Fig. 8.1: Firmware size exceeded error

8.5 Firmware Exceeds Flash Size

Flash Cube v1.0.6 and later versions add a check that the programmed firmware exceeds the flash size. As shown

in the figure below, if the programmed program is 2.1MB and the actual flash size is only 2M, the tool will prompt an
error: “ErrorMsg” : “BFLB FLASH SIZE OVER FLOW” .
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Eile

Help

/ Flash Download v Flash Utils \

Firmware Options Basic Options
Chip
config file Browse Add
= Interface
Port/SN
FW D:data_random.bin @ |0x0 Delete
Uart Rate
Efuse Options
Enable Browse
Encrypt Options
aes-encrypt  key (16 bytes) iv (16 bytes)
ecc-signature public key Browse  private key Browse
[1Bi41:i4£.335] - O eT4@l500
[16:41:42.355] - Finished
[16:41:42.355] - flash config Not found,use default
[16:41:42.356] - jedec_id:ef4815
[16:41:42.356] - capacity_id:21
[16:41:42.356] - capacity:2.8M
[16:41:42.356] - get flash size: BxB0200000
[16:41:42.358] - Program operation
[16:41:42.358] - Dealing Index B
[16:41:42.358] - programming D:\data_random.bin to @@
[15:41:42.362] - flash lead =
[16:41:42.365] - program D:\data_random.bin file to @x@@@00@88, but it overflow with flash size @x@e286008
[16:41:42.365] - {"ErrorCod "@@45","ErrorMsg":"BFLE FLASH SIZE OVER FLOW"}
[16:41:42.366] - Flash load il
[16:41:42.371] - Burn Retry
[16:41:42.372] - Burn return with retry fail

BLE02/604 =

Uart =

COM38 (PROG) G

2000000

Refresh

Clear

‘Open Uart

Save Config

Download

Ll |

Fig. 8.2: Burning firmware exceeds flash size
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Table 9.1: Revision history

Revision History

Version Description Date

1.0 Initial release 2022-10-18
1.1 Add instructions for using the command line tool 2022-12-28
1.2 Update command line -firmware parameters and encryption programming instructions 2023-11-22
1.3 Add eFuse read write operation 2024-3-8
14 Update the ram reset efuse_encrypted command usage description 2024-10-28
15 Update the Flash Otp command description 2024-11-8
1.6 Update the Flash Otp command with index and lock 2025-8-10
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