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Dev Cube &7

Dev Cube F& i s i 2o & TR, W5 10T #/F F#. MCU f2/7 T &AM RF PERENNK =FI)Re. AL
A 10T F1 MCU 27 FEAHCECE, RF MEEEMNIES % R AP REME 1) .

Dev Cube &L N H M FEFF I hRE, IF HSCRFRCER #F. flash 85240, wIARYE Al /SRR P TN .
B, HERSEM RIS X REIRE

Dev Cube HJFZIhEEUT

1. SCHF 10T BHFEF AT MCU B FE P I T 2k

2. ZFFLFAY Flash (0. 5. &

3. CHEEFEAE FHE Flash JFI0IE

4, FHIBEINEE OIS EE UART A1 JLink, 14058 5 Al i
5. XFFXTEFHAZRH) AES I LA KA 4 De

F Pl Ll S Bouffalo Lab Dev Cube, KU HTH A ) Dev Cube. XUidifift [k Jg S #F 9] BLDevCube.exe, £ Chip
Selection X IHHEFFIEREX W S, S Finish 3t A Dev Cube F 5.

T Chip Selection

=

Bouffalo Lab

Chip | BLED2/604

=% | ®wE | BIA

(S B HOYE Bk =2 1 1]
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Tk 10T ikt MCU f2Fr, ENTRISHERH A Z M FF, BT Eps:

RISER

Magic Code

Flash _Cfg

Boot Header

Public Key (Own)
(Optional , if signed )

BootInfo

PLL Cfg

Boot_Cfg

Signature (Own)
(Optional , if signed )

Reserved

Image Cfg

AES IV
(Optional , if encrypted )

Firmware

CRC

JR BB 7 AL

2.1: JA SN BR A RS

« BootInfo 3 1% Bootlnfo (1) Magic Code, Flash FIELE(E S, PLLALEES, HshZHE BV AGRGRERE

&

* Firmware [, RIS HFETFALHD

R R NN AR PR TRVE LS IR TR, LB )5 20 {5 B Bootinfo FEEFEEME . DAL TN, T2
FRYERE A H B 1) S2 PR 240, K XTAL. PLL. Flash 2t & {5 5565 31 Bootinfo Addr X B [y Huhik 7, K5 o7 FH AR P4 1% e
f) bin e 5] Image Addr X 5 kA .
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10T =2 T

FEEATSR G $E 10T LI, 2 BEN 1OT FEFF FRFM, EE R T #075 2\RC B AR S BC B &7 -

3.1 RREREFTHAN
- RE S

— Interface: A TiEPE FEPERMWEFRED, WHEMNEDA Jink. UART. CKLink 1 Openocd, F AR SEBr
VIR AT IR B

— Port/SN: 4i%# UART 34T T 2 A0 Bk £ 50 E#:8 COM 15, 4i%+% Jlink/CKLink/Openocd [
Wi, ix BB R AR A S . Al LA Refresh #43HT COM 5 843 i 115 i Il 5

— Uart Rate: 4it#¥ UART ZEAT TEUTINE, BEf i H e, HERE T 8% 2M
- JLink Rate: Zi&# JLink BEAT A%, beSHENACE, ERINEZ 1000

— Chip Erase: BRI\ E A False, Tk IRBEEHNERA Y28 R /NBATHE R, %8 True I, EREFRERZ IS
# Flash 4= #B#

- Xtal: T IEFAR T HT ) an PR3
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Eile View Help
107 Mcu {/ MFG
Firmware Options Basic Options
partition table Browse Inferface Uant -
aes-encrypt  key (16 bytes) iv (16 bytes)
Port/SN COM43 (PROG) ~
ecc-signature public key Browse private key Browse
Uart Rate 2000000
Single Download Options
Enable 0x0 Browse Jlink Rate 1000
Chip Erase False -
Xtal 40M =
Refresh
Clear
Log
Open Uart
Create & Download
0%
Log

Kl 3.1: 10T Fe e T 805 sk # 5 i

3.2 BLE THEH

IOT St BRAE I SCHFah s KR, RN FREZATIH 2 ORI E . shd& 7 IXROVBCE ST V2 [As, SCRpR
3 DX B SO B AR sk SN 3%, 4iilid PT Table 1E TR — A4 XEC B S BUG, T H SR 43 X e & S0
T XK B BB ke S Frim .

s BEESHUH:

— partition table: {8 H 3% FXJ B8 7 LS partition SCHAEJE R 58 X 3R, 4 X S = ERMYE Flash K/NifisE,
BRINILE 2M )43 [X R AC B S

- boot2: ‘B RGAHFIBITINE — Flash )7, Mt &0 E:, JE51 S FRFEr, R E ST
Nt 45 builtin_imgs SC - ) Boot2 Bin (4

— firmware: F P934 bin SCHF, X BLIEFRE T helloworld.bin

— media/romfs: Media #1 Romfs —i%—, % /4)i% Media, EEEMZ 04, 5 /2)1% Romfs, M35 & S
N

- mfg: & MFG U, MFG U2 RF P25 A (R FR T, ARYE RIS, JEPEAE H 5% X Rts iy Y
5 builtin_imgs/mfg 43¢ ) mfg bin S
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— aes-encrypt: IIRAEHINEINAE, T2 aes-encrypt IEIRIE A, HAE 55100 1K) SCAHE A i A i BT FH 1) Key
AV, IR 7SEERIXT R “0” ~ “F”, —A> Byte AN ERFK, ATl Key Al IV 43 BIZLR N 32 4
T FHEEENR IV SRE 8 MNEM (B 4Bytes) %414 N 0

— ecc-signature: W 24 ThAE, THE¥ ecc-signature MEIRIE T, FFESEIAA public key M A A,
private key &R, T E2E 5k pk hash 35 N efuse 11, 55 52 UG Ja shiNt £ B shis 44

— Single Download Options: “4Jit Enable 5 7] F# > Raw {248 5E 1) Flash ik, 76760 SCANEIRS T
LA HE, DL Ox 4Tk

File View Help

10T Mcu / MFG
Firmware Options Basic Options
partition table D:test/_20220811/1.7.6.005/chips/bl602/partition/partition_cfg_2M.toml Browse Intarface Uart -
v firmware D:festiest_bin/G02/helloworld.bin Browse mig Browse
Port/SN COM43 (PROG) ~
nene - Browse psm Browse
Uart Rate 2000000
key Browse data Browse
v dts sIE02/device_tree/bl_factory_params_loTKitA_40W.dts Browse v boot2 1gsiboot?_isp_blB02_v6.4_rcd/boot?_isp_release.bin Browse JLink Rate 1000
aes-encrypt  key (16 bytes) iv (16 bytes) Chip Erase False -
ecc-signature public key Browse private key Browse
Xtal 401 b
Single Download Options
Enable 0x0 Browse EenEsh
Clear
Log
Open Uart

Create & Download

0%

3.2 BRI RS

3.3 T#HiEF

o kP UART 7 ek 27, f5 20710 BOOT WE Nm -, 840050, 4T UART 51 3 FEPIRES (W
RH P71 Boot 5 A Reset 51, #i5 USB & 11 DTR 1 RTS 4, WL #H T3k &, FHMEF<HD)
W E Boot 5 I Reset 5 7). Xik#E Jlink 77 ek iy, AT LL—E¥ Boot 5| B ONKHESE, 1kH AL T M Flash
Ja SRS

« fiii Create&Download, L EBIW Hzh 4k AREFEGAE IS E XA IERERE K& CF. B
TH log EE, FEF FEKI
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Create & Download

Log

[14:50:28.867] -
[14:50:28.867] -
[14:50:28.867] -
[14:50:28.870] -
[14:50:28.871] -
[14:50:28.871] -
[14:50:28.871] -

[14:50:28.871]

[14:50:28.872] -
[14:50:28.872] -
[14:50:29.882] -
[%4:58:29‘882] -
.

Finished
Sha caled by host: 6e32eB86aeaaBbaddatcf4a5558e28badd5ecd4b2784b4cb775d26b27839e4123
xip mode Verify

Read 5ha256/5728

Flash xip readsha time cost(ms): 3.813427734375
Finished
Sha caled by dev: 6e32eB86acaaBbaddafcf4as5558e28bdddSecddb2784b4cb775d26b27839e4123

- Verify success

Program Finished
All time cost(ms): 358@.819775398625
close interface
[All Success]

3.3: 10T T#EF

TEff: AT T

RN R BB AR S 25 E S, it midi CreategProgram 144

o TENIIE, i1 BOOT gl ik B VKA, AL, MHM Flash 530, suik, B 7RI s 47 K.
Nl hello world #2738 17 # R 15U
[14:52:18.515] Open COMA3 Success
[14:52:18.516] _ . _
[14:52:18.518] | A || | | |
[14:52:18.519] N U 2 Y N Y N Y [ 1=
[14:52:18.521] | _ </ _ AR RV NV
[14:52:18.522] N T O I O II I Ll T 1o
[14:52:18.523] | P N A N I I O Y U Y U O FOY
[14:52:18.524] Build:16:21:89 Aug 13 2821
[14:52:18.525] Copyright {c) 2821 Bouffalolab team
[14:52:18.526] dynamic memary init success,heap size = 176 Kbyte
[14:52:18.526] hello world!
[14:52:18.713] hello world!
[14:52:18.913] hello world!
[14:52:11.112] hello world!
[14:52:11.312] hello world!
[14:52:11.512] hello world!
[14:52:11.712] hello world!
[14:52:11.912] hello world!
[14:52:12.112] hello world!
[14:52:12.312] hello world!
[14:52:12.513] CASe SUCCEeSS
| 3.4: hello world f&/Fiz {720 R
Dev Cube 18 FH B 9/ 34 @2023 Bouffalo Lab
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MCU EEFET#H

TEH TSRS MCU 85, £ MCU T2 FEAAH, EBA I FHOTRICHE . SRS M A s b 55
B E AL

41 BEEREH THAR

- TLH 2B 4

— Interface: F Tk FEERAEERD, A& 04 Jink. UART. CKLink fil Openocd, 'R #ES2pr
Yy H I AT IR R

— Port/SN: $4i%# UART #EAT FER IR BLIE B 50 FiEH2 1 COM 115, 24ik4F Jlink/CKLink/Openocd [
g, X BRI &I 5. LA Refresh %4137 COM 55l uity 115 (1 il BT

— Uart Rate: 4i%&$ UART #HT FEIGI%, HEHEEFER, #HEE FHIE 2M
— JLink Rate: 4i%#% JLink #HT FEMRME, HREEEMARE, BRIAEZ 1000

— Chip Erase: ZRiA¥E N False, HAT %S LR N I NHATHRER, 55 True I, ERETREF IS
¥ Flash 4= #ER:

- Xtal: FFIESHCT B i sl PR
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Eile Wiew Help

10T MCU MFG

General Options Basic Options
Boot Source Flash ~ | Bootinfo Addr | 0x0 Device Tree Browse (e Uart -
Image Type SingleCPU  ~  Image Addr 0x2000 Image File Browse

PortiSN COm43 (PROG) =

Hide Advanced Options <<
Uart Rate 2000000

Flash Clock XTAL - Cache Way Disable MNone - AES Key

JLink Rate 1000
PLL 160M - Signature MNone - AES IV

Chip Erase False v
Encrypt Mone - CRC Ignore False - Public Key Browse
Key Sel 0 - Hash Ignore False - Private Key Browse L R -

Refresh
Clear
Log
Open Uart

Create & Download

0% Bind

4.1: MCU [& T #0y ik 7t

4.2 i ERIGSH
o it B SH -
— Boot Source: Ei\A Flash, R 1EEE LM UART 53 SDIO J& ZhE 44 (1 5 A4 & 2% £ UART/SDIO

— BootInfo Addr: Bootinfo J& 2 4047 bt XFF AR, HES 0x0, X T X% CPUO 5if%, IS 0x0, Xt
FTXUZK) CPU1 4514, 3HE 0x1000

— Image Type: SingleCPU M T4 iz 1451%, CPUO M T4 izt CPUO HI451%, CPU1 4 isli%
t CPU1 f94i1%, Boot2 Fl-T4:5k Boot2 8if%, RAW T T a7 H & SR IR % IR S

— Image Addr: iR A7, @ IHS 0x2000 2 0x2000 LLJ5 itk

— Image File: #E&FEM P Bin SCHEEE R SCHE
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File View Help

10T Mcu MFG
General Options Basic Options
Boot Source Flash o Bootinfo Addr  0x0 Device Tree Browse
Interface Uart =
Image Type SingleCPU = Image Addr 0x2000 Image File D:ftestitest_bin/602/helloworld.bin Browse
Port/iSN COM43 (PROG) ~

Hide Advanced Options <<
Uart Rate 2000000

Flash Clock XTAL - Cache Way Disable MNone - AES Key 5
JLink Rate 1000
PLL 160M - Signature None - AES IV
Chip Erase False -
Encrypt MNone - CRC Ignore False - Public Key Browse
Key Sel 0 - Hash Ignore False - Private Key Browse L ] -
Refresh
Clear
Log
Open Uart

Create & Download

0% Bind

K 4.2: GRS HOEFE T

4.3 BEESRELRSH
« *5iifi Show Advanced options I, ZEFEmAHZNE, FHEMNSHEE:
— Flash Clock: i 1#% 7€ Flash {JIr
— PLL: PLL W BRECE, ARIEA RSB F, b0 R i
— Cache Way Disable : L1C Cache ] 4 % way ¥, ZRIAHA none, Elf#fE4 401K 4 2 way
— Signature : EFE B XFEFEZE1T ECC %4

— Crclgnore : /2757 % CRC K. S Hk#* False i), JFJ3 Boot Info /] CRC Ki%:; k2, ANt E Boot Info
f) CRC K5

— Hash Ignore : 27 75 B MEE 5280 Hash 5. M0k False B 75 2 Hash 15565 k2, MMk
) 58 B AR B

— Encrypt : BN E 730, MEREXRE T BRI B ThRE . (EREINZE DRSS, 75 BARYE AES % 77 :U7E AES Key
A AES IV A8 A L (1 B
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File View Help

10T Mcu MFG

General Options

Boot Source Flash ~ Bootinfo Addr | 0x0 Device Tree Browse

Image Type SingleCPU Image Addr 0x2000 Image File D:festiest_bin/G02/helloworld.bin Browse
Hide Advanced Options <<

Flash Clock XTAL - Cache Way Disable HNone - AES Key

PLL 160M - Signature Mone - AES IV

Encrypt Mone - CRC Ignore False - Public Key Browse

Key Sel 0 - Hash Ignore False - Private Key Browse

0%

4.3: PGS UL

4.4 THRERF

Basic Options

Interface Uart =

PortiSN COM43 (PROG)

Uart Rate 2000000

JLink Rate 1000

Chip Erase False v

Xtal 40M =

Refresh

Clear

Log

Open Uart

Create & Download

Bind

LI UART 7 ABeA2 Sy, #2287 1) BOOT it E v, BALEGH, (AT UART 513 & APIRE (0
A T Boot SIHIAT Reset 511, #i5 USB ¥ 8 ¥ DTR #1 RTS &4, ML HF F3hikE, FHAEFSHI)
B Boot 5| I Reset it /). i&# Jlink 75 Uk, AT LA—EKs Boot 51 st B 9 #a~F, ik HAbT M Flash

JRBHPIRES

* miidi Create&Program, T HRIATHB0A MM HIFE P 818G 2h 250 B AT iake S . LT log 52, 2

A= 95%)

Log

[15:81:45.758] - Flash load time cost(ms): 85.583173828125

[15:81:45.751] - Finished

[15:21:45.752] - Sha caled by host: 9@34bflfalbbed38lc74fcdlc53e3968ebfo74c3d44F8712F4efd73a6732710a
[15:081:45.752] - xip mode Verify

[15:21:45.758] - Read 5ha2556/15488

[15:@1:45.758] - Flash xip resdsha time cost(ms): 4.993895484375

[15:81:45.758] - Finished

[15:81:45.759] - Sha caled by dev: 9834bflfalbbed4381c74fcdlc53e396Bebf574c3d44f6712f4efd73ab6F32718a
[15:@81:45.759] - Verify success

[15:81:45.761] - Program Finished

[15:21:45.761] - All time cost(ms): 3211.7B8564453125

[15:981:45.986] - close interface

[15:01:45.988] - [All Success]

K 4.4: TEEF

Create & Download

Bind

M EBCH RN, RAFAERNMARBRFEEN R SR E M, W2l CreateProgram #4]

o NS, BT R BOOT SIS E VKR, BALSF, (€M Flash 530, s, MR RIA AT E R
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T hello world F2/7 1217 2R IR
[15:82:27.748] Open COM43 Success
[15:82:27.749] - . _
[15:82:27.751] | _ £l _| |1
[15:82:27.752] [ 12y | 1l — 11—
[15:82:27.753] | _«s _ | _l _ R B
[15:82:27.754] [ I B ||| II O I D I
[15:82:27.755] [ £ -1 O P
[15:82:27.756] Build:16:21:89 ﬂ.ug 13 2821
[15:82:27.757] Copyright (c) 2821 Bouffalolab team
[15:82:27.758] dynamic memory init success,heap size 176 Kbyte
[15:82:27.758] hello world!
[15:82:27.946] hello world!
[15:82:28.145] hello world!
[15:82:28.345] hello world!
[15:82:28.545] hello world!
[15:82:28.745] hello world!
[15:82:28.945] hello world!
[15:82:29.145] hello world!
[15:82:29.345] hello world!
[15:82:29.545] hello world!
[15:82:29.746] Case sUCCess
& 4.5: hello world &7z
Dev Cube 18 FH B 14/ 34 @2023 Bouffalo Lab
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7E View SEHLHIEF Show Advanced Page LM, it Security &I, #ANEIFZASHECE . KEGEEAY
[l fF RN E . AES #BEURCE R Z AL E .

File View Help

Bl 5.1: BEF S0 B S T
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51 BLEREF THAN
s BEEZHUH:

— Interface: A Tik# FEPRMEMEZED, WM OA Jink. UART. CKLink #1 Openocd, F F AR SZbx
VIR RAT IR R

— Port/SN: i%# UART 4T FEk B Eix BLIE 5 & & COM M5, 4iE+ Jlink/CKLink/Openocd (1)
AP, 3 BL S R A B4 B 1 5. BT LA T Refresh $%4113E/T COM 5803 3 115 (0 il 37

- Uart Rate: i UART ZEAT FEMIHE, SEHSHEERR, #H5E FEM% 2M

— JLink Rate: $4i% 4% JLink #E4T FERAORHE, HSHEZMAE, BRIMER 1000

— Chip Erase: BIAE N False, THE MG bl fl N 2 K /NEATHRR, 1EFF True B, TEFEF ek 2 A&
¥ Flash 4Rk

— Xtal: FIF ST Fr s ) sl RS

Basic Options

Interface Uart -
Port/SN COM43 (PROG) ~
Uart Rate 2000000

JLink Rate 1000

Chip Erase False -

Xtal 40M x>

5.2: NHU7 A S

5.2 BLEZRSH

RS INE, B TAETEAESFN, ] Image THREH I AES Xf & v BEAT BRI, I8 T EAEAT R AR N
* f£ AES Mode kXt M (N, A ik AES128
* 1t Public Key Cfg Hik# A1) PEM U, A1k +% utils/pem/publickey_uecc.pem
* AES Key 5 R0 AR 7] 115

riili Create, Ak Efuse X, riifi Program, 4% Efuse (14

AES Mode AES128 ¥

Public Key Cfg |D:itest\1.7.6.005/utilsipemipublickey_uecc.pem| Browse v Write Lock

AES Key 01234567012345670123456701234567 v Write Lock v Read Lock

K 5.3: HHISHACE T 1
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1E View S LHESE Show Advanced Page Wi, siii Flash iEIi, #tA Flash /i B)F 5. Flash J#iABFHk
FREX Flash ID. iS2HURI#EER Flash Hh4e e bk I 25 BREORT S NS I8 25 A7 2 TRIE

File View Help

1
E

i

=

IHiiiﬁEi

Kl 6.1: Flash AR B T 5
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6.1 BLEREF THAR
s BEEZHUH:

— Interface: A Tik# FEPRMEMEZED, WM OA Jink. UART. CKLink #1 Openocd, F F AR SZbx
VI T IR R

— Port/SN: i%# UART 4T FEk B Eix BLIE 5 & & COM M5, 4iE+ Jlink/CKLink/Openocd (1)
W, X BB R R A 5. W LA A Refresh #413ET COM 5 83 i 15 BT

— Uart Rate: 4i%#% UART 347 FEIIRHE, SRR, 5 FEHER 2M

— JLink Rate: 4i%&#% JLink #E47T FEIHE, B5HEFMEE, BRIMER 1000

— Chip Erase: ZRIAKE N False, TH 28BS bt Al N 25 A/ NEATHE IS, 4% True I, TR RIS
¥ Flash 4= 3154

— Xtal: FIF ST Fr s ) sl RS

Basic Options

Interface Uart =
Port/SN COM43 (PROG) =

Uart Rate 2000000

JLink Rate 1000
Chip Erase False =
Xtal 40M A

K 6.2: T A

6.2 iZ¥E Flash A&
o i%HY Flash [ ID: #id Read ID

 LHL Flash B K ERIME: {F Start Addr FF % & 7 EiEUEGE P da bk 78 End Addr At B 75 2 BUCE e 45
WHbtE, 57 Read Flash, BEEXHI AN R SAFAE flash.bin SCEh, ZETEMMBRHEZT

* ¥EBx Flash [H @ KBERIME: £ Start Addr H % B 75 ZEERR B I a ikl ; 78 End Addr A% B 75 22 HERR a 11 45
bk, rish Erase Flash(# i SRR YOS 10E, R 4)ik Whole Chip)

Dev Cube 14 15 B 18/ 34 @2023 Bouffalo Lab
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D Read ID
Start Addr Read Flash
End Addr Erase Flash Whole Chip

K| 6.3: i%# Flash 5

6.3 EEFFHRAR

» LA A7 299 4 {2 Command il A HEHfr 4 0x05/0x35, Length 115 B A 5, ikt Read Register,
B S 2R AE Value

o B NN Z: £ Command F#i N5 4 0x01, Length TS FEE NALEL, K5 NKEIEHE S Value
o, i Write Register

Command
Length Read Register
Value Write Register

6.4: 5 WA

Dev Cube 14 15 B 19/ 34 @2023 Bouffalo Lab
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TRIEHR A — e e 5 o RE, il 1B oie B 75 SUSE .

71 BENX IOT BEXRMW

THZFREAE X RE € S NOT FE . a0 KR PR XS bk n] LEAT % 8, 1%
AL . A BL80S 1 8M X3k, f£ IOT FLHE N test1 ~ testd K155 LI,

i
]
g
o

HETERoE ] 10T ke

HRMBHUOY X R, 1T

H.H 3% T i chips/bl808/partition/partition_cfg_8M.toml” S, [ 5E X test1 ~ testd 7B HZ 4.

B TE e IRAF SO, 42 10T FHIE BTG 17> X RSO, 10T Frii & EH AW K.

[Ipt_entry]]

type =3

name = "test1"

device = 0

address0 = 0x610000

size0 = 0x2000

address1 = 0

size1 =0

# compressed image must set len,normal image can left it to 0
len=0

# If header is 1, it will add the header.

header = 0

# If header is 1 and security is 1, It will be encrypted.
security = 0

[Ipt_entry]]

type = 4

name = "test2"

device = 0

address0 = 0x620000

size0 = 0x10000

address1 = 0

size1 =0

# compressed image must set len,normal image can left it to 0
len=0

# If header is 1, it will add the header.

header = 0

# If header is 1 and security is 1, It will be encrypted.
security = 0

[lpt_entryl]

type =5

name = "test3"
device = 0

address0 = 0x630000
size0 = 0x100000

7.1: B KR HE XS
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File View Help
10T Mcu WMFG

Firmware Options

jpartition table |D:ftest/_20220827

boot2

mig

test1

test3

dts

‘aes-encrypt

key (16 bytes)

ecc-signature  public key

Single Download Options

Enable 0x0

ipartition_cfg_testtami

Browse firmware
Browse dofw
Browse test2
Browse testd
Browse
iv (16 bytes)
Browse  private key

Basic Options

Create & Download

Browse Interface
Browse Port/SN
Browse Uart Rate
Browse JLink Rate
Browse

Browse
Browse

0%

Open Uart

Vart -

COom204 o

2000000

1000

Refresh

Clear

Log

Bl 7.2: 3ha 0 XREE X 10T B At

PRI IR, il Create&Download, T H AU/ XRIELE bk BIAN A flash HuhkA, W17 EIFs:

I8 Frogrenning process reted 5 partition cfg test: mm}

header =0
security =0

[[pt_entryl]

type = 4

name = "test2"
device =0

address0. = 0x620000
size0-=-0x10000
addressl =0
sizel-=-0

len =-0
header =0
security = 0

[[pt_entryl]
N _

name =-"test3"
device = 0
address0 = 0x630000
size0-=-0x100000
3ddressl = 0
sizel.=.0

# compressed. image must
len =0

# If header is 1, it will a
header =0

# If header is 1 and security i
security = 0

[[pt_entry]]
type =7

name = "test4"
device =
address0. = 0x730000
size0-=-0x10000
addressl =0
sizel-=-0

=)

len =-0

# If header is 1-and security is 1,

# compressed image must-set len,normal-ima
# If header is 1, it will add the header.

# If header is 1 and security is -1,

t-len, normal- imal

the header.

# compressed. image must-set. len,normal-ima

# If header is -1, it -will-add the header.

It-will

It

= Bouffalo Lab Dev Cube 1.8.0 - BLB0S

File View Help

o7 ey WFG

Firmware Options

partition table | Diftest_ _cfg_testtom! Browse
¥ boot2 hs/boot2_isp_blB0B_v6 4_rcolboot2_isp_debug bin Browse v/ firmware  D:ftesttest_binhelloworid_big0s_m0.bin Browse

mig Browse d0fw Browse
v/ testt D:esthest_binhelloworld_l808_mo bin Browse. V. test2 D:festhest_binhelloworid_bi808_mo.bin Browse
Vi test3 D:festtest_binelloworld_bl808_m0 bin Browse. v testa D:flesttest_binhelloworid_bi808_m0.bin Browse
Vidis 808/device_tree/ol_factory_params_loTKitA_auto dts Browse

aes-encrypt  key (16 bytes) iv (16 bytes)

ecc-signature public key Browse  private key Browse

Single Download Options
Enable 00 Browse

FLASI ALp redusnia Line CUS LU )
Finished

Sha caled by dev: Bf38ac@7l:
Verify success
i 4

191673534

Set flash config
Set para time cost(ms)

10.784423828125

Flash erase
Erase flash from 0x630000 to Ox53aa63
Erase time cost(ms): 558.527587898625
Load 4895/43620 {"progress”:9}

Load 8192/43620 {"progress

Load 12288/43628 {"progres.

programming chips\bl8@8\img_create_iot\test3.bin to x0@630000
TTaeh pars Tiler Diites 55 [-aeVCUBE \hipe, TTUTe_bootheader/FIash_para.bin

- 0o x
Basic Options
Interface Uart -
Port/sN COM206 -
Uart Rate 2000000

Jlink Rate 1000

Refresh

Clear

Log

Open Vart

Create & Download

7.3: HEX 10T FHHEE log
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7.2 Y3 ISP EEER

ISP EJ! In-System Programming, DevCube v1.7.4 J 55 (KA # S HE ISP e 5, VEAE S5 0 “ISP_TF#

7

I T B H% N chips/xxx/eflash_loader/eflash_loader_cfg.ini” 344, xxx £CH5 05 287, Hidt boot2_isp_mode %
il & kR isp Be 51X, isp_mode_speed #% il Al boot2 B (5 fill & isp 85 PR R . A&+ "boot2_isp_mode

= 0" N"boot2_isp_mode = 1", SRJERAF AR A LUF F ISP ke 5 ik,

W RE R, kit i 4R Please Press Reset Key!”, I H P FHAE 5 B AN EA— F s, ERTF I
Ja = iRoRisp ready”, RIS . WREEHIRE MR T, {Ei2/~"Please Press Reset Key!” 2 5, T.H&#H

Reset 51 A B R AL T, RIGRTIFHATHES B4k

File View Help

10T MCU [ MFG \

Firmware Options

partition table | D:ftesti_20220: _cfg_8hltoml

v boot2 ngs/boolt2_isp_bla08_ve.4_rchlboot2_isp_debug.bin Browse v/ firmware | D:festitest_bin/@08/helloworld_blg08_m0.bin
mfg Browse dofw
imtb Browse kv

none - Browse yocboot

dts Browse
aes-encrypt  key (16 bytes) iv (16 bytes)
ecc-signature public key Browse  private key

Single Download Options

Enable 0x0

Log

[89:15:49.341] - com speed: 2800000
[89:15:49.341] - isp mode speed: 26060088
[99:15:49.341] - Bootrom load
[09:15:49.341] - ========= get_boot_info ===

[089.15:49,. 3427 _ imaee set hooting
[89:15:49.368] - Please Press Reset Key!
[09:15:52.179] - isp ready

TBO 15 54.680] - default set UTN high
[89:15:54.798] - clean buf

[89:15:54.792] - send sync

[89:15:55.294] - ack is b'4f4b’
[89:15:55.325] - shake hand success

[99:15:55.831] - data read is b'@l 14510, FFAFD10"
[69:15:55.832] - ChipID:

[89:15:55.832] - Get bootinfo time cost(ms): 6498.5848828125

[99:15:55.832] - clock para file: D:\test\_2022083@\chips/bl388/efuse_bootheader/clock_para.bin|

K] 7.4: ISP IEE#

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Basic Options

Interface Uart =
Port/SN COM206 "
Uart Rate 2000000

JLink Rate 1000

Refresh

Clear

Log

Open Uart

Create & Download
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7.3 XFEHERS

IR GRUT, TRASRRS R SCFEAT IS4 . 8 8 RSB I, 8 R AT A R 1R A R s S
RS R flash t, [E4ikeS 1T IR 5 THpe 5 Z

FTIT L E A% T 7 chips/xxx/eflash_loader/eflash_loader_cfg.ini” 32, xxx AL A 255, 15 2 H 1) " decompress_-
write = false” 24" decompress_write = true” , SR JG CRAF 30 FERES (I 5 22 LU S BRI log, BUERDIEA T

File View Help

o7 My WFG

General Options Basic Options
Boot Source | Flash ~ | Bootinfo Addr | 0x0 Device Tree Browse Interface Uart =
Image Type SingleCPU  ~ | Image Addr 0x2000 Image File  D:Aesttest_bin/G02/helloworld.bin Browse Port/SN COM206 -

Uart Rate 2000000
Show Advanced Options >>
JLink Rate 1000

Chip Erase False -

Xtal 40M hd

Refresh
Clear
Log
Open Uart

Create & Download

Log

[28:15:24.65@] - === == flash load ==
[28:15:24.65@] - === == flash erase = =

[22:15:24.658] - Erase flash from 2x2888 to Bx5c2f

[2@:15:24.662] - erase pending

[2@8:15:24.663] - erase pending

[208:15:24.663] - erase pending

[28:15:24.663] - erase pending

[20:15:24 A% - Erase time costms): 199351171875

|[2B:15:24.691] - decompress flash load 9280

T20715:29.710] - Load J048/9200 { progress 227

[28:15:24.725] - Load 4896/9288 {"progress":44}

[2@:15:24.758] - Load 6144/9288 {"progress":66}

[2@:15:24.774] - Load 8192/9288 {“progress":88} _J
[2@:15:24.798] - Load 9288/928@8 {"progress"”:188}

[28:15:24.791] - Load 9288/928@ {"progress":18@}

[2@:15:24.791] - Write check j

K 7.5: k4ake 5t

7.4 ¥ erase skip IIEE

2 flash 585 I AN B2 45 58 XIS 45 B Bl 5 NI, il il skip Zh RE W] LA IS B X 4tk A7 e 5 o b 5 i A2 i A4 22 0x 11000
~ 0x12000 Hihl: 9 & wE i, wl LUEE 22 skip_mode HIMERSEIL, 2 —MSHOvRIBHIE, 5 - ASHNKE.

EAE DR B 5EST T T H 3 F ()7 chips/xxx/eflash_loader/eflash_loader_cfg.ini” SC1H:, xxx AAFEE 267, Bkt
f)”skip_mode = 0x0, 0x0” *4”skip_mode = 0x11000, 0x1000”, 4R J5 {547 . e3% log 4 F 7w :
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Firmware Options Basic Options
partition table |D:ftest/_20220827fool-devcube/chips/bl808/partition/partition_cfg_testioml Browse Interface Uart -
v boot2 ngs/boot?_isp_blS08_v6.4_rchiboot?_isp_debug bin Browse v firmware D:ftestest_bin/808/Melloworld_blg0S_m0 bin Browse Port/SN COM206 hd
mfg Browse dofw Browse Uart Rate: 2000000
test1 Browse test2 Browse JLink Rate 1000
test3 Browse testd Browse
Refresh
dts Browse
Clear
aes-encrypt  key (16 bytes) iv (16 bytes)
Log
ecc-signature  public key Browse | private key Browse
Open Uart

Single Download Options

Create & Download

Enable 0x0 Browse
Log
flash lead J
flash erase
Erase flash from @x1@e68 to Bx1BFfFf
Erase time cost(ms 122.263427734375
[Z0THUTUE.555] - LOa0 4050/ 409G | Progress 1100
[20:48:98.554] - Load 4896/4896 {"progress":18@}
[20:40:88.554] - Write check
[2@:40:88.578] - Flash load time cost(ms): 47.93817578125
[2@:40:88.578] - Finished
[28:48:88.571] - Sha caled by host: a77c88ec7648763183a4d@3a23F8483d14d1475edf49c34bdefafd65a43dc525
[20:46:88.571] - xip mode Verify
[20:48:88.601] - Read Shal56/4@96
[22:40:08.602] - Flash xip readsha time cost(ms): 16.84228515625
[20:40:08.602] - Finished
[22:48:88.617] - Sha caled by dev: a77cBBec7648763183a4d83a238483d14d1475edf49¢c34bdefaf865a43dc525
[2@:48:88.617] - Verify success
[28:48:88. - = flash load ==
- flash srass
- Erase flash from @x12800 to 8xlbagf
[20:40:09. - Erase time cost(ms): 1143.79638671875 J
TZ0TH0TOS. 706 - OECOMPreEss T1ash 1080 L
[20:48:99.817] - Load 4896/22228 {"progress":18}
[20:48:89.849] - Load 8192/22228 {"progress":36} =

K 7.6: 10T T K skip Thie

A skip iR chip erase DIREM S, AT AABERINAC & . 78 TH FRICAKES K FFH7~ ErrorMsg: BFLB FLASH
CHIPERASE CONFLICT WITH SKIP MODE
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Eile View Help

W\,‘ MFG \/ Flash \/ Security \/ Efuse \/ Famlmn\

Firmware Options Basic Options
partition table  E:/bouffalo_dev_cubei1.8.2/chips/blB02/partition/partition_cfg_2M.toml Browse Interface Uart -
v firmware E:/binftest_biniG02/helloworld.bin Browse mfg Browse Port/SN COM73 (PROG) -
none v Browse psm Browse Uart Rate 2000000
key Browse data Browse JLink Rate 1000
dts Browse v boot2 imgs/boot2_isp_bl602_v6.5.1/boot2_isp_debug.bin Browse Chip Erase True =
aes-encrypt  key (16 bytes) iv {16 bytes) Xtal 40M -
ecc-signature public key Browse  private key Browse
Refresh
Single Download Options
Clear
Enable 0x0 Browse
Log
‘Open Vart
Create & Download

[14:39:28.696] - OTA XZ file len = 9484

[14:39:2@.696] - Partiton len = 5570856

[14:39:20.698] - BLEBX_OTA_Verl.@

[14:39:28.7@1] - FW OTA xz is Done

[14:39:20.702] - —= eflash loader config ==-=---==

[14:39:20.724] - Version: eflash_loader_vZ.4.3

[14:39:28.724] - Program Start

- ========= eflash loader cmd arguments =========

- E:\bouffalo_dev_cube\vl.8.2\chips\bl6@2\eflash_loader/eflash_loader_cfg.ini

- Config file: E:\bouffalo_dev_cube\vl.8.2\chipsiblé@2\eflash_loader/eflash_leader_cfg.ini
£rial nort is COM73 (PROGY

- error: skip mode can not set flash chiperase!

- ErrorCode: 9844, ErrorMsg: BFLB FLASH CHIPERASE CONFLICT WITH SKIP MODE

—BUTTRETT
- -1
- Burn return with retry fail =

7.7: |OT LA skip Zhfgs chip erase ZhRgEMR

7.5 FETHRERIHEZEERE A REHRE

FEELGOLT , 5 EEA I BN ek U AR AN TR AT e S , v DU X AN Dhg . #1 FF B H 5% F 1 chips/xxx/partition/partition_-
cfg_8M.toml” S, xxx AAFEL 2R, Al A BL8O8 (1) 8M 43X %, Boot2 MELEWIT:

[Ipt_entry]]
type = 16

name = "Boot2"

device = 0

address0 = 0

addressT = 0

sizel = 0

# compressed image must set len,normal image can leftit to 0
len=0

# If header is 1, it will add the header.

header = 1

# If header is 1 and security is 1, It will be encrypted.

security = 1

K 7.8: 7 XRIBGARCE

& B & 1)7size0 = 0XEO0Q” 2y”size0 = 0", 7E 10T FLH HE Fik BAE0UE 173 X RS, W T 7558 2 7R boot2
PIET, (HLhRAIAKES, HiES log A ¥ tabric 1I$E7R"Warning: boot2 file is not programed to flash”.
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File View Help

10T Mcu

Firmware Options

Enable

Log

[17:48:31.485] -
[17:48:31.489] -
[17:48:31.498]
[17:48:31,496] -

partition table D:fest! 20220830/cubel/chips/bl808/partition/partition_cfg_testtoml
v boot2 gs/boot2_isp_bl808_vé.4_rcéiboot?_isp_debug.bin Browse v firmware D:festtest_bin/808/helloworld_bl
mfg Browse dofw
test1 Browse test2
testd Browse test4
dts Browse
aes-encrypt  key (16 bytes) iv (16 bytes)
ecc-signature public key Browse private key

Single Download Options

0x0

= Interface is Uart =
eflash loader bin is eflash_loader_auto.bin

= chip flash id: ef4@l6 =
create partition.bin, ot pew ds True

TI7:48:91.5967] -
[17:48:31.537] -
[17:48:31.548] -
[17:48:31.543] -
[17:48:31.543] -
[17:48:31.546] -
[17:48:31.548] -
[17:48:31.558] -
[17:48:31.553] -
[17:48:31.553] -

Create bootheader Using D:wEest._2@22B830%cubetchipsibl8@8\img_create_iot/efuse_beotheader_cfg.ini
Updating data according to <D:\test\_28228338\cube\chips\bl388\img_create_iot/efuse_bootheader_cfg
Created file len:352

Create bootheader using Di\test\_20220838\cube‘\chips'blB8@8\img_create_iot/efuse_bootheader_cfg.ini
Updating data according to <D:\test\_28228838\cube\chips\bl88B\img_create_iot/efuse_bootheader_cfg
Created file len:352

Create efuse using D:\test\_2822883@\cube\chips\bl8@8\img_create_iot/efuse_bootheader_cfg.ini
Updating data according to <D:\test)_28228838\cube\chips\bl888\img create_iot/efuse_bootheader_cfg
Created file len:256

ef_sw_usage_B not exist

Browse

808_m0.bin Browse

Browse

Browse

Browse

Browse

Browse

.ini[BOOTHEADER_GROUPG_CFG]>

.ini[ BOOTHEADER_GROUP1_CFG]>

.ini[EFUSE_CFG]>

Basic Options
Interface Uart =
Port/SN COM204 S
Uart Rate 2000000

JLink Rate 1000

Refresh

Clear

Log

Open Uart

Create & Download

7.9: 10T Fri e AR S T
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8.1 PRRFFNMITRXIBRMERISF 7 MRXFFHT

Iy X R PR X1 name FRERAKEARRZHE 7 NESCFRF, BINASRE E#H AR B X RSO BT B boot2mini
R, R 7 ADTECE MRS S, A5 EEE: Warning: the length of boot2mini is exceeds the number 7
allowed. HZREINEA KB X F A partition.bin kS 4, Jf#2/x: Please check your partition table file

File View Help

10T Mcu | MFG \

Firmware Options Basic Options
partition table  D:ftest_20220830icubeichips/bl808/partition/partition_cfg_test tomi Browse Interface Uart -
I V| boot2mini  gsiboot2_isp_bI808_vB.4_rc/boot2_isp_debug.bin Browse v firmware Diftestitest_bin/808/Mhelloworld_bl808_m0.bin Browse Port/SN COom3 o
mfg Browse dofw Browse Uart Rate 2000000
test1 Browse test2 Browse JLink Rate 1000
test3 Browse testd Browse
Refresh
dts Browse
Clear
aes-encrypt  key (16 bytes) iv (16 bytes)
Log
ecc-signature  public key Browse | private key Browse
Open Uart

Single Download Options
Create & Download
Enable 0x0 Browse

LbYi5/i5/.941] - Header crc 1gnored ]
[89:57:57.941] - Write Flash ime

TOSTSTTS7.971] - CFESTE BOOTREaaer UEINE U1 TEEt | 20220530 CUBE CnIpE BIoUE | TME CFeate_iot/efuse_bootheader_cfg.ini

[89:57:57.971] - Updating data according to <D:\test\_26228838\cube\chips\b18@8\img_create_iot/efuse_bootheader_cfg. ini [BOOTHEADER_GROUP@_CFG]>
[89:57:57.974] - Created file len:352

[29:57:57.977] - Create bootheader using D:\test\_2022083@\cube\chips\bl8es\img_create_iot/efuse_bootheader_cfg.ini

- Updating data according to «<D:\test\_26228830\cube\chips\bl3@5\img_create_iot/efuse_bootheader_cfe.ini[BOOTHEADER_GROUP1_CFG1>
- Created file len:352

[89:57:58.058] - OTA XZ file len = 25448
[89:57:58.051] - Partiton len = 65536
[89:57:58.652] - BLG6GX_OTA_Verl.®

[89:57:58.854] - FW OTA xz is Done

[29:57:58.054] - flash loader config =
[A9.57.53 pA2l - [WigFrror 21 EiAMGTEEsAeLE
I[BE:SWSE‘EES] - Please check your partition table file

tesi\\_28228538\\cube\\chips/b18@5/partition/partition.bin’

K 8.1: 7 X AAFREE 7 ASSECTAF IR DU
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8.2 BL808/BL606P/BL616 HJ IOT FME 2t chip erase i£IN

BL808/BL606P/BL616 (] IOT Fiifi A 424t chip erase &1, B T-5h & it B et Rk, 40 5 75 i chip erase 1]
g, WLAY)HF] Flash TUHIf chip erase, B3 J)#:3] mcu FL1HIA1E chip erase #4755 .

8.3 BL808/BL606P/BL616 Yk E RiRAEEIENIN /7 auto, BIEFNIRENGAIRAEY

en R & & At efuse_bootheader_cfg.ini” X4, 17 1. A H{¥)"chips/xxx/img_create_iot/efuse_bootheader_-
cfg.ini” 3, xxx AT A, AEIH{EH BL616 A, xtal_type Akesh MR BMIERE. BIME 7 HEIIR
HmARIEAY, A n] LT3 e o Hoth i R A

FERREER R RN F R Lk CEQR I E R RRE AR R SRR

clkcfg magic code = 0x47464350
#clkcfg magic code=0

#0:None,1:24M,2:32M,3:38.4M,4:40M, 5:26M, 6: RC32M
xtal type = 7

#mcu clk

0:RC32M; 1:XTAL;2:aupll div2;3:aupll divl;4:wifipll 240M;5:wifipll
mcu_clk =5

mcu clk div-=0

mcu_bclk div-=-0

mcu pbclk div =3

]

In
by 3
s

K 8.2: dhHR ALk £

8.4 BB 7 XK EXH size0 Ff S HiE

|OT Fi ¥ firmware &5 ] 35 £ 75 ZLRER (U1 A, KT 0 X R FW 7 BUE U size0 I, TR 2Rl 2113
PR/ N, SRR IR -

T Se4T T TR H 3% F 7 chips/xxx/partition/partition_cfg_8M.toml” S, xxx A8 F5 5 F 288, B F 73 [X & 1 name A"FW”
M7 B W REFTR, addressO A — N X i, size0 NE— M0 XEIKE, HEHEANIZELH AN X E
XK E size0, HNIAREIERRES .

[[pt_entry]]

type = 0

name = "FW"

device = 0

address0 = 0x10000
size0 = 0x280000
address1 = 0x290000

size1 = 0x200000

# compressed image must set len,normal image can left it to 0
len=0

# If header is 1, it will add the header.

header = 1

# If header is 1 and security is 1, It will be encrypted.

security = 1

K] 8.3: 8M 73 [X & FW ¥

M A X R FW o5 LI size0 I, k5 &R Hi%E: fw bin size is overflow with partition table, don’t create
ota bin,
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File View Help

10T Mcu { MFG \

Firmware Options

partition table  D:fest_20220827itool-devcubelchipsibl208ipartiionipartition_cfg_testtom

v boot2 1gs/boot2_isp_bl208_vE.4_rcBibool2_isp_debug.bin Browse v/ firmware | D:festitest_bin/80@/helloworld_bl808_m0.bin
mfg Browse dofw
test1 Browse test2
testd Browse testd
dts Browse
aes-encrypt  key (16 bytes) iv (16 bytes)
ecc-signature  public key Browse  private key

Single Download Options

Enable 0x0

Log

o

Basic Options

Create & Download

Browse Interface
Browse PortiSN
Browse Uart Rate
Browse JLink Rate
Browse

Browse
Browse

Lo us o B D LS UE UL LLUUE WY RO L P LU LB LS U _BUs o Ui g s
[20:49:083.882] - Updating data according to <D:\test\_208220827\tocl-devcube\chips\bl8@8\img create iot/efuse bootheader_cfg.ini[BOOTHEADER GROUP1_CFG]>

[20:49:03.684] - Created file len:352
[28:49:83.087] - Create sfuse using D:\test\_208220827\tool-devcube\chips\bl8@8\img_create_iot/efuse_bootheader_cfg.ini

[20:49:03.088] - Updating data according to <D:\test\_20220827\tool-devcube\chips\bl8@8\img_create_iot/efuse_bootheader_cfg.ini[EFUSE_CFG]>

[20:49:63.692] - Created file len:256
[20:49:83.894] - ef_sw_usage B not exist|
149:03.094] - ef sage_1 not exist
5.899] - = == sp image create s==s======
3.102] - Image hash is b'BdbfB5ca7e6c9f22bSadbfcad@h7484199ablbFldacfaal5h2138c68b2F45e05"
3.115] - Hash ignored
53.116] - Header crc ignored
3.116] - Write flash img
[20:49:83.118] - FW Header is 1628, 2476 still needed
[20:49:03.119] - FW OTA bin header is Deone. Len is 4896
[28:49:83.129] - Error: fu bin size is overflow with partition table, don't create ota bin
[20:49:83.138] - Please check your partition table file

Uart =

COM206 ~?

2000000

1000

Refresh

Clear

Log

Open Uart

Pl 8.4 [ 7 X R E U R/

8.5 E4aiRGEBH XK ENR sizel RIS AL ota X

|OT FLTH K25 i BRIN 45 % ota S, MIE4EHGE 7 X R FW ZBE X1 size1 B IS4 ota ST B 564T
JF L H H 3 T 197chips/xxx/partition/partition_cfg_8M.toml” S, xxx fX458 288, EH XK name N'FW” [
FE W NEATR, address1 NE AN X IHEE, sizel N AN XK . HLA B 468343 A N % 5 —

o IXE XKL size1, BNIAREIEH 41K ota [ fF

[[pt_entry]]

type =0
name = "FW"
device = 0

address0 = 0x10000
size0 = 0x280000
address1 = 0x290000
size1 = 0x200000

# compressed image must set len,normal image can leftit to 0

len=0

# If header is 1, it will add the header.

header = 1

# If header is 1 and security is 1, It will be encrypted.
security = 1

K 8.5: 8M /3 X & FW 7B

2[E A 7 XK FW H5E ) size0, EIRAEHER KR/ sizet I, Be'S S PR EHREAL ML S DIRE, HA
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242 ota CE-

Eile View Help

/W\t WFG \/ Flash \/ Security \[ Efuse \/ Pamllun\

Firmware Options Basic Options
partition table  C:/L 1.8.1 0. ition/partition_cfg_2M.toml Browse Interface Uart -
v firmware :5t_toolsfirmware/bl602/fws fw2_test/bl602_test bin Browse mfg Browse PortiSN Coms -
none > Browse psm Browse Uart Rate 2000000
Key Browse data Browse JlinkRate 1000
v dis. i02/device_tree/bl_factory_params_loTKit4_40M.dts Browse V| boot2 imgs/boot2_isp_bl602_v6.5.8/boot2_isp_debug.bin Browse Chip Erase False =
aes-encrypt  key (16 bytes) iv (16 bytes) Xtal 400 -
ecc-signature public key Browse | private key Browse
Refresh

single Download Options
Clear

Enable 0x0 Browse
Log

Open Uart

Create & Download

[14:51:84.969] - Header crc: b'@+495c38°
[14:51:04.969] - Write flash img

[14:51:84.974] - Encrypt efuse data J
[14:51:84.988] - FW Header is 176, 3926 still needed

[14:51:@4.983] - FiW OTA bin header is Dome. Len is 4096

[14:51:05.240] - BLGOX_OTA_Verl.®

[14:51:85.899] - FW OTA bin is Done. Len is 757616

[14:51:85.448] - OTA XZ file len = 417388

[14:51:85.441] - Partiton len = 32768

[14:51:05.442] - FW OTA xz is Done
[14:51:85.443] - ========= eflash lcader config =========
[14:51:85.445] - Image offset = 8192

8.6: i Rk 7> XK€ IR/

8.6 A XFFHIMER N
+ BL602/BL702/BL702L {37 CTR128 fii&i Jrat

+ BL616/BL808/BL606P 3 #F CTR128/CTR192/CTR256/XTS128/XTS192/XTS256 Ihn# 77 =X

8.7 Efuse ##E X #F CRC #iy

U LIR30 I 5 N 25 B 35 R /) i R s , 76 5% B2 chip 1] efuse_bootheader H 3% T #i4x4: i efusedata.bin #il efusedata_-
mask.bin. HH efusedata.bin JHN%E HIFEfF, XERES T efuse BT T IR

7£ DevCube v1.8.5 } H.2 Ja kA, %Tn%5 i efusedata.bin, i1 T CRC ¥ A KIIRE, KKK efuse Fidi i ik
e
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8.8 1N Flash size &

DevCube v1.8.4 K2 JGIIRAS, Bahn 7 B[4 1 flash size (AT . 40 T R, WERBEIIFER N 4M, S2br
f) flash K/MY Ky 2M, T H&427~8 4% ErrorMsg: BFLB FLASH SIZE OVER FLOW.

File Miew Help

W[ MFG \/ Flash \ [ Security \/ Efuse \/ Partition \

Firmware Options Basic Options
partition table Browse Interface Uart -
aes-encrypt  key (16 bytes) v (16 bytes) Port/SN comg -
ecc-signature  public key Browse | private key Browse UartRate 2000000
Single Download Options JLink Rate | 1000
v/ Enable |00 Z/T Mt iDevCubeE 2 0_S1 BiH,_ERsizefbin/data_random_4h.bin Browse ChipErase | False -
xtal 40m -
Refresn
Clear
Log
Open Uart

Create & Download

[16:12:14.202] - tine cost(ms): 14.19287169375 2l
[16:12:14.203] - flash read jedsc ID ===
[16:12:14.218] - Read flash jedec ID
[16:12:14.218] - flash jedec id: 5e461530
[16:12:14.218] - Finished

[16:12:14.224] - get flash size: Bx20200000
[16:12:14.224] - Program operation

[16:12:14.235] - Dealing Index &

[16:12:14.225] - programming chips\bl6@2\img_create_iotiimg_single.bin to @xeeeeeee
[16:12:14.230] - Flash load

[16:12:14.234] - hips\b1662\img_create_iot\img_single.bin ile to @x0E@POERE, DUT it overflow With flash size @x98200000
[16:12:14.239] -|ErrorCode: 8845, ErrorMsg: BFLE FLASH SIZE OVER FLOW

[16:12:14.239] - Flash load fail
[16:12:14.246] - Burn Retry
[16:12:14.241] - @

[16:12:14.241] - Burn return with retry fail

8.7: ek L flash K/

8.9 BL602/BL702 L 3FA1E FRREBZINZEMERRT

DevCube v1.8.6 &2 JGhA, H Al LE SRS CAM&EMERR T, mARRMEEAMSES, JIFHZEE THA
it eflash_loader/eflash_loader_xx_encrypt.bin #5 Uik L BpA],

DL BL602 J#il, 1 2c# N5 5 eflash_loader_40m_encrypt.bin # U1 #| chips/bl602/eflash_loader H 3% T :

chips » bl602 » eflash_loader v | O a
=

£ =3 Fl
[7] eflash_loader.elf ELF 32t 1,288 KB
[ eflash_loader.map MAP 37 912 KB
14 eflash_loader_24m.bin BIN 3% 38 KB
10 eflash_loader_26m.bin BIN 374 38 KB
1 eflash_loader_32m.bin BIN 3244 38 KB
4 eflash_loader_38p4m.bin BIN 3244 38 KB
2 eflash loader 40m.bin BIN 2% 38 KB

| ¢ eftash Joader_40m_encryptbin | BIN i 38 KB
|ed eflash_loader_cfg.conf CONF =24 3KB
[ eflash_loader_cfg.ini NI 3T 2 KB
4 eflash_loader_none.bin BIN 3244 38 KB
14 eflash loader rc32m.bin BIN ¢ 38 KB

8.8: n#% eflash_loader_encrypted.bin S 1f
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1771 DevCube kS S, #H8THIke R ARG H PR 4, 7T LURIhbe s C 2 in nas it 1.

File View Help
107 ucu \/ wrG \/ Flash \/ sewrty \/ Emuse \/ Paniion \
Firmware Options Basic Options
partition table  tools\/1.8.6/chips/bl602/partition/partition_cig_2H tom| Browse Interface Uart -
V| firmware  :/0i602Mws/w1_hellowdnelloworid_bI602_flash.oin Browse mfg Browse PortisN COu98 (PROG)  ~
none - Browse psm Browse UartRate 2000000
key Browse data Browse JiinkRate 1000
vl dts j02/device_tree/bl_factory_params_IoTKItA_40M.dts Browse V| boot2 Imgs/boot2_isp_bI502_v6.5 8/0oat2_isp_debug.bin Browse ChipErase  False -
aes-encrypt  key (16 bytes) iv (16 bytes) Xtal 40M =
ecc-signature public key Browse  private key Browse
Refresh
‘single Download Options
Clear
Enable 0x0 Browse
Log
Open Uart
Create & Download
clean buf J
send sync
ack is 4€4p
shake hand success
get_boot_info
data read is b'01080000010100000306008400b73dd91017a89800"
chipid: a8171@d93db7 = =
last boot info: None
sign is 1 encrypt is 1]
Segent 1=
segdata_len is 38464
4888/38454
8168/38464
.863] - Sha caled by dev: 2838ce2a%8174d1elbc82985472a5c55FF@dFId7274c49efd787982aF2430e58
864] - Verify success
865] - Program Finished
865] - All time cost(ms): 3152.353515625
98@] - close interface
981] - [All Success] —

K 8.9: K5 L& N INAE It 1

W R ML) eflash_loader_xx_encrypt.bin % 5H 125 44 ANILHLD, W <> 527~ 1% : BFLB_IMG_SECTIONHEADER_CRC_-
ERROR.
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File View Help

o7 wcu \/ WFG \/ Fash \/ Secury \/ Efuse \/ Parition |\

Firmware Options

partition table 1001518 5/chips/DIE02/parttionipariition_cfg_2hltomi

v/ firmware :/bi602/ws fw1_hellowdhelloworld_bl602_fiash.bin Browse mfg

none - Browse psm
key Browse data

vl dts 302idevice_tree/bl_factory_params_|oTKitA_40M.dts Browse v boot2

aes-encrypt  key (16 bytes)

ecc-signature public key Browse

Single Download Opiions

Enable 0x0

- default set DTR high
- usb serial port
clean buf
- send sync
- ack is 4fdb
- shake hand success
- get_boot_info
- data read is b'016@@000101000003606400h730d91017259500"
- chipid: a81718d93db7?
- last boot info: None
- sign is 1 encrypt is 1
- segent is 1
- FLO216(BFLE_IMG_SECTIONHEADER_CRC_ERROR)
- Not ack OK
- FLO216(BFLE_IMG_SECTIONHEADER_CRC_ERROR)
- result: FLB218(BFLB_IMG_SECTIONHEADER_CRC_ERROR)
- Error: Image load fail
- Load helper bin time cost(ms): 593.87275398625
- ErrorCode: 863, ErrorMsg: BFLE LOAD HELP BIN FATL
- Burn Retry
)

[16:35:45.285]

- Burn return with retry fail

8.10: k¢'5

imgs/boot2_isp_bl602_v6.5.8/boot2_isp_debug.bin
v (16 bytes)

private key

Ay RSN T

Basic Options
Browse Interface: Uart -
Browse Port/sN COMS8 (PROG)  ~
Browse UartRate 2000000
Browse JiinkRate 1000
Browse ChipErase | False -
Xtal 40 -
Browse
Refresh
Clear
Browse
Log
Open Uart
Create & Download
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* 9.1: Bludsk

RS i) BHA

1.0 B 2020-06-14
1.1 a0 Flash 3848 A1 59 2020-12-22
1.2 G 2 4 A F 2021-03-05
1.3 S0 AP B2 T #48 FH t 2021-06-08
1.4 T AR R 2022-08-11
15 S S T RE AT R T 2022-08-29
1.6 BN Efuse Kb, MRS % ohfg 2023-11-15
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